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Xay dung kién triic Microservice ding nhdp 1 cira cho cac hé thong phan mém truong DHBK
Tich hop tng dung dang ky tin chi.

MO DAU

1. Gi6i thiéu dé tai
Tén dé tai: Xay dung kién tric Microservice ding nhap 1 cira cho cic hé
thong phan mém trwong PHBK: Tich hop mg dung ding ky tin chi.

Hién nay, cac h¢ théng phﬁn mém tai Trudng Pai hoc Bach khoa Pa Nang chua
c6 su théng nhit vé quy trinh xac thuc ngudi dung. Moi hé théng trién khai mot
phuong thtrc ding nhap riéng biét, din dén tinh trang sinh vién, giang vién va can bd
phai ghi nhé nhiéu tai khoan va mat khau khac nhau. Diéu nay khéng chi giy bt tién
ma con tiém an nhiéu ri ro vé bao mat thong tin.

Bén canh d6, Truong Pai hoc Bach khoa Pa Néng dang trong qua trinh trién khai
cac ung dung di dong nham hd tro quan ly dao tao va hanh chinh. Viéc c6 mot hé
thong dang nhap thong nhat s& gitip cai thién trai nghiém nguoi ding, ting cudng bao

mat va toi wu hoa quy trinh x4c thyec.

Hién nay, hé thong dang ky tin chi tai Truong Pai hoc Bach khoa Pa Nang
thuong xuyén gdp phai tinh trang qua tai va gian doan dich vu khi Iuong sinh vién truy
cap tang cao, dic biét trong cac dot dang ky hoc phan mdi hoc ky. Mic du nha trudng
d3 4p dung phuong phéap phan chia thoi gian ding ky theo ting khoa nham giam tai
cho hé théng, nhung tinh trang sdp trang, tde do xur 1y cham va 16i hé théng van dién
ra, gdy anh huong 16n dén trai nghiém cia sinh vién.

2. Muc tiéu, nhiém vu

Muc tiéu

Thiét ké va xay dung mot hé thdng dang nhap mot ctra (Single Sign-On - SSO)
dua trén kién trac Microservices dé thong nhat qua trinh xac thuc nguoi dung trén cac
hé théng phan mém cia nha trudng.

Cung cAp mdt giai phap bao mat, linh hoat va d& dang mé rong trong tuong lai.
HO tro tich hop véi cac hé thong hién co ciing nhu cac tng dung di dong méi.

Ung dung di dong cho phép sinh vién dang ky tin chi. Toi wu hé thong ding ky
tin chi va gidm trinh trang qua tai va gian doan dich vu khi lugng sinh vién truy cap

tang cao.
Nhiém vu

a) Nghién ctru vé hé thdng xac thuc tap trung:

Sinh vién thuc hién: Tran Hiru Tuin Huodng dan: Pang Thién Binh 1



Xay dung kién triic Microservice ding nhdp 1 cira cho cac hé thong phan mém truong DHBK
Tich hop tng dung dang ky tin chi.

+ Tim hiéu céc phuong thure xac thuc phé bién nhu OAuth 2.0, OpenlD Connect,
SAML.

+ Phén tich wu va nhuoc diém cia timg phuong thirc dé lya chon giai phap phu
hop.

b) Thiét ké kién truc hé thong:

+ Pé xuat mo hinh kién trac Microservices cho hé théng xéac thuc tap trung.

+ Xay dung ludng xur Iy ding nhap, cap phat va xac thuc phién lam viéc.

+ Thiét ké co s6 dit liéu dé luu trir thong tin ngudi dung va phién ding nhap.

¢) Xay dung hé théng dang ky tin chi:

+ Quan ly danh sach hoc phan

+ Quan 1y lich hoc va 16p hoc

+ Xay dung quy trinh dang ky tin chi

+ X 1y xung doét lich hoc

+ Quan 1y gidi han tin chi

+ Ho tro uu tién va xét duyét dang ky

+ Heé théng theo ddi va thong bao

+ Quan ly danh sach sinh vién theo 16p hoc phan

d) Tim hiéu nguyén nhan dan dén tinh trang qua tai va gidn doan dich vu khi
lugng sinh vién truy cdp tang cao.

e) T6i wu hoa hiéu suat hé théng dang ky tin chi:

+ Sir dung caching (Redis, Memcached) dé luu trir tam thoi cac dir liéu truy cap
nhiéu nhu danh sach hoc phan, lich hoc nham giam truy vén truc tiép vao co so dir
liéu.

+ St dung co ché hang doi (Message Queue - RabbitMQ, Kafka) dé xur 1y yéu
cau dang ky tin chi theo thw ty, tranh tinh trang xung dot khi nhiéu sinh vién dang ky
cung luac.

+ St dung sharding hoic replication dé phan tan tai khi c6 lwong 16n sinh vién
truy van dong thoi.

+ Ap dung co ché batch processing dé xir Iy nhom yéu cau cing luc thay vi timg
yéu cau riéng 1é.

Sinh vién thuc hién: Tran Hiru Tuin Huodng dan: Pang Thién Binh 2



Xay dung kién triic Microservice ding nhdp 1 cira cho cac hé thong phan mém truong DHBK
Tich hop tng dung dang ky tin chi.

+ Sir dung Rate Limiting dé giéi han s6 lugng yéu cau tir mot nguoi ding trong
mot khoang thoi gian nham ngan chin spam hodc tan cong DdoS

3. Cong nghé sir dung
Ngon ngir 1ap trinh sir dung:
+ C#
+ Dart
+ Bash (script)
+ Dockerfile Phat trién giao dién ngudi ding:
+ Flutter
Cong nghé trién khai va may chi:
+ Nginx (Reverse Proxy & Web Server)
+ YARP (Reverse Proxy trong .NET)
+ Docker (Containerization) Co s¢ dir liéu & Luu trir dir liu:
+ MySQL Sharding (Phdn manh dit li¢u)
+ Redis (Cache & Message Broker)
Hé thong xir Iy dir liéu & Giao tiép giira cac dich vu:
+ Kafka (Message Queue & Event Streaming)
+ Batch Processing (Xu Iy hang loat)
Cong nghé t6i wu hoa hi¢u suat & An toan hé thong

+ Rate limiting
4. Két qua dy kién dat duoc

Cai thién hi¢u suat va dg on dinh cua h¢ thong

+ Giam tinh trang qua tai va sap hé thong khi ¢ luong 16n sinh vién truy cap
dong thoi.

+ T6i wu co sé dit liéu, caching, xtr Iy hang doi gitp ting toc d6 xir 1y yéu cau.
+ Cai thién thoi gian phan hoi khi sinh vién thuc hién dang ky tin chi.
H) trg quy trinh ding ky tin chi hiéu qua

+ Cho phép sinh vién tra ctru, dang ky, huy hodc thay doi 16p hoc phan mot cach
thuén tién.
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+ Xur 1y tu dong xung dot lich hoc, gidi han tin chi, wu tién ding ky theo diéu
kién cua sinh vién.

+ Tich hop thong bao real-time gitip sinh vién nhan duoc cap nhat vé trang thai
dang ky.

Tang cudng bao mat hé théng

+ Ap dung céc co ché bao mit nhu xac thuc an toan, mé hoa dit liéu, ngin chin
tan cong DDoS.

+ Gi6i han sd luong yéu cdu tir mot ngudi dung trong mot khoang thoi gian dé
ngan spam.

+ Dam bao an toan dir li€u va quyén riéng tu cho sinh vién, giang vién va nha
truong.

Danh gia va dé xuét trién khai chinh thic

+ Kiém thir hé thong véi cac tinh hudng thuc té dé danh gia hiéu qua.

+ So sanh hiéu suit véi hé théng cil, dua ra cic dé xuat cai thién.

+ Xay dung tai liéu huéng dan st dung cho sinh vién, gidng vién va quan tri
vién.
5. Noi dung do 4n

Mo dau

Chuong 1 - Co s 1y thuyét

Chuong 2 - Phan tich va thiét ké hé thong

Chuong 3 - Trién khai va van hanh hé théng

Chuong 4 - Két luan va hudng phat trién

Tai liéu tham khao
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CHUONG 1. COSO LY THUYET

1.1. Tong quan vé kién triuc Microservice

1.1.1. Kién tric Microservice
a. Khai niém

Kién trac Microservices[!! 1a mot phuong phap phat trién phin mém, trong d6
mot ung dung 16n dugc cAu thanh tir nhiéu dich vu nho, doc lap va co6 kha nang trién
khai riéng 1é. Mdi dich vu chay trong mot quy trinh riéng va giao tiép véi cac dich vu
khac thong qua cic co ché gon nhe, thudng 13 qua giao dién 1ap trinh tmg dung (API)
dua tréen HTTP/REST.

L . K v -
! _ —
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Hinh 1.1. Kién triic Monolithic va Microservices

Céc dac diém 1y thuyét cot 16i cua kién trac nay bao gom:

- Téap trung vao nghiép vu (Business-Oriented): Mdi microservice dugc
thiét ké dé giai quyét mot chirc nang nghi¢p vu cu thé cua hé théng (vi du:
quan ly nguoi dung, xur ly thanh toan, gui thong béo).

- Tinh tw tri (Autonomous): Cac doi phat trién c6 thé tu do xdy dung, trién
khai va mé rong dich vu cia minh ma khong can phai phéi hop chit ché véi
cac doi khac.

- Giao tiép qua "6ng din théng minh" (Smart endpoints and dumb
pipes): Cac dich vu tu xt 1y logic nghiép vu va giao tiép voi nhau qua cac
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kénh don gian nhu API REST hodc hang doi tin nhian (Message Queue), thay
vi dua vao mot 16p trung gian phurc tap dé diéu phoi.

Phi tap trung héa (Decentralized): Kién triic nay khuyén khich viéc phi tap
trung héa ca vé dir liéu va quan tri. Mdi dich vu 6 thé c6 co so dit liéu riéng
va duoc phat trién bang nhitng céng ngh¢, ngdn ngir phtt hgp nhét véi né.

b. Phén tich vu diém va nhwoc diém

Viéc ap dung kién trac Microservices*) mang lai nhiéu loi ich dang ké:

Kha ning mé rong linh hoat (Enhanced Scalability): Thay vi phai md
rong toan bo ung dung nhu kién tric nguyén khéi, ban c6 thé chi mé rong
nhimg dich vu dang chiu tai cao. Piéu nay giup toi vu hoa viéc st dung tai
nguyén va chi phi.

Tiang toc dd phat trién (Increased Agility): Cac ddi phat trién nho, tip
trung c6 thé lam viéc song song trén cac dich vu khac nhau. Quy trinh phat
trién, kiém thir va trién khai dién ra nhanh hon vi pham vi tic dong nho hon.
Tw do lwa chon cong nghé (Technology Freedom): Mdi dich vu co thé
dugc xay dung bang mot ngin xép cong nghé (technology stack) khac nhau.
Vi du, mét dich vu doi hoi hi€u nang cao co thé duoc viét bﬁng Go hoac
Rust, trong khi mot dich vu khac c6 thé sur dung .NET hoac Python.

Ting cwong kha ning phuc hdi (Improved Resilience): Néu mot dich vu
gip 16i, n6 s& khong lam sap toan bo hé théng. Cac dich vu khac van co thé
hoat dong binh thudng, gitip hé thong c6 kha ning chiu 15i cao hon.

Dé dang bdo tri va hiéu (Easier Maintenance): Moi dich vu c6 mot
codebase nho hon, dé hiéu va dé quan 1y hon so véi mot Gtng dung nguyén
khéi khong 10.

Trién khai doc 1ap (Independent Deployment): C6 thé cip nhat va trién
khai tung dich vu riéng 1¢ ma khong anh hudng dén cac dich vu khac, tao
diéu kién cho quy trinh Tich hop lién tuc va Trién khai lién tuc (CI/CD) hiéu
qua hon.

Bén canh nhiing uvu di€ém, kién tric Microservices cting di kém v&i nhi€u thach

thic:

Sw phirc tap trong van hanh (Operational Complexity): Viéc quan 1y,
trién khai va giam sat mot hé thong bao gdm hang chyc hodc hang trim dich
vu phirc tap hon rat nhiéu so v6i mot tng dung nguyén khéi. Pidu nay doi
hoi cac ky nang vé DevOps, containerization (nhu Docker), va cic cong cu
diéu phdi (nhu Kubernetes).
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- Tinh nhit quan dir liéu (Data Consistency): Vi mdi dich vu c6 thé c6 co s
dir li¢u riéng, viéc ddm bdo tinh nhét quan dir li€u trén toan hé théng tré nén
khoé khan. Cac giao dich (transactions) trai dai trén nhiéu dich vu can duoc xtr
1y can than thong qua cic miu thiét ké nhu "Saga" dé dat duoc "nhat quan
cudi cung" (eventual consistency).

- D) tré mang va giao tiép (Network Latency and Communication): Giao
tiép giira cac dich vu thong qua mang luén cham hon so véi giao tiép trong
cing mot quy trinh (in-process calls). Diéu nay c6 thé anh huéng dén hiéu
ning toan hé théng néu khong duogc thiét ké tdi uu.

- Kiém thir phitc tap (Complex Testing): Viéc kiém thir tich hop (integration
testing) trd nén phirc tap hon vi can phai dam bao su twong tac chinh xéc
gitra nhiéu dich vu dang chay.

- Yéu ciu k¥ ning cao: Doi ngii phat trién can c6 kién thirc sdu vé 1ap trinh
phan tan, cac mAu thiét ké hé théng, cling nhu cac cong nghé hd tro dé trién
khai va van hanh hi¢u qua.

c. Cac thanh phin va phuwong 4n hd tro

Dé trién khai thanh céng mot hé théng MicroservicesY, can ap dung cac mau
thiét ké va cong cu chuyén dung:
- Containerization va Piéu phéi (Containerization and Orchestration):

o Docker: La cong nghé pho bién nhat dé dong goi mdt dich vu va tat ca
cac phu thudc cua né vao mét "container", ddm bao moi truong chay
nhat quan & moi noi.

o Kubernetes (K8s): La nén tang diéu phdi container hang dau, gitp tu
dong hoa viéc trién khai, mo rong va quan ly cac ung dung container
hoa.

- Céng API (API Gateway):

o La mot may chu dong vai trd 1a diém vao duy nhét cho tat ca cac yéu cu
tir client. N6 chiu trach nhiém dinh tuyén yéu cau dén cac dich vu tuong
g, x4c thuc ngudi dung, gidi han téc do truy cép (rate limiting), va ghi
log.

o Vidu: YARP?], Kong, Ocelot, Spring Cloud Gateway.

- Giao tiép giira cac dich vu (Inter-service Communication):

o Pong bd (Synchronous): Sir dung API REST hoic gRPC khi client can
nhan phan héi ngay lap tuc.
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Request/Response
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Reigunse
Chent
Evented

Generators

Hinh 1.2. Sir dung hang doi tin nhin

o Bat d@dng bd (Asynchronous): St dung hang doi tin nhin (Message
Broker) nhu RabbitMQ, Apache Kafka, hoic Google Pub/Sub dé tach
ro1 cac dich vu. Dich vu nay chi can gtri mot sy kién ma khong can quan
tam dich vu nao s€ xu Iy no.

- Phat hién Dich vu (Service Discovery):

o Trong mot méi trudong dong, dia chi IP cua cac dich vu co thé thay doi
lién tuc. Service Discovery gip cac dich vu tim thdy va giao tiép véi
nhau.

o Vidu: Eureka, Consul.

- Giam sat va Ghi log tap trung (Centralized Monitoring and Logging):

o Vihé théng bi phan tan, viéc theo ddi va g 15i tré nén kho khan. Céan ¢6
mot hé thong ghi log tip trung dé thu thap log tir tit ca cac dich vu vao
mot noi.

o Logging: Ngin xép ELK (Elasticsearch, Logstash, Kibana).

o Monitoring & Alerting: Prometheus, Grafana.

o Distributed Tracing: Jaeger, Zipkin, dé theo ddi mot yéu cau khi né di
qua nhiéu dich vu.

1.1.2. Vi du minh hoa: Phéan tich quy trinh nghiép vu
Hay xem xét mot vi du thuc té: quy trinh yéu ciu cap gidy ching nhan sinh vién.
Quy trinh ndy thudng bao gdm cac bude: sinh vién truy cip website dé ding ky, cho

can bd xac nhan, kiém tra thong bao va dén van phong dé nhan giay.
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Hinh 1.3. Ap dung Microservices va quy trinh yéu cdu cdp gidy xdc nhdn sinh vién

Trong kién tric Microservices, quy trinh ndy ¢ thé duoc chia thanh bén dich vu
riéng biét: Dich vu Yéu ciu (Requesting), Dich vu In 4n (Printing), Dich vu Xac
nhin ky (SignConfirmation), va Dich vu Thong bao (Notification). Ludng hoat
dong s& dién ra nhu sau:

1. Khi mot sinh vién giri yéu cau xin gidy ching nhan trén website, Dich vu Yéu
ciu (Requesting service) sé tiép nhan yéu cau, xir Iy va gii mot su kién (event)
dén Message Broker (hé thong trung gian giri/nhan tin nhan).

2. Dich vu In 4n (Printing service) va Dich vu Théng bao (Notification service),
von da dang ky (subscribed) dé léng nghe céc su ki¢n tir Dich vu Yéu clu, s&
lan lugt nhan duoc su kién nay. Dich vu In an bat dau qua trinh X 1y in an, con

Dich vu Thong bao s€ giri mdt email xac nhan da nhan yéu cau cho sinh vién.

3. Sau khi in xong, Dich vu In an giri m¢t su kién "da in xong" dén Message
Broker.

4. Dich vu Xac nhén ky (SignConfirmation), von dang ky ling nghe su kién nay,
s& nhan thong tin va xur Iy viée ky duyét. Sau khi hoan tat, no tiép tuc guri mot

su kién mdi dén Message Broker.

5. Cudi cung, Dich vu Théng bio nhan dugc su kién hoan tat ky duyét va gui
mot thong bao nira cho sinh vién véi thong tin xac nhan cudi cing (vi du: "Gidy
chirng nhan ctia ban di sin sang dé nhan tai van phong").

M&i dich vu c6 thé sir dung cong nghé khac nhau:
- Dich vu Yéu ciu, Dich vu Xac nhan ky: C6 thé st dung .NET, Spring... v6i
co so dir licu MySQL.
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- Dich vu In 4an: C6 thé sir dung .NET, Spring... vdi co so dit liéu NoSQL (dé
luru trang thai in 4n) va Redis (dung cho caching).
- Dich vu Thong bao: C6 thé sir dung NodeJS + Express... va két ndi v6i dich

vu cua bén thir ba nhu Firebase.

Loi ich ciia Message Broker trong hé thong:

- Giao tiép bat dong b (Asynchronous Communication): Cac dich vy nhu
In 4n, X4c nhan ky va Thong bao khong can phai chd nhau hoan thanh cong
viéc. Ching hoat dong doc 1ap va song song, gitp ting hiéu sudt toan hé
théng.

- Tach roi cac thanh phz“ln (Decoupling): Cac dich vu hoat dong doc l1ap va
chi giao tiép voi nhau mot cach gian tiép thong qua Message Broker. Diéu
nay 1am cho hé thdng dé dang bao tri va mé rong hon vi thay d6i & mot dich

vu khong anh huong truc tiép dén cac dich vu khac.
1.2. Kién triic hwéng su kién (EDA) va vai tro ciia Apache Kafka
1.2.1. Kién tric huéng sw kién (EDA)

-5
Event-Driven Architecture o

for Microservices

-—

a. r-al ﬁa'. 1

a3

#

Hinh 1.4. Kién triic hwéng sw kién

Trong khi kién triic Microservice dinh nghia cdu triic ciia hé thong (chia thanh
cac dich vu nho), thi Kién trac hudng sy kién (Event-Driven Architecture - EDA) lai
dinh nghia cdch thirc giao tiép giita cac thanh phan d6. Pay 1a mot miu hinh kién trac
ngay cang pho bién, dic biét khi két hop vdi Microservices.

a. Pinh nghia va Nguyén ly hoat dong

Kién triic huéng sy kién (EDA)B! 1a mot mau thiét ké phan mém, trong d6 céac
thanh phan cua hé thong giao tiép v6i nhau thong qua viéc tao ra va phan ung lai cac
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Xay dung kién triic Microservice ding nhdp 1 cira cho cac hé thong phan mém truong DHBK
Tich hop tng dung dang ky tin chi.

"su kién" (events). Mot sy kién 1a mdt ban ghi vé mot thay ddi trang thai hodc mot

hanh dong quan trong di xay ra trong hé thong (vi du: "Ngudi ding da dit hang", "San

pham da duoc giao", "Thanh toan thanh cong").

Thay vi mét dich vu truc tiép goi mot dich vu khic dé yéu cau thyc hién hanh

dong (md hinh Request/Response), trong EDA, mot dich vu chi can "phat" (publish)

mot su kién ra mot kénh trung gian. Céac dich vy khac quan tam dén su kién do6 sé

"dang ky" (subscribe) ling nghe va xtr Iy khi su kién xay ra.
b. CAc thanh phén chinh

Mot hé théng EDA thudng bao gom ba thanh phan cdt 15i:

Nha san xuit sw kién (Event Producer): La thanh phan phat hién va tao ra
su kién. Vi duy, dich vu "Thanh toan" la mot Producer khi no6 tao ra su kién
"Thanh todn thanh cong".

Ngudi tiéu dung sw kién (Event Consumer): La thanh phan ling nghe va
phan ung lai cac sy kién. Vi du, dich vu "Giao hang" va dich vy "Thong bao"
déu 1a cac Consumer, ciing phan tng lai sy kién "Thanh toan thanh cong" dé
bat dau quy trinh giao hang va giri email cho khéach.

Kénh sv kién (Event Channel / Message Broker): La ha ting trung gian
chiu trach nhiém nhan su kién tir cac Producer va chuyén chiing dén cac

Consumer tuwong tmg. Day 1a xuwong sdng cta kién triic EDA.

c. Loi ich ciia Kién tric huwéng sy kién

Tach roi cao (High Decoupling): Producer va Consumer khong can biét vé
su t6n tai cia nhau. Chung chi can twong tac véi Event Channel. Diéu nay
gitip cac dich vu hoan toan doc 1ap, dé dang thay d6i, nang cap hoic thay thé
ma khong anh huong dén phan con lai ctia hé thong.

Khi ning mé rong va hiéu suit cao: Vi cic tac vu duoc xtr 1y bat dong bo,
hé thong co thé xir Iy dong thoi mot lwong 16n su kién ma khong bi tic
nghén. C6 thé dé& dang tiang sd lugng Consumer dé xur 1y cong viéc song
song.

Kha niing phuc hdi va chong 18i (Resilience): Néu mot Consumer bi 15i (vi
du: dich vy "Thong bao" bi sap), cac sy ki¢n van dugc luu trong Event
Channel. Khi dich vu hoat dong tré lai, n6 co thé tiép tuc xur Iy céc su kién
d6, dam bao khong mat mat dir liéu.

Phan g theo thoi gian thue (Real-time Responsiveness): EDA rat phu
hop cho cac hé théng can phan ung ngay lap tirc v6i cac thay doi, nhu hé
thong gidm sat, phan tich dir liéu ludng (stream analytics) hozc IoT.
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1.2.2. Apache Kafka

Apache Kafka khong chi 1a mot Message Broker thong thudng, né da phét trién

thanh mot nén tang truyén tai sy kién (event streaming platform) manh mé, dong vai

trod trung tim trong nhiéu hé thong EDA hién dai.
a. Gi6i thiéu vé Apache Kafka

Apache Kafka 3 1a mot hé thdng ma ngudn mé, phan tan, dugc thiét ké dé xir ly

mot lugng cuc 16n dit lidu theo thoi gian thuc. Ban dau dugc phat trién tai LinkedIn,

Kafka c6 kha ning xur Iy hang nghin ty su kién mdi ngdy véi cac dic tinh ndi bat nhur:

Thong lwgng cwe cao (High Throughput): C6 kha nang xu 1y hang tri€u tin
nhian mdi gidy.

D) tré thap (Low Latency): Pam bao tin nhian dugc truyén di va nhan lai
trong vai mili gidy.

Kha ning chiu 16i va d§ bén cao (Fault-Tolerant and Durable): Dit liéu
duoc sao chép (replicated) trén nhiéu mdy chu (broker), dam bao khong bi
mat ngay ca khi mot may chu gip su co.

Khi niing mé rong vwot troi (Highly Scalable): C6 thé dé dang mé rong
cum (cluster) Kafka bang cach thém cac broker méi.

b. Cac khai niém cot 16i cia Kafka

Partiton 0 1 4|81

Consumer Group

|4 Consumer | P1, offset 4
Partition 1
6|7 10|12 Consumer pl offset 2
offwt=0 41 2 3 4 86 &
Partition 2 \
2.5 9
Consumer | pl. offset 3

Hinh 1.5. Sw tuwong tdc trong kién triic Kafka Architecture

Event (Sw kién): Pon vi dit liéu co ban trong Kafka, chira thong tin vé mot
su kién da xay ra.
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- Topic: Tuong tu nhu mdt kénh hodc mot danh muc, 1a noi cac Producer gui
su kién dén va cac Consumer doc sy kién tr d6. Vi du: order-
created, payment-processed.

- Partition (Phan vung): Mdi Topic dugc chia thanh nhiéu Partition. Dir liéu
trong mot partition duoc sap xép va bat bién. Viéc chia partition cho phép xur
1y dit liu song song, 1a chia khoa cho kha nang mé rong cua Kafka.

- Producer: Ung dung gti (publish) cac sy kién vao mot hodc nhiéu Topic.

- Consumer: Ung dung doc (subscribe) cac su kién tir mdt hodc nhiéu Topic.

- Consumer Group: Mot nhoém cac Consumer cung lam viéc dé tiéu thu di
liu tr mgt Topic. Mbi partition chi dugc tiéu thu bo1 mdt Consumer duy
nhat trong mét group, cho phép xir Iy song song mot cach hiéu qua.

- Broker: Mot may chu Kafka. Mot cum Kafka (Kafka Cluster) bao gdm

nhi€u broker lam viéc cung nhau.

Apache Kafka [}l khong chi 1a mot lya chon, ma thuong duoc coi 1a "hé than
kinh trung wong" (central nervous system) cho cac hé théng Microservice hién dai ap
dung EDA. Vai tro ctia n6 thé hién qua céc diém sau:

1. Xwong song Giao tiép (Communication Backbone): Kafka cung cip mot
kénh giao tiép tin cdy, hiéu sut cao va bt ddng bo, gitip tach rdi hoan toan céac
microservice. Mot dich vu chi can "néi" voi Kafka, va Kafka s& dam bao thong
diép duoc chuyén dén tat ca cic bén quan tam.

2. Luwu trit sw Kién bén bi (Durable Event Storage): Py 13 mot trong nhimng
diém khac biét 16n nhét cua Kafka so voi cac message broker truyén thong.
Kafka khong chi giao tin nhian ma con lwu trit ching mét ciach bén bi trong
mot khoang thoi gian ¢ thé cau hinh. Diéu nay mang lai kha ning:

o "Phat lai" (Replay): Néu mét dich vu bi 18i, sau khi stra xong no co thé
doc lai cac su kién tir qué khir dé khoi phuyc trang thai.

o Dé dang thém Consumer méi: Mot dich vy phan tich méi c6 thé duogc
thém vao hé thé)ng va xu 1y toan bg lich st dir liéu cua mét Topic.

o Kiém tra va g 18i (Auditing and Debugging): Toan bo ludng sy kién
duogc luu lai, gitip viée truy vét va g& 16i d& dang hon.

3. Nén tang cho Xir Iy Dir liéu Ludng (Stream Processing): Véi cac thu vién
nhu Kafka Streams va ksqlDB, Kafka cho phép cac ing dung khong chi nhén
su kién ma con c6 thé xir ly, tong hop va bién déi dir liu ngay trén
ludng (in-flight), tao ra cac ludng dit liéu méi. Pidu ndy md ra cac ung dung
nhu phat hién gian 1n, phan tich hanh vi nguoi dung theo thot gian thuc...
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Tom lai, trong khi kién triic Microservice gitip chia nho ung dung, thi EDA voi
Apache Kafka cung cidp mot phuong tién manh m& dé cic manh ghép dé giao tiép véi
nhau mot cach linh hoat, ddng tin cdy va c6 kha nang mé rong gﬁn nhu v6 han.

1.3. K§ thuit Caching va tdi wu hiéu niing truy xuét dir liéu véi Redis
1.3.1. Ky thuit Caching

Khi mot hé théng Microservices phat trién, luong truy cap dén cac dich vu va co
so dit liéu sé& tang 1én, ddn dén nguy co qué tai va giam hiéu ning. Caching* (tao bo
nhé dém) 13 mot trong nhirng k¥ thudt hiéu qua nhat dé giai quyét van dé nay bang
cach giam thiéu s 1an truy xudt dén cac tai nguyén chdm nhu co s& dit liéu. Trong sd
cac cong cu caching, Redis ndi 1én nhu mét lya chon hang dau.

a. Pinh nghia va Muc dich

Caching [ 1a k¥ thuat luu trit tam thoi cac dir liéu thuong xuyén duoc truy cap
vao mot 16p luu trir c6 toc dd cao (bo nhé dém), gan véi tng dung hon. Thay vi phai
thuc hién céc thao tac tdn kém (nhu truy van co so dit liéu, goi API cua mdt dich vu
khac) mdi khi c6 yéu cau, Gmg dung s& kiém tra trong bo nhé dém trude. Néu dit liéu
ton tai (cache hit), no s& duoc tra vé ngay lap trc. Néu khong (cache miss), img dung
maoi truy XUAt tir nguén géc, sau d6 lwu mot ban sao vao bd nhd dém dé sir dung cho
cac 1an sau.

Muc dich chinh cta caching:

- Giam a6 tré (Reduce Latency): Truy cap dir liéu tir b nhé dém (thuong la
trong RAM) nhanh hon hang nghin 1an so v&i tir dia cling ctia co s dit lidu.

- Giam tii cho hé thong ngudn (Reduce Backend Load): Giam s lugng
truy van dén co so dit liéu hodc cac dich vu khéc, gitip chiing hoat dong on
dinh hon va tranh bi qua tai.

- Ting thong lwong (Increase Throughput): Hé thong c6 thé phuc vu nhiéu
yéu cau hon trong ciing mot khoang thoi gian vi thoi gian xtr Iy mdi yéu cau
duogc rat ngin.

b. Céc chién lugc Caching phé bién
Cache-Aside (Lazy Loading): Day la chién luogc phd bién nhét.
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1. If data exists in the cache,
read data from f.achc

Cache

Application u

Database

Hinh 1.6. Chién lugc cache-aside (Lazy loading)

o Ung dung kiém tra xem dir liéu c6 trong cache khong.

o Néu co (cache hit), tra vé dit liéu.

o Néu khong (cache miss), tng dung truy van tir co s& dit liéu, sau d6 luu
dit liéu vao cache roi méi tra vé cho ngudoi dung.

o Uu diém: Chi cache nhitng dit liéu thuc su dugc yéu cau. Hé théng van
hoat dong (du cham hon) néu cache gip su co.

o Nhwoc diém: Do tré cta lan truy cap dau tién (cache miss) cao hon. Dir
lidu trong cache c6 thé bi cii (stale) néu dit liéu trong DB thay doi.

- Write-Through:

P e e
- —

L. Application writes 1. Cache wrines data to

Q Mn to cache ' databare MM

Agphcati . . Database

Hinh 1.7. Chién luwgc Write-Through
o Khi ghi dit liéu, ing dung s& ghi dong thoi vao ca cache va co sd dit lidu.
o Uu diém: Dam bao dir liéu trong cache va DB ludn nhat quan.

o Nhuge diém: Thao tic ghi s& c6 do tré cao hon vi phai doi ghi thanh
cong ¢ ca hai noi.
- Write-Back (Write-Behind):
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1. Application constantly

Wiites 4012 0 (2N 1 Cache writes data te
ﬁ'{?}_,i“ ammi -
_—
e

Cutats ave

Hinh 1.8. Chién luwgc Write-back
o Khi ghi di liéu, ing dung chi ghi vao cache va tra vé ngay lap tirc.

o Thao tac ghi Xuéng co s& dit lidu s& duge thuc hién bat d(‘”)ng bo sau mot

khoang thoi gian hodc theo mét 16 (batch).
o Uu diém: Tdi vu hoa hiéu ning ghi, do tré rat thap.

o Nhuwoc diém: Co nguy co méat dir liéu néu cache bi 1i trude khi dir liéu
kip duoc ghi xudng co s¢ dit liéu.

Redis (Remote Dictionary Server) la mot kho luu trit dit li¢u key-value trong bo
nhd, ma nguén mé, nodi tiéng vé hiéu suét cuc cao. N6 khong chi 1a mot cache don

gidn ma con ho trg nhiéu cau truc dir liéu phtre tap.

1.3.2. Toi wu hiéu niing truy xuit dir liéu véi Redis

How Redis is typically used

SQL Database
che hit > ¢.2. Backendiess
return data
D D "O cache g
with cats
Client
Cache miss > ook in persistent datastore

Hinh 1.9. Minh hoa hé thong dp dung Redis

- Toéc @ cwe nhanh: Vi hoat dong cha yéu trén RAM, Redis c6 thé thuc hién
hang triéu thao tdc mdi gidy vdi do tré dudi mot mili giay.

- Hb trog da dang céu tric dir liéu: Khic véi cac hé thong cache key-value
don thuan chi luu chudi (string), Redis hd tro cac cdu trac dit liéu phong phu
nhu:

o Strings: Luu trit cac d6i twong JSON, HTML,...

o Hashes: Luu trit cac dbi tugng co cau triic (nhu thong tin nguoi diung),
cho phép cap nhat ting truong riéng 16 ma khong can doc/ghi lai toan bd
d6i tuong.
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o Lists: Luu trit cdc danh sach, phu hop cho viéc caching dong thoi gian
(timeline).

o Sets: Luu trir cac tap hop gia tri duy nhat.

o Sorted Sets: Luu trit cac tap hop co6 thir hang, cuc ky hi¢u qua cho viéc
xay dung bang xép hang (leaderboard) thoi gian thuc.

- Tich hop co ché hét han (Expiration): Redis cho phép dit thoi gian ton tai
(Time-To-Live - TTL) cho mdi key. Sau khoang thoi gian nay, key s& tu
dong bi x6a, gitp giai quyét vin dé dir liéu cil (stale data) mot cach ty dong.

- Tinh bén bi tiy chon (Optional Persistence): Mic du hoat dong trén RAM,
Redis cung cip co ché dé luu dir liéu xudng dia (RDB, AOF), dam bao dir
li¢u trong cache co thé duoc khoi phuc sau khi khéi dong lai.

- Kha ning mé rong va Sin sang cao (Scalability & High Availability): HO
trg cac mau hinh nhu Redis Sentinel (tu dong chuyén d6i du phong) va Redis
Cluster (phan manh dit liéu theo chiéu ngang) dé xdy dung cic hé thong
cache 16n, ¢6 khéa nang chiu 16i cao.

1.3.3. Két chwong

Chuong nay trinh bay vé co so 1y thuyét, cac phuong phap, ky thuat duoc ap
dung vao giai quyét cac yéu cau cia dé tai.
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CHUONG 2. Phén tich va thiét ké hé thong

2.1. Phén tich hién trang va cic vin dé ton tai ciia hé thong

2.1.1. Kién triic chung

Qua qua trinh khao sat thuc t& hé thong cong thong tin dién tr ctia Trudng Dai
hoc Bach khoa, Dai hoc Pa Nang (DUT), c6 thé nhan thay hé théng duoc ciu thanh tir
nhiéu trang web doc 1ap, phuc vu cac nhu cau khac nhau. Mot sb trang web chinh bao

gom:

Trang chu: dut.udn.vn

Cong thong tin sinh vién: sv.dut.udn.vn

Cong thong tin can bd: cb.dut.udn.vn

Trang ding ky hoc phan: dk.dut.udn.vn

Trang héi dap: fr.dut.udn.vn

Thuw vién: lib.dut.udn.vn

Khoa hoc cong nghé: khen.dut.udn.vn

Va mét sé trang web khac dang dwoc xAy dung: LMS, Chuan dau ra
(chuandaura.dut.udn.vn), Tuyén sinh, Lich tuan (lichtuan.dut.udn.vn).

Tuy nhién, md hinh hoat dong hién tai boc 10 nhiéu han ché can duoc giai quyét,

c6 thé tong két thanh cac nhém van dé chinh nhu sau:

Van dé cbt 16i cua hé théng hién tai la phén 16n cac trang web dugc trién khai

theo kién tric nguyén khéi (Monolithic). Kién trac nay gy ra cac tré ngai 16n:

Khé khin trong viéc ning cip va bao tri: Su lién két chit ché (tight-
coupling) giita cac module chic ning trong mot khdi thong nhit khién viéc
thay d6i mot thanh phan nho ciing c6 thé anh hudng dén toan bo hé thong,
1am tang rui ro va kéo dai thoi gian phat trién, trién khai.

Phirc tap trong quéan ly co sé dir li€u: Viéc st dung mdt co s dir li¢u dung
chung hodc nhiéu co sé dir liéu thiéu sy dong bo chit ché dan dén tinh trang
dir lidu bi rdi, phan manh va khé quan ly. Diéu nay dic biét rd rang khi c6
nhiéu hé théng con cung thao tac trén mat tap dir li¢u.

Day 1a hé qua tryc tiép cua van dé kién tric, thé hién rd qua cac quy trinh nghiép

vu:

Pong bd héa thi cong: Dir lidu dang ky tin chi tir trang dk.dut.udn.vn khong
dugc ty dong cdp nhat sang trang sinh vién (sv.dut.udn.vn), ma phai thuc
hién qua cac quy trinh thu coéng. Diéu ndy gy ra do tré 16n, sinh vién khong
thé thay két qua ngay lap tirc trén trang thong tin ca nhan.
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Cép nhit thong tin cham tr&: Thong tin vé cac hoc phan thay thé, hoc phan
tuong duong thudng duge cip nhat cham. Diéu ndy gy hoang mang va phan
nan tir phia sinh vién, ddc biét la cdc sinh vién ndm cudi can hoan thanh

chuong trinh ddo tao dé xét tot nghiép.

Sy thiéu ving mot co ché dong bo dit liéu ty dong, theo thoi gian thuc gitta cac

hé thng 1a mot diém yéu nghiém trong, anh huéng truc tiép dén tinh chinh xac cua

thong tin va trai nghi€ém cta nguoi dung.

Hé thdng hién tai thiéu mot kénh giao tiép chi dong dé tr dong giri thong bao

dén nguodi dung qua cac kénh ca nhan nhu email. Bi€u nay dan dén vi¢c sinh vién bi

bo 16 cac thong tin quan trong:

Phu thugc vao cac kénh khong chinh thirc: Cac thong bao quan trong nhu
dot dang ky thi Anh vin dinh ky, Anh vin chuin dau ra thuong dugc ding tai
qua cac kénh mang xa hoi (Facebook), khién nhiing sinh vién khong theo doi
c6 thé bi bo 18.

Khong c6 co ché nhic nhé tw dong: Thiéu hé thong ty dong nhic nho sinh
vién thuc hién cac hoat dong can ding han nhu danh gia diém rén luyén, dan
dén tinh trang sinh vién quén thuc hién.

Théong bao bi dong: Cac thong bao vé thay d6i lich hoc (nghi, hoc bu) phu
thudc hoan toan vao viéc sinh vién phéi ty giac truy cdp trang sinh vién dé

kiém tra, thay vi duoc hé thong chii dong giri dén.

Su ton tai cua qué nhiéu té€n mién riéng bi¢t cho cac chuc nang khac nhau tao ra

mot trai nghiém nguoi dung roi rac va khé khan:

Khé ghi nhé va truy cip: Sinh vién va giang vién phai ghi nhé nhiéu dia chi
web khac nhau, gay kho khin va bét tién trong qua trinh st dung.

Hé¢ théng xac thwe bi phan manh (Thiéu Single Sign-On - SSO): Day 1a
mot trong nhitng bét cap 10n nhat. Viéc cac trang web hoat dong tach roi dan
dén mdi hé thong c6 mdt co ché xac thyc va quan 1y nguoi dung riéng. Hau
qua 12 nguoi dung (sinh vién, giang vién) phai duy tri nhiéu tai khoan va ding
nhap lap lai trén cic trang khac nhau, giy ra su phién toai va lam gia ting rui
ro vé bao mat (ngudi dung c¢6 xu hudng dat mat khau yéu va giéng nhau &
nhiéu noi).

Céu tric thiéu tip trung: Trang thong tin sinh vién (sv.dut.udn.vn), von
duoc xem la céng thong tin chinh, lai co6 cAu trac 10n x6n. Mot sd chire nang
dugc tich hop truc tiép, trong khi nhiéu chirc ning quan trong khac lai diéu
huéng nguoi ding sang mot trang web hoan toan khac. Diéu nay pha v tinh

lién mach va gay kho khin cho ngudi ding khi tim kiém thong tin.
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- Nguy co gia ting sw phan manh: Viéc tiép tuc xay dung cc trang web méi
v6i tén mién riéng ma khong c6 mot chién luoc tich hop téng thé s& cang lam
tram trong thém van dé nay trong tuwong lai.

2.1.2. Hé théng ding Ky tin chi

Hé théng Dang ky tin chi 1a mot trong nhitng thanh phan quan trong va nhay cam
nhat trong hé sinh thai ing dung cta nha tredng. Tuy nhién, qua qua trinh khao sat, hé
théng hién tai boc 10 nhiéu diém yéu nghiém trong vé mit kién trac va hiéu ning, dan
dén tinh trang qua tai va sap hé théng thuong xuyén vao cac thoi diém cao diém.

a. Kién tric nguyén khdi (Monolithic)

Hé théng dugc xay dung trén kién trac nguyén khoi, trong d6 toan bd chirc ning
duoc dong goi chung vao mot khdi tng dung duy nhat. Kién tric ndy giy ra cac hiu
qua tryc tiép:

- Piém nghén ¢6 chai (Bottleneck): Mot tac vu cham, vi du nhu truy van co s6

dir liéu, s& 1am tic nghén toan bo tng dung.

- Mot 16i phat sinh & bat ky chirc ning nao ciing c6 nguy co lam sap toan bd

hé thong.

- Khong thé mé rong quy mo mot cach linh hoat ma budc phai nhan ban toan

bo khéi tmg dung, giy lang phi tai nguyén.
b. Thao tac Co s& dir liéu khong dwoc T6i wu héa
- Thiéu chi muc (Indexing): Cac bang dit liéu quan trong khong duoc danh chi
muc hop 1y, khién co sé dir liéu phai thuc hién quét toan bo bang (full table
scan) — mot thao tac cuc ky cham va ton tai nguyén.

- Cau truy van phuc tap: Cac cdu 1énh SQL dé kiém tra diéu kién dang ky

(JOIN nhiéu bang) tr& thanh ganh ning cuc 16n cho co so dit liéu khi khong
¢6 chi muc hd tro.

c. Khong tian dung co ché Caching (B$ nhé dém)

Hé thdng thiéu hoan toan co ché caching, mot trong nhitng k¥ thuat co ban va
hiéu qua nhat dé t6i uu hiéu ning. Cac dir lidu c6 tinh tinh hogc it thay d6i (nhu danh
sach 16p hoc phén, diém da hoc) déu duogc truy van truc tiép tr co s dir liéu mdi khi
6 yéu cau, gy ra hang van lugt truy van thira thai va ling phi tai nguyén.

d. Vong lap tiéu cuc tir hanh vi nguwoi dung: Nan "Auto-click"

Mot van dé nghiém trong khac, vira 1a nguyén nhan vura 1a h¢ qua ctua sy cham
chap cua hé théng, 13 hanh vi sir dung céc cong cy auto-click.

Nguyén nhan: Do lo so khong ding ky duoc vao cac 16p hoc phin mong mudn vi
hé théng thudng xuyén bi treo, sinh vién da tim dén cac giai phap tu dong. Ho sir dung
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cac doan ma kich ban (script) hoac tién ich md rong (extension) trén trinh duyét dé gui
yéu cau dang ky mot cach lién tuc véi tan suat cyc cao.

2.2. Thiét ké hé théng

2.2.1. X4y dung kién triic Microservice cho trromg Pai hoc Biach Khoa

a. Mo hinh Kkién truc Microservice dé xuat

LT LT

- ThREF Ranliwre
.
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Hinh 2.1. Mé hinh kién triic Microservice dé xuit

- Lép client: Bao gém cac ung dung phia nguoi dung cudi nhu Web
App (danh cho trinh duyét may tinh) va Mobile App

- Lép cong vao API (Reverse Proxy): Sit dung YARP (Yet Another
Reverse Proxy), mgt thu vién Reverse Proxy hi¢u niang cao, linh hoat do
Microsoft phat trién. Gitp diéu hwéng va xir Iy cac tac vu chung.

- Lop dich vu:

o SSO Service: Nguoi dung chi can dang nhap mot 1an duy nhét tai Auth
Service, sau d6 c6 thé truy cap tat ca cac dich vu khac
(XemDiem, DKTC...) ma khong can phai dang nhap lai. Diéu nay giai
quyét triét dé van dé dang nhap lap lai da ton tai & hién trang.

o Cac Microservices nghi€p vu: Moi chiic nang 16n cua trudong sé dugce

xay dung thanh mdt microservice doc lap, moi microservice cd DB riéng
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- Lép dir li€u: D li€u tr cac co s& dir li€u riéng 1é cua cac microservice s&
duogc dong bo hoda (sync) mét cach dinh ky hodc theo su kién vao co s¢ dir
li¢u tap trung nay.

Két luan: M6 hinh dé xuat nay khong chi 1a mot sy ning cap céng nghé ma con
12 mot giai phap kién tric toan dién, giai quyét cac van dé ¢t 161 ctia hé théng hién tai,
mang lai mQt h¢ théng théng nhat, linh hoat, d& béo tri va c6 kha nang mé rong manh
mé trong tuong lai.

b. Loi ich ciia trién khai hé théng trén

Ap dung kién triic nay cho hé thong thong tin cua Pai hoc Bach Khoa mang lai

nhiéu loi ich vuot troi so véi kién trac nguyén khdi (Monolithic) truyén théng:

- Linh hoat va D& mé& rong (Scalability): Moi dich vu (vi du: Quan ly sinh
vién, Quan 1y mén hoc) ¢ thé duge méd rong quy md mot cach doc 1ap. Néu
hé thdng dang ky hoc phan qua tai vao dau ky, chi can ting tai nguyén cho
dich vu d6 ma khong anh hudéng dén cac dich vu khac.

- Tang cudng su on dinh (Resilience): Néu mét dich vu gap 16i (vi du: dich
vu Thu vién), cac dich vu khac nhu Céng thong tin sinh vién hay H¢ théng
hoc truc tuyén van hoat dong binh thuong.

- Phat trién va trién khai ddc 1ap: Cac nhom phat trién khac nhau c6 thé 1am
viéc song song trén cac dich vu khac nhau. Viéc cap nhat, stra 16i cho mot
dich vu c6 thé dugc trién khai nhanh chong ma khong can phai trién khai lai
toan bo hé thong.

- Tuw do lwa chon cong nghé: Mdi dich vu c6 thé duoc xdy dung bang ngdn
ngir 1ap trinh va cong nghé phu hop nhét véi chitc ning ciia nd (vi du: ding
Python cho dich vu xur Iy dir liéu, dung Java/Node.js cho cac dich vu nghiép

vu).

2.2.2. H¢ thong ding nhap 1 cira véi Microsoft entra id
a. Bai toan va giai phap
- Bai toan: Hién tai, sinh vién va giang vién co thé phai st dung nhiéu tai
khoan va mat khau khac nhau dé truy cdp cac hé thong riéng 1é cia trudng
(Cong thong tin, hé thong E-learning, Email, Wifi, Thu vién...). Diéu nay gay
ra:
o Trai nghiém nguoi dung kém, kho ghi nhé.
o Ruiro bao mat cao (mat khau yéu, su dung lai mat khéu).
o Kho khin cho bo phan IT trong viéc quan 1y, cip va thu hoi quyén truy
cap.
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- Giai phap: Trién khai hé thong Pang nhap mot cira (Single Sign-On -
SSO) sir dung Microsoft Entra ID lam nha cung cdp danh tinh trung tim
(Identity Provider - IdP). V4i SSO, nguoi ding chi can dang nhap mot lan
duy nhét bang tai khoan cua trudong (vi du: 102210239@sv1.dut.udn.vn) dé
truy cdp vao tat ca cac ung dung da dugc cap phép.

b. Ludng hoat dong ciia hé thong SSO véi Microsoft Entra ID
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Hinh 2.2. Luong hoat dgng ciia hé thong SSO véi Microsoft Entra ID
- Cac thanh phan chinh:
o User (Nguwoi dung): Sinh vién, giang vién.

o Application (Ung dung): Cac tng dung cua truong can dugc bao vé (vi
du: Cong thong tin, E-learning).

o SSO Service: Mot dich vu trung tdim do truong xay dung, dong vai tro
"cong xac thuc". N6 giao tiép véi ca img dung, ngudi ding va Microsoft
Entra ID.

o Database (Co s& dir liéu): CSDL cua truong, chta thong tin chi tiét vé
nguoi dung (ma sb sinh vién, khoa, 16p, v.v.).

o Microsoft Entra ID!®!: Dich vu xac thuc trung tam cua Microsoft, noi
luru triv tai khoan va mat khau ciia ngudi ding.

- Ludng hoat dong dién ra theo cac buéc sau:
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1. Try access to app (C6 ging truy cap ing dung): Ngudi ding mo trinh
duyét va truy cap vao dia chi cia mot rng dung (vi
du: https://portal.dut.udn.vn).

2. Redirect to SSO service (Chuyén hwéng dén Dich vu SSO): Ung dung
nhén thiy ngudi ding chua ding nhap. Thay vi hién thi form diang nhap cua
riéng minh, né chuyén hudng nguoi dung dén Dich vu SSO trung tdm cta hé
théng.

3. Redirect to Microsoft Entra ID (Chuyén hwéng dén Microsoft Entra
ID): Dich vu SSO ciing thdy nguoi dung chua dugc xac thuc, va nd tiép tuc
chuyén huéng ngudi ding dén trang ding nhap cua Microsoft Entra ID.

4. Request user for authentication action (Yéu ciu ngudi ding xac
thwre): Microsoft Entra ID hién thi giao dién dang nhap quen thudc cta
Microsoft, yéu cau ngudi ding nhap tén tai khoan (...sv1.dut.udn.vn) va mat
khau. (Tai budc nay, cac chinh sach bao mat nhu Xac thuc da yéu td - MFA
c6 thé dugc ap dung).

5. Executing authentication action (Thuc hién xac thwe): Nguoi dung nhap
thong tin dang nhap.

6. Validates id_token signature and claim (Tao va ky id_token): Sau khi
nguoi dung dang nhap thanh cong, Microsoft Entra ID tao ra mot id_token.
Pay 1a mot "ching minh thur s6" chira thong tin xac thue di duoc ma hoa va
ky dién tir d& dam bao tinh toan ven.

7. Send id_token (Giri id_token): Microsoft Entra ID chuyén huéng nguoi
dung tré lai Dich vu SSO, dinh kém theo id_token.

8. Get user from DB (LAy thong tin nguwoi ding tir CSDL): Dich vu
SSO nhan id_token. N6 giai mi va xéac thuc token ndy. Sau d6, né trich xut
thong tin dinh danh cta ngudi dung (vi du: email) va ding né dé truy van
vao Co s¢ dir li€u ndi bo.

9. User info (Nhén thong tin nguwoi dung): Co sé dir liéu tra vé thong tin chi
tiét cuia nguoi dung cho Dich vu SSO (vi du: ma s6 sinh vién, ho tén, vai tro
13 'Sinh vién' hay 'Giang vién', cac quyén han dic biét).

10. Generate token from user info (Tao token ndi bd): Dya trén thong tin day
du vira nhan duoc, Dich vu SSO tao ra mot token ngdi bg (thuong 1a JWT -
JSON Web Token). Token ndy chtra tat ca thong tin ma Gng dung can dé
nhan dién va cip quyén cho ngudi diung.

11. Use token to access apps (Sir dung token dé truy cip wng dung): Dich vu
SSO chuyén huéng ngudi dung quay tro lai Ung dung ban dau, kém
theo token ndi bd vira tao. Ung dung nhan va xac thuc token nay. Khi token
hop 18, ing dung s& xac nhan nguoi dung da diang nhap thanh cong va cap
quyén truy cip vao cac tai nguyén tuong tng.

c. Loi ich ciia kién triic nay

- Vai tré ciia Dich vu SSO trung gian: Pay 1a mot thiét ké rat linh hoat. Thay
vi dé mdi ung dung phai ty tich hop voi Microsoft Entra ID, ching chi can
"tin twong" va giao tiép véi Dich vu SSO trung tam. Loi ich:
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o Giam su phirc tap: Céc 1ap trinh vién Gmg dung khong can biét vé logic
xac thuc phuec tap vo1 Entra ID.

o Quan ly tip trung: Moi logic lién quan dén viéc lién két tai khoan
Microsoft véi hd so sinh vién/giang vién trong CSDL déu duoc xu 1y tai
mot noi duy nhit.

o Linh hoat: Néu sau nay truong mudn doi nha cung cap danh tinh (vi du:
tir Microsoft sang Google), chi can thay doi cdu hinh & Dich vu SSO ma
khong can stra code cia tat ca cac ing dung.

- Hai loai Token: Ludng nay sir dung hai loai token:

o id_token tir Microsoft Entra ID: Chi dung d¢ xac thyc nguoi dung mot
lan duy nhét gitta Dich vu SSO va Microsoft.

o Token ndi bd tir Dich vu SSO: Dung dé quan 1y phién ding nhap va
cip quyén cho nguoi dung trén tit ca cac tng dung cua truong.

2.3. Tich hgp wng dung ding ky tin chi

2.3.1. Biéu dd hoat dong
a. Ping nhap bang Microsoft

L
[ Ui clicks Tha “Login wvath Microsolt™ butbos ]
‘l Ty
l Gat user information from Microsost |
= s
---1-'--
= T
Mo e O T R e ies
T, 1SS LT
. e
. -
e
[ ;
y . / y
| Redirect user bo the sgn-up page Gat user indommation In S50 system
i J L
I -
k. f Y
"'."". Ganergle sAhenticabion Eokan |
I"\. i )
’
Faedirect ussr bo course
registraton page }
—
.
o

Hinh 2.3. Biéu d6 hoat dpng ding nhdp bang Microsoft
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b. Ping ky 16p hoc phin

[ Student oicks the "Bang ky o tab ]

[ Get avallable course sections ]

¥
[ Click "Bxiing ky" button ]

i

2 —
f'fl:an regsier e

Tl coure ﬁmﬁf”’

it sl NPT, LT
Alert “Yéu cdu JEng ky thanh cdng” aAlert “Yéu cBu dBng ky Chat bai™
[RIEEET S TSR pE

) ®

(

Hinh 2.4. Biéu d6 hoat dgng ding ky l6p hoc phin
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Tich hop vng dung dang ky tin chi.

c. Hity ding ky 16p hoc phin

[ Student clicks the "Huy dang ky™ tab ]

[ Get regustered course Sectiong ]

¥
[ Click "Hoy dang ky™ button ]

N

_'__,_'-—" N
" CEN UNPBQISiar e

“—Ififs course sectiongl—"

e

F W
'ﬁ.len Weu cdu huy dJang ky thanh c-Eirln;j"I Alert “Yéu clu huy Jing Ey that bai”
L méesiage mesLade

E_x‘ JI,!’
) ®
Hinh 2.5. Biéu do hoat dgpng hiiy ding ky lop hoc phin

2.3.2. Cac tac nhan
Hién tai hé théng ¢0 cac tac nhan sau: Admin, Sinh vién

Bdng 2.1. Bang moé td cd tac nhin

Tac nhan Mo ta

Admin Quan 1y cac chic nang hé thong nhu

dwr liu chuong trinh dao tao, 16p sinh
hoat, sinh vién, mon hoc, 16p hoc
phan, diém da hoc

Sinh vién Nguoi tham gia dang ky céac 16p hoc

phan
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2.3.3. Biéu dd Use case
So d6 sau diy cung cAp mot cai nhin tong quan vé cac nhom chirc ning,
tac nhan tham gia vao Xdy dung vng dung dang ky tin chi

a. Use case tong quat

Sinh vién Xem diém d3 hoc

mnchude

Cudn by diém hoc

Quan iy nganh hoc

Cudn by chirong
trinh dao tao

Admin

Quan ly kp hoc
phan

Cudn by danh sdch
sinh wign

Hinh 2.6. Biéu dé usacase tong qudt
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b. Ping ky 16p hoc phin

em danh sach lop
cb il Jang ky

Edng ky Kip hoe phin

Sinih vién s

Hinh 2.7. Biéu dé usacase dang ky lop hoc phin

¢. Quan Iy diém hoc

Xem dém 93 hoc cla

S ot or L tirng sinh vién

Quan Iy diém hoc

Admin <edends>

Cap nhat di liduy
diém hoc

Hinh 2.8. Biéu dé usacase qudn ly diém hoc

d. Quéan ly nganh hoc

Xem danh sdch nganh

<cguiends> haz

Cluan Iy nganh hoc

Admin <<edend>>

Cap nhdt al lidu
nganh hoc

Hinh 2.9. Biéu d6 usecase qudn 1y nganh hoc
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e. Quan ly chwong trinh dao tao

Lo theo khoa

;
ccexdends>
:

C:ap nhat ol héu
chiromg frinh dao tao

wngiEndee
in Iy churong trin
ddo tao

i:i:lEId-HId?'\-
Admndn %,
. Théim hoc phan
=centends> thay thé
¥ia hoc phan
thay thé

Hinh 2.10. Biéu do usacase quan 1y chwong trinh dao tao

f. Quan 1y 16p hoc phan

S s Sl oy e S

pidn Loc fheo khoa

Admin

Hinh 2.11. Biéu d6 usacase qudn Iy l6p hoc phan
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g. Quan ly danh sach sinh vién

cegdends=

pimy danh sdch sinh viln b - Lo thea idp

Cap nhat danh sach
¥ sinh vién

Cuan by danh sdch

h i -.-:-:.E-}_ltﬂd:-: ; ;
Sl il &p nhat s0 tin chi fod da
cho phep dang ky
Admin Ty
".;:::ﬂ,d.eﬂﬂ:-a-

Zam danh sach krp
sinh hoat

Cap nhat idp sinh
hoat

Hinh 2.12. Biéu do qudn ly danh sdch sinh vién

2.3.4. Biéu db tuén tw
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Tich hop wng dung dang ky tin chi.

a. Piing nhip bang tai khoan Microsoft
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Hinh 2.13. Biéu do tudn tw ding nhdp bang tai khodn Microsoft
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Tich hop wng dung dang ky tin chi.

b. Tao 16p hoc phan

i = — b Pe— s

comne i dain H i i
T B | G g
b vl -1
[ T i
FE) }
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Hinh 2.14. Biéu do tudn tw tao 16p hoc phin
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c. Lay dir liéu 16p hoc phin c6 thé ding ky
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Hinh 2.15. Biéu do tudn tw ldy dit liéu I6p hoc phén c6 thé ding ky
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d. Ping ky 16p hoc phin
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Hinh 2.16. Biéu do tuan tw ding ky l6p hoc phan
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Tich hop wng dung dang ky tin chi.

e. Xir Iy sw kién diing ky 16p hoc phan
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Hinh 2.17. Biéu do tuan tw xir Iy sw ki¢n ding ky 16p hoc phin
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f. Xir Iy sw kién hity diing ky 16p hoc phin

mf::ﬁ CpsraGecion et Datmbass gignafl
& ‘. -
seregEie courss

latzer i
Earrilefipeny; _
| |
caching I
L it B | ;
i = R 4 _| -Hi
-:.nﬁ}rmn:;l ;
T weng L) arregeler meage .
iaadsanra el e e el e e b e e fetadae
Fum [
dadsriil courseln;
d , wpanelata|
! sgatn ik renl 1
FRTr] |
k- ;

Hinh 2.18. Biéu do tuan tw xir Iy sw ki¢n hiiy ding ky lop hoc phin
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2.3.5. So' @6 mdi quan hé thye thé (ERD)
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Hinh 2.19. So d6 méi quan hé thue thé ciia hé thong ding ky tin chi (1)
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Hinh 2.20. So do méi quan hé thue thé ciia hé thong ding ky tin chi (2)
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2.3.6. Két chwong

Trong chuong ndy cung cap cho ngudi doc cai nhin tong quan vé thiét ké hé
théng theo kién triic Microservices dang nhap 1 cira cho cac hé thdng phin mém
truong Pai hoc Bach khoa Da Néng. Bén canh d6 13 ci nhin tong quan vé nghiép vu
ctia hé théng dang ky tin chi.
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CHUONG 3. TRIEN KHAI VA VAN HANH HE THONG
3.1. Trién khai hé thong
3.1.1. Poi véi cac hé thong phin mém truong PHBK
bPé tu dong hoa va dam bao tinh nhét quan khi trién khai cac microservice, hé
thong ap dung mot quy trinh Tich hop va Trién khai Lién tyc (CI/CD). Quy trinh nay
gitip chuyén d6i md ngudn tir may cua lap trinh vién thanh mot dich vu chay 6n dinh
trén may chii san phim mot cach nhanh chéng va an toan. M6 hinh nay duoc mo ta chi

tiet nhu sau:

Remote sener J
'

= S _Puill and Aun mra-ns_*%-

+

Config

Buid image ﬁ - Mg
- gy configuration
@

Source code

"

Hinh 3.1. Quy trinh trién khai cdc service ciia cdc phém mém DPHBK

Quy trinh dugc chia thanh hai giai doan chinh: Xay dung (Build) va Trién khai
(Deploy).

Viéc chay container chi 1a mot phﬁn cua qua trinh. Dé dich vu c6 thé hoat dong
dung va dugc truy cap tir bén ngoai, moi trudng trén Remote Server can cd cac ciu
hinh ho tro:

- Céu hinh nginx, YARP: Trong kién tric microservice, khong thé dé nguoi ding
truy cdp truc tiép vao tung container. Thay vao dé, mot Reverse
Proxy hoic API Gateway s& dong vai tro 1a diém vao duy nhat cho toan bo hé
thong.

- Cau hinh méi trudng cho timg service. ..

3.1.2. Ddi voi hé thong ding Ky tin chi



Xay dung kién triic Microservice dang nhdp 1 cita cho cdc hé thong phan mém trirong PHBK
Tich hop vng dung dang ky tin chi.

a. So' @6 h¢ thong

SOL Server
ﬂ resges
read If missing 7 ' "-\.
-
- i e
- o i W
- . %
naadiverile readenia readierita
o a .
- L] u
P ; e E
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&
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T
Subscribe
93 kafka
+
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Hinh 3.2. So' d6 hé thong ding ky tin chi
- H@¢ théng dwoc to chirc theo mdé hinh Microservices véi 4 service dam
nhiém cac chirc nang sau:

o CourseRegistrationConsumer: nhan nhiém vu xur 1y cac tac vu vé dang
ky/hiy dang ky 16p hoc phan.

o CourseRegistrationAPIService: cung cdp API cho uing dung di dong sir
dung.

o AdminWebService: dam nhan cac nhiém vu quan ly dit li€u 16p sinh
hoat, sinh vién, chuong trinh dao tao, hoc phén, 16p hoc phﬁn, diém da
hoc...

o StudentWebService: trang web danh cho sinh vién dang ky 16p hoc
phan.

- Cic thanh phin ha ting hd tro:

o Kafka + zookeeper: nhan event diang ky/huy ding ky 16p hoc phan tir
sinh vién

o Redis: caching lai dir 1i€u 16p hoc phﬁn, diém d3 hoc cua sinh vién. ..

o SQL Server: dam bao sy nhat quan vé dit liéu
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b. Méi trudng trién khai

Pé dam bao tinh nhit quan, kha ning c6 1ap va linh hoat trong van hanh, hé
thdng dugc dé xuat trién khai theo md hinh container hoa sir dung nén tang Docker.

Hé diéu hanh: Linux

Nén tang Container: Docker Engine

Model name: Intel(R) Xeon(R) Gold 6240R CPU @ 2.40GHz

CPU(s): 12

RAM: 24 GB

Luu trit: SSD (Dé téi wu tdc d6 doc/ghi cho co so dit liéu va Kafka)
3.2. Mo ta chirc nang

3.2.1. Website danh cho admin
a. Pang nhap

= Mg v Sy A et st 9

DA 1OC BA MANG
PO O HOC ACH Seln

= DAMG NHAP HE THONG DANG KV TiN CHi —-

Hinh 3.3. Man hinh dang nhap website quan tri vién
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Tich hop g dung dang ky tin chi.

Bang 3.1. Bang moé ta man hinh dang nhdp website quan tri vién

Screen

Dang nhap

Description

Microsoft

Cho phép quan tri vién dang nhap thong qua tai khoan

Screen Access

thuc tai khoan

Duogc diéu hudng t61 man hinh nay néu quan tri vién chua xac

Screen Content

Item Type Data Description
Header Image, Text Logo, tén truong
Hero image Image
Ding nhéap bang Button Chuyén huéng trang
Microsoft sang man hinh dang
nhap bang Microsoft
Screen Actions
Action Name Description Success Failure
Ping nhap v6i | Quan trj vién c6 thé chon | Chuyén huéng | Chuyén hudng vé
tai khoan nat Pang nhap bang dén trang dang | trang ddng nhap
Microsoft Microsoft dé diang nhap nhap bang tai néu tai khoan
qua tai khoan Microsoft khoan khong c6 trong hé
Microsoft thong
Quan tri vién
dugce dicu
huéng dén
trang chil néu
dang nhap
thanh cong

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Ding Thién Binh
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Tich hop vng dung dang ky tin chi.

b. Quin 1y 16p hoc phan

QL DK tim ehi

(- |

Hinh 3.4. Man hinh qudn ly l6p hoc phin

Bing 3.2. Bing mé td man hinh qudn Iy I6p hoc phin

Screen

Quan 1y 16p hoc phan

Description

Cho phép quan tri vién quan 1y danh sach 16p hoc phan trén hé
théng. C6 thé xem danh sach sinh vién di dang ky vao 16p hoc

phan.
Screen Access Nguoi dung nhin vao nat “Lép hoc phan” ¢ thanh sidebar bén
trai
Screen Content
Item Type Data Description
Chon khoa Dropdown Loc danh sach 16p hoc
phan theo khoa
Tao moi Button Nt bam dé chuyén
hudng sang trang
upload dir liéu 16p hoc
phan tir file Excel
Xem chi tiét Button Xem danh sach sinh
vién da dang ky vao 16p
hoc phan d3 chon
Bang 16p hoc phan | Table Bang hién thi danh sach
16p hoc phan trén hé
thong

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Pang Thién
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Tich hop vng dung dang ky tin chi.

Screen Actions

Action Name Description Success Failure
Chon “Khoa” Khi nguoi dung chon Béng danh sach | Hién thong bao
“Khoa” tir dropdown thi | 16p hoc phan s& | “Lbi lay di liéu.”
danh sach 16p hoc phan s& | hién thi theo
hién thi theo diéu kién tim | diéu kién tim
kiém. kiém.
Nhén nit “Tao | Khi ngudi ding nhan vao | Chuyén hudng
mo1” nut “Tao mo1” thi s€ sang trang
chuyén huéng sang trang | upload dit liéu
upload dir liéu 16p hoc 16p hoc phan tur
phan tr file Excel. file Excel.
Nhén vao biéu | Khi ngudi dung nhan vao | Chuyén hudng

tuong “Xem chi
tiét”

biéu twong “Xem chi tiét”
s& chuyén hudng sang
trang xem danh sach sinh
vién da dang ky vao l6p
hoc phan di chon.

sang trang xem
danh sach sinh
vién da dang ky
vao 16p hoc
phan da chon.

c. Quan ly khoa

QL D tin chl

Khoa

Hinh 3.5. Man hinh qudn ly khoa

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Pang Thién Binh
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Tich hop g dung dang ky tin chi.

Bang 3.3. Bang mo ta man hinh qudn ly khoa

Screen Quan ly khoa

Description Cho phép quan trj vién quan 1y danh sach khoa trén hé thong.

Screen Access Nguoi dung nhin vao nat “Khoa” ¢ thanh sidebar bén trai

Screen Content

Item Type Data Description

Chon loai khoa Dropdown Loc danh sach khoa
theo “Trong truong”,
“Ngoai truong”

Tao méi Button Nt bAm dé chuyén
hudng sang trang
upload dit li¢u khoa tur
file Excel

Bang khoa Table Bang hién thi danh sach
khoa trén hé thong

Screen Actions

Action Name Description Success Failure

Chon loai “Loai | Khi nguo1 dung chon Bang danh sach | Hién thong bao

khoa” “Loai khoa” tir dropdown | khoa s& hién thi | “Ldi ldy di liéu.”

thi danh sach khoa s& hién

theo diéu kién

thi theo diéu kién tim tim kiém.
kiém.
Nhén nat “Tao | Khi ngudi dung nhan vao | Chuyén hudng
moi” nat “Tao mo1” thi s€ sang trang

chuyén hudng sang trang
upload dir liéu khoa tir
file Excel.

upload dir lidu

khoa tur file
Excel.

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Ding Thién Binh
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Tich hop vng dung dang ky tin chi.

d. Quan ly nganh hoc

OL DK tin ohil A | 4]

Hinh 3.6. Man hinh qudn ly nganh hoc

Bdng 3.4. Biang mé tda man hinh qudn ly nganh hoc

Screen Quan ly nganh hoc

Description Cho phép quan tr1 vién quan ly danh sach nganh hoc trén hé
théng.

Screen Access Ngudi dung nhan vao nit “Nganh hoc” ¢ thanh sidebar bén trai

Screen Content

Item Type Data Description

Tao méi Button Nut bim dé chuyén
hudng sang trang
upload dir li¢u nganh
hoc tur file Excel

Béng nganh hoc Table Bang hién thi danh sach
nganh hoc trén hé thong

Screen Actions

Action Name Description Success Failure

Nhén nat “Tao | Khi ngudi dung nhan vao | Chuyén huéng
moi” nat “Tao méi” thi s€ sang trang
chuyén huéng sang trang | upload dir li¢u
upload dir liéu nganh hoc | nganh hoc tur

tu file Excel. file Excel.

Sinh vién thuc hién: Tran Hitu Tuin Hudng dan: Pang Thién Binh 47
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Tich hop vng dung dang ky tin chi.

e. Quan ly chwong trinh dao tao

Chuong s Ao e

=

Hinh 3.7. Man hinh qudn ly chwong trinh dao tao

Bidng 3.5. Biang mé tda man hinh qudn ly chwong trinh dao tao

Screen

Quan ly chuong trinh dao tao

Description

dao tao.

Cho phép quan tr1 vién quan ly danh sach chuong trinh dao tao
trén hé théng. C6 thé xem danh sach hoc phan ctia chuong trinh

Screen Access

Nguoi dung nhin vao nat “CTDT” ¢ thanh sidebar bén trai

Screen Content

Item

Type

Data

Description

Chon khoa

Dropdown

Loc danh sach chuong
trinh dao tao theo khoa

Tao moi

Button

Nut bim dé chuyén
hudng sang trang
upload dir li¢u chuong
trinh dao tao tr file
Excel

Xem chi tiét

Button

Xem danh sach cac hoc
phan thudc chuong
trinh dao tao do

Béang chuong trinh
dao tao

Table

Bang hién thi danh sach
chuong trinh dao tao
trén hé thong

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Pang Thién Binh
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Tich hop vng dung dang ky tin chi.

Screen Actions

Action Name

Description

Success

Failure

Chon “Khoa”

Khi nguoi dung chon
“Khoa” tir dropdown thi
danh sach chuong trinh
dao tao s& hién thi theo

diéu kién tim ki€m.

Béang danh sach
chuong trinh
ddo tao sé& hién
thi theo diéu

kién tim kiém.

Hién thong bao
“Lbi lay dir li¢u.”

Nhén nut “Tao

£,299

moi1

Khi nguoi dung nhan vao
nut “Tao mo1” thi s
chuyén hudng sang trang

upload dir liéu chuong

trinh dao tao tir file Excel.

Chuyén huéng
sang trang
upload dir liéu
chuong trinh
dao tao tu file

Excel.
Nhén vao biéu Khi ngudi ding nhan vao | Chuyén hudng
twong “Xem chi | biéu twong “Xem chi tiét” | sang trang xem
tiét” s& chuyén hudng sang danh sach hoc
trang xem danh sach hoc | phan cia

phan ctia chuong trinh

dao tao do.

chuong trinh
dao tao do.

f. Quan ly 16p sinh hoat

G DK i chl

Dl abch brp ki Sdaal

Hinh 3.8. Man hinh qudadn ly lop sinh hoat

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Pang Thién Binh
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Tich hop g dung dang ky tin chi.

Bang 3.6. Bang mo ta man hinh qudn ly I6p sinh hoat

Screen Quan 1y 16p sinh hoat
Description Cho phép quan tri vién quan ly danh sach 16p sinh hoat trén hé¢
théng.
Screen Access Nguoi dung nhin vao nat “Lép — Sinh vién” & thanh sidebar
bén trai
Screen Content
Item Type Data Description
Chon khoa Dropdown Loc danh sach 16p sinh
hoat theo khoa
Tao méi Button Nt bAm dé chuyén
hudng sang trang
upload dit liéu 16p sinh
hoat tur file Excel
Xem chi tiét Button Xem danh sach sinh
vién trong 16p sinh hoat
do
Bang 16p sinh hoat | Table Bang hién thi danh sach
16p sinh hoat trén hé
thdng
Screen Actions
Action Name Description Success Failure
Chon “Khoa” Khi nguoi dung chon Béang danh sach | Hién thong bao
“Khoa” tir dropdown thi | 16p sinh hoat s& | “Lbi lay dif liéu.”
danh sach 16p sinh hoat s€ hién thi theo
hién thi theo diéu kién tim | diéu kién tim
kiém. kiém.
Nhan nat “Tao | Khi nguoi ding nhan vao | Chuyén huéng
moi” nat “Tao méi” thi s€ sang trang

chuyén huéng sang trang

upload dir li¢u

upload dir liéu 16p sinh 16p sinh hoat tur
hoat tur file Excel. file Excel.
Nhén vao biéu | Khi ngudi ding nhan vao | Chuyén hudng

tuong “Xem chi
tiét”

biéu twong “Xem chi tiét”
s& chuyén hudng sang

sang trang xem
danh sach sinh

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Ding Thién Binh

50



Xay dung kién triic Microservice dang nhdp 1 cita cho cdc hé thong phan mém trirong PHBK
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trang xem danh sach sinh | vién trong 16p
vién trong 16p sinh hoat sinh hoat do.
do.

g. Quan ly sinh vién

»n
Oanh sach sinh vids p N1TCLC DTS ﬂ
Q=
=S
a «
a e
Qe
a =
=
Qe
Hinh 3.9. Man hinh qudn ly sinh vién
Bdng 3.7. Bang mé td man hinh qudn ly sinh vién
Screen Quan 1y sinh vién
Description Cho phép quan tri vién quan 1y danh séach sinh vién trén hé
théng.
Screen Access Nguoi ding nhan vao nit “Xem chi tiét” 16p & man hinh “Lép
sinh hoat”

Screen Content

Item Type Data Description

Tao méi Button Nut bam dé chuyén

hudng sang trang
upload dir li¢u sinh vién
tu file Excel

Xem diém hoc Button Xem diém d3 hoc cua 1
sinh vién

Cép nhat sb tin chi | Button Céap nhat s6 tin chi tdi

ti da da cua 1 sinh vién

Sinh vién thuc hién: Tran Hitu Tuin Hudng dan: Pang Thién Binh 51
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Tich hop vng dung dang ky tin chi.

Béng sinh vién Table Bang hién thi danh sach
sinh vién cua 1 16p sinh
hoat trén hé théng

Screen Actions

Action Name Description Success Failure

Nhén nat “Tao | Khi ngudi dung nhan vao | Chuyén hudng

mo1” nut “Tao mo1” thi s€ sang trang

chuyén huéng sang trang
upload dir li¢u sinh vién
tur file Excel.

upload dir li¢u
sinh vién tu file
Excel.

Nhan vao biéu
tuong “Xem
diem hoc”

Khi nguoi ding nhan vao
biéu trong “Xem diém
hoc” s& chuyén hudng
sang trang xem diém da

hoc cua sinh vién do.

Chuyén huéng
sang trang xem
diém d3 hoc cua

sinh vién do.

Nhén vao biéu
tuong “Cap nhat

sO tin chi to1 da”

Khi nguoi diung nhan vao
biéu tuong “Cap nhat )
tin chi t6i da” s& chuyén
hudng sang cap nhap sb
tin chi tdi da cua sinh vién
do.

Chuyén hudng
sang cap nhap
s tin chi t6i da

cua sinh vién do

h. Quan ly diém da hoc

(3
g
Hinh 3.10. Man hinh qudn ly diém di hoc
Sinh vién thuc hién: Tran Hitu Tuin Hudng dan: Pang Thién Binh 52
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Tich hop g dung dang ky tin chi.

Bing 3.8. Bing mé td man hinh qudn Iy diém di hoc

Screen Quan 1y diém d3 hoc
Description Cho phép quan trj vién quan Iy danh sach diém di hoc cia timg
sinh vién trén hé thong.
Screen Access Nguoi dung nhin vao nat “Xem diém hoc” & man hinh “Sinh
vién”
Screen Content
Item Type Data Description
Tao moi Button Nut bam dé chuyén
hudng sang trang
upload dir liéu diém da
hoc tur file Excel
Béng diém Table Bang hién thi diém da
hoc cua 1 sinh vién trén
hé thong
Screen Actions
Action Name Description Success Failure
Nhén nit “Tao | Khi ngudi ding nhan vao | Chuyén hudng
moi” nat “Tao mo1” thi s€ sang trang

chuyén huéng sang trang
upload dir li¢u sinh vién

tu file Excel.

upload dir liéu
sinh vién tu file
Excel.

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Ding Thién Binh
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Tich hop vng dung dang ky tin chi.

i. Cap nhap so tin chi tdi da cho phép ciia sinh vién

Hinh 3.11. Man hinh cdp nhdp sé tin chi toi da cho phép ciia sinh vién

Bdng 3.9. Biang mé td man hinh cdp nhap s6 tin chi téi da cho phép ciia sinh vién

Screen

Cap nhat so tin chi toi da cho phép ciia sinh vién

Description

sinh vién

Cho phép quan tri vién cap nhat s6 tin chi téi da cho phép cua

Screen Access

hinh “Sinh vién”

Neudi dung nhan vao nat “CAap nhat s tin chi téi da” & man
g g ap nhe

Screen Content

Item Type Data Description

S6 tin chi toi da Text Field Nhap vao s6 tin chi tdi
cho phép da cho phép

Screen Actions

Action Name Description Success Failure

Nhan nat “Luu” | Khi nguoi dung nhan vao | Thong béo cap | Thong bao cap nhat

nut “Luu” thi s€ cap nhat
s tin chi tdi da cho phép
cua 1 sinh vién.

nhat dir liéu
thanh cong

dit liéu that bai

Nhan nut “Dit

Dit lai dit liéu vé gia tri

bat lai dir liéu

lai” ban dau vé gia tri ban
dau

Nhén nut “Huy” | Tro lai man hinh trudce Tro lai man
hinh truéc

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Pang Thién Binh
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j. Upload dir li¢u tir file Excel

M
[ |
=x 3
Hinh 3.12. Man hinh upload dii li¢u tir file Excel
Bdng 3.10. Bang mo ta man hinh upload dir liéu tir file Excel
Screen Upload dir li¢u tur file Excel
Description Cho phép quan tri vién upload dir liéu tu file Excel
Screen Nguoi dung nhan vao nat “Tao m&i”
Access
Screen Content
Item Type Data Description
File File Chon file Excel tir thiét
bi
Screen Actions
Action Name Description Success Failure
Nhan nat “Luu” | Khi nguoi dung nhan vao | Thong bao Thong bao “Tao dir
nit “Luu” thi s& tao dit | “Tao dit liéu | lidu that bai”
lidu. thanh cong”
Nhén nut “Dat | Dat lai dit ligu vé gia tri | Dt lai dit lidu
la1” ban dau vé gia tri ban
dau

Nhén nat “Huy” | Tré lai man hinh trude Tré lai man

hinh trudc

Sinh vién thuc hién: Tran Hitu Tuin Hudng dan: Pang Thién Binh 55



Xay dung kién triic Microservice dang nhdp 1 cita cho cdc hé thong phan mém trirong PHBK
Tich hop vng dung dang ky tin chi.

3.2.2. Ung dung di dong

a. Pang nhap

] whey mas khau

[ Dang nhdp bing Microsont S8 ]

QuirLiod Andus

WYY

Hinh 3.13. Man hinh ddng nhdp

Bdng 3.11. Bang mé ta man hinh dang nhdp

Screen Dang nhap

Description Cho phép nguoi dung dang nhap thong qua Tén ddng nhap/Mat
khéu hodc tai khoan Microsoft cua sinh vién

Screen Ung dung duoc diéu huéng téi man hinh nay néu ngudi ding

Access chua xac thuc tai khoan

Screen Content

Item Type Data Description
Tén dang nhap Text field - Truong danh cho nguoi
String (128) dung nhap Mail cua tai

khoan Microsoft sinh

Sinh vién thuc hién:

Trin Hitu Tuan
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vién
Mat khau Password — Truong danh cho nguoi
MaxString dung nhap mat khau
bang nhap Button Nt bam dé thuc hién
dang nhap vdi thong tin
da nhap
Quén mat khau Text Piéu hudng ngudi ding
Button t6i man hinh 1dy lai mat
khau
Ding nhap bang Button Tuy chon dang nhap
Microsoft thong qua tai khoan
Microsoft sinh vién
Nhé mat khau Check Box Tty chon nhé mat khau
Screen Actions
ActionName Description Success Failure
Dang nhap Khi nguoi dung nhap Nguoi dung Hién thi thong bao
thong tin vao cac truong | duoc didu 16i néu thong tin

Tén dang nhap hoac Mat
khau, hé thong sé& kiém tra
tinh hop 1€ ngay khi dir
liéu dugc nhap:

- Néu bit ky trudong nio
dé tréng hodc khong hop
18, hé thong s& hién thi
thong bao 16i mau d6 bén
duéi trudong do, yéu cau
ngudi ding stra d6i dir
liéu cho hop I¢.

hudng vao man
hinh chinh cua

ung dung

dang nhap khong
chinh xac hoac

khong ton tai

Dang nhap véi
tai khoan
Microsoft

Nguoi dung c6 thé chon
nat Pang nhap bang

Microsoft dé dang nhap
qua tai khoan Microsoft

Nguoi dung
dugc diu
huéng dén man
hinh dang nhéap

Hién thi théng bao
161 néu tai khoan
Microsoft khong
hop 1€ hoac khong

sinh vién bang tai khoan | két ndi duoc véi hé
Microsoft théng
Quén mat khau | Khi ngudi ding quén mat | Nguoi ding
khAu tai khoan ¢4 nhan ¢ | duge diéu

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Ding Thién Binh
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thé nhan vao lién két huéng t6i man
Forgot password? hinh khoi phuc
mat khau
Nhé mat khau Khi ngudi ding mudn Ghi nhé Tén
nhé Tén dang nhap/Mat | dang nhap/Mat
khau khau

b. Danh sich cac 16p hoc phan c6 thé ding ky

UL W 55N

Diing ky kop hoc phian @

Tri tu® nhan tao
Sotinchi: 2

1020013232027
Tri Wwé nhin a0

1020313.2320.21.02 SL /80
Tri tué nhan 0

1020313.2320.21 .13 S 025
Tri tué nhiin ta0

Tri e nhién a0

1020313.2320.21.14 SU e
-~

Vi diéu khién

Sétinchi: 2

Hinh 3.14. Man hinh hién thi danh sdach I6p hoc phan cé thé ding ky

Sinh vién thuc hién: Tran Hitu Tuin Hudng dan: Pang Thién Binh 58



Xay dung kién triic Microservice ding nhdp 1 cira cho cac hé thong phan mém truong DHBK

Tich hop g dung dang ky tin chi.

Bing 3.12. Bing mé ti man hinh hién thi danh sdach l6p hoc phén cé thé ding ky

Screen Danh sach cac 16p hoc phan c6 thé ding ky

Description Hién thi danh sach 16p hoc phan c6 thé ding ky cua sinh vién
d3 ding nhap vao tmg dung. Cac hoc phan md ta tén mon hoc,
ma 16p hoc phﬁn, thoi khoa biéu, sb lu’(_)‘ng/sé luong tdi da cua 1
16p hoc phan

Screen Nguoi dung nhin vao muc Dang ky tin chi trong man hinh

Access Trang chu va tab Hoc phan.

Screen Content

Item Type Data Description

Hoc phan Tab Diéu hudng dén tab
Danh sach 16p hoc phan
c6 thé dang ky

Course Card Card Hién thi thong tin hoc
phan, bao gdm ma hoc
phan, tén hoc phan va
s tin chi.

Course Section Card Hién thi thong tin 16p

Card hoc phan, bao gdbm ma
16p hoc phan, thoi khoa
biéu, sd luqng/sé luong
t6i da.

Chi tiét Button Hién thi Dialog mo ta
chi tiét 16p hoc phan ¢
thé dang ky.

Screen Actions

Action Name Description Success Failure

Xem diém da

Nguoi dung nhan vao

biéu hudng dén

hoc biéu twong Diém dd hoc | trang Xem diém
dé xem diém da hoc cac da hoc.
hoc phan trudce do.
Hién thi/an danh | Nguoi ding nhan vao thé | Hién thi/an
sach 16p hoc hoc phan dé hién thi/an | danh sach 16p
phan ctia 1 hoc | danh sach 16p hoc phan hoc phan cua 1

phan

cua hoc phan do.

hoc phan.

Sinh vién thuc hién: Tran Hitu Tuin

Huéng dan: Ding Thién Binh
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Tich hop vng dung dang ky tin chi.

Xem chi tiét 16p | Nguoi ding nhan vao Chi | Hién thi Dialog
hoc phan c6 thé | tiét trong 1 16p hoc phan. | mo6 ta chi tiét

dang ky.

16p hoc phan c6
thé dang ky.

c. Ping ky 16p hoc phin

Tri lug nhan tao E

phin: 102031323202111
a
Hguyen Van Higu
25-27,30-42
Fn3-4 B A

0/44

Hinh 3.15. Man hinh déing ky 16p hoc phin

Sinh vién thuc hién: Tran Hitu Tuin

Huéng din: Pang Thién Binh
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Tich hop g dung dang ky tin chi.

Bing 3.13. Bing mé ti man hinh ding ky I6p hoc phin

Screen Dialog mé ta thong tin chi tiét 16p hoc phan
Description Hién thi thong tin chi tiét 16p hoc phan bao gém: tén hoc phan,
ma 16p hoc phan, s6 tin chi, giang vién, tudn hoc, thoi khoa
biéu, sb lugng sinh vién da dang ky/sé lwong t6i da cho phép.

Screen Access Nguoi dung nhin vao Chi tiét 16p hoc phan.

Screen Content

Item Type Data Description

Title Text Tén hoc phan

Content List View Hién thi thong tin hoc
phan, bao gom: mi 16p
hoc phén, sb tin chi,
giang vién, tuan hoc,
thoi khoa biéu, so
luong sinh vién da dang
ky/sd luong t6i da cho
phép.

Dang ky Button Ping ky 16p hoc phan
hién tai.

Screen Actions

Action Name Description Success Failure

Pong dialog mo | Nguoi ding nhan vao Dong dialog.

ta thong tin chi | biéu tugng Pong dé dong

tiét 16p hoc phan | dialog mo ta thong tin chi

tiét 16p hoc phan.
Ping ky 16p hoc | Nguoi ding nhan vao Doi xtr ly ddng | Thong bao 16p hoc
phan Dang ky. ky va tai lai phan di duoc ding
trang. ky hodc dang xur Iy
dang ky.
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d. Danh sach 16p hoc phan da ding ky

L=

Dang ky lop hoc phan

H')r phn" m

S0 tin chi t6i da cho phép dang ky: 30
Ban da dang ky: 0 tin ch
Céc hoc phan da dang ky:

Ban chua dang ky hoc phén nao!

Céac hoc phan dang dang ky:
1020313.2320.21.11 SL: 0/44

Tri tué nhan tao m
Thin khéa bidu: ~3-4E301A

Hinh 3.16. Man hinh hién thi danh sdch I6p hoc phén da ding ky
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Bing 3.14. Bing mé ti man hinh hién thi danh sach l6p hoc phan di ding ky

Screen Danh sach cac 16p hoc phan di dang ky

Description Hién thi danh sach 16p hoc phan di va dang diang ky cua sinh
vién. Cac hoc phﬁn mo ta t€n mon hoc, ma 16p hoc phén, thoi
khoa biéu, sd lu:(yng/sé luong tdi da cua 1 16p hoc phﬁn.

Screen Nguoi dung nhin vao muc Ding ky tin chi trong man hinh

Access Trang chu va tab Da dang ky.

Screen Content

Item Type Data Description

ba dang ky Tab Diéu hudng dén tab
Danh sach 16p hoc phan
da dang ky

Sb tin chi cho phép | Text Hién thi s6 luong s tin

tbi da chi tbi da co thé ding
ky.

S tin chi di dang | Text Hién thi s6 luong s tin

ky chi da dang ky.

Course Section Card Hién thi thong tin 16p

Card hoc phan, bao gom ma
16p hoc phan, thoi khoa
biéu, s6 lugng/sb luong
ti da.

Chi tiét Button Hién thi Dialog mo ta
chi tiét 16p hoc phan da
dang ky.

Screen Actions

Action Name Description Success Failure

Xem diém da Nguoi dung nhin vao Diéu huéng dén

hoc biéu tuong Diém d3 hoc trang Xem diém

dé xem diém da hoc cac da hoc.
hoc phan trudce do.

Xem chi tiét 16p | Nguoi ding nhan vao Chi | Hién thi Dialog
hoc phan. tiét trong 1 10p hoc phan. | mo ta chi tiét

16p hoc phan.
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e. Pang xir Iy ding ky 16p hoc phin

TN ]

Tri tus mhlin Ltao a

7 1020313, 2320.31.11
3
Mgrrydn Viam Higu
25273042
i 34 FA0A A

04

Hinh 3.17. Man hinh dang ding ky l6p hoc phin

Bing 3.15. Bing mé td man hinh dang ding ky I6p hoc phan

Screen Dialog mé ta thong tin chi tiét 16p hoc phan dang xur 1y ding ky

Description Hién thi thong tin chi tiét 16p hoc phan bao gdm: tén hoc phan,
ma 16p hoc phan, s6 tin chi, giang vién, tudn hoc, thoi khoa
biéu, sb lugng sinh vién da diang ky/sd luong t6i da cho phép.

Screen Ngudi dung nhan vao Chi tiét 16p hoc phan.
Access

Screen Content

Item Type Data Description

Title Text Tén hoc phan

Content List View Hién thi thong tin hoc
phan, bao gdm: ma 16p
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hoc phén, sb tin chi,
giang vién, tuan hoc,
thoi khoa biéu, sb
luong sinh vién da dang
ky/s6 luong t6i da cho
phép.

Pang xu ly Disable Button Hoc phan dang duoc xir
ly dang ky.

Screen Actions

Action Name Description Success Failure

Pong dialog m6 | Nguoi dung nhan vao Dong dialog.

ta thong tin chi | biéu tugng Pong dé dong

tiét 16p hoc phan | dialog mo ta thong tin chi

tiét 16p hoc phan.

f. Hity ding ky 16p hoc phin

R ITTETTR Y

1020002300

M ' PR
2517,30-42
A S I-EMITA,

1/44

Hinh 3.18. Man hinh hiiy déing ky 16p hoc phin
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Bing 3.16. Bing mé ti man hinh hiiy ding ky l6p hoc phan

Screen

Dialog mé ta thong tin chi tiét 1ép hoc phan di duoc dang ky

Description

Hién thi thong tin chi tiét 16p hoc phan bao gém: tén hoc phan,
ma 16p hoc phan, s6 tin chi, giang vién, tudn hoc, thoi khoa
biéu, sb lugng sinh vién da dang ky/sé luong tdi da cho phép.

Screen Access

Nguoi dung nhin vao biéu trong Xem diém di hoc.

Screen Content

Item Type Data Description

Ky hoc Text Thong tin ky hoc (ky 1,
ky 2, ky heé) va ndm hoc

Tén hoc phan Text Tén 16p hoc phan.

Sb tin chi Text S6 tin chi.

Piém hoc Text Piém hoc theo thang
10, thang 4.
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g. Xem diém di hoc

D4em db hoc

Hoc ky 1, 2021-2022

Ky thuat fap trinh

Anh van A2 1 (CL(
Nhap mon nganh
Iriét hoc Mac - Lenin
Giao duc thé chat )
Pal s6 tuvén tinh

Gial tich 1

TH kY thuat 1§p trinh

Hoc ky 2, 2021-2022

Cau truc du ligu

Thang 10- 8.6
Thang 4: 4.00

Thang Y0: 0.0
Thang 4: 0.00

Thang 10- 8.4
Thang 4. 1.50

Thang 10: 0.0
Thang 4: 0.00

Thang 10: 0.0
Thang 4. 0.00

Thang 10: 0.0
Thang 4: 0.00

Thang 10: 0.0
Thang 4. 0.00

Thang 10: 5.0
Thang 4. 1+ .50

Thang 10. 0.0
Thang 4: 0.00

Thang 10:8.8
Thang 4: 400

Hinh 3.19. Man hinh xem diém da hoc
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Bing 3.17. Bing mé ti man hinh xem diém da hoc

Screen Hién thi diém cua ca 16p hoc phﬁn da hoc

Description Hién thi diém cta c4 16p hoc phan di hoc bao gdm: thong tin
mén hoc, diém hoc theo thang diém.

Screen Access Nguoi dung nhin vao Chi tiét 16p hoc phan.

Screen Content

Item Type Data Description
Title Text Tén hoc phan
Content List View Hién thi thong tin hoc

phan, bao gom: mi 16p
hoc phﬁn, sb tin chi,
giang vién, tuan hoc,
thoi khéa bicu, sb
lugng sinh vién da dang
ky/sd luong t6i da cho
phép.

Huy dang ky Button Huy dang ky 16p hoc

phén hién tai.

Screen Actions

Action Name Description Success Failure

Pong dialog md | Nguoi ding nhan vao Dong dialog.
ta thong tin chi | biéu tugng Pong dé dong
tiét 10p hoc phan | dialog mé ta thong tin chi

tiét 16p hoc phan.
Huy dang ky 16p | Nguoi ding nhan vao Doi xt ly huy Thong bao 16p hoc
hoc phan Huy dang ky. dang ky va tai | phan dang xir Iy

lai trang. huy dang ky.

3.3. Kié¢m thir hi¢u niing h¢ thong ding ky tin chi

Dé xac thyc hiéu qua cua kién tric da dé xuét, mot trong nhirng budc quan trong
nhat 13 thuc hién kiém thir hiéu ning (Performance Testing). Muc tiéu 1a dé danh gia
kha nang chiu tai cia hé théng trong cac kich ban str dung cao diém, dic biét 1a trong

giai doan dang ky hoc phan, khi hang nghin sinh vién truy cap dong thoi.

3.3.1. X4y dung kich ban kiém thir
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Locust 12 mot cong cu ki€ém thir hi€u ndng ma ngudén mao, dugce lya chon cho du

an nay vi nhiing 1y do sau:

Viét kich ban bang Python: Cho phép viét cac kich ban kiém thir (mé phong
hanh vi ngudi dung) mot cach linh hoat va dé dang bang ngon ngir Python, thay
vi phai sir dung céc giao dién dd hoa phtc tap.

H§ tro kiém thir phan tan: Locust cho phép chay kiém thir trén nhiéu may
(worker), gitip gia 14p mét lwong 16n nguoi dung dong thdi ma khong bi gidi
han boi tai nguyén ctia mot may duy nhit. Day 1a tinh ning cdt 161 dé tao ra tai
trong 16n va thuc té.

Giao dién Web truc quan: Cung cip mdt giao dién web dé theo ddi két qua
kiém thir theo thoi gian thyc, v6i cac biéu d6 1 rang vé théng luong, thoi gian
phan hoi, va ty 18 13i.

a. Muc tiéu Kiém thir:

DPanh gia kha niang chiu tai cua hé thong ding ky hoc phan, cu thé 1a API lay

danh sach cac 16p hoc phan c6 sén theo ma sinh vién, vi day 13 mot trong nhiing thao

tac dugc thuc hién nhiéu nhat.

b. Cac budc thue hién:

L.

Thiét 14p Moi truwong Locust: Khoi tao mot cum Locust bao gdm 1 master
node dé diéu phdi va 9 worker node dé tao tai (twong ung voi thong sb
"Workers: 9" trong két qua).

Xay dung Kich ban: Viét ma Python dé mo phong mét sinh vién thyc hién yéu
cau GET dén API lay danh sach 16p hoc phén.

. Thue thi va Giam sat: Chay kich ban kiém thir va theo ddi cac chi s hiéu

nang trén giao dién web cia Locust theo thoi gian thuc.
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Total Ragueats por Second

Peaporae Tires (mn)

Hinh 3.20. Két qud ciia qud trinh kiém thir mé phéng ldy di ligu l6p hoc phan

3.3.2. Két qua thu dwoc

Bing 3.18. Bing tém tit két qud thu dwoc

Chi s Két qua Panh gia

Tong thong lwong (RPS) | ~ 5,850 req/s Hé thong c6 kha ning chiu
tai cao

Ty 1¢ 16i (Failures) ~1% Ty 1¢ 15i thap trong diéu
kién tai nang

Thong luong hé thdng (Total Requests per Second - RPS):

Phén tich: Puong mau xanh 14 cay trén biéu do trén cing cho thiy sé luong
yéu cau ma hé thong xir 1y thanh cong mdi gidy. Ngay khi bat dau, thong
luong ting vot va nhanh chong dat dén trang thai 6n dinh.

Két luan: Hé thong d3 duy tri mot thong luong cuc ky an trong va 6n dinh ¢
muc xdp xi 5,850 RPS. Piéu nay ching t6 kién tric duoc thiét ké c6 kha
nang xur Iy mot khéi luong yéu cau dong thoi rat 16n, dap tng tt cho kich
ban nhiéu sinh vién truy cdp cung lac. Ty 18 16i (dudng mau do) duy tri &
mirc rat thap, gan nhu bang khong trong sudt qua trinh.

Thoi gian Phan hoi (Response Times):

Thoi gian phan hdi trung vi (50th percentile - dwong mau vang): Pai dién
cho thoi gian phan hdi ciia 50% sb yéu cau nhanh nhat. Chi sé nay duy tri &
mirc rat thap va on dinh, cho thdy phan 1én nguoi ding s& c6 trai nghiém cuc
ky nhanh va mugt ma.

Thoi gian phan hoi nguéng 95% (95th percentile - dwong mau tim): Dai
dién cho thoi gian phan hoi ctia 95% s yéu cau (tirc 1a chi co 5% sb yéu cau

la cham hon muc nay).
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o Phan tich: Chi s6 nay phan 16n ciing duy tri & murc thap va 6n dinh.
Tuy nhién, c6 mot thoi diém dot bién (spike) 6 rét vao khoang
2:16:45 AM, khi thoi gian phan hoi tang vot lén trén 30,000 ms (30
gidy) r6i nhanh chong quay tré lai mirc binh thudng.

o Ly giai: Hién twong nay c6 thé xay ra do nhiéu nguyén nhan trong
mot hé théng chiu tai cao nhu: qua trinh "warm-up" ban dau ctia mot
dich vy, mét tién trinh don dep bd nhd (garbage collection) trong
JVM cua Kafka hoac runtime cua cac service, hoac mot thao tac khoa
tai nguyén tam thoi trong co s¢ dir liéu. Diéu quan trong 12 hé théng
da tw phuc hoi rat nhanh chéng, cho thay kha nang phuc hoi tét.

3.3.3. Két chuong

Chuong nay trinh bay mot s6 yéu cau d6i voi mdi trudng trién khai hé thong
dang ky tin chi, qua trinh van hanh hé thong trong thuc té giup ngudi doc cd cai nhin
tong quan va cu thé hon Hé théng dang ky tin chi. Xay dung quy trinh kiém tht hiéu
nang cta hé thong va danh gia két qua.
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CHUONG 4. KET LUAN VA HUONG PHAT TRIEN
4.1. Panh gia chung vé hé thong

Sau qué trinh thiét ké, trién khai va kiém thir, c6 thé dua ra nhirng dénh gia téng

quan vé h¢ thong da xay dung dua trén kién tric Microservices.

4.1.1. Két qua dat duoc

- Viéc ap dung mo hinh bat dong bod véi Kafka va Redis dd giup hé thong co
kha ning xir Iy hang nghin yéu cau mdi gidy. Giao dién ngudi dung cé thoi
gian phan hdi cuc nhanh vi khong phai cho doi cac logic nghiép vu phtc tap
duogc xur Iy xong.

- Kién truc tach roi giita cac service dam bao rang su ¢ ¢ mot thanh phan s&
khong lam sap toan bd hé théng.

- Nho c6 Kafka lvu trit lai cac su kién, néu CourseRegistrationConsumer bi 15i
va khoi dong lai, n6 van c6 thé tiép tuc xtr 1y cac yéu cau ding ky da duogc
gtri dén ma khong gdy mat mat dir liu.

- Kha niang mé rong linh hoat d6i voi céc service c6 luong traffic cao.

- Viéc trién khai cac service doc lap gitip cho viéc dé bao tri, sira 16i va thém

tinh nang.
4.1.2. Han ché

H¢ thong c6 do phurce tap trong van hanh cao, yé€u cau cé kién thirc vé DevOps va
cac cong cu container hoa.

Tinh nhit quan cubi cung: Vi hé théng xir 1y bat dong bo, sinh vién s& khong
nhan duoc két qua thanh coéng hay thit bai ngay lap tic. S& c6 do tré nho cho dén khi
két qua dugc cap nhat.

Xtr 1y logic ctia hé thong dang ky tin chi chua day di.

Dich vy dang nhap 1 cira (SSO) van chua t61 wru hiéu xuat, kha nang chiu tai.
4.2. Hwéng phat trién

Tim hiéu, thir nghiém va bd sung nhitng phuong phap vé container hoa, ty dong
deployment.

B sung thém théng bao két qua ding ky qua email, thong bao day...

Cau hinh dé Consumer léy ra mot 16 (batch) cac su kién tir Kafka trong mdt lan
(vi du: 100 yéu cau ding ky cung lic). Sau do6, xtr 1y 16 ndy va twong tac véi co so dir
liéu chi mot lan.
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