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Dé tai nay tap trung nghién ctru, thiét ké, ché tao va thir nghiém thiét bi tu dong nhan dang
khoi, Itra va canh bao dén nguoi sir dung. Cu thé & day 1a Gng dung thi giic mdy tinh dé
nhan dang khoi, ltra trong cac khu vie ma thiét bi phat hién dugc téi nguoi dung thong qua
internet nham hd tro viéc quan Iy PCCC trong cac khu vuc kho khan. Tac gia ap dung mo
hinh Resnet50 d6i véi bai toan phat hién di tugng (Object Detection). Két qua thir nghiém
cho thiy thiét bi hoat dong 6n dinh va nhan dang duoc cac d6m chay va khoi kho phat hién

ma tac gid da cho huan luyén mo hinh moéi truong anh sang tu nhién.

Tac gia da tién hanh thu nhap dit liéu hinh anh, gan nhin khoéi lira trén Make Sense Al
huén luyén thanh cong mo hinh Resnet50 trén Google Colab, thuc hién kiém tra mo hinh
vira huin luyén duoc bé“tng cach nhan dang khoi lra qua cong cu VS code, sau do viét
chuong trinh giao dién nguoi dung va dua ra canh bao kém hinh anh qua ung dung (app).
Cubi cting dua chuong trinh vao may tinh nhung Raspberry Pi 5. Tat ca cac co so Iy thuyét,
thiét ké, mo phong, ché tao va thu nghi¢m cho théy d@ tai hoan thanh dugc cac muc tiéu da
dé ra tir ban dau. Trong dé tai ndy, mo hinh Resnet50, thur vién Open CV cua Python duoc
khai thac dé tich hop vao hé thong dung dé nhan khoi ltra. Dong thoi, streaming video 1én
App dé ngudi dung c6 thé xem truc tiép. Sir dung giao thirc HTTP/RTSP dé truyén gui

canh bao kem hinh anh qua trng dung nguoi dung
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DAI HQC PA NANG CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG DAIHOC BACH KHOA Doc 1ap - Tu do - Hanh phuc
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NHIEM VU PO AN TOT NGHIEP
Ho tén sinh vién: Nguyén Kim Hoang S6 thé sinh vién: 105200492
Lép: 20TDHCLC4 Khoa: Pién Nganh: Ky thuét diéu khién va ty dong hoa

1. Tén dé tai do dn:
NGHIEN CUU VA XAY DUNG HE THONG GIAM SAT TU PONG PHAT HIEN
KHOI LUA QUA CAMERA GIAM SAT

2. Dé tai thuje dién: Wl C6 ky két théa thudn so hivu tri tué doi voi két qua thiee hién

3. Cdc s6 liéu va dir liéu ban ddu:

Duya trén dic diém va hanh vi ddc trung cta hién tuong chay no (khoi va ltra) trong moi
truong trong nha nhu toa nha, van phong va xuong san xudt, dé tai tién hanh thu thap va
xu 1y dit li€u hinh anh tir h¢ thong camera IP thuc té dé 1am co s x4y dung mo hinh nhan
dang, dé ché tao thiét bi nhan dang khéi lira, xay dung giao dién ngudi dung va giri canh
bao vé tmg dung va thiét bi nguoi dung

Néi dung cdc phan thuyét minh va tinh todn:

- Phén tich co so 1y thuyét vé thi gidc may tinh, CNN, kién triac ResNet, co ché hoat dong
tung 16p (convolution, pooling, activation, fully connected).

- M6 hinh héa quy trinh nhan dang khéi/lira bang ResNet50: x4y dung pipeline tir thu
nhan anh — tién xtr Iy — suy ludn mo6 hinh — cénh bdo.

- Banh gia hi¢u nang mo6 hinh qua cac chi s0: accuracy, precision, recall, F1-score, loss.

- Phan tich thoi gian xu ly: suy luén trung binh ~15 ms/anh voi TFLite, téng do tré toan
hé thong ~30 ms .

- Thtr nghiém hiéu suét trén RPi khi xtr Iy nhiéu camera dong thoi: theo doi FPS, do tré
va muc st dung CPU/RAM theo tirng cau hinh .

4. Cdc ban vé, do thi ( ghi ré cdc logi va kich thiede bin vé ):
Céc ban v& so d6 nguyén 1y, so do hé thong:
+ Hinh 3.6: M6 hinh kién trac hé thong (kho A4)
+ Hinh 3.7: So d6 két ndi thiét bi phan ctng (khd A4)
+ Hinh 3.15: So d6 két ndi véi module SIM900A (kho A4)
+ Hinh 3.16: Luu dd thuit toan chuong trinh nhan dang va canh bao (khé A4)

D6 thi huan luyén mé hinh:
+ Hinh 3.9: Bi€u d6 Loss va Accuracy theo epochs (khd A4)
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Tén dé tai DATN:

NGHIEN CUU VA XAY DUNG HE THONG GIAM SAT TU PONG PHAT HIEN
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Ho tén ngudi hudng dan:
TS. Nguyén Thi Kim Tric, Khoa Pién, Truong Pai hoc Bach Khoa — Pai hoc Pa Nang
KS. Nguyén Hoang Anh Khoa, Cong ty TNHH HS Hyosung Quang Nam

: Khoi lugng GVHD
Tuan| Ngay n
da thuc hién (%) tiép tuc thue hién (%) ky tén
Gip giang vién hudng dan
1 | 3/3/2025 Nhan d¢ tai v trao ddi véi dai dién
doanh nghiép

Tim hiéu cac kién thuc lién Bao céo hoat dong voi dai
2 |10/3/2025 |quan, xay dung giai phap cho dién doanh nghi¢p
van dé

Béo cdo lai giai phap cho Viét bao cdo Chuong 1
3 |17/3/2025 |doanh nghi¢p, thong nhat
phuong an thiét ké

Duyét 1an 1: Danh gia khéi luong hoan thanh % :
4 124/3/2025 y s :
Pugc tiep tuc lam DATN [0 Khong tiép tuc thuc hién DPATN [

Nghién ctru ngdn ngir 1ap Nghién ctru ngdn ngir

5 |31/372025 \rinh Python, open CV 1ap trinh Python, open CV

Nam dugc co ban ngén nglt  |[Nghién ctru vé md hinh

6 | 7/472025 1ap trinh Python, open CV mang ResNet50




Thu thap mau dir liéu hinh
anh tur do1 tugng thyc té

Viét bao cdo chuong 2

7 |14/4/2025 ) o )
Nghién ctru training dir 1i€u
trén Google Colab
Duyét 1an 2: Danh gia khéi lugng hoan thanh % :
8 121/4/2025 y s :
Pugc tiép tuc lam DPATN [ Khong tiép tuc thuc hién DPATN [
Tién hanh training dir liéu Lua chon phuong 4n thiét
o |a8/a2005 trén Google Colab. ke phan cting thiét b1 tu
Nhan dang duoc d6i tuong gongkﬁhalll dang va canh
khoi Itra trén laptop a0 khot fua
Nghién ctru vé Raspberry Pi 5
va tién hanh nhéan dang doi
10 | 5/5/2025 tuong
Thiét ké giao dién nguoi ding
Pua video truc tiép tir camera Viét béo céo chuong 3
11 |12/5/2025 |1én ing dung va canh bdo dén
thiét bi nguoi dung
Duyét 1an 3: Danh gi4 khéi lugng hoan thanh % :
12 {19/5/2025 y y ,
Pugc tiép tuc lam DATN [1 Khong tiép tuc thuc hién PATN [
13 |ae/s005 Hoan thién thiét bi, tién hanh |Hiéu chinh chuong trinh
thye nghiém Viét bao céo chuong 4
Tién hanh thyc nghiém va Tong hop tai liéu, hoan
14 | 2/6/2025 hié}l chinh dé hoan thién san |thién bao cdo theo mau
pham
15 | 9/6/2025 Viét thuyét minh, hoan thién |In thuyét minh

de tai
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LOI NOI PAU

Hién nay khoa hoc ki thuat dang phat trién rat nhanh mang lai nhiéu lgi ich to 16n cho con nguoi
ca vat chat 1an tinh than. Nha nuéc ta dang ddy manh cach mang cong nghiép 4.0 dé nang cao doi
song ctia nhan dan va hoa nhap véi sy phat trién chung cua cac nude trén thé gigi. Nham thuc hién
cudc cach mang phat trién cong nghé cao va xut phat tir nhimg kho khan trong qua trinh phong
chay chita chay. Viéc phat hién khoi lira kip thoi rat quan trong cling v6i su phat trién vuot bac cia
tri tué nhan tao. Nhan thiy duoc nhitng yéu t tiém ning tac gia da chon dé tai “Nghién ciru va xay
dung hé théng giam sat tu dong phat hién khéi lra qua camera giam sat” dé thuc hién nghién ctu
khoa hoc.

Trong sudt qua trinh hoc tap va thuc hién nghién ctru khoa hoc em luén duoc sy quan tim, huéng
dan va gitip d& tan tinh cta cac thay, c6 gido trong Khoa Dién cing véi sy hd trg Cty TNHH HS
Hyosung. Loi du tién em xin duoc bay t6 1ong biét on sau sic dén Ban giam hiéu Trudng Dai hoc
Bach Khoa - Pai hoc Pa Ning va Ban cht nhiém Khoa Pién di tan tinh gitp d& cho em subt thoi
gian hoc tai truong. Pac biét em xin bay to 10ng biét on chan thanh siu sic t&i thiy gido TS. Nguyén
Thi Kim Truc va anh KS. Nguyén Hoang Anh Khoa di tryc tiép gitp d&, huéng din em hoan thanh
bao cdo nay. Tuy nhién do kién thirc con han hep, chua tiép xtic nhiéu véi thue tién cling nhu céac
tai liéu tham khao con qua it, trong khi d6 thoi gian thyc hién ciing ¢6 han nén trong d6 4n khong
tranh khoi nhitng thiéu sot, rat mong nhan dugc nhing 10i chi din thém tir cac thdy, co. Cubi ciing

em kinh chic quy thay, c6 ddi dao strc khoe va thanh cong trong sy nghiép cao quy.

Vii



CAM DOAN

Tbi xin cam doan day 1a cong trinh nghién ctru ciia c4 nhan t6i va dugc sy huéng dan khoa
hoc ctia TS. Nguyén Thi Kim Trac, K§ su. Nguyén Hoang Anh Khoa. C4c ndi dung nghién
ctru trong dé tai “Nghién ctru va xay dung hé théng giam sat tu dong phat hién khéi lira qua
camera giam sat” cua toi 13 trung thuc va chua cong bd dudi bat ky hinh thirc ndo trude
day. Nhitng sb liéu trong cic bang théng ké phuc vu cho viéc phan tich, nhan xét, danh gia
dugc c4 nhan thu thap tir cac ngudn khac nhau cé ghi rd ngudn gdc. Néu phat hién co bat

ky su gian 1an nao t61 xin hoan toan chiu trach nhiém vé ndi dung bai bdo cao cia minh.

Sinh vién thuc hién

Nguyén Kim Hoang
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MO PAU

1. Muc dich ciaa dé tai

Trong bdi canh cac hé théng camera giam sat ngay cang phd bién tai cac toa nha, khach
san, van phong va khu cong nghi¢p, nhu cau tin dung dit liéu hinh anh dé nang cao hiéu
qua phong chay chita chay tré' nén cap thiét. D& tai nay duogc thue hién nhim xay dyng mot
thiét bi nhing thong minh c¢6 kha ndng ty dong nhan dang khoi va Itra tir hinh anh camera
theo thoi gian thuc, dong thoi phat canh bao kip thoi dén ngudi dung qua cac kénh tin nhin,
cudc got hodc g dung di dong.

Thiét bi duoc thiét ké dé c6 thé két ndi linh hoat v6i nhiéu camera IP sin c6, xtr ly dong
thoi nhiéu ludng hinh anh, tir d6 khic phyc nhimg han ché cua cac cam bién truyen thong
nhu d6 bao phu thap, dé bao gia va khong cung cap thong tin hinh anh su c¢d. Thong qua
viéc tich hop mé hinh hoc sau vao nén tang nhing, dé tai hudéng dén myc tiéu xay dung
mot giai phap canh bao chay hiéu qua, chi phi thip va dé trién khai thuc té, gop phan nang
cao an toan cho ngudi va tai san trong moi truong do thi hién dai.

2. Muc tiéu dé tai
Xuit phat tr muc dich trén, dé tai huodng dén thyc hién cac muc tiéu cu thé nhu sau:
(i) Ché tao thiét bi nhung sir dung Raspberry Pi 5 c6 kha ning két nbi nhiéu camera IP, xir
1y luong hinh anh theo thoi gian thuc dé nhan dang khoéi/lta.
- Thiét bi dugc thiét ké nham tan dung ha tﬁng camera giam sat san c6 trong cac toa nha,
van phong, nha may.
- Kha niang két ndi nhiéu camera IP cho phép giam sat dong thoi nhiéu khu vre, mo rong
ving quan sat ma khong can thém phan ctmg xtr Iy riéng biét.
- Viée xtr Iy thoi gian thue dam bao phét hién sém nguy co chay, han ché tdi da thiét hai
va rut ngan thoi gian phan tng.
(ii) Huan luyén va tich hop mé hinh hoc sau ResNet50, t6i uvu hoa dé chay dugc trén thiét
bi nhing.
- ResNet50 duoc lva chon nho vao su can béng gitta d§ chinh x4c va kha nang trién khai
trén thiét bi tai nguyén thap nhu Raspberry Pi.
- M6 hinh dugc tinh chinh (fine-tune) trén tap dit liéu khoi/ltra thyc té nham nang cao do
chinh x4c trong cac tinh hudéng da dang (4nh sang yéu, nhi€u vét can).
- Qua trinh chuyén mé hinh sang dinh dang t6i wu nhu TorchScript, ONNX giup ting
toc do suy luan ma khong lam suy gidm hiéu suat.
(iii) Xay dung phin mém canh bao thong minh, hd trg nguoi ding theo ddi tryc tiép va
nhan canh bao ngay khi c6 nguy co chdy xay ra.
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- H¢ thong phan mém bao gdm giao dién giam sat tryc tuyén, hién thi ludng video va
thong tin canh bao theo thoi gian thyec.

- Phan mém hd tro ghi log sy kién, tao thuan loi cho kiém tra va xir 1y sau su co.

(iv) Thur nghiém, danh gia hiéu nang h¢ théng va dé xuat hudng cai tién phu hop cho thuc
té trién khai.

- Tién hanh do luong téc do xir 1y, d6 tré, d6 chinh x4c va do 6n dinh cua hé thong khi
chay ¢ ché do mot hodc nhi€u camera.

-Panh gia kha ning hoat dong trong diéu kién moi trudng thyc té nhu: nhidu hinh anh,
rung lac, thay doi anh sang.

- Tur két qua danh gia, dé xuat cac cai tién ky thuat nhu sir dung m6 hinh nhe hon, t6i wu
phan mém, hodc nang cap phan cimg nham dam bao kha ning md rong trong cac ing
dung quy mo 16n.

3. Pham vi va d6i twong nghién ctru

3.1 Poi twong nghién clru

Péi tuong nghién ctiru bao gom :

- Céc loai moi trudng c6 thé xay ra khéi, chay va tuong (mg véi vat liéu d6 tim hiéu mau
sac cua khoi va lira;

- Thuat toan xur 1y anh nhan dang khoi, Itra bao gém mot sb phién ban khac nhau ctia mo
hinh YOLO va md hinh ResNet50;

- Céc ngdn ngit 1ap trinh va giao thirc truyén thong dé xay dung giao dién trén chuong trinh
ung dung va gui canh bao vé ngudi dung.

3.2 Pham vi nghién ciru

- Nghién ctru ché tao thiét bi ty dong véi kich thude nho gon va co dé ung dung trong moi
moi trudng dé co thé phat hién khoi va lira, giri canh bao vé email déng thoi quan sat trén
giao dién nguoi dung.

- Pham vi nghién ctru tap trung vao viéc phat hién khoéi va lura trong méi trudng trong nha
nhu toa nha, van phong, nha xudng c6 camera IP san cd; xur Iy dong thoi 2—-3 ludng camera,
canh bdo tirc thoi; khong bao gom h¢ thong chita chay tu dong.

4. Phwong phap nghién ctru

D¢ ché tao mot thi€t bi tu dong thuc hién cac chirc nang trén can phai giai quyét cac van dé
sau:

- Nghién ciru 1y thuyét:
+ Nghién ctru tong quan vé cong nghé nhan dang khéi lira bang thi giac may tinh;

+ Thu thap va xur ly dir licu huan luyén; Huén luyén va trién khai mo hinh ResNet50
trén Raspberry Pi;
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- Nghién ctru vé& phan mém
+ Thuat toan Resnet50;
+ Hé diéu hanh Linux;
+ Phan mén Google Colab dé huin luyén mé hinh;
+ Phan mém VS code 1a cong cu dé viét chuong trinh trén may tinh
+ Thonny 1 cong cu dé viét chuong trinh trén Raspberry PI
- Nghién ctru phan cing:
+ Camera IP;
+ Raspberry Pi 5;
+ Module sim 900A
5. Cau tric ciia do an tot nghiép

Dé giai quyét bai toan dit ra & ddy 1a thiét ké ché tao thiét bi ty dong nhan dang khoi & lira
trong khu vuc nhat dinh. Téc gid xdy dung cau tric ctia bai bdo cdo gdom bon ndi dung
chinh:

Chuwong 1: Tong quan vé dé tai

Chuwong 2: Dé xuat giai phap nhan dang va phat hién khoi ltra dwa va thi giac may tinh
Chuwong 3: Thiét ké ché tao thiét bi tw dong nhan dang va canh bao khoi lira

Chwong 4: Van hanh thtr nghiém va danh gia

Chuwong 5: Két luan va Hudng phat trién trong twong lai
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CHUONG 1: TONG QUAN VE PE TAI

1.1 Boi canh va nhu cau thye tién

Chéy nd 13 mot trong nhitng mdi de doa nghiém trong ddi véi nha &, vin phong, khach san,
nha may va dic biét 1a cac khu cong nghiép — noi tap trung nhiéu thiét bi dién, hoa chit va
vat liéu dé chay. Theo théng ké tir Cyc Canh sat Phong chay, chita chay va ctru nan, ctru ho
— Bo Cong an Viét Nam, mdi nim xay ra trung binh hon 3.000 vu chay, giy thiét hai lén
vé ngudi va tai san. Trong sd d6, phan 16n cac dam chay déu khong dugc phat hién kip thoi
& giai doan khoi phat, khi méi xuat hién khéi hodc ngon lira nho, dan dén nhitng hiu qua
nghiém trong [2].

Hién nay, trong phan 16n cac vu chdy, nguyén nhan dan dén thiét hai nghiém trong 13 do
phat hién muodn hodc thiét bi canh bao khong hoat dong duing cach [2]. Hau hét cac h¢ thong
canh bdo chay st dung cam bién khoi, khi hodc nhiét. Tuy nhién, cac thiét bi nay van con
nhiéu han ché nhu:

- D& bao dong gia trong moi trudng nhiéu bui hoic d6 4m cao;

- Kho phat hién chay khi dam chay nim ngoai pham vi ctia cam bién;

- Viéc trién khai mo rong trong cac khu vure rong 16n gip kho khin néu khong c6 sin hé

thong day dan tin hiéu.

Trong khi do, tai cac toa nha va nha xuong hién dai da duoc trang bi hé thong camera giam
sat IP nham phuc vu an ninh. Néu c6 thé khai thac dit liéu hinh anh tir cac camera nay ¢ dé
tu dong phat hién dau hiéu khoi hodc lira, chiing ta khong chi tin dung duogc ha ting c6 san,

tiét kiém chi phi dau tu, ma con nang cao hiéu qua trong viéc phat hién sém va canh bao
chay n6 mdt cach thong minh, kip th(‘)i va chinh xac hon.

Hinh 1.1 Vu chay chung cw mini 0 Khuwong Ha, Ha Hoi 2023.
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Trong thap ky qua, nhiéu nghién ciru da tap trung phat trién cac hé théng phat hién chay
dua trén hinh anh v6i sy ho trg cua hoc may. Cac phuong phéap truyén thong nhu xit 1y anh
dua trén ngudng mau sac (color thresholding), phan tich chuyén dong hodc phat hién vung
sang bat thuong c6 do chinh xac thap va dé bi anh huong boi dnh sang moi truong [3].
Viéc ung dung hoc sau da chung minh dugc hi¢u qua vuot troi nho kha nang tu hoc dac
trung phtrc tap tir anh dau vao, giup tang do chinh xac va kha nang khai quat hoa trong cac
moi trudong khac nhau. Nhiéu nghién clru gan day da dat do chinh xac trén 90% khi st dung
mang no-ron tich chap (CNN) dé phan loai hodc phat hién khoi, Itra trén video thoi gian
thuc [4][5].
1.2 Muc tiéu cu thé caa d@ tai
bé dat dugc muc dich trén, dé tai dat ra cac muc tiéu cu thé nhu sau:
- Nghién ctru va lIya chon mo hinh hoc sau phu hop cho bai toan nhan dang khéi/ltra
trén anh camera;
- Huén luyén mo6 hinh ResNet50 voi dir liéu khoi/ltra va trién khai mo hinh trén thiét bi
Raspberry Pi 5;
- Thiét ké hé thong xur 1y tich hop camera IP truyén ludng anh vé thiét bi nhing;
- Xay dung hé thdng canh bao da kénh: giri SMS, thuc hién cudc goi khan va hién thi
canh bao trén ung dung giam sat;
- Thr nghiém va danh gia hiéu nang hé¢ théng vé d6 chinh xac, tbc do phan hoi, kha
nang xu ly dong thoi nhiéu camera;
- Pé xuat hudng cai tién dé toi vu mo hinh, nang cao kha ning nhan dién va tinh mo
rong trong g dung thuc té.
1.3 Hinh thanh va lya chon giai phap
1.3.1 Phan tich lwa chon moé hinh hoc sdu

Trong cac tmg dung thi giac may tinh lién quan dén nhan dang chay, mot s6 mé hinh hoc
sau duoc st dung phd bién gom:

- VGG16/VGG19: 1a cac mang no-ron cd dién véi klen trac sau va don gian, dugc ing
dung som trong bai toan phan loai anh. Tuy nhién, sé luong tham sé 16n va yéu cau
tinh toan cao khién VGG khong phi hop véi thiét bi nhung [8].

- InceptionV3: cai tién vé toc do va hiéu qua véi kién tric module “Inception”, c6 kha
nang trich xuat dac trung da cap, nhung cau tric kha phuc tap va kho trién khai trén
phan cing han ché [9].

- MobileNetV2: la mang nhe duoc t6i wu cho thiét bj di dong, c6 tdc d6 nhanh nhung do
chinh xac thap hon trong cac bai toadn phure tap nhu phan biét kh6i/may hodc anh sang
[10].
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- YOLO (You Only Look Once): 1a m6 hinh phat hién d6i tuong thoi gian thye, c6 kha
nang dinh vi ving chay nhung yéu cau cau hinh phan ciing cao va kho trién khai dong
tho1 nhi€u camera trén thi€t bi nhing [11].

- ResNet50: 1a mang sau co sir dung cac khdi du (residual blocks), giup chéng lai hién
tuong mat gradient va cai thién hiéu ning huin luyén. ResNet50 duoc danh gia 1a can
bang tét gitta dd chinh x4c va kha nang trién khai thuc té trén Raspberry Pi hodc Jetson
Nano [6][12].

Tt céac phan tich trén, d@ tai lya chon ResNet50 1am mé hinh chinh do c6 tinh 6n dinh, d6
chinh xdac cao, va co thé dé dang t61 uu dé chay thoi gian thuc trén thi€t bi nhing.

1.3.2 Hinh thanh gidi phdp hé thong

Tir thuc té khao sat cho thy, phan 16n cac toa nha, vin phong va nha xudng hién nay déu
da duoc trang bi hé théng camera IP giam sat an ninh, thuong hoat dong 24/7. Tuy nhién,
nhirng camera nay chi yéu phuc vu muc dich quan sat thii cong, khong c6 kha nang phat
hién nguy co chay nd tu dong.

Trong khi d6, cac hé théng canh bao chay hién hanh chu yéu st dung cam bién truyén thong
nhu:

- Cam bién khéi quang hoc;
- Cam bién nhiét do;
- Cam bién khi gas.
Céc thiét bi nay c6 nhuogc diém:
- Phu thudc vi tri 1ap dit: khong phat hién néu chay xdy ra & noi khong c6 cam bién;
- Dé canh béo sai trong mdi trudng cé bui, dd am, hoi nudc hodc khi ndu an;
- Khong linh hoat mé rong, kho trién khai dién rong trong tda nha lém hoac nhiéu téng;
- Khong ghi lai hinh anh sy kién, gy kho khin trong diéu tra sau sy c6.

Tur do, thuc hién nhan théy 6 thé tan dung chinh nguén dr liéu video san c6 tir hé théng
camera giam sat dé:
- Phén tich va phat hién khoi/ltra theo thoi gian thuc bang cong nghé thi giac may tinh;
- Két ndi linh hoat nhiéu camera IP qua mang dé mé rong ving giam sat ma khong can
thém cam bién vat 1y;
- Tich hop vao thiét bi nhung nho gon dé dé lép dat, tiéu thu dién nang thép va hoat dong
on dinh lién tuc;
- Két hop voi1 cac kénh canh bdo nhanh nhu: img dung di dong, SMS, hodc goi di¢n dén
nguoi phu trach.
Tir céc phan tich trén, hinh thanh y tuéng ché tao mot thiét bi nhung thong minh — déng vai
tro trung tam giam sat chay — véi kha nang:
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- Nhén ludng video tir nhiéu camera;

- Xir Iy bang mé hinh hoc sau (ResNet50);

- Pua ra canh béo ttrc thi néu phat hién khoi hodc lira.
Y tuéng nay khong chi Xuat phat tir nhu cau thuc tién cip bach ma con tan dung hiéu qua
cac thanh phan ha tang sén c6 va phu hop véi xu hudng tng dung Al vao linh vic phong
chay chira chay thong minh hién nay [1][4][6].
1.4 Dinh huéng thuc hién
Xuat phat tir 2 yéu cau 10n cta dé tai nghién ciru 13: nhan dang khoéi ltra va canh bao khoi
lira. Tac gia quyét dinh Gmg dung thi gidc may tinh dé nhan dang khéi lira va dua canh bao
khoi lira nhan dang dwoc t6i ngudi dung théng qua tng dung. So d6 khdi phan ctng cua
thiét bi duoc thé hién nhu Hinh

|

Khéi dau vao }— o Khéixir ly

Khoi nguén

Khéi diu ra

v

Hinh 1.2 So do phan cirng

So d6 khéi phan ctng cia thiét bi gom 4 khéi sau:

- Khéi dau vao 1a khéi thu thap hinh anh khéi lira duge phat hién va dua tin hiéu dén khoi
xur 1y;

- Khéi xir 1y 1a khéi xir 1y anh, tinh toan - xt 1y va giri tin hiéu dén khéi dau ra;

- Khéi dau ra 1a khéi hién thi hinh anh khéi lira ma khéi xir 1y da nhan dang duoc

va canh bao khoéi Itra 1€n irng dung nguoi dung;

- Khéi ngudn 13 khi cung cép dién ning cho toan thiét bi hoat dong.

1.5 Kétluin

- Viéc xay dung thiét bi nhan dang va canh bao chay tir ludng camera IP khong chi giai
quyét bai toan ky thuat quan trong trong giam sat an toan ma con co tiém nang trién khai
thuc té cao. Viéc lya chon mo hinh ResNet50 1a ¢6 co s 1y luan va thyc nghiém rd rang,
phu hop véi déc thu cua h¢ thong xu ly da camera trén nén tang nhung. Nhimg no6i dung
tiép theo s& trinh bay chi tiét vé giai phap thiét ké phan ctrng va phan mém cho thiét bi canh
bao khoi Itra thong minh.

- T nhitng van dé dit ra, tac gia dd xac dinh duoc hudng nghién ctru va phat trién cho dé
tai: ché tao thiét bi tw dong nhan dang va canh bao khoi lira st dung Raspberry Pi va mo
hinh hoc sau. Qua do, tac gia dé xuét giai phap téng thé va xay dung so d6 khoi phan cung
cho thiét bi, lam nén tang cho cic chuwong tiép theo trong qua trinh thiét ké va trién khai hé
thong.
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CHUONG 2: PE XUAT GIAI PHAP NHAN DANG KHOI LUA DUA VAO THI
GIAC MAY TIiNH

2.1 Giéi thiéu huéng tiép cin

Nhu di trinh bay & chuong trude, hé thdng canh bao chay truyén théng — chu yéu dua trén
cam blen khoi, nhiét hodc khi gas — thuong gap nhiéu han che trong mot truong cong nghiép
thuc té. Cu thé, cac cam bién nay c6 pham vi hoat dong ¢ dinh, d& bj anh hudng boi didu
kién bui ban, d6 4m cao hodc thong gi6 manh; dong thoi viée trién khai mé rong cling gap
kho khan tai cac khu vuc rong 16n hodc phan tang phic tap.

Trude nhing thach thuc do, sy phat trién manh mé& cia cong nghé thi gidc may tinh
(Computer Vision) két hgp véi cdc mo hinh hoc sau (Deep Learning) hién dai da mé ra mat
hudng tiép can mdi, tiém nang hon: nhan dang tryuc ti€p khoéi va Itra tir hinh anh thu dugc
qua camera giam sat. So v41 cam bién vat ly, hinh anh tir camera cung cap thong tin phong
phu hon, bao quat toan canh va c6 thé giam sat lién tuc theo thoi gian thuc.
Pé tai nay dé xuat mot giai phap méi, tng dung moé hinh hoc sau ResNet50 dé phat hién
khoi va Itra tir luong video thu dugc bdi cac camera IP san c6 trong khu vyc nha xudng
hodc khu cong nghi€p. ResNet50 la mot trong nhitng kién tric mang tich chap
(Convolutional Neural Network — CNN) no1 bat, c6 kha nang trich xuat dac trung hinh anh
sau, nhan dién chinh x4c ngay ca trong di€u kién anh sdng hodc mdi truong thay doi.
Mo hinh dugc trién khai trén thiét bi nhung Raspberry Pi 5, dong vai tro 1a trung tam xur 1y.
Raspberry P1 5 s& hitu hi€u ndng cao trong phan khtic vi diéu khién, du kha nang chay méo
hinh hoc sau ¢ toc d chap nhan dugc trong thoi gian thuc. Thiét bi nay s€ xt 1y hinh anh
tr camera, phan tich va nhan dién khoéi/ltra, sau d6 giri canh bdo qua mang (Wi-Fi/LAN)
dén nguoi dung thong qua cac kénh nhu di¢én thoai, may tinh hodc hé thong canh bao ndi
bo (bdo dong coi, dén nhay).
Uu diém chinh ctia huéng tiép can nay bao gom:

- Phét hién sdm va chinh xac cac dam chay ngay tir khi xut hién khoi/ltra nho;

- Tan dung ha tﬁng camera cé san, tiét kiém chi phi dau tu mai;

- D& dang mé rong hé thong ma khong phu thudc vao day tin hiéu hay cam bién c6 dinh;

- Tinh linh hoat cao nho thiét bi xir Iy nhé gon, c6 thé lap dit ¢ nhidu vi tri khac nhau.
Nho két hop giita cong nghé hién dai va thiét bi nhung chi phi thp, giai phap mang tinh
ung dung thuc té cao, phu hgp véi yéu cau an toan trong cac khu cong nghi€p hién nay, dac
biét 1a trong bdi canh chuyén do1 s6 va xay dung hé thong nha may thong minh.
2.2 Co sé 1y thuyét vé nhan dang anh bing hoc siu

2.2.1 Thi giac may tinh va mang no-ron tich chdp
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Mot trong nhiing linh vuc quan trong cua tri tu¢ nhén tao (Artificial Intelligence) la thi giac
may tinh (Computer Vision). Thi giac may tinh la mot linh vyc bao gom cac phuong phap
thu nhan, xir 1y anh k¥ thuat sb, phan tich va nhan dang cc hinh anh, phét hién cac d6i
tuong, tao anh, si€u phan giai hinh 4nh va nhiéu hon vay. Trong do, bai toan phat hién doi
tugng (Object Detection) 1a khia canh siu sic nht cua thi gidc may tinh do tinh chét hiéu
qua c6 kha nang trién khai trong thuc té.

Object Detection dé cap dén kha ning ctia hé thong may tinh va phin mém dé dinh vi cac
d6i tuong trong mot hinh anh va xac dinh timg ddi trgng. Object Detection dd duoc sir
dung rong rai dé phat hién khuén mat, phat hién xe, dém s nguoi di bo, hé théng bao mat,
xe khong ngudi l4i va cac hé théng phuc vu cho muc dich canh bao som tir xa. Object
Detection di bat dau str dung cac phuong phap nhan dang d6i twong hién dai trong céc tng
dung va hé thong, cung nhu xdy dyng cac Umg dung moi dya trén cac phuong phap nay.
Viéc nhan dang dbi tuong som lién quan dén viéc sir dung cac thuat toan co dién, giong
nhu céc thuat todn duoc hd trg trong Open CV - thu vién Computer Vision phd bién nhat
hién nay. Tuy nhién, cac thuat toan co dién nay khong thé dat duoc hiéu suit du dé lam viéc
trong céac diéu kién khac nhau.

Viéc 4p dung dot pha va nhanh chong cia viéc hoc sau (deep learning) vao nam 2012 da
dua ra cac thuat toan va phuong phap phat hién d6i twong hién dai, chinh xac cao nhu: R -
CNN, Fast-RCNN, Faster-RCNN, RetinaNet va nhanh hon ma rat chinh x4c nhu SSD va
YOLO. Str dung cac phuong phép va thudt toan nay, dua trén deep learning va dua trén
viéc hoc may (machine learning) doi hoi rt nhiéu kién thic vé toan hoc.

2.2.2 Mang Neural
2.2.2.1 Khai niém

Mang neural nhan tao (Artificial Neural Network) 1a mo6 hinh xir 1y thong tin theo cach
thire x1r Iy thong tin cua cac hé neural sinh hoc. N6 duogc tao nén tir mot sb luong 16n cac
phan tir két ndi v6i nhau thong qua cac lién két (goi 13 trong s6 lién két) dé cung 1am viéc
va giai quyét cac bai toan dit ra.

2.2.2.2 Cdc thanh phén ciia mang neural

Cau truc neural nhan tao :

Hé s0 hiéu
= jus chinh by,
X1 oWy L
25 N Ham kich
hoat
Céc tin X2. © "sz{ ) Ny R PR X
hiéu dau = — “._‘_VZ‘//; () Paura y,
vao Y
x/ B0 t0 hop
Xy O— 'ka tuyen tinh

Cac Iromz s6
synpase

Hinh 2.1 M6 hinh tong qudt mang neural
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Céc thanh phan co ban ciia mgt neural nhan tao bao gom:

- Pau vao: 1 céc tin hiéu vao cta neural, tin hiéu nay thuong dugc dua vao dudi dang mot
vector m chiéu;

- Trong s6 lién két: mdi lién két duoc thé hién boi mot trong sd (Synaptic weight). Trong
s0 lién ket gitra tin hi€u vao thtr j v6i neural k. Cac trong s6 ndy duoc khoi tao mot cach
ngau nhién ¢ diém khadi tao va dugc cap nhat lién tuc trong qua trinh huan luyén;

- B6 tong (Summing function): tinh tong cua tich cac dau vao voi trong sb lién két;

- Ngudng (mét do 1éch - bias): dugc dwa vao nhu mot thanh phan cta ham truyén;

- Ham kich hoat (Activation function): ham nay dugc dung dé gi6i han pham vi dau ra cua
mdi neural. Pau vao ciia né 13 két qua cta ham tong va nguong da cho. Pau ra cia mdi
neural gioi han trong doan [0, 1] hoac [-1, 1]. Cac ham truyén rat da dang duoc liét ké trong
Bang 2.1. Nguoi thiét ké mang lya chon ham truyén tuy thudc vao ting bai toan va kinh
nghi¢m;

- Pau ra: neural nhan tao nhan tin hiéu ddu vao, xtr Iy va cho mot tin hiéu dau ra 1a két qua
cua ham truyén.

Bang 2-1 Bang mét sé6 ham kich hoat

STT Tén ham Phuong trinh
. _(0,x<0
1 Binary step fx) = {1,x >0
2 Logistic x) = !
8 [ =10 e=
1
Softsi =
3 oftsign f(x) T 1]
. ) . 0,x<0
4 Rectified linear unit (ReLU) fx) = {x,x >0
Leaky rectified linear unit _(0.01,x<0
5 (Leaky ReLU) fe) = { x>0
6 Parameteric rectified linear unit Fx) = {ax,x <0
(PReLU) “lx,x=0
A . _(a(e*—=1),x<0
7 Exponential linear unit (ELU) f(a,x) = { x>0
x _
f(a,x) = y{a(e 12’)6 < O, voiy = 1.0507
Scaled exponential linear unit XX =
8 (SELU) s
f(x) = max(0,x) + Z(ais max(0, —x + b;>))
s=1
SVTH: Nguyén Kim Hoang GVHD: TS. Nguyén Thi Kim Tric 28

CBHD: Nguyén Hoang Anh Khoa



— <
S-shaped rectified linear activation _ bt alr—t)x<t

9 unit (SReLU) flax)=3 xtusxst

tr+aq(x —t.),x >t,
10 Adaptive Piecewise linear (APL) f(x) = max(0,x) + Z(ais max(0, —x + b;*))
11 SoftPlus f(x)=In(1+e%)

2 _
12 Bent identity fl) = v+ -1

2
In(l1-—alx+a

- ( a( )) ,a<0

13 SoftExponential fla,x) = x,a=0
eax _
+a,a>0
a

14 Sinusoid f(x) = sin (x)

L,x=0

Si _ e

15 inc f(x) = {sin(x) 0

X
16 Gaussian fx) = e~ x*

2.2.2.3 Mang neural tinh chdp

A. Tong quan vé mang neural tich chip

Convolutional Neural Network (CNN — Mang neural tich chap) 1a mo6 hinh Deep Learning.
N6 xdy dung dugc nhitng hé thdng c6 d6 chinh xac cao. CNN thudng duge sit dung trong
cac bai toan phat hién doi twong (Object Detection).

Trong do6, Convolution dugc str dung trong xur 1y tin hi¢u s6 dya vao nguyén 1y bién d6i
thong tin. C6 thé xem Convolution nhur mét ctra s6 truot (sliding window) 1én mot ma tran.

1[1]1]o]o0
o[1]1]1|o]| [4]3]4
olofaf1]1] [2]4]3
ojlol1f1|o] [2]3]a
o1xo,o_|

Convoled

Image
= Feature

Hinh 2.2 Hinh anh minh hoa Convolution
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Convolutional layer c6 cac thong s6 (parameter) dugc huan luyén (training) dé ty diéu chinh
14y ra nhiing thong tin chinh x4c nhét.

Sliding window dugc goi la nhan (kernel) hoac bd loc (filter). Theo vi du minh hoa Hinh
2.2, ta dung mot ma trén filter ¢6 dang 3x3 nhan tung thanh phan tuong tmg voi ma tran
anh bén trai. Gia tri du ra do tich cua cac thanh phan ndy cong lai. Két qua 1a mot ma tran
convoled feature sinh ra tir vi€c truot ma tran filter va thuc hi¢n tich chap cung lac 1én toan
bd ma tran anh bén trai. Tir d6, khi thuc hién Convolution ta c6 thé:

- Phat hién duogc bién canh bé’mg cach tinh vi phan gitra cac diém anh lan can. Hinh 2.3 1a
minh hoa viéc phat hién bién;

o T e D e |

]

Hinh 2.3 Hinh anh minh hoa viéc phat hién bién

- Lam mo birc anh néu 13y gia tri trung binh ctia cac diém anh xung quanh cho vi tri diém
anh trung tdm. Hinh 2.4 1a minh hoa cho viéc 1am mo birc anh.

nga'

-a.ll

o

[0]¢
0

19]

‘d.

-
=]

~3ft=l
il bt
-l
=

Q| Ol Of

[0
0

O | b 0|
o_._

-
=

Hinh 2.4 Hinh anh minh hoa viéc lam mo birc anh

B. Kién triic mang CNN

Mang CNN 1a mét tdp hop cua nhiéu 16p Convolution chong 1én nhau va ding cac ham
kich hoat dé kich hoat céc trong s6. Cac 16p lién két v6i nhau théng qua co ché convolution
(két qua convolution tir 16p trude d6 1 dau vao cia 16p tiép theo).
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MGdi 16p duoc sir dung cac filter khac nhau, c6 rat nhiéu filter va két hop két qua cta chung
lai. Bén canh d6, moét so 16p khac nhu 16p pooling hodc 16p upsample dung dé lya chon lai
cac thong tin hitu ich va gidm céac thong tin nhicu.

Trong luc training, CNN s¢& tu hoc cac gia tri qua cac 10p filter. Vi du trong tac vu phéan lop
anh, CNN s& ¢ ging tim ra thong s t6i wu cho céc filter twong ing theo thir tu sau: raw
Pixel > edges > shapes > facial > high - level features. Layer cudi cung s& dung dé phan
16p anh

Convolution Pooling Convolution Pooling Fully Fully Output
Connected Connected Predictions

Dog (0.01)

T, Cat (0.04)
Boat (0.94)
Bird (0.02)

Hinh 2.5 Cdu triic mang CNN co bdn

Hinh 2.5 biéu dién cdu tric mang CNN co ban, trong d6 bao gom:

- Input: Lép dau vao;

- Convolution: Lép tich chap;

- ReLu: Lop bién ddi thong qua ham kich hoat ReLu dé kich hoat phi tuyén;

- Pooling: Lop tong hop, thong thuong la Max pooling hoac ¢6 thé 1a Average pooling
dung dé giam chiéu cia ma tran du vao;

- Fully Connected: L6p két ndi hoan toan, thong thudng 16p ndy nam & sau ciing va két
noi voi cac don vi dai dién cho nhom phan loai.

a) Lop tich chap

CNN 1a mot mang neural duoc hinh thanh tir nhiéu 16p khac nhau. Tuy nhién, 16p tich chap
(convolutional layer) dugc xem la c6 vai trdo quan trong nhat va st dung thuat toan
convolution. P61 voi 16p tich chap thi cé nhitng khai niém can ndm nhu sau:

- Filter map: CNN sir dung céc filter dé ap dung vao ving ctia hinh anh. Nhiing filter map
nay duogc goi la ma trdn 3 chi€u, ma bén trong no6 la cac con s6 va chung la thong so
(parameter);

- Stride: Khi dich chuyén filter map theo pixel dya vao gia tri tir trai sang phai, sy dich
chuyén nay la stride;

- Padding: Puoc hiéu 13 nhitng gia tri 0 dwoc thém vao 16p input. Khi diéu chinh padding
=1, tirc 1a thém 1 6 boc xung quanh céc canh input, cac 6 boc nay s€ day 1én néu ta tang
padding 1én;
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- Feature map: La két qua hién thi sau mdi 14 filter map dugc duyét qua input, ctr mdi lan
quét nhu vay chinh 1a qua trinh tinh toan;

- Receptive field : B filters sé& trugt qua timg vi tri trén birc anh dé tinh tich chapgitra bo
filter va phan tuong trng trén birc anh. Phan tuwong ing nay trén birc anh goi 1a receptive
field.

b) Lép pooling
Sau ham kich hoat s€ st dung 16p pooling, mot sé loai 16p pooling phd bién nhu 1a max
pooling, average pooling v&i chirc nang 1a gidm chiéu cua 16p trude dé. V&1 mot 16p pooling

c6 kich thudc 2x2, can phai trugt filter 2x2 ndy trén nhiing ving anh c6 kich thude twong
tu roi sau do tinh max hay average cho vung anh do.

2 3114

1 2|4 8 _

8 9(6 5 38

9 1(7 4 217]
Pau vio Sau khi pooling

Hinh 2.6 Max pooling kernel 2x2, stride = 2

Trong d6, max pooling chon gié tri 16n nhat lam gia tri diu ra con average pooling thi
chon gid tri trung binh cong. Trong Hinh 2.6, ta st dung filter vdi kernel size = (2, 2) va S
= 2 dé¢ tinh gia tri pooling.

Hau hét khi ding 16p pooling thi s& ding kernel size = (2, 2), S =2 va P = 0. Muc dich
clia tang pooling la giam thiéu anh hudng ctia nhimng dic trung trong khong gian anh
khong con can thiét. Hon nita, 16p pooling c6 kha ning giam chiéu, 1am han ché tran
(overfit) va giam thoi gian huan luyén mé hinh (training model).

¢) Lop fully connected

Tang cudi cing cia md hinh CNN trong bai todn phén loai anh 14 ting fully connected.
Chtrc nang cua 16p fully connected 1a chuyén ma tran dac trung & tang trudc thanh vector
chtra xac suat cua cac doi tuong can dugc du doan.

Sau khi anh dugc truyén qua nhiéu 16p convolution va 16p pooling thi m6 hinh da hoc
dugc tuong ddi cac dic diém cua anh va output cta lop cudi cung s€ duoc la phang thanh
vector va dua vao mot 16p duge két ndi nhu mot mang neural (16p fully connected). Lop
fully connected két hop cac tinh nang lai véi nhau dé tao ra mot mé hinh va cudi cing sir
dung ham kich hoat softmax hoac sigmoid dé phan loai dau ra.

C. Mang ResNet
a) Gioi thiéu
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Mang‘ ResNet (R) 1a mot mang CNN duogc thié‘g ké dé 1am viéc véi hang tram 16p. Mot
van dé xay ra khi xay dung mang CNN v&i nhi€u 16p chap s€ xay ra hién tuong Vanishing
Gradient dan t61 qua trinh hoc tap khong tot.

Vanishing Gradient

Trudc hét thi Backpropagation Algorithm la mot ky thuat thuong duoc st dung trong qua
trinh tranining. Y tuéng chung cua thuit toan 14 s& di tir output layer dén input layer va

tinh toan gradient cua cost function tuong ting cho ting parameter (weight) cua mang.
Gradient Descent sau d6 dugc sir dung dé cap nhat cac parameter do.

Nr M
< g N
- S 56-laver
5 2> ,
E g 20-layer
DN t o 4
(1]
= 56-layer 2
£ A
z L
- 20-layer
) 4. { 4
5 | 5 H 0 ] 2 ) )
iter. (led4) iter. (led)

Hinh 2.7 Hinh anh minh hoa cho hién twong degradation problem

Toan bd qua trinh trén s€ duoc 1ap di 1ap lai cho téi khi ma cac parameter cua network duogc

hoéi ty. Thong thudong chung ta s€ c6 mdt hyperparametr (s6 Epoch - s6 1an ma traninig set

dugc duyét qua mot 1an va weights dugc cap nhat) dinh nghia cho s6 luong vong lap dé

thuc hién qua trinh nay. Néu s0 luong vong 1ap qua nho thi ta gap phai truong hop mang
c6 thé s& khong cho ra két qua tot va nguoc lai thoi gian tranining s& 1au néu sb lugng vong

1ap qua 16n.

Tuy nhién, trong thuc té Gradients thudng s& c6 gia tri nhé dan khi di xudng céc layer thap

hon. Dan dén két qua 1a cac cap nhat thyc hién bdi Gradients Descent khong lam thay doi

nhiéu weights cta céc layer d6 va lam ching khong thé hoi tu va mang sé khong thu duoc

két qua tot. Hién tugng nhu vay goi 1a Vanishing Gradients.

> Mang ResNet ra doi ciing giai quyét van dé do.

b) Kién tric mang ResNet

ResNet gan nhu trong tu v6i cac mang gdm c6 convolution, pooling, activation va fully-
connected layer. Anh bén duéi hién thi khéi du duoc su dung trong mang. Xuit hién mot
mili tén cong xuat phat tir dau va két thuc tai cudi khdi du. Hay néi cach khac 1a s& b6 sung
Input X vao dau ra cia layer, hay chinh 1a phép cong ma ta thay trong hinh minh hoa, viéc
nay s€ ché)ng lai viéc dao ham bé“mg 0, do van con cong thém X.
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weight layer
F(x) l relu -
weight layer identity

Hinh 2.8 Residual Block
Vé6i H(x) 1a gia tri du doan, F(x) 13 gia tri that (nhan), chiing ta mudn H(x) bang hodc xap xi
F(x). Viéc F(x) c6 dugc tir x nhu sau:
X->weightl-> ReLLU -> weight2
Gia trj H(x) c6 dugc bang cach:
F(x) + x > ReLLU

Nhu ching ta da biét viéc tang s6 lwong cac 16p trong mang lam giam d¢ chinh xac, nhung
mudn c6 mot kién trac mang sau hon c6 thé hoat dong tot.

2.3 Mo hinh ResNet50
2.3.1 Ly do lwa chon ResNet50

M6 hinh ResNet50 duogc lya chon vi cac 1y do sau:

- Pat d6 chinh xé4c cao trong cic nghién ctru vé phat hién khoi lira, véi Fl-score thuong
trén 92% [19].

- C6 thé duoc ti uu héa dé chay trén Raspberry Pi 5 thong qua cong cu nhu TensorRT
hoac ONNX Runtime [20].

- Phu hop véi bai toan phan loai khung hinh thanh hai 16p: "c6 chay" va "binh
thuong"giup gidm do phtrc tap so véi cac md hinh dinh vi doi tugng nhu YOLO.

- Kha nang vtrién khai thoi gian thyc: sau huan luyén trén Google Colab hoac PC, mé
hinh c6 thé suy luan trén anh d¢ phan giai 640x480 vai toc do khoang 5-10 FPS trén
Raspberry P1 [21].

2.3.2 Gioi thiéu ResNet50
ResNet-50 1a mot mang no-ron tich chap (Convolutional Neural Network - CNN) thuge ho
ResNet (Residual Networks), dugc thiét ké dé€ giai quyét cac thach thuce lién quan dén viée
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huan luyén cdc mang no-ron sau. Pugc phat trién bdi cac nha nghién ctru tai Microsoft
Research Asia, ResNet-50 ndi tiéng voi do sau va hi€u qua trong cac tac vu phan loai hinh
anh.

2.3.3 Ung dung ciia ResNet-50

ResNet-50 da dugc ap dung rong rai trong cac tac vu thi gidc may tinh, dac biét 1a phan loai
hinh anh va nhan dang ddi trong. Kha ning hoc cac dic trung phure tap tur dir liéu hinh anh
da 1am cho ResNet-50 tro thanh lya chon pho bién trong nhiéu tmg dung thuc té. Ngoai ra,
ResNet-50 thuong dugc st dung lam mo hinh tién hudn luyén trong hoc chuyen giao
(transfer learning), gitip cai thién hiéu sudt ctia cic mo hinh trong cic tac vu cu thé véi dir
liéu han ché.

Tém lai, ResNet-50 1a mot kién trac mang no-ron sau hiéu qua, giai quyét duoc cac van dé
lién quan dén viéc huan luyén cic mang sau va da dong gdp quan trong trong linh vuc thi
giac may tinh.

layer name | output size 18-layer ' 34-layer | 50-layer [ 101-layer . 152-layer
convl | 112x112 7x7, 64, stride 2
3x3 max pool, stride 2
< ‘ 1x1, 64 1x1, 64 W [ 1x1,64 ]
conv2.) 5656 -
comv2.x | 56x56 [ ;:: ?: } b l *:gj ]xz 3x3,64 |3 3x3,64 [x3 | | 3x3,64 |x3
S 1x1,256 1x1,256 | | | 1x1,256 |
. i , 1x1,128 1x1, 128 [ T 1x1,128
3. 12 X 2 ? ’ ?
comdx | 28x28 || <2 %8 Lo || PN diq | | 3x3,18 [ x4 | | 3x3,128 | x4 | | 3x3,128 [x8
X X3, 14 - =
L L = 1x1,512 1x1,512 \ Ix1,512 |
. 5 |r . 1x1,256 1x1,256 [T 1x1,256 ]
¢3. 25 3x3.25 ’ ’
conv4_x 14x14 ::] ;;2 x2 ;: ;;2 x6 3x3,256 | x6 3x3,256 | %23 || 3x3,256 |x36
o LT 1x1, 1024 1x1,1024 | [ L Ix1,1024 |
- a : 1x1,512 1x1,512 [ [ 1x1,512
oo RN 143512 ¥ . ’
convS.x | 7x7 :::::; 2 %;:;:; x3 || 3x3,512 |x3 3x3,512 |x3 | | 3x3.512 |x3
o: % TR TR 11, 2048 11,2048 | 1x1, 2048
| 1xI average pool, 1000-d fc, softmax
FLOPs 1.8x10° | 3.6x10° | 3.8x10° [ 7.6x107 [ 11.3x107

Hinh 2.9 Céu tric Resnet50

Hinh 1. VGG-19 1a mdt mo6 hinh CNN sur dung kernel 3x3 trén toan by mang, VGG-19
cling da gianh dugc ILSVRC nam 2014.

Hinh 2. ResNet sir dung cac két ndi tat ( két ndi truc tiép dau vao cua lop (n) véi (n+x) duoc
hién thi dang mili tén cong. Qua mé hinh né chimg minh dugc c6 thé cai thién hiéu suat
trong qua trinh training model khi md hinh c6 hon 20 16p.

Hinh 3. Tong cong ¢6 12 déu ra tir ResNet-152 va VGG-19 da dugc sir dung lam dau vao
cho mang c6 2 16p hidden. Dau ra cudi cung dugc tinh toan thong qua hai 16p a an ( hidden).
Viéc xép chong céc 16p s& khong lam giam hi¢u suat mang.Véi kién tric ndy cac 16p phia
trén c6 dugc thong tin truc tiép hon tir cac 16p dudi nén sé diéu chinh trong sb hiéu qua
hon.
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Hinh 2.10 Cac mé hinh CNN
2.3.4 Xay dung mang ResNet-50
Hinh dudi ddy mo ta chi tiét kién tric mang no ron ResNet :

stage 1 stage 2 slage 3 stage 4 stage 5

. “ |

Hinh 2.11 Hinh anh mé td kién triic mang no ron Resnet

now

"ID BLOCK" trong hinh trén la viét tit cua tir Identity block va ID BLOCK x3 nghia 1a c6
3 khoi Identity block chong 1én nhau. N6i dung hinh trén nhu sau :

o Zero-padding : Input voi (3,3)
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Stage 1 : Tich chap (Convl) véi 64 filters voi shape(7,7), st dung stride (2,2).
BatchNorm, MaxPooling (3,3).

Stage 2 : Convolutiontal block st dung 3 filter vo1 size 64x64x256, =3, s=1. C6 2
Identity blocks vdi filter size 64x64x256, f=3.

Stage 3 : Convolutional sir dung 3 filter size 128x128x512, f=3,s=2. C¢6 3 Identity
blocks voi filter size 128x128x512, {=3.

Stage 4 : Convolutional st dung 3 filter size 256x256x1024, {=3,s=2. Co6 5 Identity
blocks voi filter size 256x256x1024, {=3.

Stage 5 :Convolutional sir dung 3 filter size 512x512x2048, =3,s=2. C6 2 Identity
blocks voi filter size 512x512x2048, {=3.

The 2D Average Pooling : st dung voi kich thudc (2,2).
The Flatten.

Fully Connected (Dense) : sit dung softmax activation.

2.4 D@ xuit giai phap

2.4.1 Phwong dn thiét ké phan cirng

Dua vio nhitng nghién ctru chung vé viéc nhan dang khoi ltra bang thi giac may tinh va
canh bdo qua mang internet t61 nguoi dung, tac gia thiét ké ra mé hinh phan ucnwgs cua
thiét bi nhu Hinh:

Mgudn
Camera

Camera

Mobile phone vé may

May tinh nhing

tinh
Camera \
Module sim 2004
Camera
Hinh 2.12 So do thiét ke phan cung
So do khai thiét ké phan cing bao gdm cac thiét bi dién chinh sau:
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- Camera IP: Thu nhan hinh anh tir khu vuc giam sat va truyén video vé bo xir 1y trung
tam. Puogc lap dat tai cac vi tri trong yéu trong nha xuong dé quan sat lién tuc 24/7.

- Raspberry Pi 5: Pong vai tro 1a may tinh nhiing xir 1y trung tam, tiép nhan hinh anh tir
camera va thuc hién nhan dang khoi/ltra bang mo6 hinh hoc sau ResNet50. Thiét bi co
hiéu nang cao, nhé gon, tiéu thu dién thap va dé dang moé rong két noi.

- bién thoai di dong: Nhan canh bao chay thong qua SMS, cudc goi hodc thong bao tir
cac nén tang truc tuyén. Pong thoi, nguoi dung c6 thé giam sat hinh anh truc tiép qua
dia chi IP cua camera.

- Module SIM900A: Puoc két ndi voi Raspberry Pi dé gui tin nhin SMS hoic thuc hién
cg(f)c goi tu dong khi phat hién su ¢6 chdy, dam bao kha nang canh bio ngay ca khi mat
két no1 Internet.

- Nguon dién: Cung cap niang luong cho toan bd hé thong, c6 thé két hop véi bo luu dién
(UPS) dé dam bao hoat dong lién tuc.

Ngoai ra, sau khi hoan thién thiét ké phan ctmg va cac thiét bi dién tir, tac gia tién hanh
thiét ké phan co khi, vo bao vé va bd tri 1ap dit cac thanh phan mot cach hop 1y dé dam bao
thiét bi van hanh an toan, bén bi trong diéu kién thuc té nhu nha xudng hodc khu vuc dé
xay ra chay no.

2.4.2 Phwong dn thiét ké phan mén
Phan mém diéu khién hé thong gom cac thanh phan chinh:
- Nhéan dir liéu video tir camera [P qua RTSP;
- Tién xir 1y anh: resize, chuan hoa truée khi dua vao mo hinh;
- Suy luan béng mo hinh ResNet50;
- Gri canh bao dén nguoi dung khi phat hién khoi/ltra;
- Giao dién giam sat: hién thi ludng video va trang thai canh bao.
Luong xtt Iy duoc 1ap trinh bang Python, str dung cac thu vién nhu:
- OpenCV (xur ly anh),
- VS code (chay mo6 hinh),
- Firebase (luu trit va ltruyén dit liéu canh bao),

- Thonny IDE d¢ trién khai trén Raspberry Pi.
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- Hién trang & lich sir Sinh bdo

|/ END \
\

Hinh 2.13 So d@6 luong xir Iy hé thong nhdn dang va canh bdo khéi lira

Hé théng nhéan dang va canh bao khoi ltra dugc xay dung theo moé hinh xur 1y tuan tu, tr
viéc thu nhan hinh dnh dau vao dén khi dua ra canh bao cho nguoi dung. Cac budc chinh
dugc mo ta chi tiét nhu sau:

Bwoc 1: Thu nhdn dir liéu tir camera IP

Hé théng st dung mot hoac nhiéu camera IP lép dit tai céc vi tri can giam sat. Cac camera
nay truyén ludng video lién tuc vé thiét bi xur 1y trung tdm thong qua giao thirc RTSP hodc
HTTP. Uu diém cua viéc stir dung camera IP 1a c6 thé dé dang m¢é rong hé thong va tan
dung co s& ha tang san co trong cac toa nha, van phong, hodc nha xuong.
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Buéc 2: Trich xudt khung hinh va tién xir Iy

Raspberry Pi 5, dong vai tro 14 bo diéu khién nhung trung tdm, s& thu nhin ludng video va
tién hanh trich xuat cac khung hinh (frame) dinh ky. Mdi khung hinh duoc xur 1y so bd
thong qua cac budc tién xir Iy nhu thay ddi kich thudc (resize vé 224x224 pixels) va chuan
hoa gia tri diém anh (normalize), dam bao dinh dang dau vao phu hop véi mé hinh hoc sau
ResNet50.

Buéc 3: Phin logi hinh anh bang mé hinh ResNet50

Sau khi tién xir 1y, anh dau vao s& dugce dua vao mo hinh hoc siu ResNet50 d3 duoc huin
luyén trudce dé phan loai. M6 hinh s€ xac dinh xem khung hinh c6 chira dau hiéu khoi/lira
hay khong. Day 14 budc quan trong nhat, noi ma cac dac trung hinh anh duoc hoc sau trong
mang no-ron gitp hé théng nhan biét chinh xac tinh hudng chay trong nhiéu diéu kién moi
truong khac nhau.

Buéc 4: Kiém tra két qua va ra quyét dinh

Dua vao két qua phan loai, h¢ théng s€ danh gia néu c6 su xudt hién cta khoi hodc Itra thi
thyc hién cac hanh dong canh bdo tuong ing. Truong hop khong cé dau hi¢u bat thuong,
hé thong tiép tuc quay lai vong 1ap gidm sat voi cac khung hinh moi.

Buwoc 5: Kich hoat canh bao

Khi phét hién khoi/lira, hé théng s& dong thoi kich hoat ba kénh canh béao:

- Guri tin nhan SMS va thue hién cudc goi dén sb dién thoai nguoi phu trach qua module
SIM900A.

- Gui thong bao day (push notification) dén tng dung giam sat trén dién thoai di dong
thong qua dich vu Firebase Cloud Messaging (FCM).

- Ghi nhén thoi diém va hinh anh su kién dé luu tri trong hé théng quan 1y.
Buwéc 6: Hién thi va gidm sdt trén giao dién ngwoi diing

Nguoi ding c6 thé giam sat tinh trang khu vuc thong qua giao dién d6 hoa hién thi trén
man hinh két nbi v6i Raspberry Pi hoic qua tng dung di dong. Giao dién cung cp hinh
anh camera theo thoi gian thuc, thong tin vé vi tri camera dang canh bao va lich st cac su
kién chay da phat hién. Viéc nay gillp nguoi van hanh kip thoi dua ra phan tng phu hop
hodc xac minh su cb.

2.4.2.1 Cong cu xdy dung hé thong
a) Roboflow

Roboflow la la mgt cong cu truc tuyén mién phi dé dan nhan anh. Nho sir dung trinh duyét,
n6 khong yeu cau bat ky cai dat phirc tap ndo, chi can truy cap trang web va mdy tinh sin
sang lam vi¢c. May tinh dang chay trén hé diéu hanh nao ciing khong quan trong. N6 hoan
hao cho cac du an hoc séu vé thi giac may tinh nho, gitp qua trinh chuan bj tap dit liéu dé
dang va nhanh hon nhiéu. C6 thé tai xudng cac nhan da chuan bi & mét trong nhiéu dinh
dang dugc hd tro
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b) Google Colab

Google Colab 13 mot san pham dugc nghién ctru va phat trién boi Google Research. N6 cho
phép xdy dung chuong trinh Python va bién dich thong qua hinh thire trinh duyét, nd hiéu
qua va phu hop voi Data analysis.

Bdng 2-2 Bdng cdu hinh phan cimg Google Colab cung cdp

CPU GPU TPU
Intel Xeon Processor with Up to Tesla K80 with 12 Cloud TPU with 180
two cores @2.30 GHz and GB of GDDR5 VRAM, teraflops of computation,
13GB Ram Intel Xeon Processor with | Intel Xeon Processor with
two cores @2.30 GHz and | two cores @2.30 GHz and
13GB Ram 13GB Ram

¢) Visual Studio Code

Visual Studio Code (VS Code) 1a mdt trinh soan thao ma nguén mién phi va ma ngudn mo,
duge st dung pho bién dé 1ap trinh da ngdn ngit, trong d6 c6 Python. VS Code cung cap
nhiéu tinh ning manh m& nhu t6 mau ¢t phap, goi y ma thong minh (IntelliSense), tich hop
trinh g& 13i, kiém soat phién ban Git va mot kho tién ich mé rong phong phu giip mé rong
chtrc niang cho cac ngdn ngir va cong cu khac nhau. VS Code dugc phat trién boi Microsoft
va hoat dong da nén tang trén Windows, Mac OS va Linux. Thiét ké nhe, kha nang tuy bién
cao va ho tro da dang tién ich mé rong

d) Thw vién Open CV

Project Open CV dugc bt dau tir Intel naim 1999 boi Gary Bradsky. OpenCV viét tit cho
Open Source Computer Vision Library. OpenCV 1a thu vién ngudn mo hang dau cho
Computer Vision va Machine Learning va hién c6 thém tinh ning ting tbc GPU cho céc
hoat dong theo thoi gian thyc. OpenCV dugc phat hanh theo gidy phép BSD, do d6 né mién
phi cho cé hoc tap va sur dung v&i1 muc dich thuong mai. N6 ¢6 trén cac giao di¢n C, C++,
Python, Java va hd trg Windows, Linux, Mac OS, i0S va Android. OpenCV dugc thiét ké
dé hd trg hiéu qua Ve tinh toan va chuyén dung cho cac ing dung thoi gian thue. Néu duoc
viét trén C/C++ tbi uvu, thu vién nay c6 thé tan dung dugc b xir Iy da 16i (multi-core
processing). Cac tinh ning va cac modul phd bién ctia Open CV nhu sau:

- X1r Iy va hién thi Hinh anh/ Video/ I/O (core, imgproc, highgui);
- Phat hién céc vat thé (objdetect, features2d, nonfree);
- Geometry-based monocular hodc stereo computer vision (calib3d, stitching,

videostab);
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- Computational photography (photo, video, superres);
- Machine learning & clustering (ml, flann);
- CUDA acceleration (gpu).

e) Thonny IDE python

Thonny IDE python la mét moéi truong phat trién tich hop cho Python dugc thiét ké cho
nguoi moi bét dau. N6 dugc tao ra bi Aivar Annamaa, mét 1ap trinh vién ngudi Estonia.
N6 hd tro cac cach khac nhau dé duyét ma, danh gia biéu thirc timg bude, truc quan hoa
chi tiét ngin xép cudc goi va ché do giai thich cac khdi niém vé tham chiéu va dong.
2.4.2.2. Két lugn phwong dn thiét ké phin mém

Sau khi nghién ctru va tim hiéu cac cong cu, thu vién va nén tdng phan mém tac gia dua

ra phuong an thiét ké phan mém nhu sau:

a Gan nhan 2 2 Danh gia : 3
Tllu_t}hjp 25 Tt Hudn luyén A Vidt i l).ua chuong
dirligu  ——p Cirieu thu ) mo hinh —H ! o — trinh © ¥ trinh qua
hinh anh thip duoge huan luyén Raspberry

Hinh 2.14 Phwong dn thiét ké phdan mén
Trong Hinh 2.14 13 cac budc thiét ké phan mém cho bai toan nhan dang khéi lira nhu sau:

- Tién hanh thu thap hinh anh dit liéu chup duoc tir dién thoai, may anh hoac cé thé tim
kiém trén internet;

- Khi da thu thap dy du dif liéu hinh anh ctia m6 hinh tac gia tién hanh gan nhan cua timg
loai bang cong cu Roboflow;

- Thyc hién huin luyén mé hinh trén Google Colab khi gan nhan xong;
- Khi huin luyén mé hinh, tac gia luu cac két qua thu dugc vao dd thi dé thuc hién budc
danh gid mo hinh;
- Lay file huén luyén duoc dua vao VS Code dé viét chuong trinh nhan dang khoi lia trén
laptop dong thoi ki€ém nghiém do chinh xac mé hinh r61 dua vao Raspberry Pi;
- Pua chuong trinh xudng Raspberry Pi, chuong trinh viét trén cong cu Thonny IDE
2.5 Kétluén
O chuong 2, dua trén co s& Iy thuyét nghién ciru tic gia xdy dung phuong an thiét
ké phan cting cling nhur phuong 4n thiét ké phan mém ddi voi dé tai. Tac gia, lua
chon md hinh Resnet50 d6i véi loai bai toan Object Detection va dua ra cac cong cu

de huan luyén mo hinh.
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CHUONG 3: THIET KE CHE TAO THIET BI TU PONG NHAN DANG VA
CANH BAO KHOI LUA

3.1 Muc tiéu thiét ké

Hé théng duoc thiét ké nham phat hi¢én sém va chinh xé&c céac hién tuong khoi hoac Itra xay
ra tai nhiéu khu vyc giam sat, voi muc ti€u giam thi€u thiét hai vé tai san va con nguoi,
dong thoi ho tro kip thoi cong tdc phong chdy chira chay.

Céc muc tiéu cu thé bao gém:
1. Tan dung ha téng san co:
- St dung camera IP hién ¢, hd tro cac chuin truyén video nhu RTSP/HTTP, dé tranh
chi phi trién khai méi.
- Hé thong khong yéu cau thay d6i 16n vé ha tang giam sat.
2. X1r Iy anh thoi gian thuc trén thiét bi nhiing:
- Dit liéu hinh anh tir camera s& dugc trich xuét va xur 1y truc tiép boi cac thiét bi nhang.
- Ung dung mé hinh hoc sau ResNet50 (TensorFlow Lite) dé phan loai anh theo 3 16p:
"Co lra" “Co khoi” va "Khong chay".

- Tién hanh tién xur Iy anh (resize, normalize) dé ddm bao tuwong thich va t61 uu hi€u suat
du doan.

3. Phat canh bao nhanh chéng qua nhiéu kénh:

- Gui tin nhin SMS thong béo vi tri va thoi diém xay ra chay théng qua mo-dun
SIM900A.

- Ty dong goi dién dén nguoi phu trach dé dam bao nhan duoc thong bao khan cép.
4. Giao di¢n giam sat thoi gian thuc:
- Cung cap giao dién Web/GUI dé nguoi dung theo dai hinh anh truc tiép tir camera.
- Hién thi trang thai hé théng, danh sach canh bao da xay ra va anh minh ching di kém.
- HO tro xem lai lich sir canh bao va trang thai xur 1y.
5. THi wu hiéu suét va d@ trién khai:
- Hé théng duogc t6i wu dé tiéu thu dién ning thip, hoat dong 6n dinh 24/7 trén thiét bi
nhung.
- Thiét ké mo-dun linh hoat, d& m¢ rong, d& lap dat tai nhicu diém gidm sat nhu: nha
kho, phong dién, hanh lang chung cu, xudng san xuat...
3.2 Thiét ké phin cirng
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3.2.1 So dé nguyén Iy hé théng

Nguyén 1y hoat dong ctia hé théng tmg dung trong nha xudng, vin phong, toa nha duoc
thé hién nhu Hinh 3.2.

g e
// G

= ) :
= Gin hinh anh dén ing dung D
wifi model ‘ [

Stream video trén img dung
- hivs . D Mobile phone

@ My tinh

)))

Hinh 3.1 Mé hinh tong thé hé thong lam viéc trong nha xwéng, vin phong
Trong Hinh 3.1, camera IP cua thiét bi thuc hién thu nhan hinh anh tai khu vuc can giam
sat va truyén dir lidu truc tiép dén Raspberry Pi 5 thong qua mang Wi-Fi noi bo. Tai day,
hinh anh duogc xu ly bﬁng md hinh hoc siu ResNet50 dé nhan dang su xuét hién caa khoi
hodc hira. Khi phat hién c6 dau hiéu bt thuong, hé thong lap tirc giri canh bao dén ngudi
dung thong qua tin nhin SMS va thue hién cudc goi tu dong béng module SIM900A.
3.2.2 Luwa chon thiét bi dién ti

3.2.2.1 Lwa chon camera

| —
Hinh 3.2 Camera IP hé tro theo doi
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Camera IP c6 nhitng thong sb k¥ thuat sau:
Thiét bi thu hinh chinh cta hé théng, c6 nhiém vu ghi nhan hinh anh ttr moi trudng dé guri
vé may tinh nhing xur 1y. Hé thong co thé sir dung bt ky loai camera IP nao hd tro giao
thirc RTSP hoac HTTP streaming va c6 do phan giai phu hop.
Yéu cau k¥ thuat tdi thiéu:

- D6 phan giai: toi thiéu 1280x720 (HD)

- Giao thtt hd trg: RTSP hodc HTTP

- Kha nang két ndi: LAN hodc Wi-Fi ndi bo

- Téc d6 khung hinh: tir 15 FPS tré 1én
Hé¢ théng khong gidi han loai hodc hang camera cu thé, chi can camera dap ung cac tiéu
chi trén dé dam bao kha ning tich hop va truyén dir liéu 6n dinh dén Raspberry Pi 5 phuc
vu cho qué trinh nhan dang khoi/lvra.
3.2.2.2 Lwa chon router

Hinh 3.3 Router

Thong s6 k¥ thuat
- Chuan Wifi : Wi-Fi 6 (802.11ax)

- P06 manh cta song (cac thiét bi mang) : 5 GHz: 1201 Mb/gidy (802.11ax) va 2,4 GHz:
300 Mb/giay (802.11n)

- Bang tan séng : 2.4GHz & 5GHz

- b6 phu séng : 15 —20m

- Cong két ndi : 1 x Cong WAN Gigabit va 3 x Cong LAN Gigabit
- Hang san xuat : TP Link

3.2.2.3 Lwa chon mdy tinh nhung
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Raspberry Pi 5 1a mot may tinh nhing siéu nhé gon, tich hop day du cac thanh phan can
thiét dé hoat dong nhu mot may tinh doc lap. Thiét bi c¢6 hiéu nang cao, phu hop cho cac
ung dung thi gidc may tinh va xtr Iy hoc sau trong thoi gian thyc.

Hinh 3.4 Hinh anh Raspberry Pi 5

Raspberry Pi 5 véi thong sb ky thuat chinh:
- B6 xur ly: Broadcom BCM2712, CPU 4 nhan ARM Cortex-A76 @ 2.4 GHz
- GPU: VideoCore VII
- RAM: 8 GB LPDDR4X
- Luu trit: khe cdm thé microSD, hd tro SSD qua cong USB 3.0

- Két ndi: 2 cong USB 3.0, 2 cong USB 2.0, Gigabit Ethernet, WiFi 802.11ac, Bluetooth
5.0

- Cong hién thi: 2 céng micro-HDMI (hd tro d6 phan giai 4K)
- Hé diéu hanh: Raspberry Pi OS hoic hé diéu hanh khac trong thich ARM64

Raspberry Pi 5 dugc lua chon trong dé tai vi 6 hiéu nang du manh dé xur 1y m6 hinh hoc
sau nhu ResNet50 phuc vu cho nhiém vu nhan dang va canh bao khoéi ltra theo thoi gian
thue.

3.2.2.4 Lwa chon nguon dién
Nham dam bao hé théng hoat dong lién tuc, tdng d0 tin cay va tinh an toan cho hé théng

dé hé thong hoat dong 24/7, khong duoc phép ngit quang ngay ca khi mat dién
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Hinh 3.5 Pin du phong

Nguén Pin du phong AVA nhu Hinh véi cac thong s6 ki thudt sau:

- Hiéu suit sac: 64%;

- Dung luong Pin:10.000 mAh;

- Nguén vao: Micro USB: 5V - 2A;

- Nguén ra: USB: 5V - 2.4A;

- Loi1 Pin: Polymer;

- Cong nghé&/Tién ich: Bén LED bao hiéu;

- Trong luong 182 g va kich thude: Dai 9 cm - Ngang 5.9 cm - Day 2.56 cm.
3.2.2.5 Lwa chon module truyén théng qua SMS

Hinh 3.6 Module SIM900A

Thong sb k¥ thuat module SIMOO0OA

- Bang tan kép 900/1900 MHz

- Trén bo mach c6 hai bd giao tiép cap ngudén VCC5 5V, cip nguén VCC4 3,5V-4,5V,
tiy chon tu khoi dong (mic dinh) va khoi dong diéu khién.

- Onboard SMA (mac dinh) va giao dién ang-ten IPXmini, dat lai giao dién SIM900A.

- Pau SMA cai,bao gdm dng-ten.

- Tiéu thy dién ning thap: 1.5mA
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- Diéu khién théng qua cac 1énh AT (Lénh GSM 07,07, 07,05 va SIMCOM dugc ting
cuong)

- Giao dién cip d6 UART TTL (3.3V hodc 5V) va RS232

- Khe cidm thé SIM (Lat)

- Nhiét d6 hoat dong: -40°C dén +85°C

- Kich thudce: 49 x 50mm

3.2.2.6 Lwa chon mach chuyén doi tin hiéu

Hinh 3.7 Mach chuyén USB UART TTL FT232RL

Thong s6 k¥ thuat:

— C6 ngd ra ngudn co thé diéu chinh 3V3 hodc 5VDC
— Chuyén giao tiép tir USB sang UART TTL

— Drive ho trg Windows Mac, Linux

— C6 cau chi ty phuc hoi: 500mA

— Tdc d6 Baudrate: tiy chinh

3.3 Xay dung chuwong trinh nhan dang va canh bao khdi lira
3.3.1 Nguyén ly hoat djng ciia thiét bi

Nguyén ly hoat dong cua thiét bi tw dong nhan dang va canh bao khoi Itra nhu Hinh

" Gan thong bdo qua sms, goi dién D
LS b2
ﬁ 4 Maobile
=~ ¢ pone
“ Camera Stream video teén app y
Mobile
phone

Hinh 3.8 So do cdu triic cdc thiét bi phan cimg ciia hé thong
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Trong Hinh 3.7, duong mili tén nét dt mau xanh 1a duong truyén tin hiéu két ndi khong
day va duong miii tén mau den 1 duong truyén tin hiéu két ndi c6 ddy. Camera thu nhén
tin hiéu hinh anh khoi lira va truyén dit liéu truc tiép dén Raspberry Pi 5. Tai day, dit liéu
vé hinh anh dugc nhan dang ra khoi Itra da xac dinh va gui canh bao qua dién thoai nguoi
dung. Ngoai ra, video truc tiép ciing duoc phat trén App cho ngudi gidm sat ¢6 thé truy cap
xem truc tiép. bé duy tri moi hoat dong cua thiét bi tu dong nhan dang va canh bao khoi
lira cAn c¢6 mot ngudn Pin du phong dé cap dién cho Rasppberry Pi 5 khi ¢6 su cd mat dién.

3.3.2 Chwong trinh nhdn dang khoi lira
3.3.2.1 Hudn luyén va dinh gid mé hinh Resnet50

B6 a0 éu durge gan nhdn: K600 don

Anh Binh frang Anh Liva

M hinh
Resnetso

‘,--"‘K 77"--..

Ach Kndi

ED d0 Wy 20% 90 Mu
hudn luyén oem tra

Hinh 3.9 Qud trinh hudn luyén va ddnh gid mé hinh

Trong Hinh 13 minh hoa b dit liéu duoc sir dung trong qua trinh huén luyén va kiém tra
mo hinh nhan dang khoi Itra. B dit li¢u bao gém 5.900 anh thuoc 2 16p: "khoi/lra" va "binh
thuong", duoc thu thap tir nhiéu nguén khac nhau nhu camera giam sat, internet va cac canh
quay thuc té, v6i d6 phéan giai va diéu kién anh sang khac nhau. T4t ca anh déu di duoc gan
nhin va chia thanh hai phan: 80% dung dé huan luyén mo hinh, 20% con lai ding dé kiém
tra va danh gia d6 chinh xac.

M5 hinh hoc sdu ResNet50 duoc huin luyén trén tap dir li€u nay dé nhan dang su xuét hién
ctia khoi hodc lira. Sau khi hudn luyén, mé hinh tao ra mét file trong s6 (weight file) chira
cac tham s6 hoc duoc. Tap dir liu kiém tra dugc sir dung dé danh gia hiéu qua ctia mo hinh
d3 huan luyén. Céc chi s6 danh gia nhu d¢ chinh xac (accuracy), d6 nhay (recall), do dac
hiéu (precision), F1-score va do mat mat (loss) s& duoc tu dong tinh toan dé kiém chung
chat lugng ctia md hinh ResNet50 trong viéc phat hién khoi va lira.

MO0 hinh ResNet50 da duoc huén’ luyén trudce trén bd dir licu c6 chura énhq khQi/lﬁa va anh
binh thuong. M6 hinh dugc xuat ra dudi dinh dang .pt hodc .onnx dé trién khai trén
Raspberry Pi. Sau khi huan luyén, mo hinh dat d§ chinh xac 96.5% va F1-score 0.93.

3.3.3 Chuwong trinh cdanh bdo khoi lira
3.3.3.1 Thiét ké giao dién ngwoi ding
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a) Tong quan vé Python

Python 14 ngon ngir lap trinh bac cao dugc phat trién bdi Guido van Rossum va ra mat lan
dau vao nam 1991. Python 1 ngdn ngit lap trinh, duoc thiét ké nham viét ra cac chuong
trinh voi ¢l phap don gian, dé doc va dé hiéu. Python hd tro nhiéu muc dich st dung nhu
phat trién web, xur 1y di¥ li€u, tri tu¢ nhan tao, ty dong hoa, v.v., vdi ci phap rd rang gitp
trinh thong dich hiéu va thuc thi ma 1énh mot cach hiéu qua.

b) Giao dién ngudi dung
Dé gitp ngudi ding dé dang theo ddi trang thai hé théng va phan tng kip thoi khi c6 su ¢b
xay ra, d¢ tai xdy dyng mot giao dién ung dung don gian, tryc quan st dung ngén ngir 1ap
trinh Python két hop voi thu vién Kivy — mét cong cu mé nguén mo ho tro thiét ké giao
dién d6 hoa da nén tang.
Giao dién dang nhap
- Muc dich chinh 13 dam bao tinh bao mat cho hé thdng, chi cho phép ngudi ding dugc
cap quyén truy cap vao ung dung.

- Yéu cau nhap tén dang nhap va mat khau dé truy cap cic chirc nang chinh.

r
| oo
e~

KLl Fb
=lodc

LOGIN

@ User name

2 Password

Dot have a socount? Sign upl

Hinh 3.10 Giao dién dang nhdp tai khoan
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NO SIGNAL

Hinh 3.11 Man hinh hién thi stream trén Hinh 3.12 Man hinh hién thi stream trén
ung dung néu co tinh hi¢u tir cam ing dung néu khong tinh hiéu tir cam

Hién thi video thoi gian thyc tir camera IP

- Giao dién chinh hién thi luéng hinh anh tryc tiép tir camera IP dit tai khu vuc can giam
sat.

- Hinh anh duoc cép nhat lién tuc, hd tro nguoi dung phat hién sém céc d4u hiéu khoi
hoac Iira.

- Giao dién don gian, dé thao tac, phu hop véi méi trudng cong nghiép.
Hién thi trang thai h¢ théng
- Giao di¢n cung cép thong tin cap nhat vé tinh trang hoat dong cua hé théng, bao gém:
+ Két ndi v6i camera IP (dang hoat dong / mat két néi);
+ Trang thai xr Iy m6 hinh nhan dang;

+ Tinh trang két ndi mang va cac module canh béo.
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= Killer loT =

Camera 3 07-06-2025 - 1747 )7-06-2025
Camera 3 07/06/2025 - 16:49 :

Camera 107-06-2025 - 17:45 07062025

Camera 1 07-06-2025 - 17:48 17-06-2025

Camera 1 07/06/2025-16:49 : Phat hién ¢ Flre vao lic 07-06-2025 - 17.48

Hinh 3.13 Lich sur phat hién khoi lira Hinh 3.14 Hinh anh xdy ra ddm chay va
thoi gian phat hién canh bado
Lich str cac canh bao
- La noi luu trit va hién thi toan bod cc canh bao da xay ra.
M&i canh bao bao gém:
+ Thoi diém phat hién khoi/lira;
+ Anh snapshot ctia khung hinh tai thoi diém phat hién bat thuong.

- Céc thong tin nay duoc trinh bay rd rang trong danh sach, gitip ngudi dung dé dang tra
ctru va danh gia mirc d¢ nghiém trong cua céc su co da qua.

Canh bao khan cap qua SMS va cudc goi
- Khi phat hién su c¢d, hé thng sé& kich hoat cac phuong thirc canh bao khan cip:
+ Gri tin nhan SMS véi ndi dung canh bao dén s dién thoai cua nguoi phu trach;

+ Thuc hién cycf)c ,g(_)i tu dong nham dam béo ngudi nhan dugc thong bdo ngay ca khi
khong c6 két nd1 mang hoac khong theo doi1 img dung.

¢) Streaming Video 1én app
Céch thtr streaming video 1én app nhu Hinh :
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Chuyén frame thanh
Texture Kivy va gan
vao widget dé hién thi

| Resize, chudn héa Nhan dang vén md + |Ghi nhan + 46 tin cay a4
A anh hinh ResNet50 1én anh

A

Boc anh tir camera

Hinh 3.15 Cach thiec streaming video lén ung dung

Giao dién ngudi ding duoc thiét ké bang thu vién Kivy, hién thi truc tiép trén man hinh
cua thiét bi.
-Camera IP thu thdp hinh anh ttr khu vuc gidm sat va Raspberry Pi doc anh tir camera
qua dia chi IP;
-Raspberry Pi xur 1y ting khung hinh va thuc hién nhan dang khoi/lira bang mé hinh
hoc sau ResNet50;
-Sau khi nhan dang, anh duoc gan nhén va hién thi ngay trén giao dién ciia ing dung
Kivy;
-Qua trinh nay dugc thuc hién lién tuc véi ting anh (frame) doc duogc tir camera, tao
thanh mot ludng video thoi gian thue hién thi tryc tiép trén tng dung.
Hé thong hoat dong streaming video két hop xir 1y va hién thi dugc thé hién trong Hinh

N ¢

- =

View
RITIVHTTY

- » ma View
ADMIN . 4 N B .

View

Hinh 3.16 Hé thong hoat déng streaming video 1én irng dung

Admin: St dung céc camera IP dugc két ndi vai mang ndi b dé phat hién khoi/lta.
Raspberry Pi 5 s& doc ludng video tir cac camera nay, xt Iy khung hinh theo thoi gian
thuc bé‘mg mé hinh hoc sau ResNet50 dé nhan dién su cd. Két qua nhan dang va video
duoc hién thi truc tiép trén ng dung giao di¢n Kivy cai dat trén Raspberry Pi.
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User: C6 thé theo doi ludng video tryc tiép tai khu vuc giam sat thong qua man hinh két
ndi voi Raspberry Pi, noi giao dién Kivy hién thi lién tuc qua trinh giam sat va phat hién.
3.3.3.2 Thiét ké chwong trinh cinh bdo

Chuong trinh canh bao thong qua SMS hodc cudc goi dién

a) So d6 két ndi

LT T

AHH3EdSYY

JLCTRVEOELS

Hinh 3.17 So dé két néi véi module sim900A
b) Cach thtrc hoat dong

Cach thirc hoat dong cta hé thong canh bao thong qua SMS hoic cudc goi dién bao gom
cac budc sau:
Budc 1: Phat hién khoi/ltra

- H¢ thong stir dung mo hinh hoc sau ResNet50 trén Raspberry Pi 5 dé phan tich hinh
anh tir camera IP. Khi mo6 hinh xac dinh c6 dau hiéu khoéi hoac Itra, n6 s€ danh dau la
su ¢O can canh bao.

Budc 2: Kich hoat module SIM900A )
- Raspberry P1 gtri cac 1énh AT thong qua giao tiép UART (qua USB-TTL converter)
téd1 module SIM900A.

Budc 3: Guri canh bao SMS hodc goi dién
- Gri tin nhan SMS, Pi s& giri 1énh AT+CMGS cung ndi dung canh bao dén sé dién
thoai da cai dat, goi dién, Pi giri 1énh ATD<s6>; d€ goi dén nguoi dung.

Buéc 4: Hoan tat canh bao
- Sau khi gl:]fi SMS hodc goi dién thanh cong, h¢ thong ghi nhan thoi diém va trang thai
canh bao dé tranh gui 1ap lai néu khong c6 thay doi maoi.

Budc 5: Tiép tuc giam st

- Hé thdng quay lai trang thai giam sat dé phat hién va xir 1y cac tinh huéng chay moi
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3.3.3.3 Lwu dé thudt todn xir Iy phdt hién va cinh bdo khéi/liva trén Raspberry Pi

& N A \“--
< Begin No 7

AL phat hidn
‘, /

\ 2 OKO/F - l
|
|l:.\“ ninn Firebase & ¥ il =y

Ao6 Atk Lidu camern tir
Flrebasa

’ B aua ’

Uplosd
~Fm tra kbt nd) ting: Lat

Kb tra thin glan ‘

<Fibu A0 then alans M
camars o l S

N Logl bd You l DA Qus

Upload Anh lén
Firebase Storage
T tuc

Ghi log vAo Flrebane
databaso

Dua kit qQuA vao

rosuit_auoue

¥

KNndi tao cdc thread
Capture _ camers
oe dik Hdu T camera

Khdrl 1eo clic procass
Process_frame. chay modal v

TFLite - ams

dinpltay_videon hidn th két qua Gl eAnh bao SMS

Trang mdl thread capture_camera Gl Mén thoal cAnh
B00 rame = Dua vao [ramo_auaus

I

CAY frame i
frame_aueuo

XKir ly Anh o+ TILite

T process
INnfurunce

dinplay_vidwo

l

LAy két qua tr
reoult_auoue

l

HIGN ) video + ang

l

nEUr ding dn B8

C = )

Hinh 3.18 Luwu do thudt todn xir Iy phat hién va canh bdo khéi/liva trén Raspberry Pi
Giai thich luu do:

- Khéi tao hé thong: Raspberry Pi dugc cau hinh két ndi voi Firebase dé 1dy danh sach

camera tur co s& dir liu thoi gian thyc (Realtime Database) va khéi tao SDK cho
Firebase Storage va Database.

- Kiézn tra két n6i camera: Hé théng lan luot kiém tra két’néiqcﬁa tirng camera. Camera
nao 161 s€ bi loai bo, chi gitr lai nhitng camera hoat dong tot dé xu ly.

- Khéi tao cac ludng va tién trinh:

« MJdi camera sé& chay trong mot lu(‘“)ng riéng dé doc dit liéu lién tuc.

« MO0t tién trinh chinh dung dé xtr Iy hinh anh bang mé hinh hoc sau (Al).

« MO0t tién trinh phu dung dé hién thi két qua.
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- Xfr ly AI: Méi énh tir camera s& dugc dua vao mo hinh ResNet50 TFLite dé du doan.
Két qua phan loai gom 3 16p: "Fire", "Smoke" va "No".

- Canh bao:
« Néu két quala "No" — bo qua.
« Néu phat hién "Fire" hodc "Smoke":

o Hé théng kiém tra xem d3 du thoi gian gitra cac 1an canh bao chua (t6i thiéu
2 phut dé tranh trung 1ap).

o Néu du diéu kién:
= Upload anh lén Firebase Storage.

= Ghi log thot gian, loai canh bao va link anh 1€n Firebase Realtime
Database.

= Guri tin nhan SMS va goi dién thoai qua module SIM900 dén sb dién
thoai nguo1 gidm sat da cai dat.
- Hién thi két qua: Tién trinh hién thi s& 1dy két qua du doan tir hang doi (result queue)
de€ gan nhan 1€n hinh anh va hién thi truc tiép bang OpenCV.
- Két thiic: Nguoi dung nhan phim ESC dé két thiic chuong trinh va dong tat ca cac tién
trinh li€n quan.
3.3.3.4 Cau tricc co sé dir liéu va gidgi phdp t6i wu lwu triv
Trong hé¢ théng canh bao chay, moi 1an thiét bi nhan dang phat hién khoi hoac lra déu sinh
ra mot ban ghi su kién di kém vadi dnh minh hoa dugc trich xuat tir ludéng video. D€ luu trix
cac sy kién nay mot cach hi€u qua, dam bao vura truy xuat nhanh vua tiét kiém dung lugng
de tai de xuat thiét ké co so dir li€u theo hai hudng song song:
- Luu trir anh canh bao trén Firebase Storage;

- Luu metadata sy kién (thoi gian, loai canh bao, dudng dan anh...) trong Firestore hodc
Realtime Database.

1. Céu triic metadata luu trén Firebase Database

Moi su kién duoc luu dudi dang mot ban ghi JSON co cAu tric nhu sau:

N3IA4E 20260607, 174800 tpy

Hinh 3.19 Hinh anh sy kién dwoc luu triv trong Firebase

Trong do6:

- Camera 1 07-06-2025 — 17:48 : ma dinh danh duy nhét cua su kién

- Data_time: thoi gian xay ra
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- Link: dudng dan t&i anh da luu trén Firebase Storage
- Log: trang thai gtri canh bao
2. Lwu trit anh snapshot

Anh snapshot tai thoi diém phat hién khéi/lira duge nén dinh dang JPEG va luu véo thu
muc con trén Firebase Storage:

https://storage.googleapis.com/iot-camera3cafl.appspot.com/Image/Camera%201%2007-
06-2025%20-%2017%3A48 20250607 174800.jpg

3. Gidi han so anh lwu triv (FIFO — First In First Out)

Vi Firebase Storage chi cho phép luu téi da 1 GB, hé thong duogc thiét ké dé chi luu mot sb
lugng anh mé1 nhat .Moi khi ¢6 anh méi duge luu, hé thong sé:

- Kiém tra tong s6 anh hién c6 trong thu muyc snapshots;
- Néu vuot qua ngudng, tu dong xo6a anh cii nhét (dya trén timestamp hodc thi tu luu);
- Sau d6 upload anh md&i va cap nhat metadata vao database.

4. So do mé ti luéng xir ly dnh

®» || (@

Phat hién Lira/Khoi Chuyp anh snapshot

g | o U

Tai anh méi Luu trlr metadata
Raspberry Pi 5 : l
& Firebase
Storage
X6éa anh cii nhat néu dén

gigi han luu tri

Hinh 3.20 So d6 mé ta luong xir Iy anh
5. Loiich ciia gigi phdp dé xudt
- Gidm chi phi luu trix
- D& truy xuat theo thoi gian hodc theo thiét bi canh bao

- Pam bao hé thong hoat dong 6n dinh lién tuc ma khong bi 16i do day bd nhé
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Hinh 3.21 Luu do thudt toan chwong trinh nhdn dang va canh bao khoi lvra
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Luu d6 thuat toan chuong trinh nhan dang va canh bao khéi Itra dugce thé hién nhu Hinh
bao gdm céc budc sau:
Budérc 1. Khoi dong irng dung
- Kiém tra nén tang thiét bi (Android/iOS hoic desktop).
- Thiét 1ap kich thudc cira s
+ Mobile: Full man hinh.
+ Desktop: Kich thuéc méc dinh (360, 600).
- Tai file giao dién main.kv.
- Khoi tao Firebase dé két ndi véi co sé dit liéu.
Buwoc 2. Xur ly dang nhap
- Kiém tra file refresh_token.txt:
+ Néu ton tai: Pang nhap ty dong bang token.
+ Néu khong: Yéu cau dang nhap thi cong.
- Sau khi dang nhdp thanh cong, ldy dit liéu tir Firebase Realtime Database:
+ control_data: Danh sach thiét bi diéu khién.
+ camera data: Danh sach camera.
+ history_data: Lich st hinh anh.
Buwéc 3. Hién thi man hinh chinh (HomeScreen)
- Tao céc card hién thi:
+ Thiét bj diéu khién: Hién thi tir control_data.
+ Camera: Hién thi tir camera_data.
+ Lich sir: Hién thi tir history data (4nh va thong tin log).
Buwoc 4. Xur ly chirc nang chinh
a. Xem camera
- Khi nguoi dung chon mdt camera:
+ Chuyén dén DeviceScreen.
+ Hién thi thanh toolbar véi tén camera.
+ M¢ stream RTSP tir URL camera bang OpenCV:
Néu thanh cong: Hién thi video real-time (60 FPS).
Néu thét bai: Hién thi anh den "NO SIGNAL".
b. Xem lich st
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- Khi nguoi dung chon mét muc lich su:
+ Chuyén dén DeviceScreen.
+ Hién thi anh tir Firebase Storage (néu c6) hodc anh den "NO IMAGE".
+ Hién thi thong tin log va thoi gian.
c. Céc churc nang khac
- Thém nut diéu khién: Kéo tha nat méi vao giao dién.
- Poi ché d6 sang/téi: Toggle gitta Light/Dark theme.
- Luu vi tri nat: In vi tri cac nut ra console.
- Cap nhat lich su: Tai lai dir li€u tr Firebase.
5. Thoat rng dung
- Ding stream camera (néu dang chay).
- Giai phong tai nguyén.
- Luu trang thai giao dién (néu can).

3.5 Kién tric tong thé cia hé thong

7 qzi
/eFirebase .................. 8

................

U'ng dung di dong

«—llr—-—

ICESTUN TURN

\/.}/ Q_] ..................

RESPONNTE LDP RISP HITTP

e Serial oo E Bl e >
‘/"" \/’ \/" o ).

Camera IP Raspberry Pis Module Sim

Hinh 3.22 Mé hinh kién triic hé thong
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Mo hinh kién trac hé thdng canh bao khoi lira :
- Camera IP

+ Cac camera IP st dung giao thirc RTSP / ONVIF / UDP dé truyén dir liéu video
lién tuc vé mang noi bg.

+ Camera hoat dong trong thoi gian thuc, giam sat lién tuc khu vuc can theo ddi.
- Router (mang Wi-Fi nd1 bg)
+ La trung tdm két ndi giita camera IP va Raspberry Pi 5.

+ Router chiu trach nhiém phan phdi dir liéu video qua mang ndi bo dén Raspberry
Pi

+ Pong thoi, router ciing két ndi v6i Internet dé truyén canh bao va dit lidu t6i
nguoi dung.

- Raspberry Pi 5
+ Thiét bi xtr 1y trung tAm cta hé thong.
+ Nhén ludng video tir camera IP thong qua giao thitc RTSP/HTTP.
+ Phan tich hinh anh béng mé hinh hoc sau ResNet50 dé nhan dang khoi/ltra.
+ Khi phat hién bat thuong, Pi thuc hién 2 nhiém vu:

v Gui canh bao SMS qua module SIM thong qua giao tiép serial UART.
v Gtri thong bao day 1én (ng dung di dong thong qua Firebase Cloud
Messaging (FCM).

- Firebase Cloud Messaging (FCM)
+ Nhan canh bao tir Raspberry Pi qua HTTP.
+ Chuyén tiép canh bao dén tng dung di dong d dang ky.
- WebRTC
+ HJ tro truyén video truc tiép (streaming) dén tmg dung di dong qua Internet.

+ Str dung cac giao thirc ICE, STUN, TURN d¢é thiét 14ap két ndi ngang hang giira
Raspberry Pi va thiét bi ciia nguoi dung.

+ Cho phép ngudi dung giam sat camera tir xa ngay trén dién thoai hoac may tinh
bang.

- Ung dung di dong

+ Nhan thong bao canh bao chay tur Firebase.

+ Cho phép nguoi dung xem video thoi gian thuc thong qua WebRTC.

+ Hién thi hinh anh, thong tin canh bao (thoi gian, vi tri camera, anh snapshot...).
- Module SIM900A
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+ Két ndi voi Raspberry Pi qua cong serial (TX/RX).

+ Khi ¢6 canh bao, module gui tin nhin SMS hoac thuc hién cudc goi tu dong dén
nguoi dung theo so dién thoai da cau hinh.
3.6 Tich hgp va thir nghiém
Hé thong duoc tién hanh kiém thir thue té bang cach st dung cac ngudn video mé phong
chay, bao gom: dot giay, khoi thude va dir li€u thu tir camera IP trong cdc moi truong khac
nhau. Muc ti€u nham danh gia kha nang nhan dién va phan ting cua hé thong trong céc tinh
hudng da dang.

Céc tinh hudng thtr nghiém bao gém:

- Khoi nhe thoat ra tir vat thé dang chay 4m i (mé phong chay khoi phat);

- Ngon lira rd rét xuat hién nhanh (mé phong chay 16n dot ngot);

- Anh sang manh tir mat tro1 hodc dén dién (kiém tra do nhay va kha nang loai nhiéu);

- Mbi trudng c6 chuyén dong hodc bui (danh gia d6 6n dinh va chéng bao dong gia).
Két qua ban dau:

- Hé thong phat hién chinh x4c cac truong hop c6 khéi va/hodc lira;

- Thoi gian phan hoi nhanh, kich hoat canh béo trong vong 1-2 gidy sau khi nhan dién;

- Khéng xay ra canh bao gia trong cac thir nghiém anh sang manh va chuyén dong thong
thuong.

Két qua nay cho thay tiém ning Gng dung thuc té ctia hé thong trong viéc giam sat chay no
tai cac khu vuc cong nghi¢p, dac biét 1a nhitng no1 yéu cau phan tng nhanh va canh bao
som.

3.7 Két luan chwong

Chuong nay di trinh bay chi tiét vé thiét ké tong thé cua hé théng canh bao chay tmg dung
cong nghé hoc sau, bao gom: kién triic phan cung, phan mém va quy trinh tich hop gitra
cac thanh phan.

Giai phap st dung mo hinh ResNet50 dé nhan dang khoi va lira theo thoi gian thyc, duge
trién khai truc tiép trén thiét bi nhung Raspberry Pi 5. Hé théng cho phép két ndi véi nhiéu
camera [P, ddm bao kha nang giam sat linh hoat va mé rong cho cac khu vuc cong nghiép
cO quy mo lon.

Nho vao cau triic tdi wu va co ché canh bao da kénh (hién thi truc quan, giri SMS, thuc hién
cudc goi), hé thong cho thdy hiéu qua cao trong vi¢c phat hién s6m va canh bao kip thoi
céc tinh hudng chay nd, dap g yéu cau tmg dung trong thuc té voi do tin cay va téc do
phan hoi nhanh.
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CHUONG 4: VAN HANH THU NGHIEM VA PANH GIA

Chuong nay sé& trinh bay chi tiét két qua thir nghiém va danh gi thiét b trong qu4 trinh
nhan dang va canh bao khoi Itra, st dung moé hinh da duogc nghién ctru va trién khai trén
Raspberry Pi 5. Do diéu kién thuc té tai thoi diém thuc nghiém khong xay ra sy ¢b chay
hodc c6 hién tuong khoéi 1 rang trong méi trudng xudng hodc hd gia dinh, viée tién hanh
thir nghiém tryc tiép voi cac tinh hudng chdy that gip nhiéu kho khin va tiém an rui ro an
toan.

Vi vay, trong qua trinh kiém thir, chung t6i d3 str dung cac video va hinh anh mé phong
khoi/lira duoc thu thap tir internet, ciing nhu ty tao cac tinh hudng gia dinh bang cach dét
gidy, tao khéi nhé trong moi trudng cé kiém soat. Cac hinh anh va video nay dugc chiéu
1én man hinh hodc camera ghi lai tryc tiép dé hé théng nhan dang va xur 1y nhu trong tinh
hudng thyc té. Thir nghiém cho thdy mo hinh c6 thé phat hién va phan hoi twong doi.

4.1 Muc tiéu thir nghiém

Muc tiéu ctia qua trinh thir nghiém 13 ddnh gia hiéu qua hoat dong cta hé thong canh bao
chay trong céac diéu kién thyc té khac nhau. Cu thé, thtr nghiém dugc thiét ké nham kiém
tra:
- Kha nang nhan dang khoéi va Itra cua moé hinh hoc sau khi dugc trién khai trén nén
tang phan ctrng nhiing Raspberry Pi 5;
- Hiéu ning xt 1y, thong qua viéc do luong tbe do phan hdi va do tré tir lac phat hién
dén khi kich hoat canh bao;
- P tin cdy cta hé thong trong cac moi trudng c6 yéu td gay nhidu nhu dnh sang
manh, bui, hoac chuyén dong phtrc tap trong khung hinh;

- Tinh hi¢u qua cua co ché canh bao, bao gém kha nang gui tin nhin SMS, thuc hién
cudc goi tu dong va hién thi thong bao trén trng dung di dong, nham dam bao thong
tin dugc truyén dén nguoi quan 1y mot cach kip thoi va chinh xac.

Thong qua qua trinh kiém thir nay, hé thong dugc dénh gia toan dién vé tinh chinh xac, do
on dinh va kha ning g dung thuc tlen trong moi trudong cong nghiép, gop phan lam rd
tinh kha thi ctia giai phap duoc dé xuat.

4.2 Thir nghiém thiét bi thue té

Thir nghién thiét bi thong qua mot dam chay do tac gia thue hién
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Killer loT

2025:06:0919:44:38

Camera 3 07-06-2025 - 17:47 07-06-2025 -

Camera 3 07/06/2025 - 16:49 :

Camera 107-06-2025 - 17:45 07-06-2025 -

Camera 1 07-06-2025- 17:48 07-06-2025 -

Camera 1 07/06/2025 - 16:49 :

Hinh 4.1 Man hinh stream truec tiép trén  Hinh 4.2 Két qua lich sit dwgc thu thdp
ung dung
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& Camera 107-06-... /'

2025906-07-17: 45720

Phat hiél’l c6 Smoke vao lic 07-06-2025 - 17:45 Phat hién c6 Fire vao ltic 07-06-2025 - 17:47

Hinh 4.3 Két qua nhdn dang khéi dwoc ~ Hinh 4.4 Két qua nhan dang lva dwoc hién
hién thi trén ung dung thi trén ung dung

- Thong qua qua trinh thir nghiém thyc té, tac gia di tién hanh kiém tra hé théng vai cac
dam chay nho duogc tao ra trong moi trudong c6 kiém soat (vi du nhu dot giay, tao khoi nhe)
nham dam bdo an toan trong qua trinh danh gia.

- Két qua thir nghiém cho thdy mé hinh ResNet50 tich hop trén Raspberry Pi 5 c6 kha nang
phat hién khoi va ltra chinh xdc trong hau hét cac tinh huéng. Thoi gian xur ly trung binh
cho moi khung hinh khoang 0,2 gidy, va toc do xu ly dat khoang 8 FPS, tuy thudc vao kich
thudc anh dau vao va tinh trang hé thong.

- Trong céc lan thir nghiém, mo hinh cho do chinh xac trung binh dat khoang 85-90%.
Thiét bi nhan dién tot cac dam chay c6 dac diém r6 rang vé mau sdc va hinh dang, tuy nhién
khi kh6i mo hoac lan qua nhe, hé thong do6i khi bo sot.

- Sau khi nhan dién duoc khoi hoac Itra, hé théng thuc hién guri cdnh bdo kém hinh anh qua
tin nhan SMS va cudc goi dién thoai thong qua module SIM900A. Quaé trinh canh bdo dién
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ra 6n dinh va kip thoi, ddm bao thong tin duoc truyén dén ngudi ding ngay khi phét hién
su cO.

4.3 Moi truwong thir nghiém
C;ic thir nghi¢m dugc thuc hién trong cac diéu kién méi truong thuc té va ban thuc té, bao
gom:
- Nguén dit liéu:
+ Video thuc té tir camera IP tai phong thi nghiém, hanh lang toa nha;
+ Dir liéu video mé phong khoi (d6t gidy, khoi nhang) va Lira nho (bat lira, nén chay);
+ Mot phan dir liéu 14y tir bo dir liéu cong khai [1] dé huan luyén va danh gia bd sung.
- Thiét bi phan ctng:
+ Raspberry Pi 5 (8GB RAM);
+ Camera IP d§ phan giai 720p, giao thirc RTSP;
+ Module SIM900A gin kém;
+ Mang LAN ndi by va router Wi-Fi.
4.4 Cic tinh hudng thir nghiém
Dé dénh gia hiéu qua nhan dang khéi va lira cta hé thdng trong diéu kién thuc té, mot loat
tinh hudng thir nghiém da duoc x@y dung m6 phong cac hoan canh ¢6 thé xdy ra tai moi

truong céng nghiép. Cac tinh huéng nay bao gom ca truong hop co chay that, khoi nhe,
nhidu sang, chuyén dong va ca tinh hudng dé gay bao dong gia.

Muc tleg cua qud trinh thtr nghiém la kiém tra kha nang I}han dang chinh xac, tbe do phan
hoi, df) on dinh ciing nI}Lr do nhay cua mo hinh trong nhiéu di€u kién khac nhau. Ngoai ra,
hé thong cling dugc ki€ém tra kha nang xtr Iy da luong khi hoat dong vdi nhiéu camera
cung luc.

Bang dudi diy mo ta cac tinh hudng thir nghiém chinh duoc sir dung:

STT MO ta tinh hudng Muc tiéu kiém tra
1 Lira rd rang, gan camera Kiém tra kha ning phat hién nhanh
2 Lira nho ( nén chéy ) Phan biét Itra nho véi dnh séng thudng
3 Chuyén dong cua ngudi/vat thé Kiém tra d 6n dinh nhéan dién
4 Nhiéu camera dong thoi Kiém tra da luong xir ly

4.5 Panh gia dd chinh xac va toc do nhan dang
4.5.1 Danh gia dp chinh xdc voi model ResNet50

Pbé danh giad hiéu qua cua hé théng nhan dang khoéi va ltra, thuc hién da st dung bo dir licu
thir nghiém gdém 5.900 anh dugc gén nhan chinh xéc, trong do:

- 4500 anh chtra ddu hiéu khoi/lira (positive),
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- 1400 anh khong c6 diu hiéu chay (negative),

Dit liéu 14y tir cac ngudn gém: video thuc té thu tai hién trudng, anh tir Internet, va anh
cat tur video huén luyén.

Viéc danh gia duogc thuc hién dya trén céc chi so:

Accuracy (d9 chinh xac tong thé):

Accuracy =

TP+TN

Precision (d6 chinh xac duong tinh):

Recall (ty 1€ phat hién dung):

poision — TP
recision = TP n FN
Recall = —F
At = TP F FN

F1-Score (chi s6 can bang precision va recall):

F1

TP+TN+FP+FN

Precision X Recall

=2X

Precision + Recall

Model Loss Over Epochs

——

e
-
-

Model Accuracy Over Epochs

100 125
Epoch

Hinh 4.5 Hinh biéu do Training vs Validation Loss va Training Validation Accuracy

Bdng 4-1 Két qua cdc théng s6 danh gia mé hinh Resnet50

Sizes
Model Accuracy Loss Precision recall F1 - score
(MB)
Resnet50 0.965 0.12 0.927 0.934 0.93 97
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Hi¢u nang thoi gian thuc

Heé thdng duoc trién khai trén Raspberry Pi 5 voi m6 hinh ResNet50 chay qua thu vién
TensorFlow Lite . Két qua cho thay:

- Téc @6 xir 1y trung binh: ~6.8 FPS (frame per second) cho anh kich thudc 224x224.

- Thoi gian trich xuét, xir Iy va dua ra quyét dinh cho 1 anh: ~150-180 ms.

- Tong thoi gian tir lac ¢ chay dén lac giri canh bao: khoang 1.8-2.3 gidy.

Diéu nay chimg t6 mo hinh da nhanh dé tng dung giam sat thoi gian thuc va giri canh bao gan

nhu tirc thoi.

4.5.2 So sanh voi model Yolo vi1

Bang 4-2 Bang so sanh Model ResNet50 va YOLOvI 1

Yéu cau dir liéu huan
luyén

it hon (anh nhén nhj
phan)

Can anh va nhan
bounding box

Tiéu chi ResNet50 YOLOv11 Nhén xét tong hop
(classification) (detection)
Task Phan logi khéi/lita | Phét hién déi tuong | O-© du thura chae
ndng cho bai todn
Muc tiéu dau ra YOLO manh trong
C6/Khong co Xéc dinh vi tri va loai | dinh vi, nhung khong
khoi/ltra d6i tuong can thiét cho bai toan
nay
Huan luyén YOLO

phirc tap, can nhiéu
dir liéu danh nhan chi
tict

ResNet50 can bang

Do tré toan hé thong

trinh)

box + gui canh bao)

F1-score 0.93 0.91 2 .
tot precision/recall
YOLO 16n hon, kho
Dung luong m6 hinh | ~97 MB ~160 MB t6i wu trén raspberry
pis
ResNet nhanh gap do6i
Téc d6 xtr Iy trén ~15ms/anh (véi ~30ms/anh (chua khi trién khai trén
Raspberry Pi TFLite) g6m tao ludng, xir 1y) | thiét bi nhung khong
c6 GPU
X, 1K g Raspberry p1 5 khong
Yéu ciu phan cing CPU (TFLite) SII}%X;) tnhat voi ¢6 GPU, bét lgi cho
YOLO
Can chuyén sang YOLO cén giam kién
Tdi wu hoa D& t6i wu qua TFLite | YOLOvV5n, tric méi chay tdt trén
TensorRT... raspberry pi 5
Kha ning trién khai Han ché néu khong ResNet phu hop hon
X Cao % N
thuc té toi uu cho thoi gian thuc
~30ms (tron quy ~60ms+ (dnh + xtr ly | ResNet dam bao

ludng lién tuc hon
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Tir bang 4-2 ¢6 thé thiy rang viéc sir dung mo hinh ResNet50 cho bai todn nhan dang

khéi/ltra 1a lya chon hop 1y vi cac 1y do sau:

- P chinh xé4c cao, dii dé phat hién som nguy co chay;

- Thoi gian suy luin nhanh, dam bao hé thdng phan hdi thoi gian thue (<2 gidy);
- Kich thuéc mé hinh nhd, d& trién khai trén Raspberry Pi 5 stt dung CPU;

- Khéng yéu cau dit liéu hudn luyén phirc tap nhu bounding box;

- Pon gian héa hé thong xur 1y va canh bo.

Nguoc lai, mic di YOLOv11 1a mé hinh manh trong phat hién dbi twong, nhung trong
boi canh nay lai gy ra nhiéu bat loi:

- Kich thuéc mo hinh 16n, tde do xtr 1y cham hon;

- Can GPU hoic t6i vu chuyén sau méi chay muot;

- Can dit liéu gan nhan bounding box khé thu thap;

- Do tré tang cao khi xur 1y ludng video nhiéu camera trén Raspberry pi 5.

Vi vy, md hinh ResNet50 13 Iira chon pht hop nhat, vira dap Gng tot vé do chinh xac,
vira dam bdo hi¢u nang hé thong trén thiét bi nhing c6 tai nguyén han ché.

4.6 Két qua dat dwoc

Sau qua trinh khao sat nhitng van dé dit ra ngoai thuc té, tac gia da tién hanh

Bdng 4-3 Bang tong hop cdc déc tinh va két qua dat dwoc

hién dugc
khoéi/ltra qua
hinh anh tur
camera IP theo
thoi gian thuc

moi truong
giam sat nha
xudng, dé trién
khai

vao do phan giai va toc
do xu ly

STT | Két qua Uu diém Nhuoc diém Hudng khic phuc
(néu co)

1 Ché tao thanh | Thiét bi hoat S6 luong dit liéu hinh | Can bo sung thém
cong thiét bi dong ding yéu | anh khéi/ltra con chua | dit liéu anh ¢ nhiéu
nhan dang khoi cau dé ra, c6 da dang, mo6 hinh chua | goc, diéu kién anh
Ira kha ning nhan | da tong quat trong mot | sang va moi trudng

dang dugc khéi | s6 trudng hop khac nhau dé ting
va ltra d0 chinh xac mo
hinh

2 | Hé théng phat | Phu hop véi Do tré con phy thuoe | Co thé giam do

phan giai khung
hinh

3 | M6 hinh hoc Cho két qua Mo hinh ning, tbc @6 | C6 thé chuyén sang
sau ResNet50 nhan dang xu 1y con cham (FPS mo hinh nhe hon
hoat dong 6n tuong doi chinh | ~8) néu muodn tang tdc
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dinh trén
Raspberry Pi 5

xac, khong yéu
cau GPU roi

do; hoac xtr 1y theo
batch/Iuot

Khi phat hi¢n
khov/lira, hé
thong luu anh,

Da g dugce
canh bao kém
hinh anh vé

Thot gian gui anh 1én
tng dung phy thudc
vao toc do mang. Khi

Can bo sung co ché
retry (thu lai), hodc
ho trg két ndé1 mang

giri SMS va thiét bi nguoi | mang yéu, qua trinh bi | di dong qua

thyc hién cugc | dung gian doan SIM900A néu mét
goi Wi-Fi

Thiét bi st dung | Kich thuéc nho | Hi€u Suit xur 1y chua Chép nhan duoc vi
Raspberry P15 | gon, gid thanh | cao v61 mo hinh 16n muc ti€u la phat

deé xu ly va diéu
khién

ré, du kha nang
xur Iy co ban

hién chinh xac va
canh bao. C6 thé
can nhéc t6i vu ma
ngudn va dung mo
hinh nhe hon néu
can

Thiét bi c6 thé
hoat dong lién
tuc

Thiét ké gon
nhe, dé lap dat

Khi mat dién, can cap
nguon riéng cho
camera va Raspberry Pi

Str dung sac du
phong c6 dung
luong 16n hoac tich
hop pin lithtum +
mach sac dé cép
nguon lién tuc, cap
nguén dién du

phong cho thiét bi
Hé thong xir Iy | Hé thong c6 thé | Raspberry Pi 5 bi gigi | Chia qua trinh xir 1y
dir liéu tir nhiéu | mo rong dé x| han tai nguyén (CPU, | theo luot (batch),
camera [P 1y tir 24 RAM, bang thong mdi lan xtr Iy toi da

camera IP tuy
theo cau hinh

USB), dan dén tinh
trang lag hodc treo khi
xu ly tir 5 camera [P
tr¢ 1én cung lic

2—4 camera. C6 thé
dung da tién trinh
(multiprocessing)
hodc phan chia
khung thoi gian dé
xtr ly trng nhoém
camera mot cach
luan phién.
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4.7 PDanh gia thue nghiém xir Iy nhiéu camera cing lic
MO hinh thir nghiém
- Sir dung 4 camera IP truyén luong RTSP vao Raspberry Pi 5.
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Hé théng da duoc ché tao hoan thién, téng hop céac dac diém cling nhu céc két qua dat
dugc trong qua trinh nghién ctru tao ra hé théng duoc trinh bay & Bang 4.3.
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- Thiét 1ap mdi ludng xtr Iy riéng biét (multi-thread).

- C4u hinh hé théng xur Iy song song cac khung hinh tir tirng camera.

- M&i camera c6 thé huéng vé mot ngudn khéi/lira khac nhau dé danh gia kha ning phan
biét.

Bdng 4-4 Bdng cdc chi sé can danh gid

Tiéu chi
Toc do xur ly trung binh (FPS)

Mo ta danh gia

Po FPS trén mdi camera va toan bd hé
thong khi s6 camera ting tir 1 -2 —3 —4
Thoi gian tir lac khoi ltra xudt hién dén khi
canh bao kich hoat

Do tré nhan dién

CPU va RAM str dung (%) Giam sat muc st dung tai nguyén dé xac
dinh ngudng t6i da thiét bi co thé xur 1y

Ty 1€ bo sot (FN) Kiém tra xem c6 camera nao bi bo qua su
kién chay do tai nang hoic tré khong

Ty 1¢ canh bao (FP) Kiém tra xem khi tai cao hé théng c6

nham lan khong
H¢ thong c6 bi crash, treoe khi xtr 1y nhiéu
camera khong

On dinh hoat dong (Stability)

Bang 4-5 Bdang két qud thir nghiém

S6 camera | Tong FPS Do tré trung binh CPU(%) RAM(%)
1 7 2 40% 900MB
2 11 2.5 68% 1.3GB

3 13 3 70% 1.7GB

4 15 3.5 80% 2.1GB

5 20 4 50% 1GB

Nhan xét va danh gia

- Kha nidng mo rong: Raspberry Pi 5 xur 1y t6t voi 2—3 camera, nhung khi vuot qué 3, hiéu
nang suy giam ro rét.

- Tai nguyén gioi han: Raspberry Pi 5 chi xu ly gidi han trong 4 ludng lién tyc, néu c6
camera thir 5 thi s€ ty dong gidi phong CPU va RAM d¢ lay dit li€u cua camera tha 5

dan dén do tré tang lén
- Khuyén nghi:
+ Str dung xur 1y bat ddng bo hodc multi-thread dé t6i wu tai;

+ Néu can >3 camera, nén phan tai sang nhicu thiét bi hodc nang cap phan cting;
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Hiéu suat hé thong theo s6 luong camera

camera

FPS md
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S luong camera
Hinh 4.6 Biéu d6 dwong mé td dé tré theo sé lirong camera
4.8 Huéng cai tién
Véi nhiing van dé con ton tai cta thiét bi, hudng khic phuc ta s chia lam 3 phén: dir licu
hinh anh, xtr 1y anh, phan ctng.
4.8.1 Doi vi div ligu hinh dnh
Chat luong va do da dang cua dit licu huin luyén anh huong truc tiép dén kha nang nhan
dang cua mo hinh. Do do, can cai thién cac van dé sau:
- Can thu nhap nhiéu hon hinh anh, dir liéu phong pht ctia nhiéu loai dam chay, dang
khoi Itra khac nhau thuong cé & nhiéu loai méi trudng khac nhau;
- Tang cuong dit liéu, 4p dung cac k¥ thuat nhu xoay anh, thay d6i do sang/tdi, thém
nhiu, 1am mo, thay d6i goc nhin,... nhdm mé phong nhiéu tinh hudng thuc té hon.
- Trong qua trinh str dung, can lién tuc bd sung thém dir li¢u thuc té tir hé théng dé mé
hinh ngay cang thich nghi t6t hon véi cac tinh hudng méi.
Dé thiét bi c6 thé duoc huan luyén nhiéu truong hop khac nhau va ting do nhin dang,
phat hién ddi tuong.
4.8.2 Déivéi xir Iy anh
Pé md hinh hoat dong 6n dinh trong nhiéu diéu kién anh sang va moi truong khac nhau,
can cai tién cac budc tién xu 1y hinh anh:
- Xtr Iy anh dau vao tot hon: Nghién ctru cac ki thuat loai bo nhiéu, can bang sang trong
treong hop anh qua toi1 hoac qué sdng, dé mo hinh nhan dang 6n dinh hon.
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- Giam d6 phan giai hop 1y: Téi wu kich thudc anh dau vao dé giam tai xt Iy nhung van
dam bao du chi tiét cho nhan dang.

4.8.3 Doivéi phin cirng

Dé nang cao hiéu suit va do tin cdy cua hé thdng, cic hudng cai tién phan cing bao gém:

- Néng cap ngudn dién: St dung sac du phong dung luong lon, pin lithium hogc cap
ngudn dién dy phong riéng dé dam bao thiét bi hoat dong lién tuc khi méat dién.

- Nang cap may tinh nhung: Néu yéu cau tdc d6 xir Iy cao hon, c6 thé thay thé Raspberry
Pi 5 bang thié€t bi nhuing c6 hi€u nang cao hon nhu Jetson Nano, Jetson Xavier NX,..

- Téi wu phan cing theo nhu cau thyc té: Néu chi giam sat it khu vyc, gitr nguyén Pi 5
1a hop 1y. Nhung néu giam sat nhiéu khu vuc v6i nhiéu camera, can:

+ Gidi han s6 camera xir 1y dong thoi tir 2—4 dé tranh qua tai CPU/RAM.
+ Xt Iy theo nhém (batch): Chia camera thanh cac nhém, xur 1y luén phién.

+ Hodc chuyén mé hinh xu 1y sang may chu trung tam, Raspberry Pi chi lam nhiém
vu thu nhan hinh anh va gtri vé server dé xur 1y.

4.9 Kétluan

Hé¢ théng da dugc thur nghiém thanh cong trong nhiéu diéu kién thuc té khac nhau va cho
két qua nhan dang kha quan. M6 hinh hoc sau ResNet50 két hop v6i phan cimg nhing
Raspberry Pi di chimg minh duoc tinh tng dung cao, dap tGng tot yéu cu canh bao chay
som trong nha xuong. Cac két qua thir nghiém giup xac nhan hiéu qua cia giai phap dé
XUuat, déng thdi mé ra tiém nang trién khai thuc té trén dién rong.
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KET LUAN VA HUONG PHAT TRIEN

Két luén:

Dé tai nay tap trung vao viéc nghién ctru, thiét ké, ché tao va thur nghiém mot hé théng nhan
dang va canh bao khoi ltra trong moi truong nha xuong hoac khong gian dan dung, st dung
mo hinh hoc sau ResNet50 tich hop trén may tinh nhing Raspberry Pi 5.Cac néi dung tur Iy
thuyet mo hinh héa, huin luyén mé hinh, thiét ké phan ctng, cho dén thtr nghiém thuc té
déu da duoc thuc hién. Két qua thtr nghiém cho thay hé thong c6 thé nhan dang dugc khoi
va lira véi do chinh xac twong ddi tt, ddng thoi giri canh bao kém hinh anh thong qua tin
nhin SMS va cudc goi tu dong béng module SIM900A.H¢ théng st dung cac thu vién
OpenCV va tich hop giao tiép qua UART véi tap 1énh AT dé thyuc hién canh bao. Ngoai ra,
cac khung hinh co thé duoc luu trit va xem lai nham phuc vu muc dich giam sat hoac xac
minh sau canh bao.

Huéng phat trién:
Trong thoi gian t6i, tac gia s& tiép tuc cai tién hé thong theo cac hudng sau:

- B6 sung dir liéu huan luyén thyc té, bao gdm nhiéu tinh hudng chay trong méi trudng
khéc nhau (ban ngay, ban dém, nha kho, ngoai troi...) dé nang cao do chinh xac cia mo
hinh.

- T4 wu tde d6 xtr Iy va kha ning xtr Iy déng thoi nhiéu ludng hinh anh tir nhiéu camera
IP bang cach ap dung phuong phap xur Iy theo batch hodc phan cum ludng dir liu theo
thot gian.

- Tich hop thém cac cam bién méi truong (nhiét d6, khi gas...) nham hd trg nhin dang
nguy co chay ttr nhiéu ngudn tin hi€u khac nhau.

- Trong tuwong lai, c6 thé phat trién phién ban mo rong hoat dong trén server hodc thiét
bi nhung manh hon dé€ phuc vu cho cac h¢ thong gidm sat quy mé 1on.

SVTH: Nguyén Kim Hoang GVHD: TS. NNguyén Thi Kim Truc 74
CBHD: Nguyén Hoang Anh Khoa



TAI LIEU THAM KHAO

[1] World Health Organization (WHO), Fire safety in buildings, 2021.
[2] B6 Cong an Viét Nam, Bdo cdo tinh hinh chdy né toan quéc niam 2023.

[3] Kim, Y., et al., “Limitations of conventional fire sensors and need for Al-based early
warning systems,” Sensors, 2021.

[4] M. Muhammad, A. S. Malik, et al., “Early Fire Detection Using Surveillance Videos:
A Survey,” Digital Signal Processing, vol. 96, 2020.

[5] Celik, T. et al., “Fire detection using statistical color model in video sequences,” Journal
of Visual Communication and Image Representation, vol. 18, no. 2, pp. 176—185, 2007.

[6] Tao, L. et al., “Fire and smoke detection using ResNet-50 deep learning model,” /IEEE
Access, vol. 8, pp. 181749-181760, 2020.

[7] Zhang, L., et al., “Vision-based fire detection using deep learning,” Fire Safety Journal,
vol. 91, pp. 61-71, 2017.

[8] Simonyan, K., & Zisserman, A. (2015). “Very deep convolutional networks for large-
scale image recognition,” ICLR 2015.

[9] Szegedy, C. et al., “Rethinking the inception architecture for computer vision,” CVPR
2016.

[10] Howard, A. et al., “MobileNets: Efficient Convolutional Neural Networks for Mobile
Vision Applications,” arXiv:1704.04861, 2017.

[11] Redmon, J. et al., “You Only Look Once: Unified, Real-Time Object Detection,”
CVPR 2016.

[12] He, K., et al., “Deep Residual Learning for Image Recognition,” CVPR 2016.
[13] LeCun, Y., Bengio, Y., & Hinton, G. (2015). “Deep learning,” Nature.

[14] Simonyan, K., & Zisserman, A. (2015). “Very deep convolutional networks for large-
scale image recognition,” ICLR.

[15] Szegedy, C. et al. (2016). “Rethinking the inception architecture for computer vision,”
CVPR.

[16] Howard, A. et al. (2017). “MobileNets: Efficient Convolutional Neural Networks for
Mobile Vision Applications,” arXiv.:1704.04861.

[17] Redmon, J. et al. (2016). “You Only Look Once: Unified, Real-Time Object
Detection,” CVPR.

[18] He, K., Zhang, X., Ren, S., & Sun, J. (2016). “Deep Residual Learning for Image
Recognition,” CVPR.

[19] Tao, L. et al. (2020). “Fire and smoke detection using ResNet-50 deep learning model,”
IEEE Access.

SVTH: Nguyén Kim Hoang GVHD: TS. Nguyén Thi Kim Tric 75
CBHD: Nguyén Hoang Anh Khoa



[20] NVIDIA, “Deploying Deep Learning Models on Edge Devices with TensorRT,” 2022.

[21] Raza, A. et al. (2021). “Real-time fire detection using deep CNN on Raspberry Pi,”
Procedia Computer Science.

[22] K. Fridman, "Keras ResNet: Building, Training, and Scaling Residual Nets in Keras,"
MissingLink.ai. [Online]. Awvailable: https://missinglink.ai/guides/keras/keras-resnet-
building-training-scaling-residual-nets-keras/. [Accessed: 09-Jun-2025].

[22] R. Brownlee, "Introduction to ResNets," Towards Data Science, 2018. [Online].
Available:https://towardsdatascience.com/introduction-to-resnets-c0a830a288a4.
[Accessed: 09-Jun-2025].

[23] K. He, X. Zhang, S. Ren, and J. Sun, "Deep Residual Learning for Image Recognition,"
arXiv preprint arXiv:1512.033835, 2015. [Online]. Available:
https://arxiv.org/pdf/1512.03385.pdf.

[24] A. Nagrani, "An Overview of ResNet and Its Variants," Towards Data Science, 2020.
[Online].  Available:  https://towardsdatascience.com/an-overview-of-resnet-and-its-
variants-5281e2f56035. [Accessed: 09-Jun-2025].

[25] Wang Z., Li Y., Wu H., “Enhancing Fire and Smoke Detection Using Deep Learning
Techniques,” MDPI Sensors, vol. 22, no. 15, pp. 5022-5036, 2022.

[26] Ahmad Z., Akhter N., “A Real-Time Forest Fire and Smoke Detection System Using
Deep Learning,” Environmental Monitoring and Assessment, vol. 193, no. 12, pp. 1-13,
2021.

SVTH: Nguyén Kim Hoang GVHD: TS. Nguyén Thj Kim Truc 76
CBHD: Nguyén Hoang Anh Khoa


https://missinglink.ai/guides/keras/keras-resnet-building-training-scaling-residual-nets-keras/
https://missinglink.ai/guides/keras/keras-resnet-building-training-scaling-residual-nets-keras/
https://towardsdatascience.com/introduction-to-resnets-c0a830a288a4
https://arxiv.org/pdf/1512.03385.pdf
https://towardsdatascience.com/an-overview-of-resnet-and-its-variants-5281e2f56035
https://towardsdatascience.com/an-overview-of-resnet-and-its-variants-5281e2f56035

