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Trong bdi canh bao mat dit liéu tré thanh yéu t6 then chét trong cac hé théng dién tir va
cAu tric ToT, viéc thiét ké 161 IP mém tich hop trong cAu tric vi diéu khién dé thuc hién
chtrc nang bao mat dit lidu tré thanh mot van dé cap thiét. Dé tai nay tip trung vao thiét
ké va xac minh 1561 IP mém thyc hién chuan ma hoa AES-128. Chuan AES-128 1a mot
thuat toan ma hoa doi xung, st dung khoa 128 bit va hoat dong trén khoi dit liéu 128 bit
qua 10 vong lap bién d6i. Dé tai thuc hién mé hinh hoa thuit toan AES-128 & mic
Register Transfer Level st dung ngon ngit Verilog va SystemVerilog, nham dam bao
kha ning tong hop va tich hop vao cac hé théng phan ciing thuc té. Phan xac minh sir
dung phuong phap kiém thir theo ting 16p v&i SystemVerilog va Universal Verification
Methodology, céc thanh phan chinh sir dung trong méi trudng xac minh nhu driver,
monitor, scoreboard va interface. M6 hinh 18i IP AES sé& sir dung cong cu kiém thir

Xcelium ciia Cadence dé kiém tra cac truong hop c6 thé xdy ra dé thiét ké chinh xéc.
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PHIEU KIEM SOAT TIEN PQ LAM PO AN TOT NGHIEP

Tén dé tai DPATN: Thiét Ké va Xac Minh L&i IP Mém ASIC (ASIC Soft IP) Chuan M Hoa
AES - 128
Ho tén nguoi HD: TS. Nguyén Thi Thanh Quynh

Don vi: Khoa bién

Tudnl Naz Khoi lwong GVHD
udn| - Ngay da thuc hién (%) tiép tuc thuc hién (%) ky tén
Lua chon tén dé tai do an tot Nghién ctru so bd vé dé tai do
1| 172 |nehigp (100%) an tt nghiép
Nghién ciru so bo vé dé tai do6 an [Tim hiéu vé quy trinh thiét ké
t6t nghiép, lang nghe gop y cua  |vi mach, doc tai lidu vé thuat
2 24/2 - AT - x AR
ky su va gido vién hudng dan toan ma hoa AES
(100%)
Duyét lan 1: Panh gi4 khoi luong hoan thanh  %:
3 3/3 Pugc tiép tuc lam PATN [ Khéng tiép tuc thuc hién DPATN [
Nghién ctru thuat toan ma héa  |Thiét ké kién triic ciia toan b
4 | 103 |AES (100%) 181, giao tiép giita cac khéi, cac
tin hiéu vao ra.
5 17/3
Xay dung kién trac tong thé khoi |Thiét ké chi tiét bén trong khoi
6 24/3  |muc cao cua 16i (100%) mirc cao hoat dong 2 churc
nang ma hoa va gidi ma
Thiét ké khdi mirc thap cua chire [Nghién ctru vé chirc ning tao
/ 31/3 nang ma hoa (100%) khoa vong cia ma hoa
Thiét ké khdi mirc thap ciia chirc |[Nghién ctru chirc nang giai ma
8 07/4  |nang tao khoa vong ma hda va tao khoa vong nguoc
(100%)
Thiét ké khoi mire thap ctia chire |Nghién ctru dung ngdn ngir mé
9 14/4  |nang giai ma va tao khoa vong  |ta phan cing Verilog dé mé ta
nguogc (100%) thiét ké & khdi murc thip
Viét mo ta thiét ké bang ngon Nghién ctru xay dung moi
10 21/4 ngir Verilog cho toan bo khéi truong xac minh chirc nang
muc thap, va thuc hién mo phdng |cho thiét ké
dé kiém tra (100%)
Xay dung méi truong xac minh  |[Nghién ctru cac truong hop dé
11 | g4 [|chienang cia thiét k& (100%)  |kiém tra thiét ké, dam bao tat

ca cac truong hop thuc té ¢6
thé xay ra déu dugc kiém thur
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Xay dung cac truong hop kiém
tra, gobm 8 truong hop kiém tra

Chay mo phong dé kiém tra
tinh diing dén cua thiét ké

12 05/5 cho 2 churc nang ma hoa va giai
mé (100%)
Xéc minh chirc néng cua thiet ke |Nghién ctru viet thuyet minh
hoat dong ding nhu mong doi,  |d0 an, bdo céo tién dJ.
13 12/5  |thiét ké ‘thoa man dé chuyén qua
budc tiép theo cuia quy trinh thiét
ké vi mach
Duyét lan 2: Danh gia khoi luong hoan thanh ~ %:
14 19/5 Puogc tiép tuc lam PATN [0 Khong tiép tuc thuc hién DPATN [J
15 26/5
16 | o026 Viét béo céo, hoan thanh cac Lam slide va chuyén bi cho
phan nho (100%) ngay bdo vé do an
17 09/6
Duyét lan 3: Panh gia khoi luong hoan thanh ~ %:
18 16/6 Puoc tiép tuc lam DPATN 1 Khong tiép tuc thuc hién BPATN [
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LOINOI PAU VA CAM ON

Em xin chan thanh giri 10i cam on sau sic dén C6 Nguyén Thi Thanh Quynh — giang
vién khoa Pién, Truong Pai hoc Bach Khoa Da Nﬁng, nguoi da tin tinh hudng dan, chi
bao em trong sudt qua trinh thue hién d6 an tot nghiép véi dé tai “Thiét Ké va Xac Minh
L5i IP Mém ASIC (ASIC Soft IP) Chuan Mi Hoéa AES - 128”. Nho vao su dinh huéng
chuyén mén, nhitng goép ¥ quy bau va sy déng vién ciia Co, em di c6 thé hoan thanh tdt
d6 an nay.

Em ciing xin tran trong cam on anh Nguyén Cao Thanh — k¥ su tai FPT Semiconductor,
nguoi da hd trg em rat nhiéu vé kién thirc, k¥ thuat, cho em st dung cac phan mém
chuyén dung va chia sé kinh nghiém thuc té quy gia trong linh vyc thiét ké vi mach, gop
phan quan trong vao viéc hoan thién nodi dung va dinh hudng trién khai dé tai.

Bén canh d6, em xin guri 10i cam on dén quy thay c6 trong khoa Pién di trang bi cho em
kién thirc chuyén mén viing vang trong sudt qua trinh hoc tap.

Mic du da ¢ gang hét sirc, nhung do an khong tranh khoi nhirng thiéu sot. Em rat mong
nhan duoc su gop ¥ clia quy thay cd va cac anh chi dé hoan thién hon nira.

Tran trong cam on!



LOI CAM POAN LIEM CHINH HQC THUAT

Em xin cam doan rang d6 an tot nghiép véi dé tai “Thiét Ké va Xac Minh L&i IP Mém
ASIC (ASIC Soft IP) Chuan Ma Hoa AES - 128” 1a nghién ctru doc 14p cua em voi su
hd tro tir giang vién huéng dan TS. Nguyén Thi Thanh Quynh va cong ty FPT-
Semiconductor.

Em xin cam doan toan b s6 liéu duoc cung cip tir bao cdo déu 1a cia cong ty va day la
két qua nghién ctru hoan toan trung thuc, khong sao chép tir bat ki mot cong trinh nghién
ctru khac nao. Nhitng tai liéu trich dan déu di duoc ghi 16 ngudn gdc.

Em xin chiu hoan toan trach nhiém néu c6 bat ky su sao chép, gian déi két qua nio trong
san pham dd 4n nay.

Sinh vién thuc hién

Nguyén Hitu Vinh
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Thiét Ké va Xdc Minh Léi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

MO DAU

Muc dich va muc tiéu thyc hién dé tai:

Trong bbi canh Internet of Things (IoT) ngdy cang phat trién manh mé va duoc
tmg dung rong rii trong nhiéu linh vuc nhu céng nghiép, y té, giao thong, nha thong
minh,... viéc bao vé dir liéu truyén tai trong cac hé thong nhing tré nén vo cung cap
thiét. Cac thiét bi IoT thudng c6 giéi han vé tai nguyén phan cimg, nhung lai yéu cau
tinh bao mat cao dé ngan chan viéc 10 ri, gid mao hodc danh cép thong tin. Do do6, viéc
tich hop céc giai phap ma hoa dit liéu hiéu qua va toi uu vao vi diéu khién hodc vi mach
nhing 1a mot xu hudng tat yéu. Trong cac chuan ma héa hién nay, AES (Advanced
Encryption Standard) 1a mot trong nhiing thuét toan pho bién, manh mé va da duoc
chuan hoa boi NIST, dic biét phién ban AES-128 rat phu hop véi cac hé thong nhiing.
Vi Iy do d6, em chon dé tai " Thiét Ké va Xac Minh L&i IP Mém ASIC (ASIC Soft IP)
Chuan Ma Héa AES - 128" véi myc tiéu nhu thiét ké mot 161 ma hoa AES-128 ¢ kha
nang tich hop vao kién trac vi diéu khién hodc hé thong SoC, phuc vu nhu cau ma hoa
dir liéu truc tiép trén phan cing, dam bao 18i IP c¢6 kha nang tai sir dung, téng hop duoc
trén ASIC va toi wu vé tai nguyén phan cing va huéng dén viéc trién khai thuc té trong
cac hé thong IoT c6 yéu cau bao mat cao.

Viéc xay dung 161 IP nay khong chi mang tinh ing dung cao ma con gitp em tiép
can thuc té quy trinh thiét ké va xac minh phan ctng s6, chuan bi hanh trang tot cho
cong viéc trong linh vuc thiét ké vi mach.

Pham vi nghién ciru:

Pé tai tip trung vao chirc ning mi hoéa (Encryption) va chitc ning giai ma
(Decryption). Thiét ké 15i IP dugc thyc hién dudi dang IP mém, md ta bang ngdn ngi
mo ta phan cimg Verilog, kiém nghiém thiét ké sir dung phan mém ModelSim, chua
trién khai thiét ké vat Iy.

Viéc x4c minh chtic nang dugc thuc hién mo6 phong trén cong cu Xcelium cua
Cadence, xay dung moi truong xac minh su dung ngdn ngir SystemVerilog.

Poi twong nghién ciru

Thuét toan ma hoa AES-128: CAu trtc, hoat dong ndi tai, va cac budc xur Iy nhu
SubBytes, ShiftRows, MixColumns, AddRoundKey.

Thiét ké 161 IP mém: Mo ta thuat toan AES-128 bang ngdn ngit phan cing Verilog,
dam bao kha ning tong hop dé tich hop vao cac kién trac vi diéu khién hodc hé thong
SoC.

Sinh vién thyc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 1
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Quy trinh x4c minh phan ctmg: Ap dung phuong phap kiém thir theo tang 16p va
stt dung mé hinh UVM (Universal Verification Methodology) dé kiém tra chtrc nang va
d6 dung dén cua 151 IP.

Tich hop vao hé théng vi mach: Pinh huéng sir dung 16i IP trong cac tng dung
yéu cAu bao mat nhu thiét bi 10T, vi diéu khién, hodc nén tang ASIC.

Phwong phap nghién ciru:

Tim hiéu chi tiét vé thuit toan ma hoa AES-128 thong qua cac tai liéu chuén cua
NIST. Phén tich kién trac phan cimg phu hop dé trién khai thuit toan AES-128 ¢ mirc
RTL. Ap dung ngdn ngit Verilog dé mo ta thuat toan AES-128. Thiét ké cac khédi churc
nang chinh nhu: KeyExpansion, RoundFunction, MixColumns, SubBytes,... duéi dang
module doc 1ap dé dé kiém thir va stra 16i. Sir dung phan mém mé phong nhu ModelSim
dé chay va kiém thir chitc ning RTL. Tim hiéu cac k¥ thuat xdc minh chiic ning, dic
biét 1a phuong phap viét testbench theo mo hinh ting 16p va mé hinh UVM. Viét
testbench kiém thir 2 chirc nang chinh 1a ma hoa va giai ma trong AES.

Céu tric cia do an tot nghiép:

NHAN XET CUA NGUOI HUONG DAN

NHAN XET CUA NGUOI PHAN BIEN

TOM TAT

NHIEM VU PO AN TOT NGHIEP

PHIEU KIEM SOAT TIEN PO LAM PO AN TOT NGHIEP
LOINOI DAU

CAM DOAN

MUC LUC

DANH SACH CAC BANG, HINH VE

DANH SACH CAC KY HIEU, CHU VIET TAT

MO DAU

CHUONG 1: BAN DAN VA THIET KE VI MACH
CHUONG 2: GIOI THIEU VE AES-128

CHUONG 3: THIET KE LOI IP MEM CHUAN AES-128
CHUONG 4: XAC MINH LOI IP MEM CHUAN AES-128
CHUONG 5: KET QUA MO PHONG VA PANH GIA
KET LUAN

TAI LIEU THAM KHAO

PHU LUC 1

PHU LUC 2
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Chuong 1: BAN DAN VA THIET KE VI MACH

1.1. Giéi thi€u chung

Trong chuong nay s& tim hiéu vé khai niém VLSI, mot cong nghé quan trong trong
thiét ké vi mach, cho phép tich hop sé lwong 16n linh kién dién tir, diac biét 1a transistor,
vao mot vi mach tich hop (IC). Phan tiép theo, s& trinh bay cai nhin tong quan vé quy
trinh thiét ké ASIC trong thiét ké vi mach, truéc khi di sau vao timg budc cua thiét ké
ASIC Front-End.

Hinh 1.1: Hinh anh vé mdt vi mach

VLSI, viét tit cua Very Large Scale Integration, 1a cong nghé dugc sir dung dé thiét
ké va ché tao cac mach tich hop c6 mat do linh ki¢n cao. Nh¢ vao cong nghé nay, mot
s6 lwong 16n transistor cing cac thanh phan dién tir khac c6 thé dugc tich hop trén cung
mot con chip. Diéu nay gitp tao ra cac IC c6 do phirc tap cao nhung van giir duoc kich
thudc nhd gon, phuc vu nhiéu linh vuc khac nhau nhu thiét bi dién ttr tiéu dung, may
tinh, hé thong truyén thong va thiét bi y té.

Mot trong nhitng wu diém ndi bat ciia VLSI 14 kha ning tich hop mot luong 16n
transistor vao mot chip duy nhét, cho phép cac IC thuc hién tir cac tac vu logic don gian
dén nhitng phép toan phuc tap. Cong nghé nay khong chi gitip toi uu hiéu suat, tiét kiém
nang lugng ma con ning cao do tin cay cia hé théng, yéu td quan trong dbi véi nhiéu
g dung thyc té, gop phan quan trong vao sy phat trién ctia nganh cong nghiép ban

dan.
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1.2. Quy trinh thiét ké ASIC

Quy trinh co ban dé thiét ké mot vi mach sb thuong bao gdm cac giai doan chinh
nhu dic ta thiét ké (Design Specification), mé ta bang RTL (Register Transfer Level
Description), kiém tra chitc niang (Functional Verification), tong hop logic (Logic
Synthesis), thiét ké vat 1y (Physical Design), mo phong sau khi hoan tit bd cuc (Post

Layout Simulation) va cudi cing 13 san xuét (Production).

Spec
Design I
RTL
Description

Functional
Verification
Function Verification
Quay lai burére trirére néu oo 16i
Logic
| Synthesis
Physical
I Design
Post Layout T

Simulation .
Mé phéng va phan hoi
thong so tir layout

Quay lai budrc trurdc néu
co 16i

1.2.1. Pdc td thiét ké (Design Specification)

Dua trén yéu cau tir khach hang, cac k¥ su tién hanh phan tich va xdy dung cau
tric tong thé, xac dinh giao tiép va tin hiéu cua Chip/IC théng qua giai doan Thiét ké
Khéi Cap Cao (High Block Level Design). Sau do, tirng khdi trong thiét ké nay s& duoc
chi tiét hoa bang cach str dung cic mach logic co ban nhu AND, OR, XOR, NOT cling
v6i cac phan tir nhu bo chon dit liéu (MUX) va chdt D-flip flop trong giai doan thiét ké
khéi muc thap (Low Block Level Design).
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{ T

= I
— - -
High Block Level Design s
Thiét ké khoi chire nang can thiét va R S
két noi tin hiéu -

1111
i

Low Block Level Design .
Dua trén yéu cau cua khach hang, Dura trén thiét ké khoi mn¥c cao, thiét
thiét ké cac chirc ndng cua IC ké bén trong moi khoi bang FF....

Hinh 1.1: Cac budc trong Design Specification

1.2.2. Mé ta RTL (RTL Description)

Mo ta RTL, hay con goi 1a RTL code, 14 qua trinh sir dung ngén ngir mo ta phan
ctmg (HDL) dé biéu dién thiét ké dua trén cac phén tich cau tric da thyc hién trude do.
Hai ngdn ngit pho bién nhat trong linh vuc nay 1a Verilog va VHDL. Viéc viét ma RTL
c6 thé thuc hién trén céc trinh soan thao tich hop trong phﬁn mém thiét ké hoic sir dung

cac cong cu chinh stra van ban nhu Notepad++, EmEditor, VIM, Xemacs, conTEXT.

result{1:0]
—l

always ¢ (posedge ClK) begin

if (1rst_n) resulc(l:0] <= 2'D

else if (we) result{l:0] <= data_in[1:0];
end

Hinh 1.2: M6t doan RTL code mé ta mach nguyén 1y

Sau khi hoan thanh ma RTL, thiét ké can kiém tra tinh chinh x4c cta mi theo céac
quy tic vé ct phap, nguyén tic thiét ké vi mach s ciing nhu cac quy dinh riéng cta tirng
cong cu thiét ké. Viéc kiém tra nay giup phat hién va khic phuc som céc 15i trude khi
chuyén sang cac giai doan tiép theo. Mot s6 phan mém phd bién c6 thé sir dung gdm
LEDA (Synopsys) va NC-Verilog (Cadence) danh cho thiét ké ASIC, hoic Quartus II
(Altera) va Vivado (Xilinx) danh cho thiét ké trén FPGA.
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File Project Check Beport View Window Help e =lslx
D@ E !« . v# 5% @ % 4 »lv « k4 CurrentConfiguration: LEDA PATH
Using Project.uart_fpgapro | Enor viewer |Design eport info report|
Source Files j Sorted by : Rule Label
O | - MSINE_1001 : Reading from output port apb_af (13)
%SOW“ Floe =0 @ B_3604: Assign a default state to the state machines (1)
= (@ LEDA_WORK i [ @ apb_controller,v:59 Assign a default state to the state machines
+apb_controller.v 0O 8 B_3607 : The number of states in a state machine should be a power of 2 (2)
+mapb_interface.v = 4[] & recelver.v:91 The number of states in a state machine should be a power of 2
Files [Modules/Unita + [ & apb_controller.v:59 The number of states in a state machine should be a power of 2
O @ C_1005: Top-level output port is not registered: uart_fpga.uart_if (2)
2 + 0 0 vart_fpgav:41 Top-level output port is not registered: uart_fpga.prdata
Instances + O @1 uart_fpga.v:44 Top-level output port is not registered: vart_fpga.uart_if
~ #uart_fpga : uart_fpga + O 8 C_1406 : Register with no resetiset is detected (5)
. & ctrl : apb_controller +0 @ CMPVE093: Unit dma_slave successfully analyzed and stored (8)
8 uart : uart_core + 0 ®m DFT_022: Incomplete case statement (1)
+ 0O B G_546_1: Avoid intemally generated reset/setload uart_fpga.uart.apb.txfifo_we (11,
 Show concurrent statements +0 @ WV951008 : Redefinition of macro COMBINED_INTERRUPT (14)

Hierarchy |Clock |Reset |

10T, Nhirng canh bao cia phan mém

VERILINT done

Options:

Hinh 1.3: Minh hoa nhiing canh bao khi thuc hién kiém tra RTL code ding phan mém
LEDA (Synopsys)
1.2.3. Xdc minh chirc nang (Functional Verification)

Sau khi hoan thanh viéc viét ma, thiét ké s& trai qua giai doan x4c minh dé dam
bao cac chuc nang hoat dong chinh xac. O budc nay, mgt moi truong kiém thir s& duoc
thiét 1ap dua trén phuong phap luan tiéu chuan, sir dung ngdn ngir 1ap trinh chuyén dung
nhu SystemVerilog. Céac kich ban va truong hop kiém thir s& dugc 1ap trinh va thuc thi
trong moi truong di xay dung. TAt ca cac bai kiém thir dugc thiét ké theo quy chuén,
dam bao tinh tong quét cao va bao phu day di cac chirc nang cua thiét ké. Néu trong qua
trinh kiém thtr phat hién 161 hanh vi, thiét ké s& quay lai giai doan mo ta RTL dé sira
chita. Qua trinh x4c minh churc nang chi hoan tat khi tat ca 16i da duoc khic phuc va

thiét ké dap ing day du yéu cau dé ra.

1.2.4. Tong hop logic (Logic Synthesis)

Sau khi qua trinh x4c minh d4 hoan thanh, thiét ké s& dugc chuyén qua budc tiép
theo d6 1a tong hop logic, trong dé netlist cip cong duge ty dong tao ra tir ma RTL viét
bang cac ngdn ngit mo ta phan ctng nhu Verilog hoic VHDL. Netlist 1a danh sach chira
céc thanh phan mach, bao gém cac cong logic nhu AND, OR, XOR, NOT, flip-flop va
céc két ni giira chung, thé hién cach cac phan tir trong mach hoat dong va tuong tac véi
nhau. Netlist gitp mo ta hanh vi cia mach ma khong quan tam dén cach bo tri vat 1y.

Qua trinh tong hop st dung cac cong cu EDA chuyén dung nhu Synopsys Design
Compiler hodc Cadence Genus. Cac cong cu nay nhan dau vao la ma RTL cung véi thu

vién LIB twong tng, sau d6 tao ra netlist d& phuc vu cho cac budc thiét ké tiép theo.
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RTL - . |
F—
..\-’ == I'.I_'n—:r. ot
EDA TOO! —H—=0" o J
L (Synthesis) — prn
:> : Lﬁ';n a-_,.l—wn” 'Jf—-—

MNetlist

Hinh 1.4: Qua trinh tong hop tao ra netlist
1.2.5. Thiét ké vat Iy (Physical Design)

Thiét ké vat 1y 1a giai doan chuyén ddi netlist (so d6 mach logic) thanh layout (b4
cuc vat 1y), chuén bi cho qué trinh ché tao vi mach. Netlist, bao gSm cac céng logic va
két ndi, cung vé6i thu vién tiéu chuan (LIB) chira théng tin vé cac thanh phan, s& duoc
nhap vao cac cong cu thiét ké tir dong héa (EDA) nhu Cadence Innovus, Synopsys IC
Compiler II hodc Mentor Graphics IC Station.

Trong qua trinh nay, cac budc quan trong nhu 1ap ké hoach sip xép (floorplanning),
bb tri linh kién (placement), tong hop cay xung nhip (clock tree synthesis), va dinh tuyén
két ndi (routing) s€ dugc thyc hién dé tao ra méot bd cuc hoan chinh. Sau d6, cac kiém
tra nhu DRC (Design Rule Check) va LVS (Layout Versus Schematic) s& duoc tién hanh
dé dam bao layout tuan thi cac quy tic thiét ké va khép véi netlist ban dau. Két qua cudi

cung clia qué trinh nay 1a tép GDSII, chtra ban v& chi tiét cia chip.

Lib

EDA TOOL

Netlist (Physical Design)

Tép GDSII

Hinh 1.5: Qué trinh thiét ké vat ly
1.2.6. Mé phéng sau bé cuc (Post Layout Simulation)

Mot budc quan trong trong qua trinh thiét ké vi mach, dugc thuc hién sau khi hoan
thanh giai doan thiét ké vat ly. Muc dich ciia giai doan nay 1a kiém tra va xac nhan rang
thiét ké van hoat dong chinh xéc khi c6 sy tac dong cua cac yéu td vat 1y thuc té nhu do
tré day dan va hiéu tmg ky sinh.

Qua trinh nay gitp phat hién cac 15i thdi gian (timing violations), ddm bdo tinh
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toan ven tin hi€u va xac minh rﬁng thiét ké c6 thé hoat dong 6n dinh trong cac diéu kién
bién. M6t trong nhitng cong doan quan trong 1 trich xut ky sinh (parasitic extraction)
dé tao ra cac tép SPEF hodc DSPF, sau dé sir dung cac tép nay dé mo phong netlist co
day du cac thanh phan dién tré va tu dién ky sinh. Cac loai mé phong phd bién trong
giai doan nay bao gdm mé phong chirc ning, mé phong thoi gian, phén tich cong suit
va phan tich tinh toan ven tin hiu.

Mic du post-layout simulation doi hoi nhiéu thoi gian, tai nguyén tinh toan va xir
1y dir liéu phuc tap, nhung ddy 1a mot bude khong thé bé qua nham dam bao vi mach
hoat dong chinh xac va 6n dinh trudc khi dua vao san xuat.

1.2.7. Sdn xudt (Production)

Qua trinh san xuit vi mach bat dau tir viéc st dung tép GDSIL két qua cua qua
trinh thiét ké bé cuc mach. Tép GDSII chira thong tin chi tiét vé cac 10p va ciu tric vat
Iy cua chip, dugc dung dé tao ra mask phuc vu cho qua trinh quang khic
(photolithography).

Tiép theo, wafer silicon dugc chuén bj va trai qua mot loat cac budc xu Iy nhu oxy
hoa, quang khic, khic (etching), ling dong vat liéu va ciy ion dé hinh thanh cac 16p
chtrc nang cua vi mach. Sau khi hoan tat, wafer sé& duoc cét thanh tung chip riéng 1¢,
dong goi va kiém tra chit lugng nhim dam bao san phim dat tiéu chuan trude khi tién

hanh san xuat hang loat.

I

Tep GDSII Waler

Vimach

Hinh 1.6: Qua trinh san xuit vi mach
1.3. Quy trinh thiét ké ASIC Front-End
1.3.1. Thiét ké ddic ti (Design Specification)

Giai doan thiét ké front-end ban du bao gdm cac budc: Specification Design, RTL
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Description va Functional Verification. Trong thuc té, k§ su dam nhiém phan
Specification Design thuong truc tiép viét ma RTL, vi vAy c6 thé gop hai budc nay lai
thanh mot phan goi 1a Design Specification.

Mo ta mi nguon 13 qua trinh st dung ngdn ngit mo ta phan cing dé dién ta thiét
ké dua trén cac phan tich cdu trac di thuc hién trude dé. Ngon ngir phod bién cho viée
nay bao gém Verilog va VHDL, cho phép biéu dién hanh vi va cdu tric ctia mach sb

theo cach c6 thé tong hop dugc thanh phan ctng thuc té.

Research

High Level Block
Design

Low Level Block
Design

RTL Description

Sybtax and
Design Rule
Check

Hinh 1.7: Céc budc phan tich thiét ké vi mach s

Nghién civu thi trwong (Research): Tir nhitng yéu cau thiét ké cua khach hang,
k¥ su thiét ké thuc hién tim hiéu va nghién ciru dén cac yéu cau ctia khach hang. Cac
van dé nay co thé 1a tng dung cua thiét ké, nguyén 1y hoat dong, ning luong tiéu thy.. .,
thong qua Internet, bai béo, sach vé. Budc ndy cho phép ky su nim rd cac van dé lién
quan dén thiét ké dé dua ra cac danh gia, so sanh va dua ra cac hudng thiét ké tot nhat
d6i voi yéu cau dit ra.

Thiét ké khéi mirc cao (High Level Block Design): La xiy dung cac van dé va

Sinh vién thuc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 9
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cac cdu trac ban dau cua thiét ké. O bude nay, k¥ su phai xac dinh duogc cac yéu té sau
day: mo ta chirc ning 13 x4c dinh duoc cac tinh ning ma thiét ké s& hd tro tir nhitng yéu
cau thiét ké; giao tiép 1a x4c dinh cac tin hiéu giao tiép v6i cac thiét bi ngoai vi khac
hoac CPU, cac tin hi€u nay co thé 1a ngd vao, ngo ra hodc tin hiéu hai chiéu; mo ta céc
tin hiéu 13 ki su thiét ké s& cung cip théng tin vé chirc ning cu thé cua timg tin hiéu giao
tiép, do rong, tinh dong bo hay bat dong bd cua tin hiéu,...; thiét ké 1a tai budc nay, ki
su s& thiét ké cac khdi chic ning bén trong cua thiét ké sao cho phu hop véi cac tinh
ning di dé ra & muc mo ta chirc ning; dang séng 1 v& gian d6 dinh thoi cac tin hiéu
giao tiép, & day 1a cac xung 1a 1y tudng c6 thé chua gidng voi dang song sau khi thiét ké
hoan chinh nhung dang séng nay dung véi mong mudn cta ngudi thiét ké; cac thanh ghi
la céc thanh ghi cAu hinh hoat dong, cac thanh ghi thé hién trang thai hoat dong, thanh
ghi dit liéu,... cta thiét ké ma ngudi sir dung c6 thé truy cép duoc.

Budc thiét ké khbi mirc cao 6 thé ap dung cho nhiéu tang thiét ké. Trong mét chip
vi diéu khién s& c6 nhiéu khéi chirc ning, budc nay duoc ap dung cho toan bo chip. Nhu
trong STM32L4 + LoRa thi dit liéu cam bién gtri qua mang LoRa dugc mi héa AES-
128 d¢ tranh bi nghe 1én. Hay trong ESP32-C3 1a mot vi diéu khién co két ndi wifi dé
bao vé phan ctng, thudng giao tiép véi cac Server va cloud, AES gitip mi hoa va giai
ma an toan thong tin nhan dugc. Dé thiét ké duoc 16i IP mém cho mi hoa AES tich hop
bén trong vi diéu khién, nguoi thiét ké s& thiét ké cac khéi chirc ning bén trong 15i. Két
thuc thiét ké khdi muc cao, ngudi thiét ké c6 thé hinh dung tong thé toan bo thiét ké va

14 co s& dé thuc hién bude tiép theo 1 thiét ké khéi mire thap (Low level block design).
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RISC-V

BLE 5.0
Wi-F MAC nk RF receiver
controlier

Wi-Fi BLES.0
baseband baseband

32-bit
Microprocessor

transmitter

Switch

Balun

RTC memory

SPi
LED PWM UART

TWAI

ADC

RSA

AES

RMT

20

Timers ANG

Digttal signature

Temperature sensor

XTS-AES-128 flash encryption

Block Diag of ESP32-C3
“define parameter AES CORE
data_in[127:0 N plain_texi{127:0] i 127:0 :
key[1270 ¥ cipher_key[127:0] > i data_ouli127:0}
“ifdef : - .
clk CIPHER cipher_clk | AESCipher |cipherready | | finished
rstn 8 cipher_rst n -
else decipher_rst_n plain_texi[127:0]
|| : decipher_clk 3
$ cipher_texi[127:0] Spov .
> Found_key 101270 7| > UeCiPNer qecipher_ready

Hinh 1.8: Ung dung AES-128 trong vi diéu khién ESP32-C3

Thiét ké khoi mire thap: trong giai doan nay, thiét ké can mé ta cu thé cach timg
khéi chirc ning hoat dong dua trén mé hinh dd dwoc xac dinh trude d6. Diéu nay gitp
dam bao su chinh x4c vé mit logic va cau tric trude khi chuyén sang budc viét ma RTL.
Str dung cac cong AND, OR, XOR, MUX.,... dé xay dung cau triic mach. Cung cép thong
tin chi tiét vé chirc nang va yéu cau van hanh cia timg khoi. Budc nay gitp dinh hinh
1 rang kién tric thiét ké, tao tién dé cho qua trinh hién thyc hoa bang ngdn ngir mo ta
phan cting.

M@ ti RTL : Giai doan ndy yéu cau st dung ngdn ngit mo ta phan cting nhu Verilog
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hoic VHDL dé biéu dién thiét ké & murc logic céng. Cac cong cu hd trg viét va kiém tra
mi RTL bao gébm Synopsys Leda va Modelsim.

Kiém tra cit phdp va quy tic thiét ké (Syntax and Design Rule Check): Sau khi
hoan thanh, mi RTL can duoc kiém tra bang cac cong cu chuyén dung nhu Modelsim
hoic Synopsys Leda dé phat hién 16i cu phép va vi pham quy téc thiét ké. Néu xuét hién
canh bao hodc 16i, c6 thé chinh sira ma RTL hodc quay lai diéu chinh thiét ké & murc

khéi thap hodc cao hon dé dam bao hé théng hoat dong dung theo yéu cau.

1.3.2. Xdc minh chirc nang (Functional Verification)

Xac minh chirc nang 13 mot giai doan quan trong trong qua trinh thiét ké vi mach
s6 ASIC, nham dam bao rang thiét ké dap ung day du cac yéu cau duoc dit ra trong tai
liu ddc ta. Muc tiéu chinh cua budc nay 1a phat hién va khic phuc 15i trude khi san
xuét, qua d6 nang cao do tin cdy cua san pham, hudng dén chip hoat déng chinh xac
ngay lan ché tao dau tién. Ngoai ra, viéc thuc hién x4c minh hi€u qua con giap tdi uu
thoi gian phat trién va giam sb 1an chinh sira thiét ké, gop phan rat ngan chu ky phat
trién tong thé.

Quy trinh nay bao gdm nhiéu giai doan, mdi giai doan déng vai trd quan trong
trong viéc xac nhan tinh chinh xac cua thiét ké. Dudi day 1a cac budc cy thé dua trén so
d6 quy trinh.:

Nghién ciru tai lidu dic ta (Research Specification): Budc dau tién trong quy
trinh 12 phan tich va nghién ctru tai liéu dic ta ki thuat cua thiét ké. Pay 12 nén tang gitp
nhém xac minh hiéu rd cac yéu cau churc nang, giao thuc, cling nhu diéu kién van hanh
ctia hé thong. Dic ta k¥ thut thudng bao gdm chi tiét vé& giao dién (interfaces), trang
thai hé théng, va hanh vi mong doi. Viéc nim ving cac yéu cau nay giup xay dung cac
truong hop kiém thir phit hop, dam béo rang moi khia canh cua thiét ké déu dugce danh
gia dung. Néu hiéu sai hodc bo sot bat ky diém nao trong dic ta, qua trinh x4c minh ¢o
thé di sai hudng, dan dén viéc bo 15 161 hoic phat hién 16i khong chinh xéc.

Ldp ké hoach xdc minh (Verification Planning): Sau khi nghién ciru k¥ dic ta ky
thuat, nhom xac minh tién hanh xay dung ké hoach kiém thir chi tiét. K& hoach nay xac
dinh 13 cac chirc nang can kiém tra, pham vi bao phu mong muédn va cac diéu kién xac
nhén tinh chinh x4c cua thiét ké. Cac tinh nang can kiém tra, xac dinh danh sach cac
chirc nang ¢t 15i cua thiét ké, bao gom giao dién truyén thong, xtr 1y dir liéu va cac
ludng dir liéu quan trong. Muyc tiéu bao phil, dam bao kiém tra toan dién thong qua cac
tiéu chi nhu do bao phu ma (code coverage), dd bao phu chirc nang (functional coverage)
va d6 bao phil trang thai. Diéu nay gitip phat hién cac kich ban hoat dong chwa dugc

kiém tra.
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Xdc dinh khd nang st dung VIP (Verification IP): O budc nay, kiém tra xem xét
kha ning sir dung cac goi Verification IP ¢6 sin hodc can phat trién méi truong kiém thir
méi. Néu ¢6 VIP, cac gbi VIP giup tiét kiém thoi gian nho tich hop sén cac giao thirc
tiéu chuén, cung cap driver, monitor va scoreboard dé hd trg kiém tra ty dong. Néu
khong c6 VIP, nhom s& phai tu xay dung mdi trudng xac minh, bao gdm tao driver dé
mo phong dit liéu dau vao, thiét 14p monitor dé thu thip dir liéu dau ra, va phat trién
scoreboard dé so sanh két qua voi mé hinh tham chiéu.

Chay kiém thir va héi quy (Regression Testing): Sau khi xiy dung day du méi
truong kiém thir, cac bai test s& duoc chay trén thiét ké dé kiém tra tinh chinh xac. Kiém
thir ban du, danh gia cac chirc ning co ban dé phat hién 18i sém. Lap lai cac bai kiém
tra theo chu ky dé dam bao rang nhiing thay d6i trong thiét ké khong gay anh huong dén
cac tinh nang da dugc xac nhan trude do.

Theo déi tién dé va phdn tich két qua: Trong sudt qué trinh kiém thir, doi ngii s&
giam sat va phan tich két qua dé phat hién 13i va cai tién thiét ké. Bao cao 15i, mirc do
bao phu va céc diém cén tdi wu sé duoc ghi nhan dé diéu chinh chién lvgc kiém thi.

Hoan thi¢n quy trinh kiém thiv (Verification Closure): Khi tat ca cac 16i da duoc
khic phuc va muc tiéu bao phu di dat yéu cau, quy trinh kiém thir dugce hoan tat. Ké
hoach xac minh va két qua kiém thir s& duoc Iuu trit dé 1am tai liéu tham khao.

Xdc minh RTL hoan chinh (Verified RTL): Thiét ké RTL sau khi dugc kiém
chtng ddy du sé sin sang cho cac budc tiép theo nhu tong hop (synthesis) va kiém tra
vat ly.

Quy trinh Functional Verification 1a mot chudi cong viéc chit ché, tir viéc nghién
ctru tai liéu, 1ap ké hoach, phat trién moi trudng kiém thir, thuc hién hdi quy, theo di
tién d6 dén hoan tit xac minh. Duéi day 13 luu dd xac minh chirc ning:
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Nghién ciru dac ta
(Sepecification
Research)

Ké hoach xéc minh (Verification Plan)
- Céc tinh ning cin x4c minh
- Muc tiéu bao phu
- Assertions

No
r
Phat trién méi treong (VIP c6 sin) Phit trién méi truong
- : = . - Tao driver, momitor. ..
- Me rong Diarver va Monitor ; .
f o - Tao Scoreboard (Tao mo hinh tham
- M& rone Scoreboard =
= chiéu)
|
¥
Phat trién cac treong hop test
Kiém thi 1 chudi ki tu . L .
- Kiém thi 1 chudi ki tu lién tuc > Ho1 quy, danh gia o bao phu
- Kiém thw cdc chudi ki tir ddc biét
r
Hoean thanh xac minh Theo déi tién do

- Bao cao lo1
cao - Bao cao bao phu

I Y

Cap nhat ké hoach xac minh_ liru trit bao

Y

@lﬂfc kiém

tra, kidm tra hoan tat

Hinh 1.9: Luu do x4c minh chirc ning

1.4. Két ludn

Két thuc chuong nay s€ nidm duoc dinh nghia vé VLSI, mot quy trinh dugc st dung

dé tich hop mot sb luong 16n bong ban dan (transistor) trén mot vi mach don, tim hiéu

Sinh vién thuc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 14



Thiét Ké va Xdc Minh Léi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

vé quy trinh thiét ké vi mach, tir viéc mé ta kién tric cip cao dén viéc xac minh chirc
ning thong qua cac ngdn ngir phan cimg nhu Verilog va VHDL.

Céc bude thiét ké logic va thiét ké vat Iy ciing di duogc mo ta, gitip dinh hinh chip
trude khi dua vao san xut. Chuong nay két thiic v6i nhitng kién thirc nén tang va chi
tiét vé thiét ké VLSI va ASIC, dong vai trd quan trong trong viéc phat trién cic vi mach

tich hop cho cac tng dung thyc té.
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Chuwong 2: GIOI THIEU VE AES-128

2.1. Gi6i thiéu chuong

AES (Advanced Encryption Standard) 1a mot thuat todan ma héa khdi ddi xing
dugc chuan hoa boi Vién Tiéu chuan va Cong nghé Qudc gia Hoa Ky (NIST) vio nim
2001. AES thay thé thuat toan DES (Data Encryption Standard) truéc d6 do kha ning
bdo mat cao hon. AES c6 c4c bién thé khac nhau dya trén d¢ dai khoa: AES-128, AES-
192, AES-256, trong d6 AES-128 1a phién ban dugc sir dung rong rai nhét nho vao hiéu
suat cao va do bao mat phu hop cho nhiéu tng dung.

AES-128 13 mot thuat toan ma hoa khéi, hoat dong trén cac khdi dir liéu c6 kich
thudc 128-bit va st dung khoa 128-bit. Qua trinh ma hoda va giai ma cia AES-128 bao
gdém nhiéu vong lp bién doi dir liéu dua trén phép toan dai s6 va logic.

D0 4n sé thiét ké 161 IP mém thuc hién 2 chire nang ma hoa hoac giai ma, 161 IP (IP
core) s€ mac dinh la thyc hién chirc nang ma hda, thi chirc nang giai ma s€ bi vo hiéu
hoa. Khi can thyc hién chitc nang giai ma thi s& cau hinh cho 18i IP thyc hién chitc ning

gidi ma, chirc nang ma hoa s€ bi vo hi¢u hoa.

data_inputf1 27:0], data_output{127:0]
>
key[127:0]
clk AES CORE
: finished
rsLn ——
“define parameter AES CORE
data_in[127:0] D plain_text[127:0] cipher text{127:0]| :
Key[127-0] = cipher key[127:0] pher_text{127:0) data_ou127:0]
ifdef
clk CIPHER cipher_cik AES Cipher clpher_ready finished
rst_n = cipher_rst n _ -
else decipher_rst_n plain_text{127:D]
I : decipher_clk
& cipher_text{127:0] _
3 round key 10[127.0] 7| AESdecipher ldecipher_ready

Hinh 2.1: Loi IP thuc hién 2 chirc nang ma hoéa va giai ma

L61 IP khi thyc hi¢én mot trong hai chirc nang thi cac tin hi¢u s€ dugc cAu hinh dé
két ndi nhu bén bang bén dudi:

Sinh vién thuc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 16



Thiét Ké va Xdc Minh Léi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

Bang 2.1: Nguyén 1y cau hinh chan dit liéu dau vao ra cua 13i

Chikc niing Cau hinh tham s
data_in[127:0] = plain_text[127:0]
key[127:0] = cipher_key[127:0]

clk = cipher_clk

rst_n = cipher_rst_n

data_out[127:0] = cipher_text[127:0]
finished = cipher_ready

data_in[127:0] = cipher_text[127:0]
key[127:0] = round_key 10[127:0]

clk = decipher_clk

Ma hoa

Giai ma

rst_n = decipher_rst_n
data_out[127:0] = plain_text[127:0]
finished = decipher_ready

2.2. Chirc nang chinh cua 16i AES

2.2.1. Chirc nang ma hoa

Ma hoa AES dugc thuc hién thong qua 5 chuc ndng chinh 1a AddRoundKey,
SubBytes, ShiftRows, MixColumns va KeyExpansion. Nam chitc niang nay dugc sip
xép dé thyc hién ba budc co ban.

Buée 1. Bude khdi tao: dit liéu can duoc ma hoa plain_text[127:0] két hop voi
key[127:0] bang chirc ning AddRoundKey

Buwée 2. Bude 1ap ma hoa: két qua bude 1 duoc str dung dé thuc hién tuan tu cac
chtrc nang SubBytes, ShiftRows, MixColumns va AddRoundKey. Budc nay duoc lap
lai 9 lan. Cha y, KeyExpansion thyc hién song song véi budc AddRoundKey dé tao
khoa vong cho chirc nang nay. Chirc nang SubBytes 4p dung mot bang thay thé (S-Box)
dé thay thé ting byte dit liéu nham tang tinh phi tuyén tinh. Chirc nang ShiftRows s&
dich vong cac hang cua ma tran dir li€u dé tao su phan tan. Sau d6 chirc nang
MixColumns s& két hop cac byte trong timg cot bang phép nhan ma tran trong truong
hitu han GF(2"8). Va cubi cing 1a AddRoundKey s& thuc hién phép XOR giita dit liéu
va khoéa con (derived key) cua tirng vong.

Buwdéce 3. Buoc tao ngd ra: Sau 9 lan 1ap & budc 2, két qua duogc st dung dé thuc
hién tudn ty cac chitc ning SubBytes, ShiftRows va AddRoundKey dé tao ngd ra
cipher text[127:0].
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plain_text[127:0] key[127:0]
AddRoundKey | @ Bwée Khoi tao
S
== ——
SubBytes Budc lip ma hoa
- (Lap 1ai 9 lan)
Y
ShiftRows

MixColumns

h 4 h 4

| AddRoundKey | KeyExpansion
- 1 — — — |— — —
P 2
Bwdc tao ngo ra
SubBytes .. 2
| - (thire hién 1 1an) |
| v
ShiftRows |
h 4 Y |
| AddRoundKey [« KeyExpansion |
L :

_T _________

cipher_text[127-0]
Hinh 2.2: Qua trinh ma hoa AES-128
2.2.2. Chiwrc ndng gidi ma

M3 hoa chuyén mot "chudi dit lidu gbc" (plaintext) thanh mot "chudi dit lidu duoc
mi hoa" (ciphertext) théng qua mot khoa mia (key) gitip che dau thong tin gbe ban dau.
Giai ma 1a qué trinh nghich ddo (Inverse cipher) cia qua trinh ma hoéa. N6 giap khoi
phuc lai plaintext ttr mot ciphertext.

Trong qué trinh giai ma, ma tran ciphertext s& bi bién d6i béi cac chirc nang dé tao
ra cac dir li€u trung gian goi 1a ma tran trang thai. Ma tran khoa ma sé bi bién ddi boi
chuc nang KeyExpansion nhu trong qué trinh ma hoéa. Tuy nhién, thu tu sir dung cac
khoa vong trong qua trinh giai ma ngugc voi qué trinh ma hoa, nghia 1a khéa vong sb
10 s& duoc sir dung dau tién. Tiép theo d6 1a khoa vong s6 9, s6 8, ..., cudi cung 1 khoa
ma géc.

Qua trinh giai ma dugc thuc hién qua 5 chirc nang 1a AddRoundKey, InvSubBytes,
InvShiftRows, InvMixColumns va InvKeyExpansion. Chu y, InvKeyExpansion khong

phai 12 mot chirc nang dugc mo ta trong chuan ma la mot tén goi dugc thém vao dé chi
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qua trinh bién doi nguoc gia tri khoa vong tir khoa vong sé 10 dén khoa ma gdc.

Giong vo1 ma hda, chirc nang giai ma ciling c6 3 budc:

Buée 1. Bube khoi tao: Dit liéu can duoc giai ma cipher text[127:0] két hop voi
khoa vong thtr 10, round key 10[127:0], bang chtrc ning AddRoundKey

Buwoc 2. Bude 13p gidi ma: két qua budc 1 dugce sur dung dé thuc hién tuan tu céac

chtrc nang InvShiftRows, InvSubBytes, AddRoundKey va InvMixColumns. Budc nay

duge lip lai 9 1an. Chuc ning InvKeyExpansion s& thuc hién song song véi bude

AddRoundKey dé tao khoa vong cho chirc ning nay.

Buwoce 3. Bude tao ngd ra: Sau 9 lan lap & budce 2, két qua duogc st dung dé thuc

hién tuan tu cac chirc ning InvShiftRows, InvSubBytes va AddRoundKey v6i khoa ma
ban dau dé tao ra plain_text[127:0].

cipher text[127:0]

Khéa vong cudi cung cia qud trinh mi hoa

round key 10[127:0]

InvShiftiRows

v

InvSubBytes

AddRoundKey

h 4

4— InvKeyExpansion

v

InvMixColumns

l '

InvShiftRows

— e — e — — — —

!

InvSubBytes

v

key[127:0

AddRoundKey

h 4

4— InvKeyExpansion

plain_text[127:0]

Hinh 2.3: Qua trinh giai ma
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2.3. Ung dung ciia AES-128

AES-128 dugc sir dung rong rai trong nhiéu linh vue do tinh bao mat cao va hiéu
sut tot. Cac tmg dung pho bién nhu : bao mat dir liéu trong mang, sir dung trong giao
thirc TLS/SSL (Transport Layer Security/ Secure Sockets Layer) dé bao vé thong tin
trén Internet; ma hoa 6 dia va thiét bi luu trit, dugc str dung trong BitLocker, VeraCrypt
va cac hé thong ma héa khac; giao tiép khong day an toan, ding trong WPA2 dé bao

mat Wi-Fi va img dung nhing va [oT, bao mat dir li¢u trong cac thiét bi thong minh.

2.4. Két luan

AES-128 1a mot thuat todn ma héa manh mé¢, dang tin cay va da dugc chuan hoa
trén toan cau. Vi kién tric chit ché va kha nang bao mat cao, no6 tré thanh madt lya chon
hang dau trong bao mat dit liéu. Trong cac hé thong SoC (System-on-Chip), AES-128
thudng duoc tich hop nhu mot IP core dé ting toc qua trinh ma hoa va giai mi trong

phan ctng.
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Chuong 3: THIET KE LOI IP MEM CHUAN AES-128

3.1. Gidi thiéu chwong

Thiét ké 16i IP mém AES-128 cin dam bao dap Gmg cac yéu cau vé hiéu suét, do
tré, tai nguyén phan cimg va kha ning tich hop vao hé thdng SoC. Chuong nay tap trung
vao vi¢c xay dung dac ta thiét ké cua 15i IP, bao gém cac yéu cau k¥ thuat, kién triic hé
thdng, giao dién phan cimg, va co ché hoat dong cua timg khbi chirc nang.

Céc ndi dung chinh duoc dé cap trong chuong bao gom:

1. Xac dinh cac thong sb k¥ thuat cua 161 AES-128.

2. Phan tich kién trac phan cing, thiét ké khdi muc cao, thiét ké khdi mirc thap

3. Thiét ké giao dién két ndi gitta cac khdi bén trong 15i

Céu triic ctia cac mo-dun chinh, bao gdm bo tao khéa vong cho chirc ning ma hoa
(Key Expansion), bo tao khoa con cho chiic ning giai ma (Inv Key Expansion), khdi ma
hoa (Encryption Core) va khoi giai ma (Decryption Core)

Nhiing dic ta thiét ké nay 13 co so dé trién khai mo hinh phan ciing AES-128 bang
ngodn ngit mo ta phan cting (HDL) va kiém thir tinh ding dan cua 18i IP trong méi truong
gia lap.

3.2. Thiét ké 16i IP mém phian ma héa

Sau khi nghién ctru k¥ vé thong s6 k¥ thuat, hiéu rd vé thuét toan, thi chung ra s&
bat dau trién khai toi phan tiép theo ctia quy trinh. Hinh 1.3 12 151 IP mém thyc hién chirc
nang ma hoa. Dit liéu can duoc ma hoa plain_text va khoa cipher key la dau vao, dé tao
cac khoa vong cho dit liéu, khéi tao khoa s& hoat dong song song véi hoat dong ctia khoi
mi hoa. Sau khi bién d6i qua cac vong thi s& dua dit liéu dau ra cipher text 1a dit liéu
d3 dugc ma hoa. Bé hiéu rd hon vé timg chi tiét bén trong cta 18i, cac phan tiép theo s&

trinh bay rd hon vé thiét ké logic mirc cao va mirc thap.

3.2.1. Thiét ké khoi mirc cao (High Level Block Design)
Loi IP mém AES chtic ning ma héa, AES Cipher dugc thiét ké gom 2 khi: Khéi
ma hoa dir liéu AES cipher core va khdi tinh toan tao khoa vong AES Key Expand.
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plain_text[127:0]
cipher_key[127:0]

cipher_text[127:0]

cipher_ready

| AES cipher |begin_round

clk core round_num[3:0]

rst_n rkey_en

round_key[127:0]

round_key_out[127:0]

_begin_round

cipher_key[127:0]

Hinh 3.1: Loi bén trong ciia AES Cipher

Céc tin hiéu vao ra va két ndi ndi bén trong ctia AES Cipher:
Béng 3.1: Céc tin hiéu vao ra cua AES Cipher
Mo ta

Tin hiéu
clk clock dong bo
rst_n reset tich cyc murc thap
cipher_key[127:0]
plain_text[127:0]
cipher_ready

khda ma

dir liéu can ma hoa (plaintext)

bao trang thai bo ma hda san sang hoat dong. Tin hiéu nay chi
bang 0 khi bo ma héa dang trong qué trinh ma hoéa dix liéu

cipher_text[127:0] | di liéu sau khi duoc ma hda (ciphertext)

Bang 3.2: Céc tién hiéu giao tiép giira AES cipher core va AES Key Expand

Tin higu

Mo ta

rkey_en

tin hiéu cho phép khoi AES Key Expand hoat dong

round_num[3:0]

tin hiéu bao vong lap méa hda hién tai, round_num([3:0]=0 la
buéc khoi tao dau tién.

round_key out[127:0]

la gi4 tri khoa vong tir khoi AES Key Expand giri cho khoi
AES cipher core

begin_round

tin  hieu bat dau ma hoa,
round_num[3:0]=0

begin_round=1 khi
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3.2.2. Thiét ké khoi miec thdp (Low Level Block Design)

Sau khi hoan thanh thiét ké khdi murc cao, 13i thiét ké hién rd cau truc tong thé, cac
thanh phan chinh va cach chung tuong tic. Phan ndy s& di su vao bén trong cua céac
khéi mirc cao dé tiép tuc phén tich va thiét ké cac thanh phan bén trong né, diéu nay
gitip chi tiét hoa hé théng va chuan bi cho viéc viét ma mo ta.

Khéi AES cipher core s& dugc thiét ké chi tiét hon, tir nhitng chirc ning cta thuat
toan, viéc thuc thi sé dugc thuc hién theo thir ty cac chirc nang, duong di cua dir liu va
thiét ké tong thé ciia 16i ma héa nhu hinh anh bén dudi, sau d6 sé& di vao chi tiét cy thé
dé mo ta ting chirc niang.

begn_round

AES cipher core
Gipar_koy{127.0] *
+ .1
rownd_key|127 0 2
{ .t
opher_comglete
| . ) Segn_roand
* f {1270} -
after_mixColumnal 12 U,.“' | Key_le{127-0)
w0
ot + = Add round hey - Gphee_ready
plan_%ef127 0] +! SdRoundyy _Tn =
+— ¢ 1T bagn_round, cipher_taxt_1ogf127°0) -2
| rkw»cﬁ ] -1 opher_tat{127 ¢
. 128{1'00) { e
L w - —_— -0
afes_AdIRoundXay|177.0] o G—+ » SubByles
L e
subityten wel{127 0
o =
e vy
$ oo n
B mixColumns_n[1279 e shit_rows{127 9}
- E cciurmng o
9 3
T dighay comphit
. — . ator_subbytes{ 127 0|
begin_round
> | J AESCipher | A
controlies Y.
ot n | | roend_pun{3 &
A | "
cipher coady
| -

Hinh 3.2: Thiét ké mirc thap 16i ma hoa AES

Thiét ké khoi mirc thap cho 16i mi héa:

Sau khi dua dit liéu cAn ma hoa va khoa vao 18i TP, do bo ma héa chi lay dit ligu
dua vao lam dau vao ¢ vong khoi tao dau tién, tiép theo né s& lay dir liéu cia két qua
bién doi vong trude do lam dau vao, nén phai dung b MUX dé chon dit liéu dua vao
bo AddRoundkey.

Ban dau, khi dua dit liéu va khéa vao, tin hiéu begin round s€ béng 1, b0 MUX sé
bit va dua plain_text va cipher key lam dit liéu dau vao cho vong khoi tao, dua vao
AddRoundKey. Td1 vong tiép theo, tin hiéu begin round s¢€ béng 0, dit liéu dau vao cua
vong dau tién s& 1a két qua dau ra cua vong khoi tao, twong tu nhu thé, két qua dau ra
clia vong ndy s& 1a dau vao cua vong ké tiép, né s& bién ddi qua 10 vong dé tao ké qua

dau ra.
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begin_round

cipher_key[127:0]

round_key[127:0]

cipher_complete

after_mixColumns[127:0]

.
>

key_in[127:0]
0 : after_AddRoundKey[127:0]

Add round key
plain_text[127:0] ,——' 1

addRoundKey_in
[127:0]

Hinh 3.3: Khi bt dit liéu dau vao cho 15i IP mi hoa

Dit liéu sau khi AddRoundKey thi s& duoc dua vao SubBytes. Sau mdi vong bién
d6i twong tmg véi 1 chu ki xung clk, do d6 s& st dung Flip flop dé chét dit liéu cho t6i
chu ki tiép theo méi thay doi, dam bao 16i ma hoa hoat dong dung, bat dir liéu chinh xac
ting thoi diém. Bén canh do, ¢6 thém tin hiéu rkey en, tin hiéu nay cho phép bd ma hoa
hoat dong & chu ki xung clk dAu tién.

begin_roun

after AddRoundKey[127:0] R o e~ e e

clk

@)
$ rst_n

Hinh 3.4: Dung FF dé chét dit liéu sau mdi vong

Dit liéu dau ra sau Add round key sé& dua vao bo SubBytes, tiép theo dau ra s& dua
va shift_rows va mix_columns, roi két qua s& dua qua tro lai Add round key vong tiép
theo, né s& lap lai 9 vong. Téi vong thir 10 thi tin hiéu cipher complete bang 1, & vong
10 s& khong c6 budc mix_columns.

Sau khi dit liéu d du 10 vong bién doi, tin hi¢u cipher ready sé bang 1, liic nay
bd MUX s& lay dit liéu cta cipher text reg 1a dit liéu dau ra, dit liéu sau khi m3 hoa s&

la cipher_text.
cipher_ready

cipher_text reg[127:0]

cipher_text[127:0]

128{1'b0}
—>

Hinh 3.5: Pua két qua dAu ra sau khi hoan thanh ma héa
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Dé c6 duge cac tin hiéu didu khién cac bo MUX, thi can c6 mot khdi AES cipher

controller.

AES Cipher Controller
round_num({3:0]
first cipher_complete >
rst_round y counter[3:0] | _ 0 begin_round R
D Q counter{3:0] e cipher_complete‘
clk
—»
*st_n

v

cipher_ready
1 »
—'# rkey en
. D Q ‘1'>
Ik = V
L clk

S

st %st_n

Hinh 3.6: Bo diéu khién cac tin hiéu can thiét cho bo ma hoa

Khéi nay s& hoat dong dua vao chu ky xung clk, ¢t sau mdi chu ki xung clk, thi
céc gia tri du ra s& thay doi nhu d thi dugc minh hoat bén dudi:

LAl FLFLFLFLFLFLFL L mL il (7]

|

round_num [ 460 | &dr | a2 | 4¢3 | &ad | a5 | 2d6 | 447 | ada | 499 [ &di0 | 2d0 | &4l
rhey_en » l |
hegin_round -} i
cipher_ready o | T —
cipher_complate o | [ ]

plain_text (1253243 _f608_8354_308d_3131_98e2_s037_0734

cipher_key [128h2b7a_1515_280s_d2ab_abi7_1563_09¢t_413c

|
|
l

round_hey [Z.‘?\ hG 2 _2ebl 'fz b943 E-if\ fele EI}' Sb7f b';{} 0437 _cho_3efd ;.}' ¢9f3_B3d_bed2 % de2l l-‘?'{t: 2589 _¢| 126W0)

clipher_text [128n0 [12871392 128 h0

Hinh 3.7: Minh hoa tin hiéu diéu khién thay ddi sau mdi chu ki xung clk

Thiét ké chi tiét cho tirng chirc ning trong 15i:

Theo nhu da phan tich trudc do, quy trinh ma hoa sé thuc hién qua 10 vong, 9 vong
dau gdm 4 chirc ning SubBytes, ShiftRows, MixColumns va AddRoundKey, vong cudi
cung khong c6 MixColumns. Dir liéu dau vao 1a plain_text va cipher key ciing d6 rong
128 bit (16 byte).
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Chirc nang AddRoundKey:

Budc khoi tao, thuc hién XOR khoa ma (cipher key) véi ma tran dir li¢u
(plain_text). Budc lap ma hoda va budce tao ngd ra thi XOR khoéa vong (round key) véi
ma tran trang thai sau budc mix_coloumns (after mixColumns)

O chirc ning nay, nd s& XOR lan luot ting byte twong Gmg cung vi tri clia hai ma
tran v&i nhau va két qua s€ tao ra mot ma tran moi dua vao chirc nang tiép theo.

key in[127:0]

after AddRoundKey[127:0]

addRoundKey in[127:0] | Add round key

key_in[127:0] \

after AddRoundKey[127:0]

addRoundKey in[127:0] J)

/

XOR
Hinh 3.8: Khéi chirc ning AddRoundKey

Chirc nang SubBytes:

Chtrc nang nay thuc hién thay thé ting byte cia ma tran trang thai, ngd ra cua
AddRoundKey bang mot gia tri dd quy dinh trong chuan AES. Bang quy dinh nay co6
gia tri thay thé goi 1a S-box.

subbytes sel[127:0] after_subbytes[127:0]
—— > SubBytes ——

subbytes_sel[127:120] subbytes_sel[119:112] subbytes_sel[7:0]
Ny N ~
_ 0x63 bo _0x63 00 ~ 0x83 00
Ox7c Ox7c Ox7c
D1 — 01 Ry |
S-box 4 A
table .
S-box . S-box
table " "table Ox16
0x18 0x16
e L R =
L » J

after_subbytes[127:0]

Hinh 3.9: Khéi chirc ning SubBytes

Chirc nang ShiftRows:

Chure nang ShiftRows thuc hién quay tréi tirng hang ctia ma tran trang thai, ngd ra
ctia SubBytes, theo byte voi hé sb quay ting dan tir 0 dén 3. Hang dau tién ¢ hé sé quay
1a 0 thi cac byte dugc giit nguyén vi tri. Hang tha hai c6 hé s6 quay 1a 1 thi cac byte
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dugc quay mot byte. Hang thur ba quay hai byte va hang thir tu quay ba byte.

after_subbytes[127:0] after_shift_rows[127:0]

after_subbytes[127:96]
after_subbytes[95:64)
after_shift_rows[127:0]

after_subbytes[63.32]

after_subbytes[31:0]

Hinh 3.10: Churc nang ShiftRows
Chirc nang MixColumns:
Chtrc nang MixColumns thuc hién nhan tirng c)t cua ma trén trang thai, ngo ra cua

ShiftRows, voi mdt ma tran chuyén ddi quy dinh boi chuén AES.

02 03 01 01 %]
01 02 03 01 w| |—
01 01 02 03 -

{*03 01 01 02

So0 | Soa | Soz | Soza 500 [S'01|S 02|53
Sio0 | Si1 | Siz2 | Sis 810|811 |82 |51
S20 | S21 | S22 | S23 S'20 | 821|822 | 523
S30 | S31 | S22 | Saa S'aioi| 8ain | 853|855

Hinh 3.11: Nguyén Iy bién ddi ctia chirc ning

Viéc bién dbi mot cot ciia ma tran trang thai dugc thuc hién boi hai phép toan la
nhan (.) va XOR (+).
MB&i 6 1a 1 byte, tat ca déu ¢ dang Hex, biéu thirc sau tao ra phan tir S’00 & hang 1
cot 1 “chirc nang MixColumns”:
S°00 = S00.0x02 + S10.0x03 + S20 + S30 = S00.0x02 + (S10.0x02 + S10.0x01) +
S20 + S30
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Phép nhan voi 0x01 thi gitt nguyén gia tri. Phép nhan vdi 0x02 twong duong voi
viée dich trai mot bit va XOR c6 diéu kién nhu sau: Néu bit MSB (bit dau tién bén trai)
cua gia tri dugc dich béng 1 thi gia tri sau khi dich dugc XOR véi 0x1b con néu bit MSB
cua gia tri dugc dich béng 0 thi gilr gia tri sau khi dich.

Thiét ké so d6 logic cho chirc ning: Phan tir ndo nhan véi 0x02, két qua sau d6
XOR v6i chinh n6 thi s& ra két qua ctia phan tir d6 nhan v6i 0x03

mix_Columns_in[127]

0x1b,
[<<T] byte15_mui2(7:0]

: byte15_mul3[7-0]

mixColumns_in[127:120]

mix_Columns_in[119]

mixColumns_in[119:112]

byte1d mul2[7:0]

5 —‘;l E*,-teM_muIB[?:U]
|

0x1
mixColumns_in[111:104] o

| - byte13_mul3[7:0]
il } >

mixColumns_in[103:96]

byte12 mul2[?:[]lr 5 byte12_mul3[7:0]
|

Hinh 3.12: Thiét ké logic tao ra cac phan tir nhan véi HO2 va HO3

Két qua s& XOR 4 phan tir lai dé thu duoc byte két qua, dudi day 1a két qua cua
cOt dau tién trong ma tran trang thai:
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mixColumns_in[127:96] after_mixColumns[127:96]
"

—————————» mix_col

byte15_mul2[7-0] . .

byte14_mul3[7-0 fter_mixColumns[127:120]
mixColumns in[103:96] ——» >
mixColumns_in[111:104]

byte13 mul3[7:0] . _
byte14_mul2[7-0] er_mixColumns[119: 112]

mixColumns_in[127:120] —— *
mixColumns_in[103:96]

byte12_mul3{7:0]

byte13_mul2[7:0)
mixColumns_in[127: %21]]
mixColumns_in[119:112]

fter_mixColumns[111:104]

byte15_mul3[7:0] . _

byte12_mul2[7:0] fter_mixColumns[103:96]
mixColumns_in[111:104] >
mixColumns_in[119:112]

Hinh 3.13: Dit liéu dau ra cot du tién ctia ma tran trang thai

Tuong tu nhu céch tinh & cdt 1, cac cot con lai cia ma trén trang thai cling s€ duogc

tinh dya trén so dd logic do.

3.2.3. Thiét ké 16i AES Key Expand

Chtrc nang KeyExpansion thuc hi¢n tinh toan khoa vong cho budc 1dp ma hoa va
budc tao ngd ra. Két qua ciia mot 1an thyc thi KeyExpansion 12 mot khoa vong st dung
cho chirc ning AddRoundKey. Vi ma hoa AES-128, s6 khoa vong 1a 10 tuong ung véi
9 1an AddRoundKey & buéc lip ma hoa va 1 1an AddRoundKey & budc tao ngd ra. Chirc
nang nay dugc thuc hién thong qua 4 chirc nang nhod bén trong 1a RotWord, SubWord,
AddRcon va AddW.

So db logic thiét ké bén trong khdi AES Key Expand:

Hinh 3.14: So d6 logic cuia 16i AES Key Expand

So d logic trién khai tao khoa cho cac vong s& thuc theo trinh tir trai qua phai, ctr
mdi chu ki xung clk thi n6 s€ thyc hién bién ddi 1 vong tao khoa, tai thoi diém canh 1én
ctia xung clk, FlipFlop s& bt dit liéu ¢ chan D qua chan Q, cap nhat gia tri méi cho khoa
vong tiép theo, sau khi du 10 vong tao khoa thi bd MUX phia sau D-FF s& bét dit liéu

round key reg.
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Moi khoa vong c6 128 bit, duoc chia 1am 4 word, moi word 1a 4 byte va ky hiéu 1a
w[j] v6i j 1a s6 nguyén. Ma hoa AES-128 c¢6 1 khéa mi va 10 khoa vong nén tong sb
word 13 44 tir w[0] t&i w[33]. Khéa mi ban dau dwa vao c6 4 word 1a w[0], w[1], w[2]
va w[3]. Khoa vong 1 c6 4 word 1a w[4], w[5], w[6] va w[7]. Tuong tu khoa vong 2 to1
khéa vong 9. Khoa vong 10 c6 4 word 1a w[40], w[41], w[42] va w[43].

Tu w[j] tinh theo cong thic sau, véi 3<j<44

W[j] =AddW[j-4] = w[j-1] XOR w[i-4]

w[j=4*n] = AddW[j-4] = trans(w[j-1]) XOR w[j-4]

Khi tinh tir cac word & vi tri j 13 boi s6 cta 4, 1a w[4], w[8],... va w[40] thi w[j-1]
phai duoc bién ddi qua 3 chirc nang RotWord, SubWord va AddRcon, goi 14 trans(w[j-
1]), trude khi XOR véi w(j-4]. Vi du w[4] = trans(w[3]) XOR w[0].

bl5 | bll | b7 | b3
wii-1] | j=4™n (n=1-10)
bl4 | bl0| b6 | b2
bl3| b9 | b5 | bl v trans(w{3])
b12| b8 | b4 | bO Wi 2 | ut e

A A 4 Y

WOl | W1] | wW2] | w[3] [ l l l l |-

b2 b1 b0 b3
y ) 4 Y Y
DD D i
v 1.4 | S-box | ’ SubWord |
wi4] | WIST | wiE] | w7] l l
. b'2 b"1 b'0 b'3

| AddRcon la \< Rcjl oo o
Y Y 4 L \—/ }
Y

AR

W[40] | wi41] | wi42] | w[43]

-

Hinh 3.15: Cac budc bién d6i dé tao khoa vong

Céc chirc nang RotWord, SubWord va AddRcon s& duoc mé ta chi tiét hon ¢ cac
phan sau.

Chirc nang RotWord:

Chtrc nang nay thuc hién quay trai tir w[j] mot byte
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key_in[31:0] after rotW[31:0]

key_in[31:0] after rotW[31.0]

Hinh 3.16: Minh hoa trién khai chirc ning RotWord
Chirc ning SubWord: Chic nang nay sé thay thé timg byte ctia két qua RotWord
theo bang S-box nhu chirc ndng SubBytes.

after_rotW[31:0] after_SubW][31:0]

after_rotW[31:24] after_rotW[23:16] after_rotW[7:0]
” 0x63 2 0x63 0x63
0x7¢ 0x7¢c 0x7¢
—_— e R E—
S-box 4
table <
S-box 5 S-box
0x16 table 0x16 table 0x16
S R - . /
/ /
L . )

after_SubW[31:0]

Hinh 3.17: Trién khai thiét ké chirc ning SubWord

Chirc nang AddRcon:
Chtrc niang AddRcon thyc hién XOR két qua SubWord va gia tri Reon[j/4] véi j 1a
boi s6 ctia 4. SO lwong gid tri Reon[j/4] 1a 10 twong tmg véi 10 1an tinh khoéa vong. Chirc

ning AddRcon s& tao ra két qua cudi cung cua bién doi trans(w[j-1]).
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round_num(3:0] rcon_value]31:0]
e -

round_num{3:0] Rcon

ycon_value[31:0]

Hinh 3.18: Thiét ké chtrc ning AddRcon

Chirc nang AddWw:
Thuce hién XOR w[j-4] v6i w[j-1] hodc trans(w[j-1]) dé tao ra khoa vong.

key_in[31:0]
key_in[95:64]
after_addRcon[31:0]
key_in[127:96]
key_in[63:32]

round_key[127:0]

key_in[127:96]

round_key[127:96]
after_addRcon[31:0]

-

key_in[95:64] round_key[95:64]

round_key[63:32] [~ OUnd_key[127:0]

round_key[31:0] i

Hinh 3.19: So d6 logic trién khai chtrc ning AddW
3.2.4. Mo ta RTL.

Ttr thiét ké logic & murc thip, s& st dung ngdn ngit mé ta phan cimg (HDL) la
Verilog dé mé ta toan bo thiét ké.

Vi du mé ta RTL code ctia module top trong thiét ké chirc ning ma hoa:
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p&aln_text(127:0|.‘r 3 1 o yint Vot
cipher_key[127:0] | Cipher_text[127:0] o
>
ok | AES clpher |cinner ready
cad S Labhui—shr e
rst.n |
Lo

plain_text{127:0) cipher_text{127:0] |, e

cipher_key[127:0]

cipher_ready
—

» rog begin ¢
AES cipher |begin_round e

clk - > core round_num{3:0} Lot Kore €19
T ;
rst_n rkey_en f

round_key[127:0]

round_key_oul[127:0]

| ck

begin_round
cipher_key[127:0)

Hinh 3.20: M6 ta RTL thiét ké mirc cao 161 AES cipher

Trong doan code moé ta RTL, thyc hién khai bao céng vao ra, cac két ndi bén trong
cua 101

Céc chirc ning trong qué trinh ma hoéa déu duge moé ta RTL code. Sau d6 sé& thuc
hién g& 161 va chay mo phong kiém thr, kiém tra cac trudng hop dua dir lidu dau vao va
dau ra thu dugc cac dang song nhu mong mudn thi thiét ké mé ta RTL da dang. Con néu
phat hién bt ky 16i nao, dang séng dau ra thu duoc khong nhur mong muén thi phai quay
lai buéc trude d6 dé thuc hién thiet ké lai.

Sau budc nay 1a két thuc qua trinh mé ta RTL code, chuyén qua xac minh.
3.3. Thiét ké 16i IP mém phan giai ma

Quy trinh thiét ké 161 IP mém cho phan giai mi twong ty nhu ma héa. Dir liéu can
duogc giai ma cipher_text va khoa round _key 10 1 dau vao. Sau khi bién doi qua cac
vong thi s& dua dir liéu dAu ra plain_text 1a dit liéu da duoc giai ma.
3.3.1. Thiét ké khoi mirc cao (High Level Block Design)

Lo5i IP mém AES chirc ning giai ma, AES decipher duoc thiét ké gdm 2 khoi: Khoi
giai ma dir liéu AES decipher core va khéi tinh toan tao khéa vong AES Inv Key Expand.
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cipher_text[127:0]

plain_text[127:0]

round _key 10[127:0]

Y

decipher_ready

clk

AES decipher | begin_round
core

»

rst n

Y

round_num(3:0]

rkey _en

A 4

>

round_inv_key[127:0]

round key inv_out[127:0]

rkey en

had

rst_n>
ck | AES Inv Key round_num([3:0]

Expand

_ begin round

round key 10[1 27:(P]

Hinh 3.21: Loi bén trong cua AES decipher

Céc tin hi€u vao ra va két ndi ndi bén trong cua AES decipher:

Béng 3.3: Céc tin hiéu vao ra cua AES decipher
Tin hiéu M6 ta
clk clock dong bo
rst_n reset tich cyc murc thap

round_key 10[127:0] | khda

vong cho qua trinh giai ma

cipher_text[127:0] dir liéu can giai ma

decipher_ready bao trang thai bo giai ma san sang hoat dong. Tin hiéu nay
chi bang 0 khi bo giai ma dang trong qua trinh giai ma di
liu

plain_text[127:0] dir liéu sau khi dugc giai ma

Bang 3.4: Céc tién hiéu giao tiép giira AES decipher core va AES Inv Key Expand

Tin hiéu

Mo ta

rkey en

tin hiéu cho phép khoi AES Inv Key Expand hoat dong

round_num[3:0]

tin hiégu bao wvong lap giai ma hién ftai,
round_num[3:0]=0 12 budc khai tao dau tién.

round_key inv_out[127:0]

la gia tri khoa vong tir khoi AES Inv Key Expand gui
cho khéi AES decipher core.

begin_round

tin hiéu bat dau mA hda, begin_round=1 khi
round_num[3:0]=0

Sinh vién thyc hién: Nguyén Hitu Vinh

GVHD: Nguyén Thi Thanh Quynh 34




Thiét Ké va Xdc Minh Léi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

3.3.2. Thiét ké khoi mikc thip (Low Level Block Design)
Sau khi hoan thanh thiét ké khdi mic cao cho 15i gidi ma, tuong ty nhu ma hoa,
phan nay s& di sdu vio phan tich va thiét ké cac thanh phan bén trong khbi muc cao do.
Thiét ké khbi muc thap cho AES decipher core:

Begia_round |
.1

mund_key _10{127Q

> AES decipher core

e ey i $27.Cf -

o0
p———
hoy_ef137.0} - ahe_inv_moCokamrs

| iy ma_okamrs in

. ';cun o (127 0 J27.0} aMer vy _meeColumns reg
#0 * - b mix columns < <0 O nara
t = Add round key -

apher_len| 127 Q) decpher_neady
X -1 Ay AR

5, }
|~ adRnundey_n begn_tound R

. e 177 .
1274 el - e Pt el V7018 glan_sesef 127 0f
—— Tesi ime_on
- - 125100} [ e
»1 JV_shit_roea n -0
afler_AddRoundey|127 0] bl G} - bt 1 |r2r.o)
—Jo | « [ A rous
» o0 [ e
- ap, A . oty _ww_shall_roms
n
iy _sulbymes inf of
Wher_v_sibbytes(1270] | &
:InvSuvabs!
] frst_sme_en
e " AES Decipher ‘
r f ! :
|

Hinh 3.22: So d6 logic bén trong AES decipher core

Thiét ké khoi mirc thap cho 16i giai ma:

Céc thanh phan bén trong 18i giai ma ciling twong tu nhu ma hoa, cac khéi MUX,
cong XOR, FF ciing thuc hién cac chirc ning tuong tu.

Dit liéu dua vao bd giadi ma & budc khéi tao tuong tu nhu bo ma héa. Sau khi di
liéu duoc dua vao Add round key, thu dugc dir liéu dau ra, dit liéu nay s€ duogc dua vao
1am dau vao cho vong dau tién.

Qua trinh gidi ma s€ nguoc lai so voi qua trinh ma hoda, tuy nhién khoa cua qua
trinh gidi ma s€ khong dung chung véi khoda ctia qua trinh ma hoa trude do, nghia 1a sé
sir dung thuét toan bién d6i nguoc dé tao khoa thay vi dung thanh ghi dé luu méang gia
tri khéa cua qué trinh ma hoa trudce do, giap tiét kiém duogc bo nhd.

Sau budc khoi tao, téi vong bién doi dau tién, dit liéu dua vao khéi InvShiftRows
r0i tiép theo qua khdéi InvSubBytes sau d6 quay vé AddRoundKey va qua
InvMixColumns thi s& két thuc vong bién doi thir 1. Bé 1am dugc nhu vy, can sir dung

mot tin hi¢u first time en dé bat dir li€u tai sau moi canh 1€n cua xung clk & moi chu ki.
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after_inv_mixColumns

[127:0]
after AddRoundKey[127:0] inv_mix_columns D Q
FF1
begin_round adk ¥
rkey en | st n first_time_en
—’_.
» 1 . . )
inv_shift_rows_in
D Q [127-0]
— O
FF2
clk (9]
rst_n

Hinh 3.23: So d6 logic bét dit liéu tai diu mdi vong

Nguyén tic hoat dong ctia so d6 Hinh 3.24 14 tin hién first time en =1 trong chu
ki xung clk & vong thir 1, dam bao tai suon 1én xung clk ciia chu ky dau tién, dir liéu dua
vao chirc nang InvShiftRows sé& 1a dit liéu tai chan Q ciia FF2. Két thuc vong bién doi
thir 1, dir liéu sau khi ra khoi chirc nang InvMixColumns thi s€ ¢6 tai chan D cua FF1.
Tai suon 1én cua chu ki xung clk thtr 2, tirc qua vong thir 2, tin hi¢u first_time en = 0,
dir liéu tai chan Q cua FF1 duoc bt tir chan D, va s& dua dit liéu nay vao chirc nang tiép
theo. Tin hi¢n first time en = 0 trong cac chu ky con lai cho téi khi qué trinh gidi ma
mdt chudi dit liéu hoan thanh.

Pé diéu khién cac tin hiéu cua b0 MUX thi s& can mot khdi AES decipher
controller tai ra cac tin hiéu diéu khién, hinh bén duéi la so do khéi cta b diéu khién

tao tin hiéu:

round_num(3:0]

AES Decipher Controller
=02 begin_round _
I decipher_complete e -
begin_round ¢ 217 first_time_en _
rkey en L 1 ; o o
Eﬂ ‘ b a =107 ecipl er_comf ote
0
—t counter{3:0]
clk
?rsl_n
decipher_complete decipher_ready
1 -
—»1 rkey_en
0 —
— O
clk /‘
e clk
o
stn ﬁst_n

Hinh 3.24: B6 diéu khién cac tin hiéu can thiét cho bo giai ma

Cac tin hi€u s€ bién do6i sau moi chu ki xung clk, va lap lai sau moi lan hoan thanh
qué trinh giai ma dir liéu. Hinh dudi s€ minh hoa day du céc giai doan bién doi chinh tur

khi dua dir li€u vao cho to1 khi dir liéu duoc ma hoa.
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PLELFELELELELELRFLEL T o] 1 k1 1
n |
cund_nam I 4 ] 4dl l 4d2 I <'d3 [ L4 <38 2'dé &'47 L'de 2'd¢ I 2410 I ~":£~7I- <'¢l I a'el
o — 1

mosn | [

Hinh 3.25: Tin hiéu diéu khién 15i giai ma thay d6i sau mdi chu ki xung clk

Qua trinh giai ma va tao khoa s€ thuc hién song song lap lai 9 lan tuong tu nhu
vong 1. Vong cubi ciing round num[3:0] =10, decipher complete = 1, di liéu sé& thuc
hién bién d6i qua 3 chuc niang, khong c6 chic nang InvMixColumns, két thiic vong tao
ngo ra nay, dir liéu s€ c6 tai chan D cia FF2. Tai suon 1€n cta chu ki xung clk tiép theo,
tin hi€u decipher ready = 1, b0 MUX s¢ bat dir liéu tai chan Q cua FF2 gan cho
plain_text[127:0] va ddy 1a két qua giai ma.

after_inv_mixColumns
[127:0)

after_AddRoundKey[127:0] T —D QF . decipher_ready
ke ‘ plain_text_reg{127:0] [~x_
cegln_rounc, = f:‘.’f"ir'—' ' pro—: U pIaln_:ex1[127.0]
w=———preh \ -
rkey en | ) first_time_en - ‘]
v.en ¥/ rst_n 0
i
] 5 Gl ¥ Inv_shif_rows_in
| [ 1] 127:0]
- .{ 0. ) i ‘ _,[
R »0
st n

Hinh 3.26: Khéi logic tao dir liéu ngd ra bo giai ma

Thiét ké chi tiét cho tirng chirc ning trong 15i:

Tuong ty véi mé hoa, giai ma ciing trai qua 10 vong, 9 vong dau day du 4 chirc
nang theo thir ty InvShiftRows, InvSubBytes, AddRoundKey va InvMixColumns; vong
cudi cung thi s& khong c6 InvMixColumns.

Chirc nang InvShiftRows:

InvShiftRows la ddo cua chirc nang ShiftRows. InvShiftRows thuc hién quay phai
tirng hang ctia ma tran trang thai, sinh ra tir bude trudc do, theo byte véi hé sb quay ting
dan tir 0 dén 3. Hang dau tién c6 hé sb quay 1a 0 thi cac byte duoc gitr nguyén vi tri.
Hang thir hai c6 hé s6 quay 1a 1 thi cac duoc quay mot byte. Hang tht ba quay hai byte
va hang thtr tu quay ba byte.
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after_inv_shift_rows[127:0]

inv_shift_rows_in[127:0]

inv_shift_rows_in[127:96]

inv_shift_rows_in[85:64]

after_inv_shift_rows
" [127:0]
inv_shift_rows_in[63:32]

inv_shift_rows_in[31:0]

Hinh 3.27: Chirc nang InvShiftRows

Chirc nang InvSubBytes:

Chtrc ning InvSubBytes 13 thyc hién thay thé timg byte ctia ma tran trang thai,
bang mot gia tri di quy dinh trong chuan AES. Bang quy dinh gi4 trj thay thé cho
InvSubBytes goi 1a S-box ddo (Inverse S-box).

inv_subbytes_in[127:0] after_inv_subbytes[127:0]
—— > InvSubBytes ———>
inv_subbytes_in[127:120] inv_subbytes_in[119:112] inv_subbytes_in[7:0]
- 0x52 bo - 0x52 00 o 0x52 00
0x09 0x09 0x09
 — el 01 01
Inv S- i v
box - . ‘ 1 ; 7
table i Inv S- . Inv S-
box ... box ox7d
Ox7d table Ox7d table L ——___if
“ —ff “ e ff |27
e { el )
A

after_inv_subbytes[127:0]
Hinh 3.28: Chirc nang InvSubBytes
Chirc nang AddRoundKey:
Churc nang AddRoundKey ddo trong qua trinh giai ma cting chinh la chirc nang
AddRoundKey trong qué trinh ma hoa nén goi chung 1a AddRoundKey.
Chirc nang InvMixColumns:

InvMixColumns cua qua trinh gid ma l1a ddo cua MixColumns trong qué trinh ma
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hoa. Tung cdt cia ma tran trang thai s€ dugc nhan véi ma tran chuyén doi sau day

Oe 0b 0d 09

09 0e 0b 0d x| |—

——|0d 09 0Oe O0b .
—l0b 0d 09 Oe

Soo | So1 | Soz2 | Sea S'60 801|502 |53
Sio | S11 | S12 | Si3 5108511512813
S20 | S21 | S22 | Sa3 S'20(8321]|522]|53
S30 | S31 | S32 | S33 S'30|831|532|53

Hinh 3.29: Nhan ma tran trang thai véi ma tran chuyén doi

Nguyén tic tinh toan InvMixColumns 12 bién ddi cac phép nhan véi mot s6 thanh
phép nhan voi 0116 va 0216, thi cudi cing nguyén tic cia nd s& twong tu nhu
MixColumns.

Thuét todn trong chirc nay nay nhu sau:

Phép nhan mdt byte A vé1 Ox0e (Oeis) = 00001110: s€ twong tu nhu sau:

A.Oe16 =A.0816 + A.0416 + A.0216 = A.0216.0216.0216 + A.0216.0216 + A.0216

Phép nhan mdt byte A véi 0bis = 000010112 s€ tuong ty nhu sau:

A.Obis=A.0816 + A.0216 + A.0116 =A.0216.0216.0216 + A.0216+ A.0116

Phép nhan mdt byte A v6i 0dis = 000011012 s€ tuong ty nhu sau:

A.0dis=A.0816 + A.0416 + A.0116 = A.0216.0216.0216 + A.0216.0216 + A.0116

Phép nhan mdt byte A voi 09:6 = 000010012 s& tuong tu nhu sau:

A.0916=A.0816 + A.0l16= A.0216.0216.0216 + A.0116

Trién khai thanh cac so dd logic:

Phan tich mdt byte khi nhan vo1 0216, 0416 va 0816 thi tdch thanh 3 cép nhu hinh
dudi, cac byte con lai sé tuong tu:

inv_mixColumns_in[127:120] byte15_mul2[7:0]
— mul2 L »

byte1s _muld[7-0]

mul2
L byte15 mul8[7:0]
mul2 »

Hinh 3.30: Tach mot byte thanh 3 cap
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Minh hoa byte[15] nhan vo1 Oeis, Obis, 0dis va 0916 1an luot duoc trién khai, cac

byte con lai s€ tuong tu:

byte15_mulg[70]_____, | bg,.-te15_mull[lle[?:'|]]

byte15_mul2[7-0]

byte15_muld[7- U]—"—L /

byte15_mul8[7: U]—:-—\h byte15_mul0b[7-0]

byte15_mul2[7- IIJ]—:-—|
inv_mixColumns_in[127: 12[]]—:-—}-1 /
L

oytets_maB70L 8 N pyits muiodfr o)

inv_mixColumns_in[127: 12[]]—:-—| |
byte1s muld[70]——*

/

byte15 _mul3[7:0] —;.Jh—\ byte15_mul09[7:0]

inv_mixColumns_in[127: 120]—,%/
/

Hinh 3.31: Trién khai minh hoa mot byte nhan v&i Oeis, Obis, 0dis va 0916

Tiép theo, thyc hién phép XOR dé thu dugc két qua sau budc InvMixColumns cua

cOt dau tién trong ma tran trang thai, cac ¢t con lai s€é dugc trién khai tuong tu:

invmixColumns_in[31:0] - after_invmixColumns[31:0]
= »inv_mix_col >

byte15_mulle[7:0

b;:EM mul[]b{? U{—:j\fl" \'aﬂ,ar_inu_n?ix{:nlun:ns[ii‘l:2-’-1]

byte13_mul0d[7:0

byte12_mul09[7:0 r ;f _/

Eﬁg]% mﬂlgﬁ ;g E— | \after iy mlxﬂulumns[ZE 16]

byte12 mul0d[7:0] ———»

bytel5_mul0g[7:0]

byte13_mul0e[7:0
byy}em mulﬂb{? []% ——+ \aﬂer inv m|x(30|umn5[15 8]

byte15_mul0d[7-0] —.}:)” /
y /]

byte14d mul09[7:0]
byte12 mulle[7.0]

byte13_mul09[7:0] —

\
byte15 _mul0b[7:0] —,."ﬂv\aﬂer_inv_mixﬂolumns[?:{ll]
byte14_mul0d[7:0] —:-7L/ *

Hinh 3.32: Két qua cua cot dau tién trong ma tran trang thai

Trién khai thiét ké chtrc nang InvMixColumns phtic tap hon MixColumns, yéu cau

phai chia nho phép nhan va XOR dé dua vé dang nhan co ban, rdi sau d6 s& XOR ching

lai v6i nhau. Hoan thanh budc thiét ké mire thap nay thi chuyén qua budc tiép theo.
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3.3.3. Thiét ké 16i AES Inv Key Expand

Chtrc nang ma hoa sé dung khoa vong tir 1 téi 10, con chltc nang giai ma s€ s
dung khoa tir 10 vé 1. Cach thiét ké thong thuong 1a dung mang dé luu khoa vong trong
qua trinh ma héa, qua qua trinh giai ma sé& ldy do6 va dung lai, tuy nhién cach nay s& gay
t6n tai nguyén bo nhd. Bé giai quyét didu nay, phan nay s& thiét ké chirc ning bién doi
khoa nguoc theo thuat toan quy dinh.

Tuy nhién, nhu da dé cip ban dau, hai chtrc ning ma hoa va giai ma sé hoat dong
doc 1ap vi thé thur ty khoa vong sé& tinh tir vong 1 t6i 10 chtr khong phai tinh nguoc lai
tir 10 vé 1. Nguyén tic tinh ctia Inv Key Expansion bién doi khoa n+1 tir khéa thir n nhu
sau:

Moi khoa gom 4 word v6i word[3] 1a MSB va word[0] 1a LSB

word[0] ctua khoa thr n+1= word[0] cua khoa thir n XOR word[1] ctia khoa thir n

word[ 1] cta khoa thtr n+1 = word[ 1] ctia khoa thir n XOR word[2] cua khoa thir n

word[2] cua khoéa thtr n+1 = word[2] cua khoa thir n XOR word[3] cua khéa thir n

word[3] ctia khoa thtr n+1= word[3] cua khoa thir n XOR véi gia tri sau khi bién

d6i word[0] ctia khoa thir n+1 (da tinh trén ddy) qua cac bude:

+ RotWord: dao byte MSB xuéng LSB

+ SubWord: ing v6i function aes128 sbox()

+ InvAddRcon: 1y ngd ra SubWord XOR véi gia tri Rcon chon tir function

aes128 rcon_inv(). Function ndy chon Rcon theo gié tri cia round num[3:0]. Tha

tu gia tri Rcon dugc dung bi ddo so véi qué trinh ma hoa.

round_key_10{127 0|
— ]
found_num(3.of

Hinh 3.33: So d6 logic cua 16i AES Inv Key Expand

Khoa mi dau tién dua vao 1a round key 10[127:0] s& duoc gan cho word[3] 13
bit[127:96], word[2] 13 bit[95:64], word[1] 14 bit[63:32] va word[0] 12 bit[31:0] dé tinh
khoa vong tiép theo s& thyc hién twong ty nhu mé ta & trén. Sau khi c¢6 két qua ctia w[0]
ctia vong tiép theo thi sé& trai qua cac phép bién d6i RotWord, SubWord va InvRcon dé
tao ra word[3] ctia vong d6. Cubi cung két qua cua khoa vong tiép theo duoc tao ra gan
vao round_key[127:0], stt dung FF dé chét gia tri khoa sau mdi vong tao khoa. Két qua

cua dau ra cua khoa thir n s€ 1a dau vao dé tinh khoa thtr n+1 nén c6 duong tin hi¢u di
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nguoc vé 1a round key reg[127:0], ¢t thuc hién lién tuc vay 10 vong tao khoa ma.
3.3.4. M6 td RTL

Tir thiét ké & muc thip, dung ngon ngit Verilog dé viét mo ta thiét ké do, sau do
chay kiém thtr xem c6 13i gi khong, hoat dong c6 dung nhu mong mubn khong. Sau day

1a doan code Verilog mo ta thiét ké module top cua 161 AES decipher:

cipher_text[127:0]

round_key_10[127:0] plain_text[127:0]
il imaie. g —
clk decipher | decipher ready ¢ key 10

rst n utput wire decipher
e oty ire [127:6

cipher_text[127:0] plain_text[1 37: 0] ..
round_key_10[127:0] B decipher_ready
“|AES decipher| begin_round
= | e round_numf{3:0]
bt mdr Sl il ‘
rst_ n - rkey_en i

round_inv_key[127:0]

round_key_inv_out[127:0]

rkey_en 2. expand
rst n 0
| k| AES Inv Key [CURd_Pum{3.0}
Expand .
begin_round
ound_key_10[127:0] P!

ndmoda e

Hinh 3.34: Mo ta RTL module top ctia AES decipher

Sau khi hoan thanh buge viét m3 RTL, tién hanh bién dich va chay kiém tra va stra
18i, dam bao thiét ké chinh xac nhu yéu cau. Néu phat hién 15i sai thi quay lai kiéu tra
thiét ké khdi mirc thap dé thay dodi thiét ké cho phu hop. Sau d6 tiép theo chuyén qua
budc xac minh chirc ning cua thiét ké 15i IP mém AES-128.
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Chuong 4: XAC MINH LOI IP MEM CHUAN AES-128

4.1. Gi6i thiéu chwong

Trong chuong nay, sé& trinh bay chi tiét quy trinh xac minh 18i IP mém chuan AES-
128, 1a mot budce quan trong trong viéc dam bao tinh dung dan va do tin cay cua thiét ké
phén cung. Quy trinh xac minh dugc thuc hién theo cac budc da dugc dé cap ¢ chuong
1, bao gém: nghién ctru déc ta, 1lap ké hoach xac minh, xay dyng moi truong kiém thir,
phat trién cac thanh phan kiém thir, va cudi cung 1a thuc hién mo phong dé danh gia chét
luong thiét ké.

Tat ca cac hoat dong trong quy trinh xac minh déu dugc xay dung dua trén dic ta
ky thuat cua 161 IP AES-128 da dugc phan tich trong chuong trudc. Dac td nay mo ta rd
cic chic niang chinh cua 15i, bao gém qué trinh m3 héa (encryption), giai ma
(decryption), cing véi cac dic diém k¥ thuat cu thé nhu d6 dai khoa, s6 vong lap thuat
toan, cach cau hinh.

Muc tiéu ciia chuong nay 1a mé ta cach da tiép can va trién khai timg budc trong
qua trinh x4c minh, tir khau phan tich yéu cau dén viéc hién thuc hoa mot moi truong
x4c minh hoan chinh, c6 kha ning phat hién 16i va danh gia do bao phu chirc ning cta
161 IP. Thong qua d6, s& minh hoa cu thé cach cac thanh phan trong méi trudng xac minh
UVM duoc st dung dé kiém tra hoat dong cua 161 AES-128, dam bao réng n6 hoat dong
chinh x4c theo dung dic ta k¥ thuat da dé ra.

4.2. Lap ké hoach xdc minh

Ké hoach xac minh cho 18i AES 1a mét tai liéu quan trong trong qua trinh phat trién
va kiém thtr thiét ké, dong vai tro dinh hudng va quan 1y toan bo hoat dong xac minh.
Tai liéu nay bao gdm viéc xac dinh cic chirc ning can kiém tra, xay dung cic truong
hop kiém thir cu thé, thiét 1ap muc tiéu xac minh, cau hinh méi truong kiém thir, xac
dinh cac két qua mong doi ciing nhu céc tiéu chi danh gia.

Muc dich chinh ctia ké hoach x4c minh 1a dam bao qué trinh kiém thtr dién ra mot
cach dﬁy du, hiéu qua, nhét quan va cé h¢ théng. Mot ké hoach dugc xay dung chat ché
s& gitip giam thiéu i ro trong thiét ké, dam bao rang 161 AES hoat dong chinh xac theo
yéu cau dit ra, dong thoi gitp t6i wu hoa qua trinh phat hién va stra 16i, tir d6 rit ngan
thoi gian phat trién san pham.

Trong pham vi ké hoach nay, viéc xac minh 15i AES s& tap trung vao ba chic ning
quan trong: mi héa (encryption), giai ma (decryption) va reset (khoi tao lai hé thong).

MG&i chire ning s& duoc kiém tra thong qua nhiéu tinh hubng khac nhau, dam bao rang
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161 AES c6 thé hoat dong chinh xéc trong moi truong hop c6 thé xay ra. Tong cong, s&
c6 tam trudng hop kiém tra (test cases) dugc xdy dung, bao quat tir cac kiém thir chirc
ning co ban dén cac truong hop dic biét va kiém thir hiéu suat.

Dau tién, chirc ning reset s& dugc kiém tra théng qua hai trudng hop: reset trong
qua trinh ma héa va reset trong qua trinh giai ma. Muyc tiéu chinh cta bai kiém tra nay
12 dam bao rang khi tin hiéu reset duoc kich hoat, 161 AES phai ngay lap tirc giai phong
toan bo dit liéu hién co va dua vé trang thai ban dau. Diéu ndy rat quan trong trong céc
ung dung thuc té, noi mot qua trinh ma hoa hodc giai ma co thé gap su ¢ hodc can khoi
dong lai gitta chirg ma khong 1am anh huong dén tinh bao mat va tinh nhat quan cua
dir liéu. Pé ciu hinh cho 2 truong hop nay, 161 AES va moi trudng kiém thtr s& duoc
thiét 1ap & ché do ma hoa hodc giai ma, sau d6 dit liéu dau vao (data_in) s& duoc tao mot
cach ngdu nhién dé dénh gia kha ning xtr Iy voi nhiéu loai dit liéu khac nhau. Tin hiéu
reset s& duoc kich hoat tai nhitng thoi diém ngiu nhién trong qua trinh hoat dong nham
kiém tra phan tmg ctia hé théng khi bi gian doan & céc giai doan khac nhau. Bé dam bao
tinh on dinh, bai kiém thir s& duogc lap lai 10 1an véi cac diéu kién khac nhau. Két qua
mong doi sau khi reset 1a dit liéu dau ra (data_out) phai tré vé 128'h 0 va tin hiéu finish
phai bang 1, x4c nhan rang qua trinh xir Iy di ding dung cach va hé thong sin sang cho
cac tac vu tiép theo.

Bang 4.1: Lap ké hoach xac minh chirc ning ma héa trudng hop reset

Ma hoa AES RESET_ENCRYPTION

Mo ta 01. Muc tiéu kiém tra: Pam bao rang qué
trinh m& héa giai phong di liéu sau khi
reset.

02. Thiét lap:
- Xac dinh CIPHER
- Dit liéu ngau nhién

Reset - Thoi gian ngau nhién cho tin hiéu reset
Test - Lap lai 10
03. Ky vong: data_out =128'h0, finish =1

Phwong phap kiém tra Kiém tra dang song

Su wu tién Cao

Panh gia béi ki sw cap cao | Co

Pwoc tao Thu cong

Cai dat - define CIPHER

- aes_multi_seq
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- set reset time

- repeat(10)
Tén trwong hop kiém tra | aes_test_reset_enc
Két qua PASS

Bang 4.2: Lap ké hoach x4c minh chirc ning giai ma truong hop reset

Giai ma AES RESET_DECRYPTION

Mo ta 01. Muc tiéu kiém tra: Bam bao rang qua
trinh giai ma giai phong dir liéu sau khi
reset.

02. Thiét lap:

- Xac dinh DECIPHER

- Dir liéu ngau nhién

- Thai gian ngau nhién cho tin hiéu reset

- Lap lai 10
Reset 03. Ky vong: data_out =128'h0, finish =1
Test | Phwong phap kiém tra Kiém tra dang song
Su wu tién Cao

Panh gia béi ki sw cap cao | CO

Puwoc tao Thu cong

Cai dat - define DECIPHER
- aes_multi_seq

- set reset time

- repeat(10)
Tén truong hop kiém tra | aes_test_reset_dec
Két qua PASS

Tiép theo 1a chirc ning ma hoa va giai ma, véi mdi chirc ning s& co 3 truong hop
kiém thir 1 kiém tra ché 46 ma hoa/giai ma, kiém tra ma hoa/giai ma nhiéu khoi dir liéu,
va kiém tra voi dit liu bién.

Trong d6 trudng hop kiém tra ché d6 md héa/giai ma muc dich dé kiém tra xem
16i AES c6 thyc hién ding chirc ning mi héa hodc giai ma khi duoc cau hinh hay khong.
16i AES va méi truong s& duge cau hinh 1a ma hoa hodc gidi mi va thiét 1ap voi khoa va
dit liéu dau vao cd dinh, sau d6 dau ra s& duoc so sanh véi gia tri da dinh trude. Pay la

mdt budc quan trong nham xac minh rang ché do ma hoa hodc giai ma cé dugc kich
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hoat dting cach va thuat toan hoat dong nhu mong doi. Bai kiém thir nay str dung phuong

phap waveform checking, qua trinh xac minh s€ dugc thuc hién tha cong.

Bang 4.3: Lap ké hoach kiém tra chirc ning ma hoa bang kiém tra dang song

L&i méa hoa AES MODE_DEFINETION_ENCRYPTION

M0 ta 01. Muc tiéu kiém tra: Xéac minh rang 16i AES
hoat dong chinh xac ¢ ché do ma hoa khi duoc
xac dinh
02. Thiét lap:
- Xac dinh CIPHER
- bat data_input, gia tri khéa
03. Ky vong: Dit liéu thuc té (tir DUT) = gia tri
duoc xac dinh trude mong doi.

Phuong phap Kiém tra dang song

Encryption | kiém tra
Test Sw wu tién Cao

Panh gid béi ky | C6

sw cAp cao

Puwoc tao Thu cbng

Cai dat - define CIPHER
- data_input =

00112233445566778899%aabbccddeeff
- key = 000102030405060708090a0b0c0d0e0f

Tén trwong hop

aes_test definetion_enc

Kiém tra
Két qua PASS

Béng 4.4: Lap ké hoach kiém tra chirc nang giai ma bang kiém tra dang séng
LGi giai ma AES MODE_DEFINETION _DECRYPTION
M0 ta 01. Muc tiéu kiém tra: Xac minh rang I6i AES

hoat dong chinh xac & ché d6 ma hoa khi dugc
Decryption xac dinh
Test 02. Thiét lap:

- Xac dinh DECIPHER
- bat data_input, gia tri khéa
03. Ky vong: Dit liéu thuc té (tir DUT) = gia tri
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duogc xac dinh trudc mong doi.

Phwong phap

Kiém tra dang song

Kiém tra

Sw wu tién Cao

Danh gia béi ky Cé

sw cAp cao

Pwoc tao Thu cong

Cai dat - define DECIPHER
- data_input =

69c4e0d86a7b0430d8cdb78070b4c55a
- key = 13111d7fe3944a17f307a78b4d2b30c5

Tén trwong hop
Kiém tra

aes_test definetion_dec

Két qua

PASS

Dé danh gia kha nang xir 1y lién tuc cia 16i AES, trudng hop kiém thir ma hoa/giai

ma nhi€u khoi dit li¢u s€ thuc hién ma hoéa trén nhiéu gia tri dit liéu dau vao duogc tao

ngau nhién. Viéc kiém tra voi dit liéu da dang gitip phat hién céac 18i tiém an trong thuat

toan va dam bao 18i AES c6 thé van hanh 6n dinh trong diéu kién thyc té. Bai kiém thir

nay dugc lap lai 1000 1an voi cac gia tri dir liéu khac nhau. Pé dam bao d6 chinh xac,

dau ra cua 16i AES sé& duoc so sanh v6i golden data tir mot mo hinh tham chiéu. Phuong

phép x4c minh str dung scoreboard checking, gitp tu dong so sdnh va phat hién sai sot,

dam bao qua trinh kiém thir dién ra hiéu qua.

Bang 4.5: Lap ké hoach kiém tra chtrc ning ma hoa bang kiém tra scoreboard

Encryption
Test

Loi ma héa

AES_ENCRYPTION

M0 ta

01. Muc tiéu kiém tra: Xac minh chirc ning ma
hoa cua I6i IP khi tao ngau nhién nhiéu chudi dix
liéu va khoa.

02. Cai dit:

- Xac dinh CIPHER

- Ngau nhién hoa dir liéu

- Lap lai 10

03. Ky vong: Dit liéu thuc té (tir DUT) = dit liéu
tham chiéu (tir md hinh tham chiéu)
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Phwong phap Kiém tra scoreboard
Kiém tra

Su wu tién Cao

Panh gia béi ky Cé

sw cAp cao

Puwgrc tao Tu dong

Cai dat - define CIPHER

- aes_multi_seq

Tén treong hop

aes_test_continuous_enc

Kiém tra
Két qua PASS
Bang 4.6: Lap ké hoach kiém tra chirc ning giai ma bang kiém tra scoreboard

L6i ma héa AES DECRYPTION

MO ta 01. Muc tiéu kiém tra: Xac minh chtc nang
giai ma cuaa 16i IP khi tao ngau nhién nhiéu
chudi dir liéu va khoa.
02. Cai dit:
- Xac dinh DECIPHER
- Ngau nhién hoa dir liu
- Lap lai 10
03. Ky vong: Dit liéu thuc té (tir DUT) = dix liéu
tham chiéu (tir md hinh tham chiéu)

Decryption
Test Phuong phap Kiém tra scoreboard

Kiém tra

Su wu tién Cao

Panh gia béi ky Cé

sw cap cao

Puoc tao Ty dong

Cai dat - define DECIPHER

- aes_multi_seq

Tén trwong hop
kiém tra

aes_test _continuous_dec

Két qua

PASS
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Cubi cung, trudng hop kiém thir v6i dit liéu bién dugce thiét ké dé danh gia kha
nang xtr 1y cac gia tri ddu vao dic biét cua 161 AES. Mot sb dang dit liéu co6 thé gay ra
161 hodc anh hudng dén hiéu suit cta thuat toan, do d6 can kiém tra xem hé théng 6 thé
xtr Iy chinh x4c nhirng trudong hop nay hay khong. Hé thong s& duoc cung cép cac dit
liéu dau vao co gia tri 16n nhat, gia tri nhé nhét, gia tri gitra, xen k€ 1010 hoac 0101.
Viéc kiém tra nay giup dam bao 15i AES c6 thé xir Iy moi loai dir liéu, ké ca cac truong
hop dic biét ma thuat toan c6 thé gap khé khan.

Bang 4.7: Lap ké hoach xac minh chirc ning ma héa véi cac trudng hop dic biét
L6i ma héa AES BOUNDARY_DATA _ENCRYPTION
M0 ta 01. Muc tiéu kiém tra: Xac minh di liéu dau ra

chinh xac nhu mong doi vai dit liéu dau vao

02. Thiét lap:

- Xéac dinh CIPHER

- Géan dit liéu vai cac gia tri cu thé

03. Ky vong: Dit liéu thuc té (tir DUT) = dit liéu
tham chiéu (tir m6 hinh tham chiéu)

Phwong phap Kiém tra scoreboard
kiém tra
Sw uu tién Thap

Dénh gia béi ki | C6
Encryption | sw cap cao

Test Puworc tao Thu cong

Cai dat - define CIPHER

- data_input[0], key[0] =
128'h00000000000000000000000000000000
- data_input[1], key[1] =
128'hFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
- data_input[2], key[2] =

128 hAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAA

- data_input[3], key[3] =
128'h55555555555555555555555555555555

Tén trwong hop | aes_test_special_data_enc
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kiém tra

Két qua

PASS

Bang 4.8: Lap ké hoach x4c minh chirc ning giai mi véi cac truong hop dic biét

Decryption
Test

LGi giai ma AES BOUNDARY_DATA DECRYPTION
Mo ta 01. Muc tiéu kiém tra: Xéac minh dit liéu dau ra
chinh x4c nhu mong doi véi dit liéu dau vao
02. Thiét lap:
- Xac dinh DECIPHER
- Géan dit liéu vai cac gia tri cu thé
03. Ky vong: Dit liéu thuc té (tir DUT) = dix liéu
tham chiéu (tir m6 hinh tham chiéu)
Phuwong phap Kiém tra scoreboard
Kiém tra
Su wu tién Thap
Panh gia boi ky | Co
sw cAp cao
Pwoc tao Thu cong
Cai dat - define DECIPHER

- data_input[0], key[0] =
128'h00000000000000000000000000000000

- data_input[1], key[1] =
128'hFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
- data_input[2], key[2] =
128hAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA

- data_input[3], key[3] =
128'h55555555555555555555555555555555

Tén treong hop
kiém tra

aes_test special data _dec

Két qua

PASS

4.3. Xay dung moi trwomg xac minh

Viée xdy dung méi truong UVM trong DV (Design Verification) 1a can thiét dé

dam bao qua trinh xac minh dién ra hiéu qua, c6 h¢ thong, dé bao tri va md rong, dong

Sinh vién thyc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 50



Thiét Ké va Xdc Minh Léi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

thoi dap Gmg cac yéu cau chat luong ngdy cang cao trong thiét ké vi mach hién dai. Hinh
4.1 1a mdi truong xac minh duge xay dung cho 13i AES. Trong d6, & tAng cao nhit, test
khoi tao qué trinh kiém thir bang cach goi sequence, chudi cac transaction duoc giri dén
sequencer. Sequencer diéu phdi transaction cho driver, noi chuyén ddi chiing thanh tin
hiéu diéu khién DUT théng qua interface. Trong khi d6, monitor quan sat tin hiéu tir
DUT, chuyén thanh transaction giri dén scoreboard. Scoreboard so sanh két qua thuc té
voi dir li¢u mong doi tir mo hinh. Néu c¢6 sai khac, hé théng s& ghi nhan 16i. M6 hinh
nay giup kiém thir hiéu qua, d& bao tri va hd tro tai st dung cac thanh phan trong
testbench.

4.3.1. Giao dién (Interface)

Giao dién duogc viét bang ngdn ngit System Verilog, 13 mét cau tric dugc str dung
dé nhom céc tin hiéu lién qua lai v6i nhau, gitp don gian hoa viéc két ndi va quan 1y cac
tin hiéu giita cdc module khac nhau trong mot thiét ké phan cting. O méi trudong nay
interface dugc thiét ké dé hd tro giao tiép giita cac thanh phan ctia moi trudng va DUT
(module AES).

Testbench
Test
Env Scoreboard
Sequence
Model ==+ Compare
ﬁ Sequencer L 1
i :
g :
2 £
Driver Moaonitor

Interface

!

DUT

Hinh 4.1: Moi truong xac minh cho 161 AES

Giao di¢n AES duogc khai bao véi hai tin hi€u 1a xung clk (clock) va rst_n (reset),
dugc st dung dé d@)ng bd hoa va dat lai giao di€n, data_input 1a dir liéu géc can mi hoéa

hodc dir liéu ma hoa can gidi ma, data output 1a két qua sau khi qua trinh ma hoa hoac
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giai mi hoan tat, key 1 khoa ma hoa dung cho thuat toan AES va tin hiéu finished bao

hiéu hoan thanh qua trinh xtr 1y.

4.3.2. Giao dich (Transaction)

Transaction la 16p dai dién cho mot don vi dir li€u dugc truyén gitra cac thanh phz‘in
cua testbench, thuong dugc goi 1a sequence item. Transaction dong vai tro trung gian
giira sequence, driver, va monitor, ddng thoi mang theo cic thong tin can thiét dé kiém
thir DUT.

Transaction dugc khai bao véi 3 truong la data input, key, data_output. Trong do
data_input, key 1a hai truong dugc dinh nghia ngau nhién (randomizable), chiing twong
g voi dit liéu dau vao va khéa ma hoa dung trong qua trinh kiém thir AES, khi duoc
tao trong sequence, cac gia tri nay s€ dugc gan ty dong hoac theo rang budc. Data output
1a dir liéu dau ra tir DUT sau qué trinh ma hoa/giai ma, trudng nay khong can tao ngiu

nhién vi n6é dugc DUT tao ra, va thuong dugc dién bdi monitor.

4.3.3. Chuéi l¢nh (Sequence)

Trong moi trudng xac minh theo chuan UVM sequence 14 thanh phan chiu trach
nhiém sinh ra cic giao dich (transaction) dwgc gui dén driver dé kich thich thiét ké
(DUT). PBéi voi IP ma hoa AES, cac sequence s& dong vai tro tao ra cac bo dir liéu dau
vao (plaintext) va khoa ma hoa (key), sau d6 quan sat va so sanh két qua dau ra dé xac
minh tinh ding dan cta thuit toan.

Trong dd 4n ndy, cac sequence dugc thiét ké dua trén mot 16p co sé chung
aes_base sequence, sau d6 md rong thanh nhiéu 16p con nham kiém thir & cac cap do
khac nhau, bao gém: kiém thir don 1¢ (single test), kiém thir ngdu nhién (random test),
va kiém thir truong hop dic biét (special pattern test). Mdi nhom déu duge thuc hién

cho c4 hai chtrc ndng ma hoa (encryption) va gidi ma (decryption).

4.3.4. Trinh diéu khién (Driver)

Driver déng vai tro trung gian gitta moi truong kiém tra (testbench) va thiét ké
(Design Under Test — DUT), dam nhan nhiém vu chuyén doi cac giao dich & cap do triru
tugng (transaction-level) sang tin hiéu cu thé (pin-level) diéu khién vao DUT. Trong hé
thong kiém tra AES, driver dugc thiét ké dé xtr Iy cac giao dich ma hoa va giai ma dwa
trén thuat toan AES-128.
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Start

get _next_item

&>

Y

‘ repeat 10 -

Y

vif.data_input <= aes_trans.data_input
vif.key <= aes_trans.key

seq_item_port
has_do_available

@ posedge clk
Y |

k4

item_done

Hinh 4.2: So d6 ludng hoat dong cua AES driver

Bit ddu xtr 1y giao dich: Driver sir dung phuong thirc get_next_item() dé nhan mot
transaction tir sequence. Transaction nay chtra cac truong dir liéu nhu data_input, key
va sau d6 DUT sé& xur 1y dé tao ra data_output.

Ch¢ tin hiéu reset: Trude khi dua dit liéu vao DUT, driver s& doi cho dén khi tin
hiéu rst_n duoc nha (logic 1), dm bao DUT da thoat trang thai khdi tao va san sang
hoat dong.

Cung cip dir liéu vao DUT: O canh Ién tiép theo ciia xung nhip xung clk, driver
gan gia tri data_input va key tir transaction vao cac tin hiéu diéu khién twong tmg trong
interface. Viéc sir dung @posedge clk dam bao tinh dong bo khi truyén tin hiéu vao. Vi
DUT thuc hién mé héa hodc giai ma trong 10 chu ky nén s& truyén dir liéu vao DUT
trong 10 chu ky d6 ho bang 1énh repeat(10).

Kiém tra su sin sang nhan giao dich tiép theo: Driver tiép tuc chd doi dén khi

seq item porthas do available() tra vé true, tirc 1a sequence di sin sang giao thém
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transaction.
Két thuc giao dich: Khi qua trinh truyén dir liéu két thuc, driver goi item done()

dé bao hiéu transaction di hoan tat xtr 1y, cho phép sequence gui transaction tiép theo.

4.3.5. Bo giam sat (Monitor)

Trong kién trac UVM, monitor c6 nhiém vu quan sat tin hiéu tr DUT (Design
Under Test) mot cach bi dong (khong diéu khién), sau d6 thu thip thong tin va truyén
cac transaction vé scoreboard thong qua analysis port dé phuc vu so sanh va danh gia
két qua. Trong d6 an nay, monitor ctia 161 AES duoc thiét ké gém hai nhiém vy chinh:
kiém tra tin hiéu hoan tit (check finish signal) va thu thap, gui dit liéu
(collect_send_data).

S0 Sta—\\-ﬂ

=3 i@ posedge vif.clk

wif finished =1
vif.rst_n =1

vif.finished =0
wif.rst_n =1

52

53

h F

count=10 count=10 count ++
finished_flag = 1 finished_flag = 0 finished_flag=10

Hinh 4.3: So d6 ludng hoat dong ctia nhiém vu check finish signal

So d6 Hinh 4.3 thé hién nhiém vy theo ddi tin hiéu finished do DUT xuét ra dé xéc
dinh thoi diém qué trinh md héa hodc giai ma hoan tat. Viéc xac dinh chinh xac thoi
diém két thiic giup qua trinh thu thap dit liéu duoc dong bo va chinh xéc.

Quy trinh hoat dong duoc mé ta qua so dd trang thai nhu sau:

Tai mdi chu ky canh 1én ciia xung nhip xung clk, monitor kiém tra xem hé thong

da thoat trang thai reset (rst n == 1) hay chua.
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Néu tin hiéu finished == 1 dong thoi rst n == 1, bién dém count s& duoc theo dai.
Néu count dat gia tri 10, c& finished flag duoc kich hoat (finished flag = 1) va count
duoc dat lai.

Néu finished == 0 va hé thdng van dang hoat dong (rst n == 1), count s& ting dan
theo tirng chu ky clock.

Néu bat ky diéu kién nao khong thoa man, count s& dugc reset vé 0 va finished flag

cling s€ vé 0.

@ posedge
vif.clk

trans = aes_{fransaction

57 trans.data_input =
vif.data_input

trans.key = vif key

r

@ posedge vif.clk
53 wait (finished_flag =1)

v

<4 | trans data_output=vif data_output
v

55 analysis_port.write(trans)

Hinh 4.4: So d6 ludng hoat dong ctia nhiém vu collect_send_data

Sau khi phat hién qua trinh ma héda hodc gidi ma da hoan tat, monitor s& tién hanh
thu thap dir li¢u tr DUT va gui vé scoreboard dé so sanh, luéng hoat dong cua nhiém vu
collect_send_data dugc thé hién ¢ Hinh 4.4.

Dau tién Monitor chd diéu kién hé théng 6n dinh (rst n==1) va bién count ==
(bét dau phién kiém thir mai). Mot transaction moi dugce khdi tao tir 16p aes_transaction,
cac truong data_input va key dugc gén gia tri trt DUT thong qua interface. Monitor doi
canh 1én ké tiép cua xung clk va cho cho dén khi co finished flag == 1, diéu nay bao

dam dir liéu dau ra da sin sang. Trudng data_output cla transaction dugc gan tir output

Sinh vién thuc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 55



Thiét Ké va Xdc Minh Léi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

thuc t& cia DUT. Cudi cung, transaction duogc giri téi scoreboard thong qua

analysis_port.write(trans) dé thuc hién so sanh.

4.3.6. Bing doi chiéu (Scoreboard)

Scoreboard dong vai tro 13 thanh phan chinh dung dé kiém tra tinh ding dén cia
dit liéu dau ra tir DUT. Scoreboard AES thuc hién so sanh gitra dir li¢u thuc té tir DUT
va dit liéu mong doi dugc tao ra tir md hinh tham chiéu (reference model). Néu két qua
khép, hé thdng ghi nhan mot phép kiém thanh coéng; néu sai khac, scoreboard s& canh

bao va ghi nhan 1061.

50
51 rst_flag =1 no
CIPHER
yes no
¥ ¥
AES_encrypt_modelitrans.data_input, AES decrypt_model(trans.data_input,
trans key, mdel_data_out) trans.key, mdel_data_out)

model_data_out =
trans. data_output

| error(Mismatch)
error_cnt ++;

info{Match)

»
yes no

Hinh 4.5: Luff)ng hoat dong cua Scoreboard

Quy trinh xt 1y dit liéu trong scoreboard dugc trinh bay chi tiét qua so do ludng
nhu Hinh 4.5. Pau tién Scoreboard chd nhin mét transaction tir monitor théng qua
analysis port. Transaction ndy bao gdm data_input, key, data_output. Sau d6 kiém tra tin

hiéu reset (rst_flag = 1?), néu hé thdng dang trong trang thai reset (rst flag == 1),
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scoreboard s¢ khong thuc hién kiém tra dé tranh sai 1éch do dit liéu chua 6n dinh. Tiép
theo 1a kiém tra ché d6 ma héa hay giai ma, néu ché do 1a mi hoéa (CIPHER == 1),
scoreboard goi mo6 hinh AES encrypt model (trans.data input, trans.key,
model data out), néu ché do 1a giai md (CIPHER == 0), scoreboard goi
AES decrypt model (trans.data_input, trans.key, model data out). Sau khi thu dugc
model data_out tir mé hinh, scoreboard thuc hién so sanh véi trans.data_output (két qua
thue té tir DUT). Néu hai két qua khép nhau, scoreboard ghi log théng tin "Match" dé
bao thanh cong, néu khong khép, scoreboard ghi log 16i "Mismatch" va ting bién dém

161 error_cnt.
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Chuong 5: KET QUA MO PHONG VA PANH GIA

5.1. Gi6i thiéu chuong

Chuong nay thuc hién mo phong hoat dong cua 161 IP & cac chltc ndng ma hoa va
giai ma. Kiém tra cic trudng hop dic biét va quan sat két qua dang song dé xac minh
tinh dung dan cia 16i AES.

5.2. M phéng va danh gia thiét ké dic ta

Phan nay 1a két qua mo phong kiém tra thiét ké mé ta RTL & chuong 3, thuc hién
kiém tra tirg chtrc ning ma hoa va giai ma.
5.2.1. M6 phong thiét ké RTL 16i AES cipher

Sau khi hoan thanh mé ta RTL cho thiét ké, s& thuc hién mé phong va kiém tra 13i
cta thiét ké. Phan nay sé& trinh bay két qua cua thiét ké mo ta RTL cua khéi muc cao 16
AES ma hoa.

Str dung cong cu Cadence Xcelium dé chay mé phong, ban dau sé& cau hinh 13i IP
hoat dong chtrc ning ma hoa, sir dung ngdn ngit Verilog dé tao testbench cho 15i IP va
tao dir liéu gan cho gia tri dau vao la data_input va key. Két qua dau ra s& 1a gia tri

data_output va tin hi¢u finished b4do hoan thanh qua trinh ma hoa.

Hinh 5.1: Két qua khi 18i IP hoat dong & chirc nang ma hoa

Trong Hinh 5.1, thuc hién tao dit li€u data in va key, dir liéu data_in s€ dugc gan
cho plain_text va key s& duoc gan cho cipher key, két qua dau ra 1a dit liéu duoc ma
hoa cipher text out gén cho data_out, tin hi¢u cipher ready dugc gan cho finished. Voi
dir liéu cAn m3 hoa va khoa nhu da tao, sir dung ung dung kiém tra thi thu duoc két qua
khép véi két qua cia 16i IP, diéu nay chimg t6 16i IP hoat dong chirc ning mi hoa dung
nhu mong doi, c¢6 thé trién khai budc tiép theo trong quy trinh thiét ké ASIC.
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AES key (in hex): [000102030405060708090a0b0c0d0EOf |
Input Data (in hex):|00112233445566778899aabbccddeeft |
[ Encrypt it | 69c460d86a7b0430d8cdb78070b4c55a |
| Decrypt it: | | |

Hinh 5.2: D liéu ma héa Encrypt st dung tng dung kiém tra

5.2.2. M6 phong thiét ké RTL 16i AES decipher

Tiép theo s& kiém tra chirc ning giai mi cua 13i IP, ciing thuc hién twong tu nhu
phan giai ma. Khi thyc hién chirc ning giai ma thi chirc ning con lai khong hoat dong.
Dit liéu dau vao data_in lac nay sé& duoc gan cho cipher text va key s& dugc gan cho
round key 10, két qua dau ra 14 plain_text s& duogc gan cho data_out va decipher ready
s€ dugc gan cho finished.

Tuong ty ciing st dung cong cu Cadence dé kiém tra va thu dugc két qua nhu hinh

bén dudi:

B Curpor—Bare| i == 115, 000px

Hame O Cursor

Hinh 5.3: Két qua khi 151 IP hoat dong & chtrc ning giai ma

St dung cong cu kiém tra ciing thu duoc két qua tuwong tu nhu 16i IP hoat dong
chte nang giai ma. Do ung dung kiém tra nhan key dau vao cta qué trinh ma hoa sau
d6 bién d6i khoa nhidu vong dé tao khoa vong 10 1am dau vao cho qua trinh giai ma nén
khi kiém tra s& nhap key chung cho 2 chiic niang. Chirc ning giai ma hoat dong diing,

dam bao budc mé ta thiét ké di dang, c6 thé qua budc tiép theo 1 xac minh thiét ké.

AES key (in hex): ‘000102030405060?0SOQDaODDCOGOeUf
Input Data (in hex):‘69c4e0d86a?b0430d80db?80?Ob4c:55&1
\ Encrypt it: \ ‘
| Decrypt it: | ‘001 12233445566778899%aabbccddeeff

Hinh 5.4: Dir lidu giai ma Decrypt st dung ing dung kiém tra
5.3. M6 phoéng xac minh chirc ning
5.3.1. Gidi thiéu vé cong cu sir dung trong phin xdc minh thiét ké

Cadence Xcelium la mgt cong cu mo phong logic s6 hi¢u suat cao dugc phat trién
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boi Cadence Design Systems, dugc st dung rong rai trong thiét ké va xac minh vi mach
s6 (digital design verification). Xcelium hd tro nhiéu ngén ngit mé ta phan cing nhu
Verilog, SystemVerilog, VHDL va hd tro tich hop véi cac testbench nang cao nhu UVM.
Cong cu ndy ndi bat voi kha ning mo phong da ludng (multi-threaded simulation), cho
phép tan dung stirc manh xir Iy caa CPU hién dai dé ting téc qua trinh mé phong. Ngoai
ra, Xcelium ciing hd tro xc minh formal va mo phong hon hop gitra analog va digital
trong cac hé thong SoC phirc tap. Day 1a mot giai phap toan dién danh cho cac k§ su
thiét ké va xac minh IC nham kiém tra chirc nang, hi¢u nang va do tin cay cua thiét ké
trude khi ché tao silicon.

5.3.2. M6 phéng va két qud xdc minh chirc ning ma héa

Xac minh chirc ning hoat dong cuia tin hi€u reset:

Tin hiéu reset khong ddéng bd va hoat dong murc thap, khi tin hiéu rst n = 0 tac
dong thi dir liéu hién tai dang ma hoa sé& bi x6a vé 0. Sau khi rst_n = 1 thi s& ngung tac
dong va qua trinh ma hoa sé 1y dit liéu ngay tai thoi diém sudn 1én xung clk cia chu ki
xung clk tiép theo do.

Hinh 5.5: Dir liéu ma hoa khi ¢6 tac dong cua tin hiéu reset

Nhin vao dang song ban dau reset chua tac dong thi tin hiéu rst_n = 1, khi c6 tac
dong tai thoi diém 130ns thi tin hiéu rst_n = 0, luc ndy chirc ning ma hoa sé& bi x6a vé
trang thai ban dau, dix liéu dang ma hoda hién tai s€ bi x6a. Tai thoi diém 210ns, tin hiéu
rst n =1, sau d6 tai thoi diém 220ns tin hiéu finished = 0, bd mi sé tiép tuc ma hoa, va
ltc nay, dir liéu ma hoa s& bt tai thoi diém 220ns véi:

data_in[127:0] = 128'h 4748410c6e55b352c8b6e2a38f0d83b1 va

key[127:0] = 128'h6724f2498618ab19396d1843c8%ace3 1

Tai thoi diém 320ns sé tao ra két qua dugc ma hoa la:

data_out[127:0] = 128’h1debdd6aaa2c30fd0e5f237468349634.
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| & Baseline~=0
I EX Cursor-Bave] fne v = 320ns

Hinh 5.6: Dir liéu dugc ma hoa sau 10 chu ki xung clk

Tir két qua kiém tra trén thi thiy tin hiéu reset hoat dong dam bao dung chirc ning
mong muén khi thiét ké, dix 1iéu bi x6a khi c6 tin hiéu tac dong va hoat dong lai ngay
sau khi ngtrng tac dong.

Xac minh ddi v6i dir liéu ma héa 1a mot géi dir liéu:

Str dung tool Cadence Xcelium dé thuc hién chay mé phong, vai dir liéu can mi
héa va khoa lan luot 1a:

data in[127:0] = 128'h00112233445566778899aabbccddeeft;

key[127:0] = 128'h000102030405060708090a0b0c0d0e0f;

Dung cong cu ctia nha cung cip kiém tra thi két qua dir liéu ma héa mong doi 1a:

data out[127:0] = 128’h69c4e0d86a7b0430d8cdb78070b4c55a;

Thuyc hién mo phong dé léy két qua va xem dang song cua dit li€u ra, thu duogc két

qud md phong nhu hinh bén duéi:

& Bagelinev=0
EriCursor-Basel inevs 127ns

Hinh 5.7: Két qua trudng hop kiém tra 16i ma hoa mot goi dir licu

Két qua cho théy 161 IP hoat dong chirc nang ma hoa da chinh xac, dir 1i€éu ma hoa
gidng nhu dit liéu mong doi.

Xac minh d6i v6i dir liéu méi héa 1a nhiéu géi dir liéu:

Tiép tuc véi trudng hop kiém tra thar 2, khi dir liéu can ma hoa s& 1a mot chudi
nhiéu g61 dir licu ngﬁu nhién duoc dua vao lién tuc. Khi thuc hién kiém tra truong hop
nay, 18i IP can phai thyc hién ma hoa lién tuc, ting thoi diém yéu cau cac chirc ning
trong 11 thue hién bét dung dit lidu.

Dit liéu can m3 hoa va khoa s& 13 10 goi va mot gbi 1a 128 bit, mdi mot gbi thi s&

c6 mot khoa khac nhau, dung ngdn ngit SystemVerilog dé thyc hién.
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Véi dit li¢u vao, khoa dugce tao ngau nhién lién tuc va dir li¢u ra mong muon thu
duoc lan luot la:

Bang 5.1: Kiém tra chtrc ning mé hoa 16 IP vé6i cac goi dir lidu lién tuc

data_in[127:0] 128°h8d74bb05403127ae41a849d30084df85
Goi 1 key[127:0] 128°h73e4e195c0f7390dd3f5¢359997972e0
data_out[127:0] 128’heb18c332c0956157¢7e93¢89e5327d06
data_in[127:0] 128’h b030e3b156c54c13fchl4aelbalead68
Goi 2 key[127:0] 128’h54e4de2cdbd7calbafb24c7236e2580h9
data_out[127:0] 128’h128feOeed3dffdf35ddd7a449d867f67
data_in[127:0] 128°h925456128dea2e1e561021a9d5003a00
Goi 3 key[127:0] 128°he100190d00a4d40dc78a5a203ee7223b
data_out[127:0] 128’h08f60c71a624f2e2959fd83da036d86e
data_in[127:0] 128°h33df1229f29fcdcf4dcdce2b5129a04d
Goi 4 key[127:0] 128°h183692382f5e57121b7dec62b187cf68
data_out[127:0] 128’h5¢3ac1373e84e86947e151956116d1bf
data_in[127:0] 128’h 86f640ea8675d90e3064cf932e9ad74f
Goi 5 key[127:0] 128°h9a7fd7f27963cd9401e7db3621371e4f
data_out[127:0] 128°h8423de58795d9b2d42a6e4660e49he88
data_in[127:0] 128°h8b99e256496¢c4fdbfdf025e36d53df06
Goi 6 key[127:0] 128’h67dbea3bdeb537937ac8269¢c8df50efl
data_out[127:0] 128°h53cc256768e932fd7d8a5519266dfd8e
data_in[127:0] 128’h4fad4cd7839f3844d69d151ec0d54b772
Goéi 7 key[127:0] 128’he0533acd4df31a962fc3f696654ee33d
data_out[127:0] 128 hbf571df2162b527252a4e35d971caa%4
data_in[127:0] 128°hd04094bbc1fabcf018efc70a0e9d6094
Goi 8 key[127:0] 128’h1d6b79b3c909f3c5e0a34cfc35049428
data_out[127:0] 128’ha6a52¢c80f4845b59¢ch8c8e7b8587ae28
data_in[127:0] 128’h0268cea979226121b2f9910f712dda6b
Goi 9 key[127:0] 128’ha59685285f6¢cc07123f8fff401c8ebee
data_out[127:0] 128’hea88b82c9a6620aef48ddcc7158183b3
data_in[127:0] 128’hf3f8524c5ddac2f8eb5930ce350624f7
G6i 10 | key[127:0] 128’hd8dccee7ffbc0620a36a378039291d1d
data_out[127:0] 128’h127cd1a07d68f16af55b6e51183793f6
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Thuc hién mo phong dé kiém tra két qua, sir dung scoreboard dé so sanh dit liéu
ctia m6 hinh va dit liéu cta thiét ké. Sau khi kiém tra thi tat ca déu ding, dir liéu ma hoa

ctia thiét ké trung khép v6i méd hinh duge xdy dung trude do.

004: Exiting Apr 16 2025 at 14:18:17 +67 (tota 00:00:03)

]
;—) input
#it—3 output DUT

output mo hinh
| tham chi€u

Khép nhau

Hinh 5.9: Minh hoa dir liéu ra DUT cua géi 1 so véi mo hinh tham chiéu

Hinh 5.10: Kiém tra dang séng cta nhiéu goi dit liéu

Khi truyén lién tyc 10 gobi dit li€u, cur sau 10 chu ki xung clk, thi tin hi¢u finished
= 1, s& xuét dir liéu dau ra, tiép theo s& thyc hién ma hoa goi dit liéu tiép theo lién tuc
cho t6i khi hoan thanh. Két qua cho thay 15i IP hoat dong chirc ning ma hoa da chinh
xéc, dit liéu ma hoa giéng nhu dir liéu mong doi.

Xac minh ddi v6i dir liéu ma héa 1a cac goi ki tw dic biét:
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Dé dam bao bao phit hét toan bo trudng hop kiém tra cua 161, thyc hién dua dit liéu
ma hoa va khoa véi cac gia tri dac bi¢t. Dt li€éu ma hoa va khoa cua truong hop kiém
tra nay nhu sau:
data_in[127:0] 128°h00000000000000000000000000000000
Goi 1 key[127:0] 128°h00000000000000000000000000000000
data_out[127:0] 128’h66e94bd4ef8a2c3b884cfa59ca342b2e
data_in[127:0] 128 hfffrer A rrrrfreee

Goi 2 key[127:0] 128 hffffffffefrfrfrrrrerfeee
data_out[127:0] 128’hbcbf217¢cb280c¢f30b2517052193ab979
data_in[127:0] 128’haaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

Goi 3 key[127:0] 128’haaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

data_out[127:0] 128°h78498cde07d82a92b6a07efa970a854d
data_in[127:0] 128°h55555555555555555555555555555555
Goi 4 key[127:0] 128°h55555555555555555555555555555555
data_out[127:0] 128’h78dadb1ce036468811e3el16dclle81f1

Thuc hién kiém tra xac minh hoan tat, tat ca déu PASSED, thi thu duoc cac két
qua chinh xac, dit liéu ra cta thiét ké triung khdp voi cia mé hinh.

J urghlicy —> input

L. SEIPES NOLR 2. . FRCH . 3 output DUT
output md hinh

r t ] —» tham chiéu
(RATEN! DuTw7adadhicenlosesni lelels: ri, ke L Jelodc) |

Hinh 5.11: Két qua kiém tra cac truong hop dic biét
5.3.3. M6 phong va két qud xdc minh chirc ning gidi ma

X4c minh chirc ndng hoat dong ciia tin hi¢u reset:
Tin hiéu reset trong tu nhu trong chirc ning ma hoa, thuc hién chay mé phong dé

kiém tra churc nang cua 161 IP.

Hinh 5.12: Dt liéu giai ma khi c6 tac dong cua tin hiéu reset
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Tai thoi diém 130ns thi tin hiéu rst_n = 0, lac ndy qua trinh giai mé s& bi x6a vé
trang thai ban déu, dit liéu dang gidi ma hién tai s€ bi x0a. Tai thoi diém 210ns, tin hiéu

rst n =1, sau do tai thoi diém 220ns tin hiéu finished = 0, bo gidi ma s€ tiép tuc, va luc

nay, dir liéu giai ma s& bét tai thoi diém 220ns voi:
data in[127:0] = 128'h 4748410c6e55b352c8b6e2a38f0d83b1 va
key[127:0] = 128'h6724f2498618ab19396d1843c8%ace3 1
Tai thoi diém 320ns sé tao ra két qua duoc giai ma la:
data out[127:0] = 128’ hbbd0df7931c5b85de8b5c8a8b091e9ad.

l &y Baselinev=0
Er Qursor-Basel iro *=320ng

Hinh 5.13: Dt liéu dugc giai ma sau 10 chu ki xung clk

Qua trinh kiém tra twong tu nhu chirc ning ma héa, chirc ning giai ma cua 16i IP
hoat dong dang khi c6 tin hiéu reset tac dong, truong hop kiém tra ndy dat yéu cau, kiém
tra hoan tat.

Xac minh d6i v6i dir liéu giai ma 1a mot géi dir liéu:

Trudng hop kiém tra cho chirc ning gia ma ciia 161 IP, thuc hién tuong ty nhu chic
nang giai ma, can mot goi dir liéu ma hoa va mot khoa dua vao. Poi véi chite nang nay,
s& dung dir liéu dau ra cta chirc ndng ma hoéa dua vao lam dau vao cho chirc ning giai
mi. Con khoa dau vao ctia giai ma 1a khoa vong cudi ciing ctia ma hoa.

data_in[127:0] = 128'h 69¢c4e0d86a7b0430d8cdb78070b4c55a;

key[127:0] = 128'h13111d7fe3944a17f307a78b4d2b30c5;

Dung cong cu ctia nha cung cap kiém tra thi két qua dir liéu giai ma mong doi 1a:

data_out[127:0] = 128°h00112233445566778899aabbccddeefT;

Thuc hi¢én md phong dé léy két qua va xem dang song cua dir li€u ra, thu duogc két

qud md phong nhu hinh bén duéi:

& Baselinavs0
£8 Cursor-Basel ine v = 121ra

Hinh 5.14: Két qua truong hop kiém tra 15i giai ma mot goi dir liéu
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vao chirc ning mi hoa ban dau, didu nay cho thiy thiét ké 161 IP chtrc ning giai ma da

hoat dong dting ddi véi truong hop mét goi dit liéu. Dé dam bao bao phu hét toan bd

treong hop kiém thtr, cac phan t6i s& kiém tra nhu dd kiém tra cho chtrc ning mé hoa.

Xac minh doi véi dir liéu gidi ma 1a nhiéu goi dir li€u:

Tuong tu nhu chirc nang ma hoa, gidi ma ciing s€ can dir liéu giai ma va khoa s€

la 10 goi. Voi dit li¢u vao, khoa dugc tao ngau nhién lién tuc va dir li¢u ra mong mudn

thu duoc 1an luot 1a:

Béng 5.2: Kiém tra chirc nang giai ma 15i IP v&i cac goi dit lidu lién tuc

data_in[127:0] 128°h8d74bb054d3127ae41a849d30084df85
Goi 1 key[127:0] 128°h73e4e195c0f7390dd3f5¢359997972e0
data_out[127:0] 128 hbbf3450f3e1cd3844f680b75bd376b6d
data_in[127:0] 128’h b030e3b156¢54c13fchl4aelbalead68
Goéi 2 key[127:0] 128’h54e4de2cdbd7calbafb24c7236e258b9
data_out[127:0] 128 hb7de5dcl4ec48f9abafofafbaa75dad7
data_in[127:0] 128’h925456128dea2e1e561021a9d5003a00
Goi 3 key[127:0] 128’he100190d00a4d40dc78a5a203ee7223b
data_out[127:0] 128’h506a96¢95cda7d9970862eff08508639
data_in[127:0] 128’h33df1229f29fcdcf4dc4ce2b5129a04d
Géi 4 key[127:0] 128°h183692382f5e57121b7dec62b187cf68
data_out[127:0] 128’h87533a2740d7e6efb05f5ef0041352¢c5
data_in[127:0] 128’h 861640ea8675d90e3064cf932e9ad74f
GGi 5 key[127:0] 128’h9a7fd7f27963cd9401e7db3621371e4f
data_out[127:0] 128’h7f935c01dbh932f07d4f5bel7cad4ffa2
data_in[127:0] 128°h80h99e256496c4fdbfdf025e36d53df06
Goi 6 key[127:0] 128’h67dbea3bdeb537937ac8269c8df50efl
data_out[127:0] 128’h800adb19f3db49140765c89afe8fe3db
data_in[127:0] 128’h4fa4cd7839f3844d69d151ec0d54b772
Goi 7 key[127:0] 128’he0533acd4df31a962fc3f696654ee33d
data_out[127:0] 128’hceba3dff06024cce6e6610ce27428c80
data_in[127:0] 128’hd04094bbc1fabcf018efc70a0e9d6094
Goi 8 key[127:0] 128’h1d6b79b3c909f3c5e0a34cfc35049428
data_out[127:0] 128’h727748bb414aa580f10e08dcebb62d53
Goi 9 data_in[127:0] 128’h0268cea979226121b2f9910f712dda6b
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key[127:0] 128°ha59685285f6¢cc07123f8fff401c8e6ee

data_out[127:0] 128’h138ef9a51b8aed65669f1c7blbcl8cf7
data_in[127:0] 128°hf3f8524c5ddac2f8eb5930ce350624f7
Go6i 10 | key[127:0] 128°hd8dccee7ffbc0620a36a378039291d1d
data_out[127:0] 128°hb87383833d4dae5f71b7cff41b445a3a

Thuc hién mo phong dé kiém tra két qua, sir dung scoreboard dé so sanh dit liéu
ctia mé hinh va dit liéu cta thiét ké. Sau khi kiém tra thi tit ca déu dung, dir liéu giai ma

cta thiét ké trung khép v6i mé hinh duge xdy dung trude do.

Hinh 5.15: Két qua trudng hop kiém tra nhiéu goi dit liéu lién tuc

1> input
‘—» output DUT

output md hinh
tham chidy

.....

2 1328 uva test top.aet envl. scorsbonrd [aes scorshaaryg] ¢eees
@ 110 uum test top.oes sovll scareboard [nes scorsboard|l TEST FASSED

Hinh 5.17: Kiém tra dang song ctia nhiéu géi dir liéu

Khi truyén lién tuc 10 goi dir li€u, cur sau 10 chu ki xung clk, thi tin hi¢u finished
= 1, s& xuat dir liéu dau ra, tiép theo s& thuc hién giai ma géi dir lidu tiép theo lién tuc
cho t&i khi hoan thanh. Két qua cho thay 16i IP hoat dong chiic niang giai ma lién tuc da
chinh xéc, dir liéu ma héa giéng nhu dir liéu mong doi.

Xac minh doi vai dir li€u giai ma la cac goi ki tu dic biét:
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Cling tuong tu chlrc nang giai ma, cac truong hop dac biét cling ap dung cho chiric
ning giai ma. Dit liéu giai ma va khéa cua trudng hop kiém tra nay ciing nhu cua chirc
nang ma hoa.

Thuc hién kiém tra xdc minh hoan tat, tt ca déu PASSED, thi thu duoc cac két

qua chinh xéc, dir liéu ra cuia thiét ké trung khop véi cia mo hinh.

" " —> input
' * —> output DUT

wrd] Re Mod tput outputméginh
| Reference Output Data : f2c2dca295536839cBb5e699¢d1b631 |y tham chiéu

 §‘ N sv/src/basesuvm objection. svh(1268) @ 486: report rest_oone]]

Hinh 5.18: Két qua kiém tra cac trudng hop dic biét

5.3.4. Két qud danh gid dj bao phii

Do bao phu gitp danh gia mirc 3o ma qua trinh moé phong da kiém tra dugc cac
phan khac nhau cia thiét ké hay chua. Trong Hinh 5.19 1a két qua bao phu ciia qué trinh
kiém thtr v6i do bao phu ma dat 96% va do bao phu chiric nang dat 100%. V61 mic bao
phu cao va xem lai cac phan chua duge bao phu khong anh hudng dén chiic nang cua

16i IP x4c dinh rang tat ca cac trudng hop hau nhu da duoc kiém tra.

a

Hinh 5.19: Két qua d6 bao phu

5.4. Két luan va danh gia chung
Sau qua trinh thiét ké va mo phong, di dwa ra mot sé nhan xét chung:

Qua trinh thiét ké va mé ta duoc thuc hién & quy trinh Front-end. Qua trinh [am

Sinh vién thuc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 68



Thiét Ké va Xdc Minh Léi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

viéc déu phai bao cao tién do, lap ké hoach cu thé vé thoi gian bit dau vao hoan thanh
tirng quy trinh ctia d6 an cho k§ su cdp cao trong cong ty.

Mo phong kiém tra mé ta va mé phong xac minh chirc ning cua thiét ké nhd vao
tool ctia cong ty FPT Semiconductor.

Toan bo thiét ké duge kiém tra chinh xac, mdi 1an hoat dong 161 AES chi thyc hién
mot chirc ning mi hoa va giai mi. Diéu nay rat tién cho khach hang mong mudn thiét
ké mot 161 IP thuc hién mot chirc ning duy nhat, gitp tiét kiém ning luong, ting tudi
tho cua 101 IP.

Khi thye hién x4c minh chirc ning, toan bd cac trudng hop duoc kiém tra ky, quan

sat dang song, tat ca duoc giam sat boi ki su trong cong ty FPT.

Sinh vién thyc hién: Nguyén Hitu Vinh GVHD: Nguyén Thi Thanh Quynh 69



Thiét Ké va Xdc Minh Loi IP Mém ASIC (ASIC Soft IP) Chudn Ma Héa AES - 128

KET LUAN

Cung su hd tro ctia cong ty FPT va gido vién hudng din, d6 4n da hoan thanh viéc
thiét ké va xac minh mot 15i IP mém, thyc hién chuin ma hoa AES-128 vé6i chuin ASIC.
Két qua md phong va kiém tra chirc ning cho thay 151 IP hoat dong chinh x4c theo yéu
cAu md ta, ddm bao tinh dung din va hiéu qua.

Dong gop chinh cua d6 4n 1a thiét ké thanh cong frontend cuia mot 161 IP dé c6 thé
tich hop bao vé cac hé thong nhung va hé thong SoC. Pong thoi, dd 4n ciing tmg dung
phuong phap thiét ké va xac minh chirc ning theo trinh tu ciia mot k§ su vi mach thuc
té, diéu nay 1a loi thé cho sinh vién sau nay khi di lam.

Trong tuwong lai, hudng phét trién ctia d6 4n bao gdm: tdi wu vé thoi gian ma hoa
va tai nguyén phan ctng, ciing nhu tiép tuc hoan thanh cac quy trinh tiép theo nhu tong
hop, thiét ké vat 1y dé hoan thanh mot 13i IP ¢6 thé dua vao san xuét va ting dung vao
thuc té.
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Link github chira ma toan bo thiét ké va méi truong xac minh dé chay mé phong trén phan mém
cua Cadence Xcelium.
https://github.com/NguyenVinh1609/DATN_AES 1P.git
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