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TOM TAT

Tén dé tai: Xay dung hé théng giam sat va thu thap dit liéu dién ning trén nén tang
ThingsBoard.

Sinh vién thuc hién:

1. b6 B4 Hai S6 thé SV: 105200359 Lép: 20TDHCLC1

2. Nguyén Son Tung S6 thé SV: 105200394 Lop: 20TDHCLCI
Giam sat va thu thap dir liéu 1a mot trong nhiing linh vuc da dang va phat trién
rat nhanh trong nganh K thuat diéu khién va Ty dong hoa. Db an tot nghiép véi dé tai
“Xay dung hé théng gidm sat va thu thap dit liéu dién nang trén nén tang ThingsBoard”
khong chi cung cip mot giai phap giam sat dién ning thong minh ma con giup cho nguoi
chu ddu tu ¢ cai nhin tong quan vé viéc quan 1y ning luong tiéu thu va dic biét 1a tai
Viét Nam khi ma Tap doan Dién lyc Viét Nam (EVN) quy dinh gia ca ndng luong cho
hoat dong san xuat ¢ ba khung gio khac nhau (khung gid binh thuong, khung gio thap
diém va khung gid cao diém). Piéu nay gitp cho nguoi chi dau tu c¢6 thé phan bb nhan
cong hay sip xép cac hoat dong san xuat cong nghiép dé tdi vu hoa chi phi ning luong

trong qua trinh san xuat.

Hé thong trong dé tai 1an ndy c6 cac chirc niang chinh nhu: Giam sat dir liéu dién
nang theo thdi gian thue ciing véi biéu d6 truc quan, phan quyén va quan 1y ngudi dung,
tao canh bao va goi vé E-mail nguoi dung khi ma céc thong sé vuot ngudng quy dinh
va dic biét 13 tinh toan dugc cong suét tiéu thu ¢ tirng khung gio khac nhau va tinh duoc
tién dién cho timg khung gid twong Gmg d6. Viéc xay dung hé thng trén nén tang IoT
ThingsBoard 1a mét giai phap c6 tinh linh hoat, c6 kha ning mé rong va hd tro giao thirc

MQTT gitp cho viéc xay dung dé dang hon so véi viéc phai lap trinh Web.

Noi dung cia d6 4n nay trinh bay chi tiét qua trinh thu thap dir liéu tho cia dong
hd Selec tir PLC qua giao thirc Modbus RTU sau d6 két ndi va goi dir liéu tir PLC dén
ThingsBoard qua MQTT Server. Tai ThingsBoard tiép tuc thuc hién viéc xu ly dir 1iéu
thd do tir d6 xay dung cac chirc nang co ban ciia mdt h¢ giam sat.

Két qua ctia dd 4n 1a mot hé thong giam sat nang lugng hoan chinh, dap mg cac
yéu cau vé gidm sat hidu qua va giao dién ngudi dung than thién. Hé thong trong d¢ tai
nay 1a mot giai phap rat phu hgp cho nhu ciu giam sat ning luong clia cac co sé san

xuat vira cho tdi cdc nha may hoat dong san xuat cong nghi¢p 16n.
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DAl HOC A NANG
TRUONG DAI HOC BACH KHOA

KHOA PIEN

Ddc 1ap - Tu do - Hanh phuc

NHIEM VU PO AN TOT NGHIEP

CONG HOA XA HOI CHU NGHIA VIET NAM

TT | Ho tén sinh vién Sb the SV Lop Nganh
. K¥ thuat diéu khién va Ty
1 | b6 Ba Hai 105200359 | 20TDHCLCI | - )
dong hoa
< \ K¥ thuat diéu khién va Ty
2 | Nguyén Son Tung | 105200394 | 20TDHCLC1 | . )
dong hoa
1. Tén dé tai do an:
Xay dung hé thong giam st va thu thap dir liéu dién ning trén nén tang ThingsBoard.
2. Dé tai thudc dién: AC6 ky két théa thudn so hivu tri tué doi voi két qud thiee hién
3. Cdc s6 lidu va dir liéu ban dau:

4. Néi dung cdc phan thuyét minh va tinh todn:

a. Phan chung:

TT Ho tén sinh vién Noi dung
- Tim hiéu tong quan dé tai.
1 | b6 B4 Hai - Xay dung kién trac IoT phi hop cho hé thong.
- Tim hiéu va dau ndi phan cing cta hé théng.
- Xay dung céc thuat toan xu 1y dit ligu.
2 | Nguyén Son Tung - Thuc hién dénh gia két qua cta hé thong.

- Viét bao cio thuyét minh.

b. Phan riéng:

bao vé Email.

TT Ho tén sinh vién No6i dung
- Kétndi Modbus RTU dé doc dit ligu tir PLC
- Lap trinh va cau hinh céc thong s6 dé két ndi
~ , PLC v6i MQTT Server.
1 | bo BaHai

- Xay dung cac chuc nang: Bao cdo, Géi canh

- Thiét ké giao dién trang Overview va Notify.

il



- Tao md phong cac thong s gia lap tir thong s6
that cua dong hd

- Lap trinh va c4u hinh cac thong sé dé két nbi

2 | Nguyén Son Tung MQTT Server véi ThingsBoard.

- Xay dung cac chuc nang: Luu di li¢u vao

MySQL, phan quyén va quan 1y nguoi dung.

- Thiét ké giao dién trang Electricity va Energy.

5. Cdc ban vé, dé thi ( ghi ré cdc logi va kich thieée ban vé ):

a. Phan chung:

TT Ho tén sinh vién No6i dung
D6 B4 Hai
2 Nguyén Son Tung

- Ban v€ so do dau noi day cua hé¢ thong.

b. Phan riéng:

TT Ho tén sinh vién No6i dung
6. Ho tén nguwoi hudng dan: Phan/ Néi dung:
TS. Tran Thai Anh Au - Huoéng dan thuyét minh bao céo dé tai.
KS. Nguyén Khuwong Quynh - Huoéng di cta dé tai.
- Giai phap két nbi cho kién trac IoT.
- Xay dung giao di¢n gidm sat nang luong.

7. Ngay giao nhiém vu do an:  01/03/2025
8. Ngay hodan thanh do dén: 01/06/2025

Pa Nang, ngay 15 thang 6 nam 2025.
Truwéng Bo mon Ty Pong Hoa Nguwoi hwéng din Pong huéng din

TS. Gidp Quang Huy TS. Tran Thai Anh Au  KS. Nguyén Khuong Quynh

v



DAI HOC DA NANG
TRUONG PAI HOC BACH KHOA

KHOA DIEN

CONG HOA XA HOI CHU NGHIA VIET NAM
Ddc 1ap - Tu do - Hanh phuc

PHIEU KIEM SOAT TIEN PO LAM PO AN TOT NGHIEP

Ho tén sinh vién: D0 B4 Hai S6 thé SV: 105200359
Nguyén Son Tung S6 thé SV: 105200394
Tén d& tai PATN: Xay dung hé théng giam sat va thu thap dir liéu dién ning trén nén
tang ThingsBoard.
Ho tén GVHD: TS. Tran Thai Anh Au Don vi: Khoa Dién, Truong PHBK
Ho tén KS dong HD:  KS. Nguyén Khuong Quynh  Pon vi: Cong ty AUE VIET NAM
‘ Khéi lrgng GVHD
Tuin| Ngay ~ A A A . oA
da thuc hién (%) tiép tuc thwe hién (%) ky tén
1 |01/03/2025|Nhan d¢ tai Tim hiéu tong quan dé tai
Xac dinh tinh cap thiét, muc P
N L . Tim hiéu céc yéu cau cua dé
2 [10/03/2025|tiéu, pham vi, d6i tugng va i
ai.
phuong phép nguyén ctru.
Tim hiéu tong quan cac giai Viét bao c4o thuyét minh
3 |17/03/2025| =, . N A
phép két noi. phan mé dau va chuong mat.
Duyét 1an 1: Panh gia khdi luong hoan thanh % :
4 (24/03/2025 = 2 _
Pugc tiep tuc lam DPATN [0 Khong ti€p tuc thuc hién DPATN [
Xay dung kién trac IoT phu hop |Tim hiéu c4c thiét bi phan
5 |25/03/2025] ) CHmeient phuhep ‘P
v&i giai phap da chon. cung.
Cai dat, ddu ndi thiét bi phan Tim hiéu nguyén 1y ctia hé
6 |31/03/2025| | .
cung. thong.
Cai dat, ddu ndi thiét bi phan  [Viét bao cao thuyét minh
7 107/04/2025| | .
cing. chuong hai.
Duyét 1an 2: Panh gia khdi lugng hoan thanh % :
8 |14/04/2025

Puoc tiép tuc lam DPATN [ Khong tiép tuc thyc hién DATN []




Hoan thanh bao céo thuyét minh

Tim hi€u v€ nén tang loT

9 |15/04/2025 ) .

chuong hai. ThingsBoard.

Viét code dé doc dit liéu vé PLC|Tao dit liéu mé phong tir
10 |21/04/2025|. , N N

bang Modbus RTU. dong ho that.

Két nbi PLC voi nén tang Viét bao c4o thuyét minh
11 [28/04/2025| .

ThingsBoard qua MQTT Server.|chuong ba.

Duyét 1an 3: Panh gia khdi luong hoan thanh % :
12 | 5/05/2025 ., » ,

Pugc tiep tuc lam DPATN [1 Khong tiép tuc thuc hién PATN [

o Xay dung thuat toan xu ly dir
13 |06/05/2025|Hoan thién bao cdo chuong ba. |~ }
liéu trén ThingsBoard.

Xay dung cac chirc ning ciia hé |Viét bio cao chuong bon va
14 |15/05/2025( .~ = ° _ 5

giam sat trén ThingsBoard chuong nam.

" .. ., |Hoan thién thuyét minh

Kiém nghiém va danh gia két L o

15 [01/06/2025 DATN. Chuan bi slide va ndi

qua.

dung thuyét trinh.
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LOI NOI PAU VA CAM ON

Trai qua mot thoi gian nghién ctru va thuc hanh lam dé an t6t nghiép mac
du van con nhiéu han ché vé kién thurc cling nhu ki nang chuyén mon nhung nho
vao su giap do cua rat nhi€u nguoi trong cung linh vuc da dong vién va giup do

thi cubi cing nhém em ciing d3 hoan thanh xong d6 an t6t nghiép.

Loi dau tién xin cho phép nhom em gdi 16i cam on sau sic dén TS. Tran
Thai Anh Au, 1a ngudi thiy luén quan tdm va gi6i thiéu gitip cho nhom chiing em
duoc 1am dd an t6t nghiép tai Cong ty TNHH AUE Viét Nam. Ngoai ra thdy con
tan tinh danh thoi gian doc bao co thuyét minh va gop ¥ chi tiét &é nhom kip thoi

stra 16i va hoan thanh duoc bao cdo thuyét minh.

Xin chan thanh goi 101 cam on dén anh Nguyén Quang Vi — 13 Tong Giam
Pdc Cong ty TNHH AUE Vié¢t Nam da tao diéu kién thuan loi cho nhom em duoc

thuc tap cling nhu 1am dd an tot nghiép tai cong ty minh.

Xin chan thanh cdm on anh Nguyén Khuong Quynh — 1a K su tai Cong ty
TNHH AUE Viét Nam d cung cdp céc tai liéu tham khao cta hing Mitsubishi,
truyén dat kién thirc va kinh nghiém ciing nhu dinh huéng hudng di cua dé tai va

hd trg nhém em trong qua trinh 1am d6 an tai cong ty minh.

Cudi cung, nhom em xin chan thanh cam on ban giam hi¢u truong Pai hoc
Bach Khoa — Pai hoc Pa Néng ciing nhu cac quy Thay Co6 tai khoa Pién da truyén
dat nhitng bai hoc quy gia, nhirg kinh nghiém bb ich va tao diéu kién thuan loi

cho nhém em hoan thién d6 an nay.
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LOI CAM POAN LIEM CHiNH HQC THUAT

“Nhom em xin cam doan dé tai d6 an t6t nghiép: “Xdy dung hé thong giam
sdt va thu thdp dir liéu dién nang trén nén tang ThingsBoard” 1a mot dy 4n nghién ciru,
tim hiéu va thuc hanh doc 1ap cia nhom em dudi su huéng dan cia TS. Tran Thai Anh
Au va KS. Nguyén Khuong Quynh. Toan b san pham, cach thirc thyc hién, két qua va
ndi dung cua thuyét minh 13 qua trinh ma nhém sinh vién di nd luc nghién ciru, thuc
hién va hoan toan trung thuc. Céc tai liéu tham khao, cac khéa hoc déu da dugce trach
dan day du va ghi 16 ngudn gbe. Chung em xin chiu hoan toan trach nhiém, ky luét cia

bd mon va nha trudng néu nhu cé xdy ra van dé vé liém chinh hoc thuat”.

Nhom sinh vién thuc hién

D6 Ba Hai Nguyén Son Tung
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

MO PAU

1. MUC PiCH THU'C HIEN DE TAI

Hién nay tai Viét Nam nhu cau st dung ning luong dién khong ngimng ting cao
do céac hoat dong san xut cong nghiép quy mo 16n cia cac cong ty FDI ngay cang duoc
dau tu nhiéu vao dit nude ta cong vo1 viéc gia ca tién dién do Tap doan DPién luc Viét
Nam (EVN) cong bd gin ddy di c6 mire ting dang ké theo cac nim dic biét 13 vao mua
néng néng cao diém. Hon thé nita, tai Viét Nam thi EVN c6 dua ra quy dinh vé gia ca
ban dién cho cac xi nghiép hay cic nha may c6 nhu ciu hoat dong san xuit theo hinh
thirc dién ba gia dwa ra cac quy dinh vé khung gid bao gdm: Khung gio binh thudng,
khung gid cao diém va khung gid thap diém. Néu str dung dién vao ting thoi diém khac
nhau thi s€ dugc ban gia dién vo1 nhitng mure gia khac nhau twong ting voi1 tung khung
gid. Vi vy viéc giam sat ning luong ciing nhu cong sudt tiéu thy tai timg khung gio &
cac xi nghiép hay cac nha may hoat dong san xuat tai Viét Nam 1a diéu v6 cung quan
trong va cap thiét ddi véi cac nguoi chil dau tu. Viée nay gitip cho ngudi chu dau tu co
thé c6 cai nhin tong quan vé cong suét tiéu thy tir d6 bd tri nhan cong hay sap xép cac
hoat dong san xuit ¢ thoi gian phu hop dé tdi wu héa vé cac chi phi sir dung dién cho

vi€éc san xuat.

Mic khac thi cac hé thong giam sat truyén thdng hién nay thuong thiéu tinh linh
hoat va khé mé rong va khong dap ung duoc nhu cau theo ddi dir liéu thoi gian thuc
cling nhu phan tich chi tiét dé toi wu hoa viéc sir dung ning luong. Hodc dé xdy dung
mot h¢ gidm sat dé co thé theo doi duoc dit lidu thoi gian thyc tir xa thi mét nhiéu cong

strc va kinh phi, doi hoi ngudi xay dung phai c6 kién thire tot vé cong nghé thong tin.

Vi vdy nhém sinh vién chung em quyét dinh thuc hién dé tai “ Xdy ding hé thong
gidm st va thu thdp dir liéu dién néng trén nén tang ThingsBoard”. Dé tai nay bén canh
viéc cung cdp mot giai phap gidm sat dién nang toan dién ma con co thé tan dung uu
diém vuot trdi cia ThingsBoard — mot nén tang IoT ma ngudn ma, dé dang trién khai
va mé rong. Vi nén tang IoT ThingsBoard nay thi hé thong cé kha nang hién thi dix
liéu thoi gian thuc, v& biéu d6 va tinh toan khdi luong sir dung dién ning & cac khung
gio binh thudng, khung gid cao diém va khung gio thap diém trong ngay, phat hién va
canh bao kip thoi khi cac gié tri vé dién ap hay dong dién vugt ngudng qua E-mail nguoi
quan 1y, giup chi dong hon trong viéc quan 1y va toi uu hoa viéc tidu thy nang luong.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

Str dung ThingsBoard mang lai nhiéu loi ich nhu hd tro duoc nhiéu giao thuc
mang nhu MQTT, HTTP, CoAP.... Giao dién truc quan, kha ning tich hop hé thong mot
cach d& dang va khong can phai xay dung hé thong lai tir dau, tiét kiém duoc chi phi
cho chu dau tu. Diéu nay dép tng dugc xu huéng chuyén ddi s6 va quan 1y thong minh

trong linh vuc sir dung ning luong trong bdi canh hién nay.
2. MUC TIEU CUA DE TAI

Muc tiéu ctia dé tai “Xdy dung hé thong gidm sat va thu thdp dit liéu dién ning
trén nén tang ThingsBoard” nay 1a xay duyng mot mé hinh hé thdng tiéu thu dién ning,
tir d6 xay dung mot hé théng giam sat va thu thap dir liéu vé cac thong sb tir déng ho do
dién Selec MFM383A cua hang Selec Controls va mot s6 dir liéu mo phong dugc tao ra
tir dir liéu that cia dong ho Selec MEFM383A tir PLC. Hé thdng cung cAp mdt cach nhin
tryc quan vé tinh trang tiéu thu dién ning cia mo hinh, giup nguoi gidm sat hodc chu
dau tu co cai nhin tong quat va dua ra cac giai phap phan phdi st dung dién sao cho tbi

vu nhét cho cac xi nghiép hay cac nha may.

Ngoai ra dé tai con gitip cho sinh vién nam viing, hiéu rd céc thirc hoat dong ciia
hé théng gidm sat va thu thap dir liéu ciing nhu céc giao thic truyén thong cong nghiép
va giao thirc truyén thong IoT. Tir d6 xay dung chuong trinh thu thap di liéu, m6 phong
dir liéu, xay dung cac thuat toan xu 1y dit li€u va 1ap trinh tinh todn cho viéc phan chia

dr li€u vao tung khung gio.
3. POI TUQNG VA PHAM VI NGHIEN CUU

Déi twong nghién ctru ctia dé tai nay 1 nén tang IoT ThingsBoard, MQTT Server,
ddng hd do dién da ning Selec MFM383A, PLC S7-1200, céc thiét bi do cing véi cac
giao thirc truyén thong cong nghiép va giao thic truyén thong IoT. Trong d6 chu yéu tap
trung chinh va nén tang IoT ThingsBoard va MQTT Server vi ddy 1a thanh phan chinh
dé hoan thién dé tai.

Pham vi nghién ciru cia dé tai nay 13 xdy dung mot Web giam st va thu thap dir
lidu dién nang ciia dong hd Selec MFM383A tir PLC tir d6 xir Iy dir liéu dién nang bang
viéc mg dung nhirng cong nghé tich hop san trén nén tang IoT ThingsBoard. Bén canh
d6 hé thong con co6 cac chirc nang ddy du ciia mot hé giam sat nhu canh bao 138i va goi
canh bao vé E-mail nguoi dung, thu thdp dir li¢u di¢n nang theo thoi gian thuc, truy xuét
va luu trir dit liéu duéi dang file Excel hodc dang bang, phan quyén va quan 1y nguoi

dung va cung cap mot giao di€n nguoi dung tryc quan.
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4.

Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

PHUONG PHAP NGHIEN CcUU

Phuong phap nghién ctru ciia dé tai nay bao gom:

5.

X4y dung mot mé hinh nho dé tich hop tit ca cac thiét bi can sir dung trong
dé tai véi tai tiéu thu dién ning 1a mot bong dén LED c6 cong suit 40W.

Str dung PLC S7-1214C DC/DC/DC dé doc dir liéu dién ning thong qua giao
thire truyén thong cong nghiép Modbus RTU bén canh d6 con sir dung PLC
cho vi¢c tao cac thong s6 md phong vé dit liéu dua trén dit liéu that tir déng
hd do dién.

St dung phan mém Visual Studio Code cho viéc nghién ctru va cau hinh cho
MQTT Server dé doc dir liéu tr PLC tir d6 dwa dir liéu 1én nén tang
ThingsBoard thong qua giao thtc truyén thong MQTT.

Nghién ctru va phat trién hé théng tir d6 xdy dung giao dién trén nén tang
ThingsBoard dé hoan thién va dap tmg dugc cic yéu cau, tinh ning co ban
can thiét cho mot hé thdng giam sat va thu thap dit lidu.

CAU TRUC CUA DE TAI

Thuyét minh dé tai dugc phan thanh ciu trac bao gdm 5 chuong chinh:

Chuwong 1: Trinh bay tong quan vé dé tai va cac 1y thuyét lién quan dén van dé

st dung dién ndng trong cac hoat dong san xuat, cac giai phap két ndi va cdc mirc canh

bao dugc nhom sinh vién stir dung trong dé tai.

Chuwong 2: Trinh bay vé kién trac IoT cua hé thong, so do dau ndi, cac phan cling

va cac phan mém ciling nhu cac ngdn ngir 14p trinh twong tng vo1 cac phan mém dugce

str dung trong dé tai.

Chuong 3: Trinh bay vé céac kién thic lién quan dén nén tang IoT ThingsBoard,

cac giao thirc truyén thong cong nghiép dugc duoc sir dung trong dé tai va cach két ndi
MQTT Server.

Chuwong 4: Trinh bay qua trinh thiét ké va x4y dung cac chirc ning ctia hé thong

giam sat va thuat toan xir 1y dit liéu trén nén tang.

Chuong 5: Trinh bay két qua dat duoc va dua ra danh gi.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

CHUONG 1: TONG QUAN CUA PE TAI

1.1.  Yéu ciu ciia bai to4n
Bai toan duoc dit ra 13 phai xay dung mot hé thdng c6 day du cac chirc ning cia
mot hé théng gidm sat va thu thap dir liéu co ban. Céc yéu cau duoc trinh bay cu thé nhu

Sau:

1.1.1. Thu thip div liéu di¢n ning tiv dong ho Selec MFM383A

Tich hop bo diéu khién 1ap trinh PLC dé thu thap cac dit liéu thong so tir dong hod
do sau d6 goi 1én nén tang IoT ThingsBoard thong qua mot may tinh lam Server trung
gian. Cac thong s6 ndy bao gom: Pién 4p, Dong dién, Tan s, Cong suat tic dung, Cong

suét tiéu thu tich Iiy.
1.1.2. Giam sat tir xa

Tich hop hé théng giam sat tir xa cho phép theo ddi chi tiét cac thong sd doc duoc
tir dong ho dudi dang bang hoic dudi dang biéu do truc quan thong qua Internet.

Xay dung giao dién ngudi dung (Dashboard) than thién, dé& stir dung dé giam sat
va quan 1y thong qua nén tang IoT ThingsBoard hoic cac tng dung di dong.
1.1.3. Tinh todn san lwgng tiéu thu dién trong tirng khung gio

Xay dyng thuat toan tinh toan dugc cong suét tiéu thu dién nang theo tung khung
gio mong mudn (khung gid binh thudng, khung gio cao diém va khung gio thap diém).

Tinh toan duoc tién dién twong Gmg véi ting khung gid mong mudn.
1.1.4. Luwu triv div liéu va truy xudt dii liéu

Hé théng khi van hanh phai luu trit dugce dit li¢u vao ddm may hay co s¢ dir li¢u
ctia nén tang IoT ThingsBoard dé dam bao tinh linh hoat va kha ning mé rong ciing nhu
kha nang truy cép tur xa. Ngoai ra thi cac dir li€u phai dugc sao luu dinh ky vao MySQL
dé phong ngira viéc mat thong tin do su cd hé théng ciing nhu dam bao vé mit bao mat
cua dir liéu.

Hé thé)ng con phai truy xuét duge dit liéu va in bao cdo vé cac dit liéu thu thap

dugc hay cong suét tiéu thu timg khung gid dudi dang file Excel hoic file JSON.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.
1.1.5. Tao canh bao va goi Email vé nguwoi dung

Khi c6 su ¢d vé dong dién hay dién 4p vuot qua ngudng cho phép ma nhom sinh
vién dd dua ra thi hé thong s& ngay lap tirc gdi canh bao 1én giao dién ngudi dung
Dashboard va dong thoi goi canh bao vé Email nguoi ding véi chi tiét cua canh bao nhu

loai canh bao, mutrc d6 nguy hiém, trang thai canh béo, thoi gian canh bao....
1.1.6. Xdy dwng chirc niing phin quyén va qudan ly ngwoi ding

Chtrc nang phan quyén gitp ngan chdn viéc truy cap trai phép vao cac dir li¢u
quan trong ciing nhu gi¢i han quyén truy cp theo vai tro ctia ngudi dung, chi cho phép

thuc hién cach hanh dong phu hop dugc chi dinh riéng cho tirng nguoi.

Viéc phan quyén linh hoat gitip quan 1y nguoi dung tot hon dic biét 1a khi co

nhiéu nguoi ding thudc cac phong ban khac nhau (k¥ thuat, van hanh, phan tich dit liéu).
1.2. Cac thong sb can dwoc theo di trong dé tai

Trong dé tai nay do c6 sy gidi han vé mit phan ctng ctia hé thong nén do an st
dung tai tiéu thu nang luong 1a bong dén LED 40W. Do d6 nhiing thong sé thu thap va

theo ddi trong dé tai nay chi mang tinh chat dai dién, nhitng thong s6 d6 bao gdom:

- Dién 4p pha (V)

- Dong trén pha (A)

- Tan sb hoat dong (Hz)

- Cong suat tac dung (kW)

- Cong suit tiéu thy tich liy (kWh)

1.3. Quy dinh vé cac khung gio cao diém, thfip diém & binh thuwong caa EVN.

Khac véi viée tinh tién dién theo gia bac thang cho cac nhu cau sinh hoat hodc
kinh doanh binh thudng thi dbi voi cac nha may, nha xudng, xi nghiép hodc cac cong ty
lién quan dén cac hoat dong san xut hang héa hay kinh doanh dich vu thi tong cong ty
dién lyc Viét Nam EVN c¢6 quy dinh o thém cac khoang tién khac nhau cho tung khung

g1 khac nhau nhu sau:
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

Bang 1.1: Quy dinh vé gid cao diém, thap diém va gio binh thudng caa EVN.

Gio binh thuong Gio cao diém Gio thap diém
.| ® Tir4h00 dén 9h30 , TAt ca cac ngs
The 2 dén , e Tir9h30dén11h30 | O CAcacnEdy
. e Tu 11h30 dén 17h00 . trong tuan, bat
thir 7 , e Tir 17h00 dén 20h00 C
e Tir 20h00 dén 22h00 dau tir 22h00
NEY el | e 4h00 dén2omoo | * KONE €0 8i0 cao den 4h00 sing
° ) A
nhat u en diém hom sau.

Céc d6i twong khach hang mua dién theo hinh thirc ba gia nay la:

Nhirng khach hang st dung cho muc dich san xuét kinh doanh, dich vu duoc
cip dién qua may bién ap chuyén dung tir 25k VA trd 1én hodc c¢6 san luong
ti€u thu dién trung binh 3 thang lién tuc tir 2000 kWh/ thang trd 1én.

Don vi ban 1¢ dién tai khu cong nghiép.

Pon vi mua dién dé ban 1¢ dién ngoai muc dich sinh hoat tai to hop thuong

mai - dich vu - sinh hoat. [1]

1.4. Cac mitc canh bao trong hé thong

Trong thuc té, cac nguyén nhan giy ra sy ¢6 qua dong trong nha may thudng bao

g6m nhitng nguyén nhéan sau day:

Khoi dong dong co 1on: Khi khéi dong truc tiép cac dong co cong suit 16n cd
thé 1am dong khoi dong ting gip 5 — 7 lan dong dinh muc trong thoi gian
ngan.

Ngén mach 13 nguyén nhan phd bién nhat khi dong dién ting dot ngodt do dién
tré mach thap khi cac day pha cham nhau.

Qua tai thiét bi: Khi thiét bi tiéu thy dong 16n hon dinh muc lau dai ( dong co

1am viéc qua cong suat) thi dong ting cao giy nong day dan va thiét bi.

Céac nguyén nhan gy ra sy ¢d qua ap trong nha may thuong bao gdm nhiing

nguyén nhan sau day:

Put day trung tinh trong hé théng din dén viéc mat can bang dién ap gitta cac
pha, giy qua ap cuc bo trén mot so thiét bi.
Xung dién cao thé do sét danh hodc sy ¢6 ludi dién truyén qua dudng day dan

gay tang ap dot ngot.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

- Khi tai 16n dang hoat dong ma bi cit ra dot ngot thi cong suit phan khang
(dic biét tir cudn day) khong tiéu tan hét s& gay tang ap.

Trong d& tai 14n nay, viéc tao canh bao s& duogc gia 14p bang cach thay dbi cac gia
tri giam sat ( Monitor Value ) vé dién ap pha va dong trén pha qua phan mém TIA Portal
sao cho cac gia tri nay vuot cdc ngudng quy dinh cia bang dudi day. Cac mirc canh bao
trong d¢é tai sé chia thanh 2 loai gdm: Major ( mtic cao ) va Critical ( m&c nguy hiém ).

Bang 1.2: Bang mo ta mdt s6 muc canh bo cho timg thong s6.

Loai dir li€u Major Critical
Dién ap pha 250V 300V
Dién ap day 50A 100 A

1.5. Tong quan vé cach két noi hé thong thu thap dir liéu trén ThingsBoard
1.5.1. Két noi PLC hing Siemens vdi ThingsBoard

Cac dir liéu vé dién nang duogc thu thap tor PLC Siemens s€ dugc goi dén MQTT
Server qua giao thirc truyén thong S7 Communication véi dia chi IP cia PLC. Sau do
dir lidu tiép tuc duoc goi 1én nén tang IoT ThingsBoard thong qua giao thirc MQTT. Mbi
thiét bi trong tng voi tai khoan ThingsBoard s& c6 mot ma Access Token riéng. Ma
Access Token ndy rat quan trong, dua vao mi nay ta c6 thé 1ap trinh géi dir liéu 1én nén

tang [oT ThingsBoard mot cach chinh xéc.

S7 Communication MQTT

PLC S7-1200 :} { MQTT SERVER ] E IOT THINGSBOARD

IP: 192.168.2.238 Token: PcJ593IC7DgpKyPTVmMPq

Hinh 1.1: Cach két ndi gitra PLC Siemens v6i IoT ThingsBoard qua MQTT Server.

1.5.2. Két néi PLC cdc hiing khdc véi ThingsBoard

Déi véi cac dong PLC cua cac hing (ngoai tir PLC Siemens) nhu PLC Mitsubishi,
Omron, Rockwell hodc Delta,... thi phai thong qua phan mém OPC trung gian la
KEPWARE ma khong thé két ndi tryc tiép tir PLC dén MQTT Server giéng nhu cua
hang Siemens duoc. Didu nay ciing dé hiéu vi PLC hing Siemens ¢ chuan truyén thong
cong nghiép S7 Communication dugc hing phat trién doc quyén danh cho cac dong PLC
Siemens. Tan dung uu diém nay tu do chon PLC Siemens dé nghién ctu va st dung
trong dé tai lan nay.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

MQaTT

Mitsubishi :{> :{>

pLc Omron ':,' > MQTT SERVER IOT THINGSBOARD
Rockwell @ <#
Delta

P 152.168.2.238 Token: Pcl5931C7DgpKyPTvmPg

Hinh 1.2: Céach két ndi gitra PLC cac hing khac v6i IoT ThingsBoard qua MQTT

Server.
1.6. Toéng quan vé cac giai phap két noéi PLC véi IoT ThingsBoard

C6 nhiéu giai phap dé két ndi tir PLC v6i nén tang IoT ThingsBoard, mdi giai
phap déu c6 wu va nhuoc diém riéng va mic d6 phu hop voi timg yéu cau cua du an
duoc dat ra.

1.6.1. Gidi phdp két néi thong qua mdy tinh lam Server

May tinh s& lam diém trung gian dé két ndi voi PLC, thu thap dir liéu tir PLC
thong qua MQTT Server.

Bang 1.3: Cac thiét b trong giai giap két ndi thong qua may tinh.

STT Thiét bi S6 tién

1 | May tinh ( Mdy ban, laptop,...) | Tuy ciu hinh
Free néu hé thong nho, 10$/1
thang cho hé théng 16n

2 | Cloud IoT ThingsBoard

Uu diém:

- Tiét kiém chi phi, tin dung dugc mdy tinh c6 san dé 1am Server trung gian.

Nhwoc diém:

- May tinh phai hoat dong va treo may lién tuc dé c6 thé dam bao dwgc qua
trinh truyén nhan dir liéu tir cac bén. Diéu khién may nhanh bi ndng va c6 thé
anh huong dén qua trinh hoat dong cua h¢ théng.

~

WAN /,,f“~/ f'o \

o)
(Ddey mang Intarnet hodc W)

(
\ —

)
7
ternet

,,,,,,,,

.
(Siemens, Mitsu, May tinh } @

Rockwell,...)

Hinh 1.3: Kién trtc giai phap két ndi thong qua may tinh.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
1.6.2. Gidi phdp két néi thong qua bé chuyén déi Industrial Iot Gateway

O giai phap nay ta sir dung mot Iot Gateway lam diém trung gian gitip goi dit liéu
tir PLC 1én IoT ThingsBoard bang MQTT hoic HTTP. Giai phap nay thuong dugc sir
dung cho cac hé thdng ¢ ngoai nhitng noi xa x6i nhu ngoai rudng hodc trén nui, nhitng

noi ma PLC khong thé két ndi dugc voi may tinh thi day 1a mot giai phap phu hop.

Bang 1.4: Cac thiét bi trong giai phap két ndi thong qua IoT Gateway.

STT Thiét bi S4 tién

B6 chuyén doi Industrial [oT
1 Cao
Gateway

Free néu hé thong nho, 10$/1

2 | Cloud IoT ThingsBoard .
thang cho h¢ thong 16n

Uu diém:

- Visir dung mot bo chuyén do6i Industrial Iot Gateway nén hé thong sé tro nén
nhé gon va linh hoat hon.

- La mot giai phap toan dién duogc st dung rong rii trong nhicu hé thong phirc
tap hodc nhirng noi ma khong c6 may tinh.

- €06 thé sir dung SIM 5G ¢ nhitng noi khong c6 mang.

Nhuoe diém:

- Chi phi dau tu ban dau cao.

(Day mang Internet hodc Wifi)
| v

o i T

L1

|

(Siemens, Mitsu, loT Gateway
Rockwell,...)

Hinh 1.4: Kién triic giai phap két ndi thong qua IoT Gateway.
1.6.3. Gidi phdp két néi truc tiép tic PLC lén IoT ThingsBoard

O giai phap nay ta sir dung PLC c6 hd tro cac ham birc dién MQTT c6 thé két
nbi véi ThingsBoard thong qua MQTT tryc tiép tir PLC.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.
Uu diém:

- Nhanh gon, it tdn cac thiét bi 1am trung gian vi¢c truyén nhan dir liéu.
- Chi phi thap.

Nhuwoc diém:

- Giai phap nay duoc st dung twong ddi it vi thong thudng PLC duoc dung dé
xtt Iy cac tin hiéu diéu khién hay thu thap dir liéu tir cac thiét bi ¢ cp truong,
vi vay khi ta thém chirc nang MQTT s€ lam cho bo x1r Iy cua PLC van hanh
tuong d6i nang, anh huéng dén chwong trinh diéu khién.

J e
WAN 0_‘{
D3y mang Internet) ¢ " -
<
\\r.‘Of\
Internet

PLC
(C6 héd tro giao thirc “
MQTT)

Hinh 1.5: Kién trtc giai phap két ndi truc tiép tir PLC 1én ThingsBoard.

1.7. Toéng quan vé cic IoT ThingsBoard Cloud Server
Béng 1.5: Bang tong hop cac IoT ThingsBoard Cloud Server.

STT | Loai Cloud Mb ta dic diém Uu diém | Nhuoc diém
St dung mdt may tinh cai Chi dung duoc
ThingsBoard lam  Cloud A . | trong mang ndi

Khéong mat| _ =~

.. | Server. L bd cua cong ty

1 | Mang ndi bo g chi phi mua | ) -
PLC két noi voi Server Cloud Cloud va khong diéu

oud. .
ndi bo thong qua day mang khién dugc qua
Ethernet hoac Wifi. Internet.

Mat chi phi
mua Cloud

Cloud cua Hang ThingsBoard da tao san | Diéu khién | hang thang.

2 | hang Cloud, ngudi dung c6 thé két | duoc  qua | Néu hé thdng
ThingsBoard | n6i PLC dén Cloud ciia hing. | Internet. nho co thé sir
dung ban Demo

mién phi.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

Nguoi dung phai mua Cloud | _ 2 R , )
Diéu khién | Mat chi phi

Cloud bén cua Google hoac Amazon sau
3 . o ) duoc  qua | mua Cloud
thtr ba doé cai ThingsBoard trén Cloud . )
dé Internet. hang thang.
0.

Dung m{t may tinh lam Server | _ 2
Diéu khién

4 Cloud tu tao | va cai ThingsBoard trén do. 4 Miat chi phi
. uQc ua
qua IP Tinh | Sau d6 md cong (NAT PORT) ) a mua [P tinh.
Internet.
ra Internet.

Dua vao cac dic diém cling nhu vu va nhuoc diém cua bang téng hop céac IoT
Cloud trén nén dd 4n nay sé& chon Cloud ctia hiang ThingsBoard dé sir dung trong dé tai
1an nay vi né phu hop véi yéu cau cua du an 1an ndy va chi phi dé st dung Cloud cia
hang hang thang thi cling kha hop ly.
1.8. Két luan chwong 1

Trong chuong 1 nady di trinh bay tong quan vé yéu cau ciia bai toan va cac van
dé sir dung dién trong san xuat theo quy dinh ciia EVN. Pong thoi ciing trinh bay tong
quan céc giai phap két ndi ctia mot hé thong IoT va lwa chon dugc IoT ThingsBoard

Cloud Server phu hgp v6i kién triic cling nhu yéu cau cua dy an.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

CHUONG 2: KIEN TRUC 10T CUA HE THONG VA CAC THIET
BI SU DUNG

2.1.  Thiét ké kién tric IoT cho hé thong

Tir viée néu ra cac giai phap két ndi cho hé thong va tir cac yéu cau ky thuat cua
du 4n thi d6 4n di dua ra lya chon va kién trac IoT phu hop.

CAP ('NG DUNG D D
. y
= 1 /

\ NTERNET
W
4 1 4

F'
CcAp cLOUD %d
ThingsBoard

CAP VAN HANH SERVER

S7 Communication (Ethernet)
CAP DIEU KHIEN E ===
£ X
Modbus RTU Modbus RTU
s N\
ST WS
CAP TRUONG s s < og-
. 1T . uTiese.
nERER e m RN

Hinh 2.1: Kién trtc IoT ctia hé thong.
Cap truong:
- Gom cac thiét bi: Pong hd Selec MFM838A.
- Chure ning: Dung dé do céc dit lidu vé thong s dién nang.
Cip diéu khién:
- Gom cac thiét bi: PLC S7 1200 va Module truyén thong CB 1241 RS485.
- Chtrc nang: Két ndi va thu thap cac di liéu tir d6ng hd do thong qua giao thirc
truyén thong Modbus RTU véi cong RS-485.
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2.2,

Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

Cép van hanh:

- Gom 1 may tinh (PC) hoat dong nhu 1 Server.

- Chtrc ning: Server két ndi véi PLC thong qua giao thirc S7 Communication
& cong Ethernet, thu thap dit liéu di xt Iy tir PLC, bén canh d6 con dong vai
trd 14 MQTT Client dé gi dit liéu 1én ThingsBoard.

Cép Cloud:

- Nén tang chinh: Nén tang IoT ThingsBoard hd trg giao thirc MQTT.
- Chtrc nang: Nhan dit liéu tir Server thong qua giao thirc MQTT.
Cép ng dung:

- Gdm céc ung dung: h¢ théng giam sat trén may tinh hodc dién thoai,...
- Chtrc nang: Pay 1a giao dién ngudi dung cudi va cung cap giao dién truc quan

dé theo ddi, phan tich va dua ra quyét dinh.

Cic thanh phin chinh trong hé thong

2.2.1. Dong hé do dién ning Selec MFM383A

Pong ho do dién Selec MFM383A 1a thiét bi do ludng va giam sat dién ning phd

bién trong cac hé thong quan 1y nang luong cong nghiép. Thiét bi con tich hop truyén
thong Modbus RTU, cho phép d& dang giao tiép voi cac thiét bi diéu khién nhu PLC.

Thong sb ky thuat:

- Cai dat hé s6 CT: 1A/5A —10.000A

- Mang két ndi: 3 pha — 4 day, 3 pha — 3 ddy, 1 pha —2 day

- Cai dat hé s6 PT So cap/PT Tht cap: 100V — 10 KV/100 — 500V AC
- Ngudn cap: 85— 270V AC

16 -2 WIRE, 1 CY

! waaA E »
&

"

-4 I
)W e

ey

selec

il
-

i o=
28—

. ~
=
—

MFM383A / MFM383A-C

7
W P =

n’g.g A
. 2
(N ) P
ng ’DDU.‘, - ‘T"?‘T“T’T“ﬁ:m
A (15543C. e &
v N

Hinh 2.2: So db d4u ndi kiéu 1 pha — 2 day cta dong hd Selec MFM383A.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
2.2.2. PLC Siemens S7—1214C DC/DC/DC
PLC S7 - 1214C DC/DC/DC thuoc dong PLC S7 — 1200 cua Siemens, phu hop

cho cac hé thong tir dong hoa, cac hé thdng san xudt trong cong nghiép. Ngoai ra con co
chtc nang tich hop cac giao thic truyén thong coéng nghiép nhu Profinet, Profibus,
Modbus RTU.... Cho phép ngudi dung dé dang két ndi véi cac thiét bi ngoai vi.

Théng sb k¥ thuat:

- Dién ap dau vao: 20.4V dén 28.8V DC

- S6 luong dau vao sé (DI): 14 dau vao 24V DC

- S6 luong dau ra s6 (DO): 10 dau ra 24V DC

- S6 luong dau vao Analog (AI): 2 dau vao 0 — 10V DC

- Kha ning két ndi: Truyén thong S7 Communication, Profinet hodc Ethernet.

P

Hinh 2.3: PLC S7 - 1214C DC/DC/DC.
2.2.3. Module truyén thong CB 1241 RS485

Module truyén thong CB 1241 RS485 1a mdt phu kién di kem cho dong S7-1200,
¢6 chtrc ning gitp PLC mé rong kha ning truyén thong qua thirc Modbus RTU véi cong
RS485, gitip PLC dé dang két ndi vai cac thiét bi ngoai vi cap truong trong cong nghiép
nhu cam bién, déng ho do,...

Hinh 2.4 : Module truyén thong CB 1241 RS485.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

2.2.4. Bién dong vuéng Selec
Bién dong 1a thiét bi sir dung trong cac hé théng do ludng va bao vé. Co nhiém
vu la chuyén doi dong dién 16n ¢ mach so cip (primary) thanh dong dién nhd ¢ mach
thr cip (secondary) theo mot ty 18 nhét dinh.
e Tinh chon bién dong dwa theo dong cua tai:

Tai tiéu thu dién ning trong dé tai ndy 14 bong dén LED c6 cong suat 40W vi vay
can tinh chon bién dong phi hop v6i dong cia tai ¢ dién 4p 1 pha — 2 day.

cos9=0,8
P=Ulcos6 2.1)
S1=—t 0 _0.23(a)

" Ucos® 220.0,8
= Chon bién dong c6 ti s6 30/5A
Thong sb ky thuat:

- Dong dién so cap 30A
- Dong dién thtr cap SA
- Téan s hoat dong: 50 ~ 60Hz

Hinh 2.5: Bién dong vudng Selec SPCT62/22-30/5.
Bién dong gém cac thanh phan chinh nhu sau:
- Primary Current: Dong dién so cap
- Secondary Winding: Cudn day thir cap
- Ammeter: Pong ho do dong

- Hollow Core: Ldi rong
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Man Pramary Mam Proary
Coaduoctor
1 l
is
T Sacondary
Wandng

Circutt
Constexction Symbol

Hinh 2.6: Cau tao cua bién dong.

Nguyén Iy hoat dong ctia bién dong dya trén hién tuong cam tng dién tir. Khi c6
dong dién xoay chiéu chay qua diy dan thi xung quanh né s& xuat hién mot dién truong
khi d6 dién trudng nay s& cam ung 1én cudn day va xuat hién mot dong dién trong do.

Ti s0 bién dong dugc dua vao s6 vong day dugc quan trong cudn day bién dong.

Hinh 2.7: Nguyén 1y hoat dong cua bién dong.

2.2.5. Miniature Circuit Breaker (MCB)

Dung dé doéng ngét mach dién, bao vé hé théng dién va cac khi cu dién khac cua
mach dién trong trudng hop qué tai, sut ap hoidc ngin mach.

Thong s6 k¥ thuat:

- Dién 4p dinh muc: 240/415V

- Dong di¢n dinh muc: 10A

- Dong cit ngan mach: 6KA

- S cuc: 2
¢ & _ | T
4 Nguon 3
Enpe=—g * b N *6
.: n .. n = I_/ﬂﬂ\;{# A <
- i " “ A4

14 d A 5
b Cuon day
E SEHR
r bio ve
qui dong

.)L;.; . TL

Hinh 2.8: MCB va Nguyén 1y hoat dong cia MCB.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Khi déng dién thi MCB s& dugc giit ¢ trang thai dong tiép diém nhd méc khép 2
v6i moéc 3 cung chung tiép diém dong. Sau khi bat MCB thi dong dinh mirc & nam cham
dién 5 va phﬁn ung 4 s& hut khong khi lai. Khi qua tai hoac nga"m mach thi luc hat dién
tir & nam cham dién 5 s& hit phan Gmg 4 1am moéc 3 va moc 5 s& bat nha ra khi d6 1 xo

1 duogc tha long va cac tiép diém cua MCB dugc mé ra lam cho mach dién bj ngét.
2.2.6. Bj nguon t6 ong 24V

La mot dang bd ngudn DC chuyén mach dé cung cip dién ap 24V DC cho cic hé
tu dong hoa yéu cau ngudn cip DC.

Théng sb k¥ thuat:

- Nguon cap: 100 ~ 240V AC, 50/60 Hz, 1 pha

- Pién ap ngd ra: 24V DC. Co thé diéu chinh -10% dén 10% bang bién tro

- Dong dién ngo ra: 2.2A

Hinh 2.9: B ngudn t6 ong 24V.

Nguon t6 ong hoat dong dua trén nguyén tac s dung cic bd diéu chinh hay
Transitor cong suat dé tao ra dién 4p mong mudn. Ban dau khi ta cho ngudn xoay chiéu
220V di qua khi d6 bién ap so cap duoc dicu khién dong cit bang so cong sut tao ra tir
truong bién thién. Cudn bién ap thir cap sinh ra dién ap sau d6 dugc chinh luu va loc boi
cac cudn loc nhidu. Cudi ciing nho vao IC quang va IC TL431 diéu chinh dong dién dé
duy tri 6n dinh dién ap cip cho tai.

2.2.7. Ro le trang thdi rin

Ro le trang thai rdn (SSR) 1a thiét bi ma khi c6 dién ap bén ngoai (AC hoic DC)
duogc ap dung trén cac dau cudi didu khién cta né thi né sé& chuyén mach dién tir tir bat
sang tat hodc nguoc lai.

Thong s6 k¥ thuat:

- Dién ap dau vao: 3-32V DC

- Dién 40 ngo ra: 24-380V AC
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

- Dong tdi da: 25A
- Dong ti€u thyu: <2mA

=, C Load

®

R/ = [® %

e
. LED Opto-TRIAC

Hinh 2.10: C4u tao cta ro le trang thai ran (SSR).

Ro le trang thai rdn SSR ¢6 cu tao gdm cac Diot phat quang va bd Tri-ac. Khac

v6i ro le truyén théng hay Contactor ¢ chd 1a chiing khong c6 bd phan chuyén dong dé

dong ngat dong dién nén nd co tudi tho dai hon so voi cac loai ro le truyén thong. No

hoat dong theo nguyén 1y diéu khién bang tin hiéu dién sau d6 chuyén dbi thanh tin hiéu

quang d¢ kich cac linh ki¢n ban dan tur d6 gitip chuyén mach tai ma khong can co cau

chuyén dong vat Iy nhu ro le truyén thng.

2.3. Tong hop céc thiét bi phan cing ciia hé thong

Béng 2.1: Bang téng hop céc thiét bi phan cimg cuia hé thong.

STT Tén san pham SL | M4 san phamvkich thuéc | Hang san xuét
1 | Vétadién 1 |300x400x210mm Viét Nam
2 | PLCS71214CDC/DC/DC | 1 | 6ES7214-1AG-40-0XBO0 | Siemens
Module truyén thong CB )
3 1 | 6ES7241-1CH30-1XB0 | Siemens
1241 RS485

4 | Pong hd do dién da nang 1 | MFM383A-C Selec Controls
5 | Bién dong vudng 1 | SPCT-62/22-30/5 Selec Controls
6 | Bo ngudn t6 ong 1 | S8FS-C05024 Omron

7 | Switch 2 vi tri ON/OFF 1 | XA2ED21 Schneider

8 | Bén bdo pha 1 | XA2EVMA4LC Schneider

9 | Ro le trang thai ran 1 | SSR-25 DA Fotek

10 | MCB 1 | NXB-63 C10 2P Chint
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
2.4. Cac phin mém sir dung trong dé tai
2.4.1. Node.js

Node.js 1a mgt méi treong chay JavaScript trén Server. N6 dugc xay dung trén
V8 JavaScript Engine ctia Google Chrome va gitp cac lap trinh vién str dung JavaScript

dé xdy dung cac tng dung phia Server, thay vi chi chay trong trinh duyét nhu hé théng.

Hinh 2.11: Phan mém Node js.

2.4.2. Visual Studio Code

(VS Code) 12 mt trinh soan thao ma nguén mo mién phi, da nén tang, nhe
nhung rit manh mé va duoc phat trién tir Microsoft. N6 hd trg nhiéu ngdn ngir 1ap
trinh dac biét nhu 1a JavaScript va dugc st dung rong rai. Bén canh dé con cho phép

nguoi ding commit, push, ngay trong trinh soan thao ma khong can mo Terminal.

Visual Studio Code
Hinh 2.12: Phan mém Visual Studio Code.

O trong dé tai 1an nay s& str dung 2 phdn mém Node.js va Visual Studio Code
dé hd tro cho qua trinh viét code JavaScript cho MQTT Server.

2.4.3. TIA Portal V17
Trong dé tai 1an nay s& s dung phan mém TIA Portal dé lap trinh viéc két ndi
truyén thong Modbus RTU gita PLC va dong hd do dién Selec MFM383A ciing nhu

1ap trinh viéc tinh toan cong suit tiéu thu cho tirng khung gid theo thoi gian thuc.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

TIA

V17

Hinh 2.13: Phan mém TIA Portal V17

2.4.4. MySQL
MySQL la mot hé théng quan tri co s¢ dir liéu quan h¢ ma nguén mo, dugc su
dung dé luu trit, quan 1y va truy cap dit liéu. MySQL hoat dong dua trén cach thic van

hanh chinh d6 14 tao ra cac bang dé luu trit dit liéu.

Hinh 2.14: Phan mém MySQL.

Trong d¢é tai 1an nay s& sir dung phan mém MySQL dé tao cac bang luu trit cac
dit liéu doc duoc tir PLC nhim muc dich tang tinh bdo mat cua dir liéu cling nhu tranh
céc truong hop mat dit lidu khi hé thong gip su ¢b ngoai ¥ mudn.

2.5. Cac ngdn ngir lap trinh dwoe siv dung trong dé tai
2.5.1. JavaScript

JavaScript hoat dong thong qua nén tang Node.js. Chirc ning chinh ctia ngdn ngir
1ap trinh JavaScript trong dé tai 1an nay 13 dugc dung dé két néi MQTT Server voi nén
tang IoT ThingsBoard va xir 1y cac yéu cau dic thi vé cong viée tinh toan cong suat tiéu
thu trong tirg khung gid theo ciing nhu tinh toan tién dién tuong timg voi timg khung

gid do trong cac Node cua ThingsBoard.

2.5.2. TBEL (ThingsBoard Expression Language)

Dua vao tén ctia ngdn ngit 1ap trinh nay thi ta c6 thé thiy day chinh 1a ngon ngir
1ap trinh duoc phat trién riéng cta nén tang IoT ThingsBoard. Vi ddy 1a ngdn ngir 1ap
trinh danh riéng cho nén tang IoT ThingsBoard nén n6 duoc thiét ké dac thu cho cac tac
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

vu trong ThingsBoard, dic biét trong cac Rule Chain. Piéu nay gitip ngudi dung dé dang
thao tac viéc xu ly dir li¢u.
Ung dung chinh ciia TBEL trong ThingsBoard:
- Xu ly va loc dir liéu tir Telemetry va Metadata: TBEL c6 chirc nang doc va
xtt Iy ciing nhu loc dit lidu dugc géi 1én tir thiét bi (Devices).
- Tao va xtr 1y cc canh bao (Alarms): TBEL c6 chirc ning dinh nghia vé cic
quy tic dé tao ra cac canh bao khi cac gia tri gidam sat ( Monitor Value) vuot

ngudng cho trude.

2.6. So dd ban vé di diy ciia hé thong

. —_
»3
oe A
= N
=
L L] ' L

MFM383A [

-

|

| -

—
—

Fl==~ ol
A L

Hinh 2.15: So d6 ban vé& di dy cta phan cung.

2.7. Két luin chwong 2

Trong chuong 2 nay di xdy dung dugc kién tric IoT cta hé théng. Bén canh do
cling trinh bay dugc cac thiét bi phan cing, so d6 dau ndi cac thiét bi phan cimg, cac
thiét bi phan mém ciing nhur ngdn ngit 1ap trinh twong ing ciia timg phan mém. O chuong
tiép theo s& trinh bay vé cac co & kién thirc lién quan dén dé tai bao gém cac dinh nghia
vé cac thanh phan trong nén tang IoT ThingsBoard, cac chuan truyén thong cong nghiép
va cach két n6i MQTT Server cho hé thong.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

CHUONG 3: CAC CO SO KIEN THUC LIEN QUAN VA KET NOI
MQTT SERVER

3.1. Giéi thi¢u vé ThingsBoard va cic thanh phin chinh
3.1.1. Gigi thigu vé ThingsBoard

ThingsBoard 13 m6t nén tang IoT mé ngudn mé. N6 cung cap mot giai phap toan
dién cho viéc quan Iy va giam sat cac thiét bi IoT va dir liéu. ThingsBoard c6 kha ning
két ndi, thu thap dir liéu, xtr Iy dir liéu va hién thi thong tin tir cac thiét bj IoT khac nhau

thong qua qua mdt giao dién truc quan va dé sir dung.

ThingsBoard con hd trg cac giao thirc IoT tiéu chuan cong nghiép nhu MQTT,
HTTP va CoAP. Két hop kha ning mé rong, kha ning chiu tai va hiéu suit cao nham
thu thap dir liéu tir cac thiét bi IoT dé xir Iy va gidm sat. Ngoai ra con cung cip Gateway

Server c6 thé giup giao tiép véi cac thiét bi IoT mot cach dé dang.

Hinh 3.1: Kién trGic co ban ctia nén tang IoT ThingsBoard.

3.1.2. Entities va Relations
3.1.2.1. Entities (Thuc thé)
Céc loai thyc thé pho bién trong ThingsBoard bao gom:
- Device (Thiét bi): Pai dién cho cac thiét bi IoT, nhu cam bién, dong hd do
dién, hodc may moc cong nghiép (vi du: cam bién, PLC, ESP32...).
- Asset (Tai san): Pai dién cho céc tai san vat Iy nhu toa nha, khu vuc, hoac b

phén trong nha may.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.
- Dashboard (Bang diéu khién): Pai dién cho cac giao dién truc quan hoa dir
ligu tir Entities dugc cdu hinh dé theo ddi thiét bi hoic tai san.
- Rule Chain/Rule Node (Chudi quy tic): Pai dién cho cac ludng xu 1y di liéu
(xtr 1y, loc, phan tich) trong hé thong dua trén cac nut quy tic Rule Node.
MJi thuc thé 1a mot don vi dix liéu c6 dinh danh riéng trong ThingsBoard nhu
thudc tinh (attributes), gia tri do luong tir xa (telemetry), trang thai (state), va cac thong
tin dinh danh khac.
3.1.2.2. Realations (Quan h¢)
Relations 1a cach ThingsBoard thiét 1ap mdi lién két gitra cac thyuc thé. Nhiing
mdi quan hé nay gitip mo hinh héa cac két ndi trong hé théng IoT, chang han nhu:
- Mot thiét bi (Device) thudc vé mot tai san (Asset).
- Mot khach hang (Customer) s& hiru mot hogc nhiéu thiét bi (Device).

- MOt tai san (Asset) ndm trong pham vi quan 1y ctia mot t6 chic (Tenant).

B Ave ﬂ

/r HH\

' B A
30 Devics

o A
ield B

Firl

AN
= =)

Hinh 3.2: Mbi quan hé co ban giita cac thuc thé.

3.1.3. Device va Device Profile
3.1.3.1. Device (Thiét bi)

Device trong ThingsBoard 1a dai dién cho mot phﬁn cung thuc té, chéng han nhu
cam bién, PLC, thiét bi IoT. Device 1 thanh phan trung tdm ctia ThingsBoard, noi né
gui dir ligu Telemetry (nhu nhiét d9, do am, dién nang ti€u thy,...).

Céc thiét bi c6 thé duoc két ndi v6i ThingsBoard qua nhiéu giao thirc truyén
thong khac nhau nhu MQTT, HTTP, hodc CoAP. Mdi thiét bi dugc dinh danh duy nhat
trong hé thong bang mot ma Device Token, dam bao tinh bao mat trong qua trinh truyén
dir lidu.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.
Céc tinh nang cua Device trong ThingsBoard cho phép ngudi dung cé thé:

- Quanly thiét bi: Thém, x06a, va theo ddi trang thai hoat dong cua céc thiét bi.
- Tuy chinh dit liéu: Thu thap dir liéu theo thoi gian thuc tir thiét bi va hién thi

trén cac dashboard.
3.1.3.2. Device Profile

Device Profile 1a mot khuoén mau (template) chira cac cau hinh va cai dit dugc
ap dung cho mot hodc nhiéu Device. N6 cho phép quan 1y cac thiét bi mot cach hiéu qua
bang cach thiét 1ap cac tham sé chung, gitip giam thiéu cong strc va thoi gian cau hinh
ting thiét bj riéng 1¢.

Céc thanh phan chinh ctia Device Profile gom:

- Transport Configuration (C4u hinh giao tiép): Quy dinh giao thirc truyén
thong (MQTT, CoAP, HTTP).

- Telemetry Settings (Cai dat dir li¢u telemetry): Pinh nghia céc loai dit li€éu ma
thiét bi giri 1én ThingsBoard.

- Alarm Rules (Quy tic canh béo): Cai dit cac quy tic kich hoat canh bao dua

trén dit liéu vi du nhu khi dién ap hoac dong dién vuot ngudng cho phép.
3.1.4. Asset va Asset Profile
3.1.4.1. Asset (Tai san)

Trong ThingsBoard thi Asset dai dién cho cac ddi tuong logic hoac vat ly. Mac
du khong phai 13 thiét bj nhung c6 vai trd quan trong trong hé thong IoT. Asset ¢ thé 1a
mot nha mdy, toa nha, khu vuc san xuét, hodc bat ky mot thuc thé nao lién quan dén
viéc quan 1y hé thong IoT. Asset gip nhom cac thiét bi (Device) vao mot ciu tric
quan 1y logic dé d& dang quan 1y va van hanh.

Vi du vé Asset: Mot nha may thong minh hay tram bién ap c6 thé 1a mot Asset,
trong d6 bao gém céc thiét bi nhu cam bién nhiét o, cam bién do am,...
3.1.4.2. Asset Profile (Ho so tai san)

Asset Profile 1a mot khuon méu (template) dugc st dung dé dinh nghia cac thudc
tinh va cdu hinh chung cho cac loai Asset twong ty. Thay vi thiét 1ap timg Asset riéng 18,
ngudi ding c6 thé tao mot Asset Profile véi cac thong sd chung, sau d6 ap dung cho

nhiéu Asset.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.
3.1.5. Alarm

Trong ThingsBoard, Alarm (Canh béo) 14 tinh ning quan trong dung dé theo doi

va xtr Iy cac su kién bat thuong trong hé théng IoT.

J Created time § Originator Type Severity Assignes Status Detalls

Canh bao

Active

Criticad ¥ Unassigned v
mic nguy nacknowledges

[ 20250508 11:03:09
hider

Canh bao "
AClive
20250502 193926 ¢ TN mue Critical unassignec
1 Unacknowledoes
nguy em

Canh bao

A Active
(] 2025050219373 ; ‘ 1N moc ) Unassigned

Unacknowledges
c20

Hinh 3.3: Cac Alarm trong ThingsBoard khi ¢ su ¢d xay ra.

e Cac thanh phin co ban ciu thanh nén mét Alarm bao gom:

- Originator (Ngudn goc): La thiét bi gdy ra canh bao, vi du nhu thiét bi khi
gui dir liéu dong dién hay dién ap vugt ngudng cho phép.

- Type (Loai canh bo): Phan loai canh béo gitip nguoi ding co thé xac dinh
nguyén nhan gay ra canh bdo 1a tir dau.

- Severity (Mirc dd nghiém trong): Canh bao co thé c6 mirc d6 cao dén nguy
hiém, gitip nguoi dung danh gia mic d6 vu tién can xir 1y.

- Status (Trang thai): Canh bao c6 thé co cac trang thai nhu Active (Pang kich
hoat) hodc Cleared (D3 giai quyét).

3.1.6. Rule Node va Rule Chain
3.1.6.1. Rule Node

Trong nén tang ThingsBoard thi Rule Node 1a thanh phan co ban cua Rule

Engine. Cac Rule Node c6 thé két ndi véi nhau dé tao thanh cac quy trinh xur 1y dit liéu.

nonpl

4 - .
) 8 V1 Roomt_c1xz S
True
e sonpt -

(‘ = V1IN Alarm Major
False
clear alarm |

)R an_CLK2 Alarm Major |

Hinh 3.4: Vi du vé 3 Node dugc két n6i véi nhau qua moi quan h¢ “True” va “False”.

Cac Rule Node trong ThingsBoard duoc chia thanh cidc nhém khac nhau, moi

nhom c6 mdt chirc nung cu thé trong viéc xur 1y dir liéu. Cac nhom d6 bao gom nhu:
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Bang 3.1: Bang téng hop cac nhém Rule Node va chic ning cua ching.

+ Filter Node (Node lgc): C6 churc nang loc dir

liéu dau vao trude khi vao budce xu ly dir 1iéu

= Fllter

1) = alarm status filer

(Z) = agset profile switch

=

-

+ Enrichment Node (Node lam giau dir li€u):
C6 chirc nang lam giau dit liéu bang viéc bd sung
thém céc thong tin tir cac ngudn khac vi du nhu

thong tin tr cac thudc tinh cua thiét bi hay tai san.

=4 Enrichment

C# =4 calculate delta

C# =4 customer attributes

:
:

+ Transformation Node (Node chuyén doi dir
liéu): C6 chirc nang chuyén doi, tinh toan hoic
thay doi cau tric cua dit liéu dau vao trudce khi dua
vao budc luu trir hoac thuc hién cac budc tiép
theo.

'Q, Transformation

) &% change originatar

=3 fﬁ] Copy key-valus pairs

D @ deduphestion

~

, Action A
+ Action Node (Node hanh dgng): CO chiic ndng y
ding dé tao canh bao hoic gdi théng bao qua E- q © add to group b
mail nguoi dung khi hé thdng c6 sy cd. C# S b
> Flow ~

+ Flow Nodes (Node diéu hwéng): Co chiic ning
diéu hudng dit liéu trong Rule Chain.

C# £ acknowledge

3.1.6.2. Rule Chain

Rule Chain 14 tap hop cta cac Rule Node lién két v6i nhau theo chudi, cé chire

nang xu 1y dit liéu theo mot quy trinh lién tuc tir diém dau dén diém cudi. Cac Rule

Chain gitp quan 1y cic quy tic mot cach dé quan dang hon dé tir d6 viéc xu 1y dit liéu

phuec tap dugc don gian hoa.
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Hinh 3.5: Hinh anh vé mot Rule Chain.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
3.2. Cac giao thirc truyén thong sit dung trong deé tai

3.2.1. Giao thire MOTT
3.2.1.1.  Gi6i thiéu vé MQTT

MQTT (Message Queueing Telemetry Transport) 1a mot giao thirc don gian &
cap do TCP/IP va ciing 14 giao thirc nén. Dé truyén tin nhin gitra cac thiét bi thi né duoc

hoat dong theo co ché Publish — Subscribe (xuit ban — ding ky).

Khi mot thiét bi giri tin nhin (Publish) dén mot chi d& nao d6 thi Broker s& phan
phéi tin nhan d6 dén tat ca cac thiét bi di dang ky (Subscribe) chu dé d6. Piéu nay gitp
giam sy phy thudc giira cac thiét bi khi ma thiét bj dugc sir dung ¢ nhitng noi ma gia ca

mang vién théng dit do hodc bang thong thap hay thiéu do tin cay.

o Computer
Publish: 23°C

Tople: “Temp™

Temperature
sensor

Mobile device

Hinh 3.6: M6t vi du vé mdi quan h¢ gitra MQTT Borker va MQTT Client.
3.2.1.2. Uu diém va nhuoc diém cia MQTT

U'u diém:

- C6 co ché Publish/Subscribe cho phép phan tan dit liéu hiéu qua

- Pay ciing 14 giao thiic st dung bing thong thap trong moi truong co do tré

cao nén dya vao nhugc diém nay thi né co thé 1a mot giao thirc 1y tudng cho
cac ung dung M2M (Machine to Machine).

Nhwoc diém:

- So v6i CoAP, MQTT c6 téc do truyén dir liéu chdm hon. Trong khi CoAP sir
dung h¢ théng tai nguyén 6n dinh — tinh, MQTT lai hoat dong dya trén co ché
dang ky dong (subscribe).
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.
3.2.2. Giao thirc S7 Communication

S7 Communication 1a mot giao thirc truyén thong déc quyén do Siemens phat
trién, duoc thiét ké va tdi uu hoa dic biét cho viée trao d6i dir liéu va giao tiép mot cach
hiéu qua va don gian giita cac thiét bi tw dong hoa thudc dong SIMATIC S7 cua hing

Siemens.

Kha ning giao tiép S7 dugc tich hop sin trén cac CPU S7-1200 va sir dung cong
Ethernet tiéu chuan dé truyén tai dir liéu. Cong Ethernet tich hop 1a cong két ndi vt 1y
phd bién nhat va duoc tich hop trén tat ca cac dong CPU S7-1200. Loai cong st dung 13
loai RJ45.

Cic dic diém noi bt ciia Giao thirc S7 Communication:

- La mét giao thirc doc quyén cua Siemens phat trién nén duoc tich hop sén

trén cac dong PLC, bién tan,.. cua Siemens.

- Panén tang giao tiép: HS trg nhiéu giao thire két ndi vat Iy nhu Ethernet (S7-

Communication via Profinet), Profibus,...

3.2.3. Giao thirc SMTP
3.23.1. Giéi thiéu giao thirc SMTP

SMTP (Simple Mail Transfer Protocol) 1a giao thirc chuan dé giri email
trén Internet. Pay 13 nén ting dé giao tiép gitta cac hé thdng mail server, gitp
chuyén tiép va guri email tir ngudi giri dén ngudi nhan thong qua cac mang. [4]

SMTP hoat dong dua trén mo hinh Client-Server:

- SMTP Client: Thiét bi hodc ung dung giri email (vi du: Outlook, Gmail,

hoic hé thong IoT).

- SMTP Server: May chii chiu trach nhiém xir 1y, gui va phan phdi email

dén server dich hodc hop thu ngudi nhan.
3.2.3.2. Cach thirc hoat dong ctia SMTP Server
Qua trinh goi E-mail qua SMTP Server sé dugc chia thanh 3 budc chinh:

- B1: Két ndi SMTP Client (img dung gdi email) thiét 1ap dé két ndi voi SMTP
Server thong qua cong SMTP Gmail (TLS) 1a 587 hodc cong SMTP Gmail
(SSL) 1a 465.

- B2: Trao d6i thong tin: Server nhan thong tin vé ngudi goi, ngudi nhan va ndi

dung e-mail.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

- B3: Chuyén tiép: Néu dja chi e-mail dich thudc cing Server, e-mail s& dugc
lwru trit truc tiép, néu khong thi e-mail s& duoc chuyén qua cic Server trung

gian.

How does SMTP work?

R (T
(65 —)

sender

Hinh 3.7: Cach thitc SMTP hoat dong.

3.2.4. Giao thirc Modbus RTU
3.2.4.1. Dinh nghia giao thirc Modbus RTU

Modbus RTU 1a mét dang phuong thirc truyén thong nbi tiép, cac thiét bi co cing
dau ra 1a Modbus RTU thi déu c6 thé mac ndi tiép lai v6i nhau tao thanh mot chudi cac
thiét bi két ndi véi nhau. Modbus RTU hoat dong theo giao thirc m¢ sir dung duong
truyén vat Iy bang RS232 hoic RS485 va giao tiép gitra chiing tuan thi theo nguyén tic
Master va Slave (hay con goi 13 mbi quan hé Chu — T6).

MASTER

I Modbus RTU I
WIS S5
3 55§E§ i 5‘555‘3
ER 5350 £ 7 spod

PR E Rk ey iEwE
SLAVE SLAVE
ID: 1 ID: 2

Hinh 3.8: Thiét bi Master va thiét bi Slave.

Trong dé tai nay nhém sinh vién st dung PLC S7-1200 dé doc dit liéu tir dong
hd do dién Selec nén S7-1200 s& dong vai tro 1am Master va dong hd Selec s& dong vai
tro 1a Slave.

3.2.4.2. Cich hirc hoat dong ciia Modbus RTU

Modbus RTU hoat dong bang cach truyén tin hiéu dién duéi dang ma nhi phan

giita Master va Slave v6i nhau. Poan mi nay s& dugc truyén qua hai phuong thirc truyén
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

d6 13 Modbus RTU RS485 va Modbus RTU RS232 (RS422). Mot hé thong thi ¢ thé co
t61 da 247 thiét bi Slave va mdi thiét bi c6 mot dja chi duy nhat ( tir 1-247).

Mot céu tric ban tin ciia Modbus RTU bao gdm: 1 byte dia chi, 1 byte ma chirc
nang, n byte truong dir li€u, 2 byte truong CRC nhu hinh sau:

Frame 1 Frame 2 Frame 3
——
}_+_ HNDLIDH_ NP I Y _.ﬁ._DDi? 1,
<-—————-—>,
I‘—»a 3.5 char 1
at least 3 6 char at least 3.5 char ' .
4.5 char

MODBUS message

Start Address | Function Data
> 3.5 char 8 bits 8 bits N x 8 bits

»

End
2 3.5 char

Hinh 3.9: C4u triic ban tin ctia Modbus RTU.

Churc nang va vai tro cua moi byte nhu sau: Byte dia chi: X4c dinh dia chi nao dugc
nhan dir liéu tir Master (trong truong hop 1a Slave) va nguoc lai 1a xac dinh nhan duoc
tir dia chi ciia ddi twong Slave nao & phia Master, dia chi nay duoc quy dinh thong
thuong tir 0 — 254.

3.2.43. Uu diém va nhuwoc diém ciia Modbus RTU
Uu diém:

- C6 kha nang truyén dit liéu di xa v6i khoang cach 1én dén 1200m (trong thyc
té thi tam 700m ~ 900m) véi tbc do nhanh.

- Céc Slave c6 chuan truyén thong Modbus RTU c6 thé két ndi nbi tiép véi
nhau tir 46 ¢6 thé giam thiéu s6 lwong day két ndi va chi phi ciing nhu khong
gian lap dit.

- Céc thiét bi cia nhiéu hing khac nhau nhung c6 cung chung chuéan truyén

thong Modbus RTU déu c6 thé két ndi va tich hop véi nhau.
Nhwoc diém:

- Thiét bj Master phai lu6n tham do ting thiét bi Slave va tim kiém khi ma ¢

cac thay d6i vé mat dir liéu nén diéu nay s& gy tiéu hao bing thong.
3.3. Tao dit liéu mé phéng tir dir liéu thit va két néi Modbus RTU
3.3.1. Y twéng thuwe hién
Pau tién 1a phai doc duoc cac dit liéu thong sb tir dong hd Selec MFM383A vé
PLC thong qua Module truyén thong CB 1241 nh¢ giao thirc truyén thong Modbus RTU.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Sau d6 dua vao céac gia tri dir 1i€u that tao khdi mo phong dir li¢u dé nhan ban thém mot
ddng hd Selec 40 véi tirng gia tri (vé dién ap, dong dién, tin sb,cong suit tac dung...) co

mot khoang sai s6 cho phép véi gia tri ban dau ciia dong hd Selec that.

Do viée ¢6 su trong dong cua 2 ddng hd Selec MEM383A nay ( déng ho that va
gia tri 40) nén viéc xay dung 1 Data Type chung dé tao ra cac bién chira trong Data

Block mét cac nhanh chong va dong bd 1a diéu can thiét.

Tiép theo thyc hién viéc gdi cc gid trj tir PLC 1én MQTT Server qua giao thirc
S7 Communication. Dé thuc hién viéc g01 gia tri nay thi cac bién phai dugc luu trit trong
Data Block thay vi dang Tag dé dé dang truyén théng. Tir cac yéu ciu néu trén thi nhom
sinh vién tién hanh lap trinh PLC.

3.3.2. Tao Data Type va tao cdc khoi Data Block

Dua vao Datasheet cua hang san xuét déng ho Selec thi tiép tuc tién hanh tao mot
Data Block va mot Data Type véi kiéu dit liéu 1a Real va dong thoi chia cac thong s6
ctia dong ho theo hang san xuat.

Read_master

Name Data type
<] ¥ Stuatc
Qs v Valoe "Dong_he"
< . Voltage VIN Real
Qa e Voltage_V2N " heal
< . Voltege VIN Real
< - Aversge_Voltage_LN Real
“J - Voltege V12 Real
a . Voltage_V23 Real
< . Voltage V31 Real
Q - Average_Voltage_LL Real
< . Cutrent |1 Real
s B Cument_|2 Real
e . Current |13 Feal
<l B Average_Cument Real
< . Wl Real
Q - we Real
T ™ w3 Real
< . kvAY Real
ra o hvaz Real
Q - AVAS Real
a . AVAr Real
yg e LVAL2 Real
en| - AWVA3 Real
s | . Total_k'W Real
< - Total_kVA Resl
a - Total_kVas Real
T Q - 7F1 Real
| . 2 Real
e . PF3 Real
0 9 - Average PF Real
< . Frequency Real
g e Mh Real

Hinh 3.10: Data Type luu céc thong sb doc duoc tir ddng hd Selec MEM383A.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Tiép theo tién hanh tao cc bién trong Data Block tir Data Type di tao. Vi han
ché vé mit phan clng trong dé tai lan nay nén can tao thém mot dong hd Selec 4o tir
ddng ho Selec that véi cc bién cé tén twong tu nhu cac bién ctua dong hd that.

3.3.3. Tao dir ligu mé phéng tir dir lidu ciia dong ho thit

DPé mo phong ddng ho thi 2 thi tién hanh 14y va cap nhat dit liéu lién tuc tir dong
ho that va cong thém vao cac sai s6 dé co thé tao canh bao bén ThingsBoard. Gia du nhu
dir liéu Voltage V1IN cua dong hd 2 s& 14y tir gia tri gbc Voltage V1N ddng ho that duoc
cong thém sai sd.

¥ Network 5: W& phing dbng hd

| } N EN e

DU 12,0808 A
“Meo_pheng "Read_master

N2 o

Hinh 3.11: Poan chuong trinh tao dit liéu mé phong vé dién ap.

Céc thong s6 khac nhu tan sd, cong suit tic dung, cong sudt tiéu thu tich liy ciing
s& duoc 14y truc tiép tir dong hd that.

MOVE
N —

“Reac_masiar “Read_mattes”
jal FeQ noy v )
Valus FreQuerncy N Value CLK2

3 OUTY — Frequency_CLK2

9 oury (k2

Hinh 3.12: Poan chuong trinh tao dir liéu mé phong cac thong sb can giam sat.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Céc bién 4o dugc tao tir déng ho that s& c6 dudi dang “ CLK2” dé nhan biét day

1a bién dwoc mo phong tir dir liéu that.

Read_master
Name Deta type
Mgl v Value QK2 “Dong_he _2*
3@ - Voltage _VIN_CLX2 Real
36 Q - Voltage_V2N_CLX2 Real
wa o Voltage _VIN_CLx2 Real
TQ o Average_Voltage N _CIX2  Real
3% a - Voltage _V12_CLx2 Real
s * | - Voltage_V23_CLK2 Real
41 °Q - Voltsge _V31_CLK2 Resl
“2a . Average Voltage LL CLK2  Real
4 Q . Current_I1_CLK2 Real
“ Q@ - Current_12_CLK2 Real
a9 " Current_I3_CLK2 Resl
LLNE ¥ | - Average_Current QX2 Real
T Q@ . kW _CLe2 Real
Mg o W _cLk2 Resl
s a - kwa_cun2 Real
B s | . kVAY_CLx2 Real
sa oo kVA2_CLK2 Real
2a kVA3_CLx2 Reeal
24 L WA _co Real
SRS | - VA2 CLk2 Real
s a B kVAr3_CLX2 Real
LT s | - Total_kW_CLx2 Resl
sTa . Total_kva_CLK2 Real
g e Total_kVAe_CLK2 Real
wa » PFL_CLX2 Real
0 Q B PF2_CLX2 Real
& Qa . PF3_CL2 Real
©a L] Average_FF_CLK2 Real
o oQ - Frequency CLK2 Resl
“ a - kwh_CLx2 Real

Hinh 3.13: Dit li¢u trong Data Block sau khi dugc mé phdng.

3.3.4. Doc dit liéu vé bang Modbus RTU
Pau tién phai thém Module truyén thong CB 1241 (RS485) vao PLC dé hoan tat

viéc ldp dat phan cung trén PLC bang cach tai muc Communication Board, tiép theo
chon Point-to-Point sau d6 kéo tha Module CB 1241 vao trong PLC nhu hinh duéi day.

L R
b et 1as e G gt
»lmoreln
PR

-l e

) 3| M - & » GO0 1341 e

on

Hinh 3.14: Cach thém CB 1241 vao PLC trong Tia Portal V17.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Tiép theo 14 phai cau hinh cac théng sb cho Module truyén théng CB 1241

(RS485). Viéc thyc hién dugc theo cac budce nhu sau:

B1: Vao Device Configuration.
B2: Click chon véao hinh anh Module truyén théng CB 1241.
B3: Click vao muc General, tai Tag General trong muc [O-Link, ta can quan

tam t6i cac thong s6 vé truyén thong.

e {& Topology view Jgb Ne
55 Dl nccvineg CHCR-A4AE LY

et ne el uccers ~

W 209 new dwiice ]

103 102 m 1

2 NL_T O 1 21aC DODEL

DY Desxe covguuanes

e Ondne & S0gn0iTK

Rack_0

* 1 Pogram Bleck:
I A3 mew biack
& Wenjonr)
B Coog_sust_sei
B W phang dong M
B Pesd_macies (D24] 2

oo Wzh and force takie:
& Orine bachap:

2% Mace:

’
’
’
» C§ NCdute npey
’
»
. ]
< < = 3| 1178

£ OPC UA commumcation -

< y > ) 13 Poperties [, inle
v Detalls view Ml ¢ |

10 tage | Syvtem comtants | Taxt
»

Ounk

General

Home Candgeratizn of manzrtoed
* Canfga frecened m 3 Merme  CD 1240 @nans
Meztage ¢

Mestage end

' Commens

el - N
Hinh 3.15: Cac budc cdu hinh cho CB 1241 (RS485).

- B4: Tai muyc IO-Link thi s& cau hinh cac théng sé vé truyén théng nhu Baud
rate, Parity, Data bits, Stop bits. Nhirng thong s6 nay phai dung nhu trén thiét
bi Slave ma nha san sudt dong hd Selec cung cap.

10-Link
Baud rate: | 9.6 kbps F\
Fanty | No parity r;—l
Data bits: "Stb}iz'; per é'{n’re_’cge! T

Stop bits: | 1 [v

Hinh 3.16: Cai dit cac thong sd vé truyén thong.

- BS5: Tiép theo 1a cai dat thong s6 Wait time. Day 1a thoi gian cho thiét lap lai,
trong trudng hop khi viéc két néi that bai thi trong khoang thoi gian Wait time
nay Module s& c¢b ging két ndi tr lai.
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Waittime: | 20000

ms |

Hinh 3.17: Cai dit thong sb Wait time.

- B6: Cudi cung 1a thiét 1ap ham MB_COMM_LOAD dé c4u hinh cho viéc két
n6i Modbus RTU.

-

Network 1;  M8_COMM_LOAD

"“NE_COMM.
LOAD_DB"
ME_COMM_LOAD
EN

M1 0

*Firsticen’
—— —— o

PORT
BALD
PARTY

"NE_MASTER DB* wE_Da

Hinh 3.18: Thiét 1ap ham MB_COMM_LOAD.

Sau khi thiét 1ap xong ham MB_COMM._LOAD thi bat dau liét ké cac dia chi

thanh ghi cua timg dit liéu ma ta can truyén thong.

Bang 3.2: Dia chi thanh ghi cac thong sb ciia dong hd Selec trén Datasheet.

Parametter Dia chi thanh ghi Unit Data Type
Voltage VIN 30000 A Float 32 (Real)
Current 11 30016 A% Float 32 (Real)
Frequency 30056 Hz Float 32 (Real)
Active Power 30024 kW Float 32 (Real)
Accumulated Energy 30058 kWh Float 32 (Real)

Sau khi dua vao bang dia chi thanh ghi ctia cac thong s6 dong ho trén Datasheet
thi tién hanh 1ap trinh khdi MB_Master dé goi dir liéu tir dong hd 1én PLC. Theo chuan
Modbus RTU cua cac dong PLC S7-1200 cua Siemen thi cac Holding Resister c6 dia
chi thanh ghi bat dau tir 30001 nhung dia chi thanh ghi bat dau trong Datasheet ctia dong
h6 lai bat dau tir 30000 nén giai phap & day khong thé khoi tao khdi MB. MASTER cho
ting dit liéu ma thay vao do6 ta thuc hién viéc truyén thong tat ca cac dir liéu trong
Datasheet ctia nha san xuat véi DATA_LEN 1a 60. Sau d6 ta méi tién hanh loc cac dir

lidu can thiét trong yéu cau dé goi 1én MQTT Server.

SVTH: D6 Ba Hai — Nguyén Son Tung
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v Network 2: MB Master

%DB3
*MB_MASTER_DB"
MB_MASTER
EN ENO
M101.3 DONE —
*Clock_2Hz" BUSY =~
| | REQ ERROR —i°
MB_ADDR STATUS
MODE
DATA_ADDR
o0 DATA_LEN

%DB4
“Read_master” DATA_PTR

Hinh 3.19: Ding khdi MB_MASTER d¢ doc cac dir liéu tir dong ho.
3.4. Két néi MQTT Server véi PLC S7-1200
3.4.1. Cai dit phén cieng cho PLC

PLC chi c6 thé giao tiép vi bén thir 3 khi khong dat mat khau Access, do d6 dé
két nbéi PLC véi MQTT Server thi trong muc Protection & Security ta phai bat chirc
nang “Full Access” cho PLC.

MUTNNGUR! TUPPOT
g Select the access bevel for the ALC

Tene of day
Protection & Secunty i Accuss bevel Access ALCeNE perm
Frotectan of the PLC confgumtion W hesa wnre Fassnword
Access fevel . ® Full acces: ino protecton gyl el rie] T —
v Connection mechanisms { fesd access v \/ 5
Connechon mechamsms HM pecess v
Centificete manager - 2 [} No sccess (compiete pratection

Hinh 3.20: Bat chtric nang Full access cua PLC.

bé doc hoic ghi dir li€u tr PLC 1én MQTT Server thi ta can phai bat chirc nang
PUT/GET trong phan cimg ciia PLC bang cach tai muc Connection ta click chon vao

muc “Permit access with PUT/GET communication from remote partner”.

Access ieve ~
Connection mechansny

w Connection mechanisms
Connection mechaninms

Ceruficate manager I W Perma access with PUTIGET communication $om remaote partner

Security evet

£ 1o o -
Excernal ioed memary i 2+ Fannartion marhanie e

Hinh 3.21: Béat chirc nang PUT/GET cua PLC.

3.4.2. Két noi d@é doc div liéu tiv PLC lén MOTT Server

Trudc tién 1a tién hanh thiét 1ap cac thong s6 lién quan dén PLC bao gom dia chi
IP ciia PLC, Slot (d6i v6i dong PLC S7-1200 va S7-1500 thi Slot = 1, d6i v6i dong PLC
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S7-300 va S7-400 thi Slot = 2). Rack ( d6i véi dong PLC S7-1200 va S7-1500 thi Rack
= 1, dbi v6i dong PLC S7-300 va S7-400 thi Rack = 2).

Hinh 3.22: Thiét 1ap céac thong sb ctiia PLC.

Bang 3.3: Cac thong s6 can duoc thiét 1ap caa PLC trong MQTT Server.

STT Tén bién Thong sb Chu thich
1 | Var PLC _IP 192.168.2.238 | bia chi IP cua PLC S7-1200
2 | Var Slot_ID 1 Dia chi Slot cua PLC S7-1200
3 | Var ScanTime 1 Thot gian quét (giay)
4 | Var PLC tag “r Bién luu cac gia tri tag cia PLC
5 | Var Tagval show True Hién thi gia tri tag cia PLC

Budc tiép theo ta tién hanh tao cac bién vé thong sé dién ning lién quan dén dong
hd Selec MFM383A trong khéi DB dé MQTT Server doc duogc théng qua giao thirc S7

Communication. Trong do6 céac bién goi di phai co6 kiéu dir li¢u 1a Real.

config tag = {
Voltage VIN:
Current I1:
kW1 :

Frequency:

kiwh :

kiwh_mul:

sql_insert Trigger:
Voltage VIN CLK2:
Current_T1 CLK2:
kil CLK2:

Frequency CLK2:

kwh CLK2:

Hinh 3.23: Cac bién vé thong sb dién ning can duoc gdi di.
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Bang 3.4: Cac bién vé thong so dién nang can duoc gabi di.

STT Tén bién Pia chi & Kicu Ch thich
dir liéu
1 | Voltage VIN DB4,REALO Dién 4p pha ROOM 1
2 | Current _I1 DB4,REAL32 | Dong trén pha ROOM 1
3 [KWI DB4,REAL48 | Cong suit tic dung ROOM 1
4 | Frequency DB4,REAL112 | Tan s6 ROOM 1
5 |kWh DB4,REAL116 | Cong suét tiéu thu tich liy ROOM 1
6 |sql insert Trigger DB4,X120.0 Bién Tigger dé goi canh bao
7 | Voltage VIN CLK2 | DB4,REALI122 | Bi¢n ap pha ROOM 2
8 | Current 11 _CLK2 DB4,REAL154 | Dong trén pha ROOM 2
9 | kW1 _CLK2 DB4,REAL170 | Cong suét tic dung ROOM 2
10 | Frequency CLK2 DB4,REAL234 | Tan s6 ROOM 1
11 | kWh CLK2 DB4,REAL238 | Cong suat tidu thu tich liy ROOM 1

Sau khi da két ndi voi PLC, xac dinh dia chi IP, ta chi can nhap cau 1énh “node
PLC_MQTT _Server.js” dé chay MQTT Server.

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

Voltage VIN: 223.88999755859375,
Current I1: 1.0099999984632568,
kil: ©.1340000033378601,
Frequency: 56.119998931884766,
kih: ©.8700000047683716

Hinh 3.24: Két qua sau khi doc duogc gia tri Tag Ién MQTT Server.

Véi két qua doc duge tir PLC nay thi s& dugc luu qua bién “Var PLC_Tag”. O
budc tiép theo ta s& dung dir liéu cta bién nay dé goi dit lidu 1én nén tang IoT
ThingsBoard.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

3.5. Két néi MQTT Server véi ThingsBoard dé dwa dir liéu 1én Platform theo
chuan MQTT

3.5.1. Khai bao MOTT Server trén nén ting IoT ThingBoard

Trude hét ta st dung dudng link cia MQTT Server cua ThingsBoard 1am mot
Client MQTT Server va Username chinh 1a Access Token. Ma Access Token nay duoc

14y truc tiép tir thong tin cua Device trén ThingsBoard.

mgtt = require( 'mgtt’);
client = mqtt.connect( 'mgt
username: ‘819bwake2yq5h2:

Hinh 3.25: Poan code khai bao MQTT Server trén ThingsBoard.

3.5.2. Két noi ThingsBoard Server

Khi Client bat dau ON thi s& thyc hién két nbi voi ThingsBoard Server bang cau
1énh nay. Néu da thuc hién thanh cong thi két qua sé& tra vé Terminal 1a « da két ndi
MQTT thanh cong !”.

client.on('connect”, () {
console.log('da két nd1 MQTT thanh cong!’);

Hinh 3.26: Poan code két ndi ThingsBoard Server.

3.5.3. Goidirliéu lén ThingsBoard
Pay 14 doan code c6 chirc nang goi dir lidu 1én nén tang IoT ThingsBoard thong
qua giao thirc MQTT. Chirc ning ctia cac bién duogc trinh bay nhu sau:
- Bién “mqtt_topic” dung dé gin chudi “v1/devices/me/telemetry”: Pay 1a
Topic mic dinh ma ThingsBoard st dung dé nhan di liéu Telemetry (do luong

tir xa) nhu dit liéu cam bién, trang thai hoat dong,...

- Bién “client.publish(mqtt_topic , mqtt_data)”: Dung dé goi dir liéu thong
qua MQTT Client.

Hinh 2.27: Poan code géi dit liéu 1én ThingsBoard.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Tiép theo ta tién hanh chay doan code bang cach nhdp cdu lénh “node

PLC_MQTT Server.js” tai Terminal sau d6 truy cip vao nén tang IoT ThingsBoard dé

co thé quan sat dir liéu da dugc goi 1€n trén nén tang.

S71200

Device details

Detalls Attributes Latest telemetry Calcuiated fieids
Telemetry
[[] Lastupdate time Koy Value
[0 20250516 06:03:45 KW 0.4000000059604645
D 202505-16 06.03:45 kKW1_CLK2 0.4000000059604645

Hinh 3.28: Két qua dit liéu vé cong suat tac dung duoc goi 1én ThingsBoard.

3.6. Luu trir cac dir liéu doc dwoc tir PLC vao MySQL

bé dir liéu co thé duoc bao mat mdt cach an toan thi viéc luu trir dir 1iéu vao

MySQL 12 v6 cing can thiét va quan trong.

3.6.1. Khoitao co so dit lieu trong MySQL

Tao co so dit liéu trong MySQL dé luu trit cac gia tri doc duoc tir PLC.

B0 obipect swbectsd

SVTH: B Ba Hai — Nguyén Son Tung
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Hinh 3.29: Tao co sé dir li¢u trong MySQL.

Tosmt
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
Pat tén co so dir liéu 1a “sql_ple_selecs”, cau hinh utf8 va utf8_unicode ci dé hd
tro cac ki tu unicode, nhan Apply dé thém co s¢ dir ligu.

Tai Table, ta tao bang mé&i va dat tén la “plc_data”, ciu hinh utf8 va
utf8 unicode_ci, thém vao céac dir liéu cot cho bang, nhin Apply dé tao bang. Tuong tr
& cac bang tiép theo, ta cling dit tén “ple_data_clk2” dé chtra cac dit liéu mo phong cua

ddng ho Selec.

ket et

L

Hinh 3.30: Tao bang dé chura céc dit liéu tir PLC.
3.6.2. Khdi tao két néi div liéu véi MySQL
Dau tién dé doc cac dit liéu va ghi vao bang da khdi tao & muc trén thi ta can phai

khai tao két ndi SQL.

require( ‘mysqgl');

>

sqlcon = mysgl.createConnection({

host:
user:
password:
database:

dateStrings:t

Hinh 3.31: Poan code khéi tao SQL.
Vi mui gio Viét Nam tré hon 7 gid so v6i gio UTC nén phai xir 1 trude khi gui
vao cOt date time bén co s¢ dir lidu.

1)

Hinh 3.32: Ham xu ly thoi gian tai mai gio Viét Nam.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

Tao ham gui dir li¢u va ghi dir li¢u vao co s¢ dir 1i€u, néu thanh cong s€ in “SQL

- Ghi dir liéu thanh cong” ra console log.

sglcon.query(sql write stri, (err, result) {
if (err) {

console.log(err);

1 el J
5 Else 4

Jog("sQL - Ghi dir 1iéu thanh co

Hinh 3.33: Ham gé1 va ghi dir liéu vao MySQL.

Dt li¢u dugc goi 1én lién tuc s€ gay ra viéc tac nghén va c¢6 dd tré cho nén dé
tranh viéc do ta can tao ham setlnterval dé goi lai ham gui dir liéu qua MySQL sau moi

khoang thoi gian 4s.
mgtt send timer = 4000;

setInterval(fn sql insert, mgtt send timer);

setInterval(fn_sql insert clk2, mgtt _send timer);

Hinh 3.34: Ham géi dit liéu qua MySQL sau moi 4s.
3.7. Kétluin chuong 3

Trong chuong 3 nay da trinh bay céc co so kién thirc lién quan vé cac thanh phan
trong nén tang lIoT ThingsBoard va giao thirc truyén thong cong nghiép duogc sir dung
trong dé tai. Bén canh d6 1a thuc hién viéc tao dir liéu mod phong tur dir li€u that sau do
két nbi MQTT Server dé dua dit liéu dugce thu thap tor PLC Ién nén tang IoT
ThingsBoard.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

CHUONG 4: XAY DUNG CAC CHUC NANG VA THUAT TOAN
XU LY DU LIEU TREN THINGSBOARD

4.1. Tong quan vé xay dung hé thong thu thap dir liéu trén ThingsBoard
Pau tién 13 vé luu d6 thuét toan chung cta dé tai.

Céu hinh céc théng 6 PLC

]

Két néi may tinh Server véi PLC

r 2

[Boc cde dirlidgu PLC theo 1 chu kv

h

Reactive

‘ Thiét lip két néi véd MySQL |

i(18m tra bigén Trigger xe --

13 True hay False?

Fiém tra MQTT Client 44 dwog
Active hay chwra 7

Gt cée dit lidn nbnr dong dién, dién
ap,... tir MQTT Client 1én MQTT
Eroker (ThingzBoard) theo mét chu k3

Géi dir lidu Trigger tr MQTT
Client 1én MQTT Broker
(ThingsBoard)

i

Tao canh bao 1én Dashboard va goi
E-mail vé ngudi dimg

I

Giri cde dif liéu nhr méec thai gian,
dong dién, dién dp. ... qua SQL theo
1chuld

Hinh 4.1: Luu d6 thuit toan chung cua dé tai.

Dau tién ta bat dau cau hinh cac thong s6 cho PLC va két néi may tinh 1am Server
trung gian véi PLC, tir 6 bat dau doc cac dir liéu tir PLC theo mot chu ky. Tiép dén &
phia ThingsBoard (MQTT Broker) s& kiém tra tinh trang Active hay Inactive ciia cac
MQTT Client ( dugc goi 1én tr MQTT Server). Kiém xa xem néu MQTT Client di
Active thi ThingsBoard s& nhan toan bo cac dit liéu cam bién (telemetry) dugc goi 1én
dinh ky (hai gidy mot 1an) qua MQTT Broker, néu chua Active thi s& quay lai trang thai
cho. Cung luc d6 sé tién hanh thiét 1ap két ndi dén MySQL, so sanh dit liéu vira thu thap
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

dugc so v6i ngudng cai dit trude néu nhu cé tin hiéu Trigger Alarm (vi du: dong dién
vuot qua muc) duge goi 1én tir MQTT Server thi s& canh béo 1én cho ThingsBoard biét

cO su cO xay ra, lac do dir li€u vé sy ¢6 do s€ dugc goi Ién ThingsBoard ngay lap tuec.

Déi v6i dir liéu gdy canh bao khi goi 1én ThingsBoard s& duoc phan loai dé biét
dir liéu nay thuoc ROOM nao, trinh trang ctia canh bdo 1a gi ( Critical/Major) va sao do
s& duoc goi 1én giao dién Dashboard ciing nhu 13 géi E-mail canh bao su c¢b vé cho

nguoi dung.

S7 1200

Device detalls

tall Attributes Lates! telemetry Calcutated fieid Alarm

Telemetry

[(] ‘Lastupdate time Key 1 Value

[: 20250516 0603 45 Curmrent_1N I

l | 20250916 000348 Current_11_Cy2 1

[0 2025051606348 Frequency 50

[(] 20250%10600:02.4¢ Freguency, CLKZ 80

D 202505-16 0603 45 W 0.4000000050604645
[’“, 0% 16 D603 4% kW1 _CLKZ 0.£000000059604064%
O 0250516 0603 4 W anon

[[] 20msos6000248 kwh_CLx2 4800

[__l MLS05-16 DEAIAS KN 192000

[0 202s0s16060348 sq_inaaert_Tngger taise

[._’ 20250516 0003 .45 Voltage VIN

[ 0250516060345 Voltege_VIN_CLK2

Hinh 4.2: Tong hop dit liéu goi 1én ThingsBoard tai muc Device.
4.2. Xay dung chirc ning Alarm (canh bao) trén ThingsBoard

Trong dé tai nay, vi¢c tao ra cac canh bao gia lap s€ dugc thuc hién béng cach
thay doi cac gia tri giam sat ( Monitor Value ) vé dién ap pha va dong trén pha qua phan

mém TIA Portal sao cho céac gid tri ndy vugt cac ngudng quy dinh cho phép.

Céc murc canh béo trong dé tai sé chia thanh 2 loai gom: Major (mirc cao) va

Critical (mttc nguy hiém).
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
4.2.1. Xt Iy trong ThingsBoard dé tao cinh bdo dén giao dién ngwoi diing

Viée xtr 1y dit liéu canh bao trong ThingsBoard sé& thong qua lan luot cac Node

dudi day:

- Node Input: Day 1a diém dau vao cta Rule Chain, noi ddy s& nhan dit liéu
Trigger Alarm duoc gia 1ap bang cach thay doi gia tri giam sat trén phin mém
TIA Portal.

- Node Massage Type Switch: Node nay c6 chtrc ning phan ludng dit liéu sau
d6 tiép tuc chia dit liéu theo cac dicu kién khéac nhau cta céc loai canh béo va
duogc két ndi véi cac Node Script thong qua mdi quan hé “Post Telemetry”.

- Node Script: Sau khi dir liéu dugc chia vao Node nay rdi thi dua trén yéu cau
vé dir liéu bén trong Node thi n6 s€ thyc hién viéc tao canh bao (thong qua

mbi quan hé True) hodc 1a xda canh bao (thong qua mdi quan hé False).

function Filter(msg, metadata, msgType) {

1 return msg.Voltage VIN >= 256 &&% msg.Voltage VIN < 368;

Hinh 4.3: Poan code JavaScript vé tao canh bao muc Major trong Node Script.

|
- e w79 -
. 1;’ﬂh—l g
A True -
i e Success R
vt - ? ¥ VAN Al Moo R ranz) | - ':‘rﬂm (
1y S0 o O A Mary
{ WIN A Masy

Past belemetry

wnpt
A = St J“v‘m—m Q
3=y oty . Scoomys
= MEage type swiot Poat 1efometry VIN Aam Crtcs 4 = 1
b r— False » swm t
=T AT wetch T ; &) bt .
J B nAemone -

Poat ledemesry

L e X
e 020 A Ymel 1 u"“""' “S\.Lnn: $ 'Mm )
Post telemenry J7  Carrent) Marmn Magr ‘\@ - Curvat) A Maor

R

3 nml’ )
f“‘T < =) Moot T:)
|_:] - b () »YY‘: Success J .““"‘l

= Curveer!? Alen Crlissl ‘= 1 = {

\( i f Corrwnt Alem Dot |-

Faise ‘ & 1
‘? Tyerarn|t Abaem Citicst

Hinh 4.4: Root Rule Chain dé xur 1y dir li€u va tao canh bao.

Sau khi xong viéc tién thanh xir Iy Rule Chain dé phan chia ting loai dir liéu
tuong uéng véi cac mirc canh bao trong dé tai nay thi két qua vé canh bao s& dugc hién
thi trén giao dién Dashboard nguoi dung.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

T Filter: Active @ Forall time

|_] Created time 4 Originator Type Severity Assignee
Cinh bdo 2

[} 20250831 18205 57 1200 NN_CLE2 muc Critionl (;‘r._‘ Som Timg Nouyln
nguy hidm
Canh bao

[[] 20250531 162025 IIN_CLK2 mire ) psmans
cao
Cinh bio -

[7] 20250508 1102:09 57 1200 VIN_CLKZ muc Critical ) PiBakE o
NGuy hedm

— e Carh bdo 1IN i

[]  2025050219:39:26 S71200 > Critical L) 5Son Tirg Nguyén
merc nguy hidm -

[ 20254502 19:37:35 7 120¢ Cénh béo 11N () pisana
IPWIC Cao o

Hinh 4.5: Két qua sau khi xir 1y dir liéu Alarm.
4.2.2. Xir Iy Rule Chain dé géi E-mail dén ngwoi diing

Viéc goi E-mail canh bao dén nguoi ding sé& duoc thuc hién qua giao thirc SMTP
va thiét 1ap cac Node dé xur Iy trong Rule Chain. Cac Node nay gdm 2 Node chinh d6
la:

- Node To E-mail: Node nay dung dé thiét lap cac dir li€u lién quan dén noi

dung cta E-mail nhu tiéu dé E-mail duoc g61, ndi dung chinh cua E-mail,

thong tin ctia ngudi goi va nguoi nhan, thong tin thiét bi, cac gia tri do duoc,...

Alarm Voltage to Email

Tronsiormation - to email

Netaily i . b lp

Alarm Yoltage 10 Email

Email sender

dobahm 02agmall com

Recipiemts
dobahal 02 @gmail.com
Message suject and content

Canh hao S7 1200 o4 dién ap lon hon mac Magor

Hinh 4.6: Thiét 1ap thong tin trong Node To E-mail.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

- Node Send E-mail: Node ndy c6 chtc ning gdi E-mail canh bao bang dich vu
SMTP Server dugc cdu hinh sin truée d6. Trong Node nay, phan Username
1a tén day du cua tai khoan Gmail duoc dung dé thiét lap SMTP Gmail, phan

Password 13 mat khau cta tng dung danh riéng cho thiét bi cia minh.

Send Email Google SMTP

Extornal - send amall

Send Emall Goo g|¢ SMTP

ystem SMTE settingy

smip. gmall corr 587

10000

B cnable s

Enatie proxy

dobahal 02 @gmisil com

Hinh 4.7: Thiét 1ap cac thong sb vé E-mail Google SMTP.

Su két hop giita 2 Node “To E-mail” va “Send E-mail” trong Transformation
Node phai duoc két ndi qua mdi quan hé Success.

T#‘vmmw ij O Votioe o el (:—-)( B e P e - B

Hinh 4.8: Rule Chain xtr ly viéc tao va g&i E-mail.
Sau khi thiét 1ap ciu hinh SMTP Gmail thanh cong thi Password s& duoc cip

danh riéng cho thiét bi cia minh.

N
§ Nt khiw ung dung da too
]
|

WU hrby #ng wng E0an o 1t I e e

>

fvay bapi pfgk cdft

Canb ol ey

Hinh 4.9: Password dugc SMTP Gmail cua Google cép.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Sau khi thiét 1ap, canh bao Alarm s& duoc goi dén ngudi dung théng qua SMTP

Server v6i nhitng théng tin d3 dugc cdu hinh sin bén trong Node “To E-mail”.

4.3.

Canh bao S7 1200 co dién ap I6n hon murc e B
Major Hop thur dén x

' 5\ dobahai.02@gmail.com 11:03Th5,8thg5(Tngaytruse) v @ 6

: _i’ dén t6i
CANH BAOI

Device S7 1200 c6 dién ap CAO & mirc 260 V
Device address - Trudng Dai Hoc Bach Khoa - Dai Hoc Da Nang

Canh bao 571200 c6 didn dp ldn han mic Major - CANH BAD! o ST i A 1V Dx { D B <

Canh bio 57 1200 co dién ap ldn han muc Major  CANH B4 eST { 2NV o add fa Ithg s
Canh bao 57 1200 cé dién ap ldn han mic Critical : { A o i T Athg &
Canh bao 57 1200 o6 dién ap ldn han mic Critical AN \ ) ! £ VI | 3thg 5

Hinh 4.10: Két qua gé1 canh bao vé E-mail khi c6 su c6 x4y ra vé dién ap.

Truy xuét dir liéu dién ning theo thoi gian thuc cho tirng khung gio

Pay ciing chinh 1a mot trong nhiing yéu cau quan trong ciing nhu chirc nang chinh

trong dé tai quan 1y nang luong lan nay. Trong qué trinh tim hiéu va nghién ctru thi do

an da nghién ctru dugc ra hai phuong phap xtr ly dir liéu dién nang ti€u thu theo thoi

gian thuc.

Cach dau tién 12 viét code PLC bang ngon ngit 1ap trinh Ladder tir d6 dua dit liéu

cudi cung 1én ThingsBoard, c4ch thir hai 1a dua dir li¢u dién nang tiéu thu tryc tiép tu

PLC 1én ThingsBoard tir 6 méi bat dau truy xudt dir liéu dién ning tiéu thu bang cach

xtt 1y dit liéu truc tiép trén nén tang ThingsBoard bang ngdn ngit l4p trinh JavaScript va

xtr Iy trong Rule Chain. D0 4n s€ trinh bay ca hai cach tir 6 néu ra wu va nhugc diém

cua tung cach.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

4.3.1. X Iy div liéu di¢n ning theo tirng khung gio bang cdch viét code PLC
4.3.1.1. Luwu do thuit toan

X

| Lay mic thor gean thye

Y

Lay dir héu kWh tir dong bo

-«
X
Ps s FALSE
~Riém tra diy laéu thide vao thir mAY
trong tudn ? z
TRUE —
X
—~Kaem tra &t lidu thude vio kiumg . FALSE

T givndowongagdy?

TRUE v

Tirsh todm vi Lo teidr dir ligu daén islnng tidu
thys troag eac kinmg gio vao MySQI

.

Pura Jen Dashboard, st dung ham Ageregation
"MAX" dé xem va truy xuit dir igu

Hinh 4.11: Luu d6 thuét toan tinh dién ning tiéu thu theo timg khung gio bang PLC.

O phuong phap tinh toan va xir Iy dit liéu dién ning bang cach viét code PLC nay
thi ban ddu ta cin phai 1y mdc thoi gian thyc sau d6 méi ldy dir liéu kWh truc tiép tir
dong ho Selec. Tiép dén sé tién hanh kiém tra dir liéu d6 thudc vao ngay nao trong tuan
vi & ngay chu nhat s& c6 quy dinh vé thoi gian cua cac khung gio (khung gid binh thuong,
cao diém va thip diém) khac nhau. Cudi cung 13 kiém tra ving dir liéu d6 thudc vao
khung gio ndo cua ngdy nao va luu vung dir liéu d6 vao MySQL. Viéc truy xuat dit liéu

s€ dugc thuc hién qua ham Aggregation “MAX” trong ThingsBoard.
4.3.1.2. LAy mbc thoi gian thuc

Dé tinh san luong cong suit tiéu thu trong timg khung gid binh thudng, cao diém,

thip diém hoic trong ngay, trong thang, trong nim, ta can liy cac mdc thoi gian thuc.

RD_LOC.T
DTL

——EN ENO

%MW 1000
RET_VAL "Retum_Value®
P#DB1.DBXD.0

“Thoi_gian_thuc”.
ouT Get_Time

Hinh 4.12: Khéi ham l1dy méc thoi gian thye.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.
4.3.1.3. Tinh cong suit tiéu thu trong khung gio binh thuong

Pé tinh duoc cong suat tiéu thu trong khung gio binh thudng, dau tién ta xac dinh
xem ngay tinh c6 phai chi nhat hay khong, sau d6 ta ldy gia tri doc duoc tir cac mde
thoi gian nhu 4h, 9h30, 11h30, 17h, 20h, 22h dé chuan bj tinh toan. Néu nhu ngay tinh
khong phai ngay chu nhat, gio binh thuong sé duoc chia thanh 3 khung gio (4h -> 9h30,
11h30 -> 17h, 20h -> 22h) thi ta ldy mdc cong suit tiéu thu tai 9h30 trir di mdc cong
suét tiéu thu tai 4h, mdc cong sut tiéu thu tai 17h00 trir di mde cong suét tiéu thu tai
11h30, mdc cong suét tiéu thu tai 22h00 trir di moc cong suét tiéu thu tai 20h00 va cong
lai dé ra tong cong suat tiéu thy trong khung gio binh thuong. Con néu ngay tinh 1a cha
nhat thi ta léy cong suét tiéu thu tai 22h00 trir cho cong suat tiéu thu tai 4h00.

"

Hinh 4.13: Tinh cong sut tidu thu tir 4h dén 9h30.

Céc khoang thoi gian ( tir 4h dén 9h30, 11h30 dén 17h00 va 20h00 dén 22h00)
thudc khung gio binh thuong ciing déu duoc tinh twong tu nhu trén. Cubi cung dé cho
ra khung gid binh thuong thi ta s& cong tong 3 khoang thoi gian trén.

o™ [—

I~y

Hinh 4.14: Tinh tong cong suit tiéu thu trong khung gid binh thudng.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

Vi khung gi¢ binh thudng trong ngay chu nhat s¢ dugc quy dinh khac nén ta phai

tinh riéng cong suat tiéu thu trong gid binh thuong cia ngay chu nhat.

o _Tioe o Tima

r_ge .
G _T i

e ——

Hinh 4.15: Tinh c6ng suét tiéu thy khung gio binh thudng vao ngay chu nhat.
4.3.1.4. Tinh cong suit tiéu thu trong khung gio cao diém.

Pé tinh dugc cong suit tiéu thy trong khung gid cao diém, dau tién ta xac dinh
xem ngay tinh c¢6 phai chu nhat hay khong, sau do ta léy gia tri doc dugc tur cac mdc
thoi gian nhu 9h30, 11h30, 17h, 20h dé chuan bi tinh todn. Néu nhu ngay tinh khong
phéi ngay chu nhat, gi¢ binh thuong s€ dugc chia thanh 2 khung gi¢ (9h30 -> 11h30,
17h00 -> 20h00) thi ta 1y mdc cong suét tiéu thu tai 11h30 trir di mbc cong suit ticu
thu tai 9h30, mbc cong sudt tiéu thu tai 20h00 trir di mbc cong sudt tiéu thu tai 17h00,
cong lai dé ra tong cong suét tiéu thu trong khung gio cao diém. Chu nhat s& khong co

gi0 cao diém.

Reed_mante
valus twn

©w —

Hinh 4.16: Tinh cong suat tiéu thu tir 9h30 dén 11h30.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Céc khoang thoi gian ( tir 9h30 dén 11h30 va tir 17h00 dén 20h00) thudc khung
gid cao diém ciing déu dugc tinh twong ty nhu trén. Dé cho ra khung gid cao diém thi

ta s& cong tong 2 khung gior trén.

ADD
Auto (Real)
EN pr—
Wwes.080D16
“DBS DBD14 "Cong_suat_tieu_
“Cong_suat_teu_ thu_tung_thor_
thu_tung_thoi_ diem” Cong_
diem” Bien_tam suat T clk1.CS_
h_cd_1 N1 out T_h_cd

%8S DBD144
"Cong_suat_beu_
thu tung_thoi_
diem” Bien_tam_

h_cd 2

Hinh 4.17: Tinh tong cong suat tiéu thu trong khung gid cao diém.
4.3.1.5. Tinh cong suit tiéu thu trong khung gio' thap diém
Pé tinh duoc cong suét tiéu thy trong khung gio thap diém ta 1y gia tri doc dugc
tir cac moc thoi gian nhu 22h00 dén 4h00 dé chuan bi tinh toan.Dé tinh lugng cong suat

tiéu thu trong gid thap diém thi ta ldy mdc cong suat tiéu thu tai 4h00 trir di mdc cong
suét tiéu thu tai 22h00.

N

Hinh 4.18: Tinh c6ng suét tiéu thu khung gid thip diém.
4.3.1.6. Gia tri cong suit tai thoi diém diu ngay, dau thiang, ddu nim

Dé tinh gia trj cong sudt tiéu thy trong ngdy, thang, nam, ta 1dy méc thoi gian tai
thoi diém dau ngay, dau thang, dau nam.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

W
“Firstican” MOVE
i} EN
WHADEDIE
‘Read_master”
Value kWh IN
oun
MOVE
EN p——
D4 DBD11§ LES5 DBD3E
"Read_master” "C
Value kWh IN
ngay_dau_ten_
than
9 OUY‘ thang

Hinh 4.19: Gia tri cong suat dau ngay, dau thang 1an dau bat.

MOVE
EN [re—
DBADRDITE
"Read_mazter”
Value kWh N thu
diem
suat_TT clk1.CS_
ngey dau_ten_
2 oun nam

Hinh 4.20: Gié tri cong suit dau nam lan dau bat.
4.3.1.7. Tinh gia tri cong suit ti¢u thu trong ngay

Pé tinh cong suit tiéu thu trong ngay, ta s& lay gia tri kWh tir luc bat PLC lan dau
va bat dau 1ay gia tri kWh tai moc thoi gian tir 23h59p50s (do khoang 4s quét dir licu 1
1an) dé tinh luong cong sut tidu thu trong ngay, sau do6 s& 1ay gia tri KWh tir 00h00p00s
(goi 14 gia tri cong suat dau ngay) va tinh gia tri cong suat tiéu thy trong ngay nhu binh
thuong. Sau khi tinh xong ta chd 1 khoang thoi gian dé reset gia tri vé 0 dé chuan bi cho
1an tinh tiép theo.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

%DB1.DBB7
%DB1.DBBS %DB1.DBB6 “Thoi_gian_thuc".
“Thoi_gian_thuc". *Thoi_gian_thuc Ga _Time suB
Get_Time HOUR Get_TimeMINUTE SECOND
- - Real
| = | | = | - v
| usint | | Usint | USint
23 59 - %DB5.DBD24
2 5 | %DB4.DBD116 .
* Resd master” Cong_suat_tieu_
'&,,-l 5’;% thu_tung_thoi_
value INT diem™ .Cong_
suat_TT_ok1.G5_
TT_trong_ngay
%DBS_DBD152 R
“Cong_zuat_tieu_
thu_tung_thoi_
diem™.C_h_dau_
tien
IN2
®*M103.0
"Bien_ngay_
mov0”
{5}
{5}
Hinh 4.21: Tinh cong suat tiéu thy trong ngay.
%81.0887
810885 DB1.0886 *Thoi_gian_thuc’
"Thoi_gian_thuc” “Thoi_gtan_thuc® Get_Time
Get_Time HOUR Get_Time MNUTE SECOND
| ] | g
| uSine | Jusim | J usint | N

YWBADBD116
‘Read_mazter’
value kWh N

8BS DBDY S
“Cong_zsuat_tieu_
thu_tung_thoi_
diem®.CS_h_dau_

4 oury — ten

Hinh 4.22: Liy gia tri cong sut dau ngay.
4.3.1.8. Tinh gia tri cong suit tiéu thu trong thang

Dé tinh gia tri cong sudt tiéu thu trong thang, ta can xac dinh xem thang d6 ¢6 30
ngay hay 31 ngay hodc c6 phai thang 2 hay khong. Néu 1a thang c6 30 ngay thi s& 1y
gia tri cong sudt cudi thang tai ngay 30, néu thang c6 31 ngay thi s& ldy gid tri cong suat
cudi thang tai ngay 31, néu 1a thang 2 thi sé& ldy gié tri cong suat cudi thang tai ngdy 28.
Lay gia tri kWh tir lac bat PLC 1an dau va gia tri kWh tai mdc thoi gian tir 23h59p50s
23h59p50s (do khoang 4s quét dit liéu 1 1an) vao cudi thang dé tinh lwong cong suit tiéu
thu trong thang, sau d6 s& 14y gia tri kWh tir ngdy dau thang tai ngdy dau thang vao lac
00h00p00s (goi 14 gia tri cong suat dau thang) va tinh gia tri cong suat tiéu thu trong
thang nhu binh thudng. Sau khi tinh xong ta chd 1 khoang thoi gian dé reset gia tri vé 0

dé chuan bi cho lan tinh tiép theo.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

| I =1
| s | | vsin | | Usten | | vsm [T & =

Ny

08 DEs
_gen_ther
e'—-.;-

— —lmi—

IN2

WORT D s

=

Hinh 4.23: Tinh cong suét tiéu thu trong thang.

%*DB9
"IEC Timer 0_DEBE_
3-
TOF
o MOVE
IN Q EN —— a—
" i £t e %DB4.DBD116 %D85.0BD36
“Read_master *Cong_zuat_tieu_
ValuakWh IN thu_tung_thoi_
diem”.Cong_
suat_TT_dk1.G_
ngay_dau_tien_
thang
i oum

Hinh 4.24: Lay gia tri cong suét tai thoi diém dau thang.
4.3.1.9. Tinh gia tri cong suit tiéu thu trong nim

Dé tinh gid tri cong sut tiéu thu trong nam, 1iy gia tri kWh tir luc bat PLC lan
dau va gia tri kWh tai mdc thoi gian tir ngay 31 thang 12 23h59p50s (do khoang 4s quét
dir liéu 1 1an) dé tinh luong cong suit tiéu thu trong nim, sau d6 s& lay gid tri kWh tir
ngay dau nam vao lic 00h00p00s (goi 12 gié tri cong suit dau nim) va tinh gia tri cong
suét tiéu thy trong nam nhu binh thuong. Sau khi tinh xong ta chd 1 khoang thoi gian

dé reset gid tri vé 0 dé chuan bi cho 1an tinh tiép theo.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

_'{ - | 1 =1 1= 1 1= ] = | = —
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Hinh 4.25: Tinh c6ng suét tiéu thy trong nam.

*M102.7
“Bien_nam_
mov0”
_(S )—c
%DB11
"IEC_Timer 0_DB_
5
TOF
Time MOVE
e IN Q EN I
= El— %DB4.DBD116 %D85.DBD44
"Resd_master” . "Cong_suat_tieu_
Valua kWh thu_tung_thoi_
At diam"” Cong_

suat_TT_dk1.G_
ngay_dau_tien_
nam

= oum

Hinh 4.26: Lay gi4 tri cong suét tai thoi diém dau nam.

4.3.1.10. Uu va nhwoc diém ciia phwong phap xir Iy dir liéu dién ning theo tirng
khung gié bang cach viét code PLC.

U'u diém:

- Viéc tinh toan dir liéu dién ning theo ting khung gid bang cach viét Code
PLC s& dé dang thyc hién viéc tinh toan hon dya vao ngén ngir 1ap trinh
Ladder, nguoi dung c6 thé d& dang hiéu duoc cach tinh toan nay néu c6 kién
thirc vé 1ap trinh PLC.

- Phuong phap tinh toan nay s& dwa ra dir liéu truc tiép vé cong suét tiéu thy tai
cac khung gior & chuong trinh PLC. Tir d6 ta c6 thé d& dang dua truc tiép cac
dir liéu vé cong suat tidu thy tai cac khung gid nay Ién nén tang IoT
ThingsBoard theo dang “Key Value” thong qua MQTT Server nhu cac loai
dir liéu khac ma khong can phai xt Iy dit liéu truc tiép trong Rule Chain.

- Dit lidu s& duoc luu truc tiép vao MySQL, viéc ndy gitp ting tinh bao mat
cua dir liéu.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
Nhuwoc diém:
- Vidi liéu duoc tinh toan va phan chia ra qua nhiéu & chuong trinh PLC nén
viée goi cac dir liéu tir PLC theo dang 1én nén tang theo dang “Key Value” s&
gdy ra hién tuong qué tai dit liéu, chua toi wu hoa duge luong Telemetry data
61 1én ThingsBoard nén gy ra tinh trang mat mot sb dit liéu cling nhu gay
t6n hao tai nguyén trén ThingsBoard.
4.3.2. Xwly dit liéu dién nang theo tieng khung gio trén ThingsBoard.
4.3.2.1. Luwu do thuit toan

" Kiém tra dién ninng tiduthy . FALSE

~_ €0 16m hom O hay khéng? _—
o B

<
~—

;\\;‘ -

-
; TRUE

Lay tumestamp tir
metadata cua msg

v

- —

g 7 Ry FALSE
__—FRaém tra &ir héu thude vao th mav™~—__
< >

~ trong tuan ?

_—Ksbm tra i hidu thude vho Lhung""\\ FALSE
~~__ g1l ndo trong ngdy ?
s

~

TRUE §

Luu sin lugmg dién téu tha va 0 tién
uéu thy timg khung g16 vao DataBlock

v

Sir dung ham Aggregation "SUM" 8¢
truy xust dif hifu dién nang téu thy theo
timg khung g

Hinh 4.27: Luu do thuat toan dé tinh va truy xuét dit liéu dién ning theo ting khung
gi0 trong ThingsBoard.

Dau tién thuat toan s& thuc hién viéc kiém tra vé dir liéu dién nang ti€u thu cta
dong ho Selec. Khi hé thong hoat dong thi dir liéu dién ning tiéu thy s& ting theo liy
tién khi d6 bat dau lay dir liéu tir Metadata trong msg ctia ThingsBoard. Tiép dén s& tién
hanh viéc kiém tra ving dit liéu d6 thudc vao ngdy ndo trong tuan vi & ngay cht nhat s&
c6 quy dinh vé thoi gian cia cac khung gid (khung gid binh thudng, cao diém va thip
diém) khac nhau. Cubi cing 1a kiém tra ving dir liéu d6 thudc vao khung gid ndo cia
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

ngay nao va luu vung dit liéu d6 vao DataBlock. Viéc truy xuét dit liéu s& duoc thuc

hién qua ham Aggregation “SUM” trong ThingsBoard.
4.3.2.2. Xirly dir li€u dién ning dwgc gdi lén tir MQTT Server

Céc bién dir licu (dong dién, dién ap, tan s, cong suat tac dung, dién nang ti€u
thu) dwgc PLC goi 1én ThingsBoard thong qua MQTT Server s& bao gom rat nhiéu bién
dir liéu khac nhau nhung trong phan nay ta chi can 1ay dir liéu vé dién ning tiéu thu cia
tai. Do d6 ta can phai thuc hién viéc loc dir liéu dé két qua tra vé la dit liéu dién nang

tiéu thy duy nhat bang cach thong qua mot budc xu 1y trong Rule Chain.

save time senes
— Save Timeseries

script
R1_Acc_Energy

Name*

R1_Acc_Energy

TBEL

function Transform{msg, metadata, msgType) {

1 war newMsg = {};
2 newMsg.R1 Acc_Energy = msg.kWh;
3 return {msg: newMsg, metadata: metadata, msgType: msgType};

Hinh 4.28: Rule Chain va doan code dé loc ra gia tri di¢n nang tiéu thu.
4.3.2.3. Tao Asset dé lru trir dir liéu dién niing doc tir Device

Sau khi dir 1i€u di¢n nang ti€u thu duogc loc ra tir hang loat cac bién dit liéu duoc
gdi1 lén tr MQTT Server thi ta can phai tao mot Asset dé luu gia tr1 dién nang tiéu thy
vao trong d6 nham ting tinh bao mat cta dit liéu ciing nhu 13 chia nho dit liéu ra dé c6

thé quan 1y dir liéu mot cach tot nhat.

’.

é Py save time series

~ Change originator
— Save Timeseries

™K Asset for S7 Device

. script
O 1'1' R1_Acc_Energy

Hinh 4.29: Rule Chain dé chia dit liéu dién nang vao Asset.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

S7_Asset

Assel details

Details Attributes Latest telemetry Calculated flelds Alarms

Telemetry

Last update time Key * Value
2025-05-28 19:53:40 kwh 5429999828338623

2025-05-28 19:53.40 R1_Ace_Energy 5.425999628338623

Hinh 4.30: Két qua dit li¢u dién ndng doc 1én tur Device sau khi dugc xur ly vao Asset.
4.3.2.4. Xurly dir li€u dién ning trong Rule Chain
Vi thong s6 dién ning tiéu thy tich lily & dong hd Selec MFM383A chi ¢ thé

tang 1én chir khong giam xudng nén dién ning tiéu thu chi c6 thé 16n hon hoic bang 0
theo thoi gian. Do d6 nén ta chi cap nhat dir 1iéu khi c6 di€n nang ti€u thu & tai c6 nghia
1a thong s6 dién nang tiéu thu tich liy tang 1én so véi lan cap nhat trudc d6 thi ta méi
cap nhat dir liéu. Dé thuc hién duge diéu nay ta can thuc hién qua 2 Node:

- Node “enrichment — calculate delta”: C6 chiic nang tinh toan xem do chénh
1&ch dién nang tiéu thu tich lily c6 16n hon 0 hay khong.

- Node “transformation — script”: Pugc lap trinh dé tinh tién dién twong Gng
v6i dién nang tiéu thu theo timg khung gid voi chirc nang kiém tra Timestamp

VA tra vé cac Key Value can thiét dé thuc hién viéc hién thi trén Dashboard.

N\
‘15..?..".3'3.. < ) = o ::-:::n—m —w)q’a—m-hm €
\ SEEEE

. soun ¢
B aee sy O 3:-_0-

Hinh 4.31: Rule Chain dé tinh va truy xuét dit liéu dién ning theo thoi gian.
4.3.2.5. Xurly dir li€éu dién ning trong Dashboard
Tu cac dir li¢u da duoc tinh toan trong Node “transformation — script” va luu
trit theo Timestamp dudi dang Key Value cu thé thi trong ThingsBoard cung cép cho
ngudi dung kha ning truy xuit ciac “Key Value” voi ham Aggregation “SUM” va

TimeWindow (ctra sb thoi gian: cho phép ngudi dung chon khoang thoi gian can truy
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

xut dit liéu). Nhitng loi thé trén ctua ThingsBoard gitip giam thiéu viéc ngudi dung phai

1ap trinh dé xudt dir liéu thudc ngay nao hay thang nao.

Datasource Entity alias

Asset X 4
Senes
o SUMIRY detta bty /2 X h thar .
A SUMRY _detin_cao diem) /X W& cao Gidm .
A SUM(RY _delin_theg diesn) J/ X G Ihp b .

Hinh 4.31: Xir 1y trong Dashboard véi timg khung gid cu thé.

Sau khi két hop giita cac tinh ning c6 sin trong ThingsBoard va ciing voi viéc
1ap trinh xir 1y di lidu tirg budc trong Rule Chain thi cudi cliing ta c6 thé dé dang truy
xuat dir liéu dién ning tiéu thu trong ting khoang thoi gian cu thé cling nhu tién dién
twong ung trong tung khoang thoi gian do.

Két qua cudi cung cho ta thdy hinh duéi 1a truy xuat tong san luong dién ning
tiéu thy trong timg khung gio kém va tién dién twong Gmg vé&i ting khung gid do, sir
dung ham Aggregation SUM va trong TimeWindow ta chon Current day (trong ngay
hém nay) ta s& duoc két qua nhu hinh duéi.

(> SAN LUQONG TIEU THU DIEN THEO TUNG KHUNG GIO B O
6.24 kWh
5.43 kWh
3.15 kWh
B O
o 10845.12 VND
D . 17218.53 VND
. 3568.95 VND

Hinh 4.32: Két qua cudi cung sau khi xtr 1y trong Rule Chain.
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4.3.2.6.

4.4.

Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Uu va nhuwoc diém cia phwong phap xir 1y dit liéu dién ning theo tirng

khung gid truc tiép trén ThingsBoard

U'u diém:

Phuong phap nay giup tdi wu hoa dir liéu dau vao khi goi 1én nén tang IoT
ThingsBoard vi ta chi can g&i duy nhit dir liéu vé dién nang tiéu thu tir PLC
1én ThingsBoard sau d6 nho vao cac cong cu hd tro trong nén tang va xu 1y
tryc tiép trong Rule Chain ta c6 thé xtr 1y duoc dit liéu dién ning theo timg
khung gio (gio cao diém, gid thap diém, gio binh thudng) mot cach dé dang.
Dit liéu vé dién ning tiéu thy s& dugc luu trir trong co s¢ dir lidu riéng cla

ThingsBoard nén nguoi dung cé thé truy xuat dir liéu mot cach dé dang.

Nhwoc diém:

Vi dir liéu dugc luu trit trong co s¢ dir liéu riéng cua ThingsBoard nén viéc
bao mat dir li¢u khong duogc cao.
Phuong phép nay doi hoi ngudi lap trinh phai am hiéu vé cac cong cu hd tro

cling nhu viéc xtr Iy dit liéu truc tiép trong Rule Chain.

X4y dung chirc ning phin quyén va quan Iy nguwoi dung

bé c6 thé quan ly va giam sat cac thong s6 mdt cach hi€u qud, can phan quyén

cho mot s6 ca nhan dé quan 1y tirng khu vuc riéng va khong can thiép 1an nhau, chi dé

ngudi c6 quyen cao nhat quan 1y tat ca.

Pau tién, vao ThingsBoard chon Customer va dat tén 1a “DATN gidm sat dién”.

DATN giam sét dién

Cuatamer detads

DATN glam 53t din

B Allow white labeling

Hinh 4.33: Tao Customer dé quan 1y ngudi dung.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Sau khi d4 tao Customer xong, vao “Manage Customer User” dé thém cac User
vao, muc dich dé cap quyén cho ngudi van hanh duoc phép giam sat mot sb Dashboard

duoc chi dinh. Sau d6 tao mat khau cho tai khoan vira tao.

Add user ® X

o User details o
Ermall*

s EsE Il cor) Create Password

Firs! name
Last name
us = Phone
Deacription
Display activation link

Neéxt Owner and groups

Hinh 4.34: Tao mat khau va tai khoan cho User.

Create Password Cancel

Sau khi d3 tao tai khoan va mat khau, vao Dashboard chon “Manage owner and
groups” Uty quyén cac Dashboard cho User vira tao. User chi duoc truy cap vao cac

Dashboard ma duoc chi dinh trudc do.
@Th ngsapard A Home w8 e .

Role management User MArAGHMET

ﬂ

- Fage nuacces

Custamar managemant ARGt management
S Soritraiin ceme
O schadan
e —
T Whim bbby
o -
C S
Customers Hierarch
@ Seceny = v
D Nk
[
- Devicd managemant Entity View managenent EQQ8 management
N CAsh 20

Hinh 4.35: Man hinh khi User dugc phan quyén ding nhap vao.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

5 Deshboards > 3§ AN

L 8 oo n 3
Dashboards ) inchude subcustomet emives
Crested time § Tithe Sub-castomes narme Growps
24,0029 222654 Cong sult vang Wing Marg o0 ROOM s /~
Qi)
. . <
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Hinh 4.36: Cac Dashboard dugc chi dinh danh riéng cho User.

4.5. Kétluin chuong 4

Trong chuong 4 nay di trinh bay cu thé qua trinh thu thap dit liéu va xu 1y dir
liu tho tir PLC 1én nén tang IoT ThingsBoard. Tir d6 thiét ké va xay dung cac chirc
nang can thiét ctia mot hé théng giam sat nang luong. Pac biét dd an cling da thyc hién
dugc chirc niang tinh toan cong suat tidu thu trong timg khung gid (gio cao diém, gid
thap diém, gio binh thuong) bang hai phuong phap xir Iy dit liéu khac nhau va tir d6 néu
ra dugc vu diém va nhuoc diém cua tig phuong phap d6. Piéu nay giup cho nguoi chu
dau tu c6 nhiéu lya chon hon vé giai phap quan 1y nang luong ciing nhu lya chon duoc
phuong phap phu hop véi hé thong dang 6 sin tai phan xudng, nha may.

Trong chuong 5 tiép theo s& trinh bay cac két qua dat duoc sau khi xay dung toan
bo hé thong va tién hanh danh gia két qua tir d6 dua ra cac mat han ché ciing nhu hudng

phat trién cua dé tai lan nay.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

CHUONG 5: KET QUA THU'C HIEN VA PANH GIA

5.1. Két qua mé hinh ciia phéan cing

Mo hinh phan cimg thyc té cta hé thong trong dé tai 1an nay duoc xdy dung voi
tai tiéu thu dién nang 1a bong dén LED 40W. Céc dir li€u dién nang cua tai s€ dugc doc
tir d6ng ho Selec MFM383A va gai 1én PLC dé tong hop. Dung mot may tinh lam Server

trung gian dé nhan cac dir liéu tir PLC va gdi 1én nén tang IoT ThingsBoard théng qua
MQTT Server.

Hinh 5.1: M6 hinh phan ctng thuc té cta hé thong.
5.2. Két qua md phong gia tri dong hd trong PLC

Két qua duogc hién thi nhu hinh bén duéi. Céc gia tri ¢6 dudi ¢ tén 1a “CLK2” 1a
gia tri dugc moé phong dua trén gia tri that ciia dong hd Selec MFM383A.

Read_master

Name Data type Offset Start value Monitor value
@l = v Value_CLK2 “Dong_ho_2" 1220
< < Voltage_VIN_CLK2 Real 122.0 0.0 2246
S| - Current_I1_CLK2 Real 154.0 0.0 0.98
ST | - kwi_CLK2 Real 170.0 0.0 0.137
01| - Frequency_CLK2 Real 2340 0.0 50.14
<< . kwh_CLK2 Real 2380 D.0 134

Hinh 5.2: Céc thong sé dién ning & déng ho 2 sau khi mé phong gia lap.

Ta c6 thé thiy cac thong sd duge mo phong thi ¢ gia tri gan twong duong voi
gia trj ctia thong sd that.

64
SVTH: Db Ba Hai — Nguyén Son Ting GVHD: TS. Tran Thai Anh Au — KS. Nguyén Khuong Quynh
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5.3. Két qua lru dir liu vao MySQL
Céc dix liéu can duoc gidm sat nhu dién 4p, dong dién, tan so, cong suét tiéu thu
trong timg khung gio.... cia dong hd va cac dir liéu duoc mo phong trong PLC ciing s&

duoc luu vao MySQL theo thoi gian thuc & dang bang dudi day.

date_trre Voltage VIN Current 11 Freguency IT h bt C5_TT h.s CSTT htd CST7 Yoog ngey CS_TT tong thang CS_TT teng
WI505-12 115301 20 i =0 0 n o 120 0 -}
M025-05-12 115303 20 1 =0 100 0 X 1% 0 0
02505-12 11:5% 100 0 150 0 Q
PI50512 115307 20 i 50 100 x o X Q
W25-05-12 11:55:0% 20 1 0 100 ry X o 0 0

g 100 2 X - )

0 1 x E ° 0 -}

% 100 0 % [ 0

0 100 0 X ¢ x

50 100 x 0 0

0 10 2 X e 0

) » - v

Hinh 5.3: D li¢u dugc luu trir trong MySQL theo dang bang.
Két qua cac dir liéu duoc luu trong dang bang, ngudi ding c6 thé truy xuat va cd
mot cai nhin tong quan vé dit liéu theo thoi gian thuyc.

5.4. K&ét qua cac Dashboard giam st trong ThingsBoard

5.4.1. Trang OVERVIEW

Trang OVERVIEW cho ta cai nhin tong quan vé cac dit liéu duoc hién thi theo
thoi gian thuc cta hé thong va c6 Chart dé nguoi dung c6 thé quan sat dugc sy thay doi

cua cac dir liéu.

=1 2238, | o095 | 5014 | 013 | 20.67m
a
W
o | |
'.J" 1 \ —— 1.-hlﬂ"';\
2238, | 098 | 5014w | 0134w | 20.67wm

0 \) ]Ml —iHl = M‘».'\

Hinh 5.4: Giao dién man hinh trang Overview.

Két qua hién thi vé cac thong s that ciia ddng hd cling nhu thong sb sau khi dugc
gia 1ap. Ta c6 thé thiy cac thong sb sau khi duoc gia 1ap va thong s that c6 gia tri gan
tuong duong voi nhau. Bén canh d6 ngudi dung c6 thé biét duoc tinh trang Alarm ciing

nhu s6 lwong Alarm cia hé thong.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

5.4.2. Trang NOTIFICATION
Hién thi sb luong cac thong bao chua duoc doc, s6 canh bao chua dugc x6a va
chi tiét ctia canh bao nhu tinh trang, ngudn gbc, loai canh bao, mic canh bao. Ngudi

dung c6 thé in theo ddi hodc in bao cao duéi dang file Excel.

DATM Metticatorn = (O Mstere et T omete 8

S a v g B nan uwesd nofcerens B8 @ T e
’
O
2 VIN AW o
v e 0 wee
A v v
& e ¥ - # Alwr Carhnsa v X3 re
o s arvd
N e a
'Y Mo T vin -
feeverd
a o
n b~ ' D o B N sarm Con bas VIN

Hinh 5.5: Giao di¢n man hinh trang Notification.
Cac canh bao goi vé duoc hién thi mot cach truc quan theo timg giao dién thong
bao. Ngoai ra canh bao con dugc goi vé E-mail nguoi ding mot cach nhanh chéng.
5.4.3. Trang ELECTRICITY

O trang ndy ta c6 thé xem dugc chi tiét cua timg dit liéu thong s6 dién ning bén

canh d6 dit liéu duoc hién thi theo thoi gian thuc dudi dang do thi va dang bang.

a s & o " Ol
.
- B
ot oo cha b “ varess i ampy
e L n © Swwnssostate G amm

Hinh 5.6: Giao dién man hinh trang Electricity.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.

Ngoai ra ngudi ding con c6 théx in két qua bao co dudi dang file Excel.

Timestamp Frequency ROOM 1 Power Active ROOM 1
2025-06-01 21:36:59 50.13999939 0.136999995
2025-06-01 21:37:01 50.13999939 0.136999995
2025-06-01 21:37:03 50.13999939 0.136999995
2025-06-01 21:37:05 50.13999939 0.136999995
2025-06-01 21:37:07 50.13999939 0.136999995
2025-06-01 21:37:09 50.13999939 0.136999995
2025-06-01 21:37:11 50.13999939 0.136999995
2025-06-01 21:37:13 50.13999939 0.136999995
2025-06-01 21:37:15 50.13999939 0.136999995
2025-06-01 21:37:17 50.13999939 0.136999995

Hinh 5.7: Két qua in bo céo dudi dang file Excel.

Két qua truy xuat dit liéu cho ta thay dit liéu duoc goi 1én nén tang mdi 2 gidy
mot 1an, diéu nay doi khi giy ra sy tac nghén va gay qua tai dir liéu va khong that sy can

thiét. Pé khac phuc diéu nay ta nén goi diru liéu 1én nén tang mdi 2 phiit mot lan.
5.4.4. Trang ENERGY

Hién thi dit liéu san lwong dién tiéu thu trong ting khung gid ¢ dang biéu dd cot

va bi€u do tron mdt cach truc quan.

“, DATM_ENERGY_RILL DATN_ORL » (3 Mhamwy - Currers wis [Ny - S
N o 5 SAN LUCWNG TIRU THY BIGN THES TUNG KHUNG GO : © TEN 0NN TUONG UNG VN TUNG KHUND Gi0
b
. 1744.2 kWh . 3276157 VWO
¢ Hctesry s205.5xwh i ° 1Tt 1283010 ol sz
. 19722 Wk . TR VWD

e’

M, SAN LUONG TIEU THY DIEN TUNG KNUNG GK B

) THER DIEN TUNG KNG S . et

174418 by
147014 oy

19PR 16 e

- ay

Cost Pgweren * &
]

Stk |
‘
- e |
- aven ‘ ,
t . » T | |
. \ -
‘ .
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Hinh 5.8: Giao dién man hinh trang ENERGY.

Nguoi ding c6 thé xem lich sir dit liéu san luong tiéu thu dién timg khung gid

trong ngay, trong tuan, trong thang dya vao TimeWindow.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

{1l, SAN LUQNG TIEU THY DIEN TUNG KHUNG GO B

g 174416 hWn
157814 X
® Calr gy avke 197216 kein

I i III III all I-l 1 | | I

Hinh 5.9: Truy xut dit liéu dién ning timg khung gio trong thang.

Timestamp Gi& binh thweng (kWh) Gier cao diém (kWh) Gier thap diém (kWh)
16/06/2025 12:00 531 241.92
17/06/2025 12:00 230 559.24 100
18/06/2025 12:00 4771 101.4 982
19/06/2025 12:00 81.06 147 257.84
20/06/2025 12:00 314.1 88.9 2139
21/06/2025 12:00 110.9 179.2 177.5
22/06/2025 12:00
23/06/2025 12:00 106.03

Hinh 5.10: Két qua in bao céo dién ning tiéu thu timg khung gio dudi dang Excel.

S5.5.

Nhitng méit han ché caa dé tai

D06 an van con mot s0 di€ém han ché nhu sau:

Vi han ché vé mat phﬁn cung nén trong phén kién trac IoT da lya chon mét
may tinh 1am Server trung gian dé dua dix liéu tir PLC 1én nén tang. Diéu nay
lam cho vi¢c demo qua trinh thu thap va xtr Iy dit li€u dién nang theo thoi gian
gip nhiéu kho khin vi phai treo may tinh lién tuc theo thoi gian thuc dé c6
duoc dit 1iéu nén doéi khi gap nhiéu su ¢ trong qua trinh demo.
Viéc trién khai du an va phai tra phi st dung trén phién ban Cloud cua
ThingsBoard méi chi 14 co s¢ dé tiép can cac cong cu co san trén nén tang,
chua thé xay dung dugc cho minh mot Server riéng.
Vi dé tai ndy str dung tai tiéu thu & ngudn dién 1 pha — 2 diy vé6i cong suit
nho nén viée lay dit liéu cong suat tiéu thy tich lily theo thoi gian mét rat nhiéu
thoi gian dé c6 duoc dir liéu do d6 can phai tai thém phadn mém mo phong dé
ta co thé gia 1ap thong s6 dién ning ting nhanh theo thoi gian.
Néu c6 sy ¢6 thi canh bao s& dugc gai lién tuc ma khong co khoang thoi gian
Wait time, gy phién toai hodc gy sém t6i gidi han canh bao cho phép cua
nén tang ThingsBoard.
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Xay dung hé thong giam sat va thu thdp dit liéu dién nang trén nén tang ThingsBoard.

KET LUAN

e DO an nhin chung da thuc hién dugc cac yéu cau cua bai toan dugc dat ra:

Trang Web cung cip giao dién dé nguoi dung co thé giam sat cac thong sb
dudi dang bang hoac biéu d6 mot céc truc quan.

D3 tinh toan dwgc cong suat tiéu thy timg khung gio va tién dién tuong udng
v6i timg khung gior 46 gitip cho ngudi chit dau tu c6 thé d& dang quan 1y ning
lwong tot hon ciing nhu b tri nhan cong hay sip xép thoi gian cac hoat dong
san xuat trong nha may dé tdi vu héa chi phi ning luong.

Nguoi ding c6 thé dé dang truy xuat va in bao céo dit liéu dudi dang Excel
v6i thoi gian cu thé.

Tao duoc cac canh bao va goi E-mail vé ngudi ding dé kip thoi xir 1y su cd.

Phén quyén va quan 1y duoc ngudi ding.

e (Cac hudng phat trién cua dé tai dugc dé xuat nhu sau:

O phan kién tric cua hé thong ta c6 thé sit dung mot Module chuyén doi
Modbus RTU sang Modbus TCP/IP sau d6 dua dir liéu tryc tiép 1én nén tang
ma khong can phai qua budc thu thap dir 1iéu tai PLC.

Hé thdng s& duoc cai thién tot hon néu ta chon giai phap két ndi thong qua bod
chuyén d6i Industrial IoT Gateway thay vi ding may tinh lam mét Server
trung gian, diéu nay giup cho hé thdng hoat dong tot & yéu cau hoat dong lién
tuc nhidu ngay hodc ¢ nhitng noi khong c6 mang Internet hodc Wifi vi c6 thé
st dung Sim 5G.

Phat trién xay dung hé thong véi tai 16n hon (VD: Pong co, Lo sdy nhiét,...)
& ngudn dién 3 pha — 4 day dé c6 thé thu thap dwoc nhiéu dir liéu vé thong sb
dién nang hon.

Néu c6 kién thirc chuyén mén vé lap trinh phan mém nhu Front-end va Back-
end thi c6 thé sir dung ThingsBoard ban Community Edition dé xay dung mot
hé thong trén Server clia riéng minh.

Ngoai viéc giam sat don thuan thi ta c6 thé tmg dung thém cac cudc goi thu
tuc tir xa (RPC — Remote Procedure Calls) dé diéu khién cac thiét bi hodc co
thé két ndi ThingsBoard véi mét bén thir ba.

C6 thé ung dung Al vao dé phan tich va dy doan xu hudng tiéu thy ning
lugng.
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Xay dung hé thong gidm sat va thu thdp dir liéu dién nang trén nén tang ThingsBoard.
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