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TOM TAT

Tén dé tai: Giam sat va diéu khién hé thong dién trong nha théng minh

Sinh vién thuc hién 1: Phan Nguyén Bao Qudc

S6 thé SV: 105200379 Lép: 20TPHCLC1
Sinh vién thyc hién 2: Hoang Cong Minh
S6 thé SV: 105200371 Lop: 20TDHCLC1

Trong bdi canh cudc cach mang cong nghiép 4.0 phat trién manh mé, cac cong
nghé nhu Internet of Thing (IoT) va Tri tu¢ nhan tao (Al) da va dang dugc trng dung
rong rai vao doi séng. b6 an nay tap trung nghién ciu, thiét ké va trién khai mot hé
thdng nha thong minh da hé sinh thai, c6 kha niang tich hop cac thiét bi tir nhiéu hang
khac nhau nhu Xiaomi, Yeelight, Tuya... vao mdt nén tang diéu khién thong nhat dya
trén Home Assistant va Flask Server. Hé théng bao gom cac tinh ning ndi bat nhu:

- Piéu khién thiét bi thong minh tir nhiéu hé sinh thai thong qua giao dién web
than thién.
- Gidm sat moi trudng séng v&i cam bién khi gas, nhi¢t do, do am
- H¢ théng bdo mat thong minh bﬁng cach nhan dién khuén mat (St dung mé
hinh MTCNN va FaceNet)
- Tuong tac bang ct chi tay (sit dung thu vién MeadiaPipe)
- Luu trit lich st va hién thi dit liéu thoi gian thuc
D6 4n khong chi giai quyét bai toan phan mang giita cac hé sinh thai thiét bi
ma con hudng dén giai phap mo, chi phi hop 1y, pht hop v6i ngudi dung phd thong
tai Viét Nam. Sau khi hoan thanh d6 an, em d4 tiép thu dugc nhiéu kién thtrc vé cach
xdy dung va quan Iy nha thong minh, cach két ndi hé thdng, 1ap trinh diéu khién thiét
bi. Bén canh d6 em ciing c6 thém ki ning tu doc hiéu tai liéu, ki ning 1am viéc nhom
va ki nang str dung cac phan mém. Tir d6 gitip em c6 thém nhiéu hién biét va nhan
thirc vé chuyén nganh, c6 cai nhin t6t hon vé nganh ban than dang theo hoc tap, tu
tin hon sau khi t6t nghiép.



DAI HOC DA NANG CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG PAI HOC BACH KHOA DPoc 1ap — Ty do — Hanh phuc

KHOA PIEN

NHIEM VU PO AN TOT NGHIEP

TT Ho tén sinh vién Sb the SV Lop Nganh

Ki Thuat Diéu Khién

1 | Phan Nguyén Bao Quéc | 105200379 | 20TPHCLCI . A )
va Ty Dong Hoa

Ki Thuat Diéu Khién

2 Hoang Cong Minh 105200371 | 20TPHCLCI . ) ,
va Tu Pong Hoa

1. Tén dé tai do an:

Giam sat va diéu khién hé théng dién trong nha thong minh
2. Dé tai thude dién: OC6 ky két théa thudn sé hitu tri tué doi véi két qua thyc hién
3. Cdc s6 liéu va dir lidu ban dau:

4. Ngi dung cdc phan thuyét minh va tinh todn:

a. Phan chung:

TT Ho tén sinh vién No6i dung

| | Phan Neuyén Bio Quée | - Tim hiéu dé tai
an Nguyen Bao Quoc 2, , L o
el - Tim hi€u cac xu hudng phat trién nha thong

minh hién nay.

- Poc cac tai liéu, tim hiéu giao thuc

2 Hoang Cong Minh - Lén ly tuong thiét ké hé théng va cac chuc
nang c6 trong hé théng

- Viét thuyét minh d6 an

b. Phan riéng:

TT Ho tén sinh vién No6i dung

1 | Phan Nguyén Béo Qudc | - Lap trinh ESP32 giao tiép vdi cam bién
- Két ndi ESP32 voi server

- Xay dung server, API chirc nang, MySQL




- Lua chon giao thirc giao tiép giita cac phan, day
dashboard public

2 Hoang Cong Minh

- Trién khai hé théng nhan dién khuén mat

- Tich hop chtic ning nhan dién cir chi tay diéu
khién thiét bi.

- Xay dyng giao di¢n va cac chuc nang cua
dashboard

- Lua chon phﬁn cung.

5. Ho tén nguoi huéng dan:

Ngudi huéng dan

Phan/ Noi dung

TS. Nguyén Thi Thanh
Quynh

Huéng dan quy trinh thiét ké dy an cho doanh
nghiép

Pé xuét cac phuong an, cac tinh ning can thiét
Hudng dan thuyét minh bao cao

Panh gia thuyét minh bio céo va san phim

6. Ngay giao nhiém vu dé dn:

7. Ngay hoan thanh do én:

e /2025

e e /2025

Pa Nang, ngdy  thdng ndam 2025

Truwéng Bo mon Ty dong hoa Nguwoi hwéng din

TS. Giap Quang Huy
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DAI HOC DA NANG CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG PAI HOC BACH KHOA Doc lap - Tu do - Hanh phiic

KHOA DIEN

PHIEU KIEM SOAT TIEN PQ LAM PO AN TOT NGHIEP
(Phiéu danh cho ngudi huéng din/sinh vién)

Ho tén sinh vién 1: Phan Nguyén Bao Qudc Sb thé SV : 105200379
Ho tén sinh vién 2: Hoang Cong Minh S6 thé SV : 105200371
Tén dé tai DATN:

Giam sat va diéu khién hé thong dién trong nha thong minh

Ho tén nguoi HD: TS.Nguyén Thi Thanh Quynh Don vi: Khoa bién
) Khdi lirgng GVHD
Tuan Ngay _
da thwe hién (%) tiép tuc thuc hién (%) ky tén
- Nhan dé tai - Tim hiéu tinh hinh chung cta

su phat trién nha thong minh.

1| 10/3-16/3 - Xu hudng phét trién nha thong
minh

- Tim hiéu dé tai, cong nghé |- Tiép tuc nghién ctru, thyc hién
nén tang (IoT, Al, du an.

HomeAssistant...)
2 | 17/3-23/3 .
- Xéc dinh yéu cau cua 1 hé
théng co ban, lap dé cuong
chi tiét

- Thiét ké hé thong tong thé, |- V& so dd hé thong.

so d6 két ndi cac thiét bi. e
3 24/3-30/3 - Viét bao cao

- Cai dat HomeAssitant,

N - Lya chon giao thuc két ndi
nghién ctru cac tich hgp

Duyét lan 1: Danh gia khdi luong hoan thanh % :
4 1/4-2/4 ) )
Puoc tiép tuc [am DATN [ Khong ti€p tuc thuc hién DPATN [

iii




- Hoan thanh bao c4do chuong
1.

- Nghién ctru vé giao thirc két
no1 gitra ESP32 voi server.

5 3/4-13/4 | Lap trinh diéu khién thiét bi |- X4y dung server backend
ESP32, giao tiép véi cam Flask
bién, servo, camera
- Hoan thanh xay dung server, |- Nghién ctru vé Al nhan dién
co s¢ dir ligu MySQL, API  [khuon mat, xtr Iy anh tir camera.
6 | 14/4-20/4 |5:A - 1 1ida (hie e
dicu khién thict b1 - Tim hiéu v€é nhan dién cur chi
tay
- Trién khai hé thong nhan |- Tich hop vao chuong trinh
dién khuon mat voi MTCNN |chinh
+ FaceNet. X \ \ C
7 | 21/4-27/4 aceine - Ti€p tuc hoan thanh bao cao
- Két hop voi ESP32 dé chay |chuong 1, 2, 3
quy trinh
Duyét lan 2: Danh gia kh6i lwong hoan thanh % :
8 | 28/4-29/5 , ,
Puoc tiép tuc lam BDATN [J Khong ti€p tuc thuc hién DPATN [
- Tich hop nhan dién cir chi |- Thiét 1ap cir chi bat tat thiét bi,
tay bing MediaPipe kiém nghi¢m tinh chinh x4c.
9 | 30/4-6/5 |_Thiét ké giao dién - Viét bao c4o chuong 4
dashboard hién thi dit liéu,
diéu khién thiét bi tir xa
- Tich hop nhan dién cir chi |- Chinh stra giao dién dashboard
vao hé thong, két ndi dén két hop lay API tir
10 | 7/5.13/5 |Flask API diéu khién thiét bi. [HomeAssistant.
- Xay dung hoan chinh phan
cung
- Thur nghiém toan hé théng, - Kiém tra tinh thoi gian thuec,
11| 14/5:00s5 [kiém tra céc giao tiép do tré, cac canh béo
- Viét bao cao chuong 5
Duyét lan 3: Danh gia khdi luong hoan thanh % :
12 21/5-22/5

Puoc tiép tuc lam DATN [1Khong tiép tuc thuc hién DPATN

[

v




13

23/5-29/5

- T61 vu hod ma nguodn, xur 1y
101, cai thién giao dién nguoi
dung

- Pua trang web public cho
phép nguoi dung truy cap tur xa.

14

30/5-5/6

- Cho phép truy cap trang
Web tir xa vo1 quy trinh dang
nhap token bao mat.

- Viét bao cao hoan chinh,
lam video demo.

- Hoan thién slide thuyét trinh

15

6/6-15/6

- Hoan thanh do an




LOINOI PAU VA CAM ON

La sinh vién nam cudi dang theo hoc tai truong Pai hoc Bach Khoa Pa Nang.
Vi d6 4n t6t nghiép nay, 13 co hoi dé chiing em c6 thém kinh nghiém bén canh nhing
kién thirc d3 duoc hoc tp. Mic du chua phai sat véi thuc té, nhung n6 di gitp chung
em phan nao c6 thém kinh nghiém va cing ¢6 lai kién thirc da hoc dé c6 thém hanh
trang trén budc duong doi va nghé nghiép ciia minh

Chung em xin bay t6 long biét on chan thanh va siu sic dén Ban giam hiéu
Nha truong, Khoa Pién, cing cac thiy cd giang vién da tan tinh giang day, truyén
thu cho chung em nhirng kién thirc quy gia va tao diéu kién thuan loi cho em trong
sudt qua trinh hoc tap tai truong.

Dit biét, chung em xin gui 16i cam on tran trong dén c6 Nguyén Thi Thanh
Quynh, ngudi di tin tinh hudng din, dinh huéng va hd trg ching em xuyén sudt qua
trinh thuc hién d6 an tot nghiép. Nhitng goép v quy bau tir ¢6 1a kim chi nam giup
ching em hoan thién dé tai mot cach khoa hoc va gﬁn véi thuc té nhat. Kinh chuc ¢6
that nhiéu strc khoé va ngdy cang thanh cong hon nita trén con dudng sy nghiép cta
minh.

Chung em ciing xin gui 10 cam on dén cac ban 16p 20TPHCLC1 da chia sé,
trao ddi kién thtrc va kinh nghiém cua ban than trong thoi gian thyc hién d6 an. Cam
on dén cac anh chi, ban bé va gia dinh — nhiing nguoi luén dong vién, hd trg ching
em vé tinh than 1an kién thirc trong sudt qua trinh thuc hién dé tai.

Du d3 nd luc hét stec, nhung do thoi gian va kién thirc con han ché, diéu kién
kinh té khong cho phép, d6 an khong thé tranh khoi nhiing thiéu sot. Chung em kinh
mong nhéan duoc sy gdp ¥ tir quy thdy c6 dé em c6 thé hoc hoi va va hoan thién ban
than cling nhu dé tai nay.

Xin chan thanh cam on !
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LOI CAM POAN LIEM CHINH HQC THUAT

Chung em xin cam doan d6 4n nay 1a cong trinh hoc tp va nghién ciru cua
chung em. Cac két qua s liéu, hinh anh, ndi dung trinh bay trong bao cdo déu trung
thuc va duoc thuc hién dudi sy hudng dan cua giang vién huéng dan. Nhiing thong
tin, tai1 liéu duoc tham khao tir khac nguén khac déu da duoc trich dan rd rang trong
tai liéu. Chung em xin hoan toan chiu trach nhiém vé tinh trung thyc va liém chinh
hoc thuét ctia d6 4n nay. Néu c6 hanh vi sao chép, gian lan hay vi pham vé liém chinh
hoc thuat, ching em xin hoan toan chiu trach nhiém trudc Hoi déng va quy dinh ctua

nha trudng.
Sinh vién thuc hién 1 Sinh vién thuc hién 2
{Chir ky, ho va tén sinh vién} {Chir ky, ho va tén sinh vién}
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Giam sdt va diéu khién hé thong dién trong nha théng minh

MO DAU

Ly do chon deé tai

Trong thoi ki cdch mang cong nghiép 4.0, cac cong nghé nhu Internet of
Things (IoT) va Tri tué nhan tao (Al) dang ngdy cang phat trién va tng dung rong
rii trong doi séng hang ngay. Mot trong nhitng linh vuc ndi bat ciia xu thé nay 1a
nha thong minh (Smart Home) — noi cac thiét bi va hé thong dugc két ndi va diéu
khién tu dong nham phuc vu nhu cau tién nghi, an ninh, tiét kiém nang luong va
nang cao chat lugng cudc sdng.

INTERNET GIUP
NGOI NHA BAN
THONG MINH HON

INTERNET GIUP LAM VIEC VOI
MOI THIET B| TRONG CUQC SONG KET NOI VI THIET BI MO

Hinh 1: Internet of Thing

Tuy nhién, mot vin dé thuc té dang phat sinh va ngay cang rd rét trong cac
mo hinh hién nay 1a sy phan méang giita cac hé sinh thai thiét bi. Trong mdt ngdi nha,
c6 thé cung lac ton tai nhiéu thiét bi thong minh tir cac hing khac nhau nhu Xiaomi,
Philips, Imou, Tuya, v.v...

MBJi hé sinh thai thudng c6 tng dung diéu khién riéng biét, giao thirc khac
nhau, va thiéu kha ning twong tac chéo. Mot sb thiét bi chi hd tro cac nén tang két
ndi riéng biét, chang han nhu hai nén tang 16n 1a Google Home va Apple HomeKit
hoat dong doc lap, dan dén cac han ché nhu:

- Kha ning twong tac kém: Mdi hé sinh thai sir dung giao thirc riéng, khién
viéc tich hop nhiéu thiét bi tir cac nha san xuat khac nhau trd nén phic tap.
Vi duy, dén Philips Hue c6 thé hoat dong tét voi Google Home nhung lai
han ché trén Apple HomeKit.

Sinh vién thyc hién: Hoang Cong Minh Huéng din: TS. Nguyén Thi Thanh Quynh 1
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- Chi phi cao: Bé dam bao tinh déng bd, nguodi dung phai dau tu vao mot hé
sinh thai duy nhat, dan dén ton kém va thiéu linh hoat.

Bén canh d6, mdi thiét bi cua mot hang s& c6 uu diém va nhugc diém riéng,
nhu cdu c4 nhan vé sir dung chirc ning ctua mdi thiét bi ctia hing ciing s& khac nhau.
M&i ngudi s& c¢6 xu hudng lua chon cac thiét bi tir nhiéu hiang dé toi wu chi phi, va
phu hop v6i can nha cua hg. Vi vy, viéc nghién ctru va xay dung mot hé théng diéu
khién nha théng minh da hé sinh thai, c6 kha ning tich hop nhiéu thiét bi thudc cac
nén tang khac nhau vao mot giao dién diéu khién théng nhat, ddng thoi ap dung Al
dé tang cuong tinh théng minh va ty déng hoa — 1a mot huéng di vira thuce tién, vira
cap thiét.

Dé tai nay khong chi dap tng xu hudng cong nghé hién dai ma con hudng téi
kha ning mé rong linh hoat, chi phi hop 1y, ddng thoi tao nén tang cho viéc phat trién
cac giai phap nha thong minh thuc sy than thién voi1 nguot dung pho thong tai Vigt
Nam.

Muc ti€u va yéu cau cua deé tai

Muc tiéu ctia dé tai 13 xay dung mot hé thdng quan 1y thong minh da nén tang, co tinh
mo rong, g dung Machine Learning va t6i uu trai nghiém nguoi dung voi cac yéu
cau cu thé nhu :

- Tich hop kha ning nhan dién khuén mat va cir chi tay dé diéu khién thiét bi
trong nha.

- Sir dung cam bién dé giam sat méi truong va canh bao khi co bat thuong (vi
du: phat hién gas, nhiét do cao)

- Thiét ké giao dién web truc quan dé nguoi dung theo doi trang thai thiét bi,
diéu khién tir xa, va xem lich str dir liéu cam bién.

- Dam bao kha nang hoat dong thoi gian thuc, d§ chinh xac cao va tinh bao mat
trong cac hoat dong xac thuc.

- Hé thong can c6 kha ning mé rong va tich hop thém cac thiét bi, chirc ning
moi trong tuong lai.

- Dit biét hd trg tich hop nhiéu thiét bi tir cac hé sinh thai khac nhau vao mot
nén tang diéu khién thong nhat, c6 thé hoat dong doc 1ap hodc phdi hop cung
nhau.

Céc tinh niang bo sung hudng dén:
- Tu hoc hanh vi nguoi dung trong tuong lai.
- HO tro diéu khién bang giong noi
- Téi vu hoa ning lugng tiéu thy thong qua phan tich dit licu.

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 2
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Pham vi va phuong phap thuc hién

Dé tai tap trung phat trién mot hé théng nguyén mau (prototype) tich hop ca phan
clirmg va phan mém dé chirng minh tinh kha thi ciia m6 hinh nha théng minh tich hop
model Machine Learning.

Pham vi thuc hién:

Phan cung: st dung chip vi xu Iy ESP32 Iam bd diéu khién két ndi voi cac
cam bién khi gas, cam bién si€u am, servo di€u khién cua, v.v.

Phan mém: str dung nén tang Flask lam backend, luu trit dit liéu v6i MySQL,
tich hop Machine Learning nhan di¢n khuon mat bﬁng MTCNN + FaceNet, va nhan
dién ctr chi tay bang MediaPipe.

Giao tiép: sir dung giao thire HTTP va giao thirc WebSocket dé trao doi dir
liéu gitra chip vi xu Iy ESP32, Flask va giao dién nguoi dung.

Tich hop thiét bi da hé sinh thai: két ndi voi Home Assistant dé c¢6 thé diéu
khién céc thiét bi tir nhiéu hang khac nhau thong qua MQTT, RESTful API hodc céac
tich hop mé rong.

Phuong phap thuc hién:

Phan tich va thiét ké hé théng: x4c dinh kién truc, luff)ng dir 1i€u, phan chia
chtrc ndng gitra cac thanh phan.

Lap trinh va tich hop: xay dung phan mém backend, cac thuat toan, giao dién
web va tich hgp voi phan cung.

Kiém thtr va danh gia: kiém tra tinh chinh x4c cta nhan dién, kha nang diéu
khién thiét bi va do tré thoi gian thuc.

Viét bao céo va rat kinh nghiém: tong hop két qua, danh gia vu nhugc diém
va dé xuat hudng phat trién ti€p theo.

Cau truc cua bao cao do an:

Véi dé tai nay, dd an dugc xdy dung va trinh bay chi tiét thong qua 5 chuong
bao gom:

e Chuong I: Trinh bay co sé 1y thuyét va tong quan cac hé thong nha thong
minh hién nay.

e Chuong II: M6 ta chi tiét kién trac hé thong, thiét ké phan cing, phan mém
va céc giao ti€p chinh.

e Chuong III: Di sau vao hé théng nhan dién khuon mat béng Machine
Learning, cach trién khai moé hinh va xtr 1y dir liéu.

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 3
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e Chuong IV: Trinh bay giai phap diéu khién thiét bi bang ctr chi tay theo thoi
gian thuec.

e Chuong V: Pua ra danh gia két qua thyc nghiém, nhiing khé khan gap phai
va dinh huéng phat trién trong tuong lai.
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CHUONG I: TONG QUAN VE NHA THONG MINH

1.1 Khai niém va diic diém nha thong minh
1.1.1 Khai niém nha thong minh

Nha thong minh (Home automation, domotics, smart home) 1a tén goi dung
dé goi tén cac ngdi nha, can ho, cong trinh xay dung dugc trang bi, dugc cai dat su
dung cac thiét bi thong minh nham muc dich gitip cho ngdi nha tré nén thong minh.
C6 thé dap tmg theo cac ngit canh thong minh mot cach c6 chi dinh theo thiét lap
nguoi dung, co thé hoat dong mdt cach ty dong hodc ban ty dong, va co thé thay thé
con nguoi thuc hién mot s6 thao tac quan ly, diéu khién nhat dinh. Vé mit ban chét,
nha thong minh 13 sy két nbi co hé thong ciia cac thiét bi dién thong minh. Gitip ngoi
nha tré nén thong minh hon, c6 thé dap ung dugc cac chirc ning tu dong hodc ban tu
dong theo ¥ cia nguoi dung. Hé thong dién tir duoc két ndi quan mang khong day
hodc ¢6 day, cho phép giao tiép véi ngudi ding thong qua ban dién tir dat trong nha,
ung dung trén dién thoai di dong, may tinh bang hodc mdt giao di¢n web, tham chi
c6 thé ra Iénh diéu khién cac thiét bi bang giong noi.

Giai phap nha thong minh s& bién nhitng mén do dién tir binh thuong trong
ngdi nha trd nén thong minh va gan gili voi nguoi dung hon, chung duoc kiém soat
thong qua cac thiét bi truyén thong nhu diéu khién tir xa, dién thoai di dong. H¢ théng
nha thong minh khong chi don thuan 1a bat/ tat thiét bi, ma con c6 kha nang tu dong
hoé theo ngir canh (automation), hoc héi hanh vi nguoi dung, dua ra céc kich ban
thong minh nhu: bat dén khi phat hién nguoi, tu dong tudi cap vao sang som, hodc
guri canh bao khi phat hién 0 ri gas.

Hinh 1.1 Smart Home

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 5
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Gan déy, cong nghé nha théng minh dang ngay cang hién dai, dang cho phép
két ndi kiém soat hoan toan nha thong minh tir bat ki ddu dé ¥ tudong vé “Internet of
Things” tr¢ thanh hién thyc. Nha thong minh s€ dem lai sy tién nghi va thoai mai hon
dén voi con nguoi, vira c6 thé tin hudng nam trén sofa dé coi tivi vira c¢6 thé kiém
soat duoc hé théng cac thiét bi trong nha chi voi mdt chiéc dién thoai hay may tinh
bang. Trong xu hudng tuong lai, viéc tng dung Al vao trong ngo6i nha s€ dugc van
hanh mot cach tron tru hon, Al s€ theo doi thoi quen nguoi dung va dua ra cac thao
tac hop 1y va tao cho ching ta c6 cam gidc nhu mot quan gia hd tro thuc thu.

Hinh 1.2 Smart Home Bkav

1.1.2 Pic diém va lgi ich mét nha théng minh
a) Tu dong hoa thiét bi trong gia dinh

Mot trong nhitng dic diém ndi bat va cot 16i ctia nha thong minh 13 kha nang tu
dong hoa céc thiét bi dién trong gia dinh. Ngudi dung ¢ thé 1ap trinh dé cac thiét bi
hoat dong theo lich trinh, hodc phan hoi theo cac diéu kién thuc té nhu cam bién
chuyén dong, cam bién anh sang, nhiét do moi truong...

- Vi du: Hé théng c6 thé tu dong tit dén khi khong c6 ai trong phong, hoic
bat may lanh khi nhiét d6 vuot qua nguong cai dat.

- Céc kich ban tu dong hoa giap tiét kiém thoi gian, han ché thao tac 1ap lai,
nang cao trai nghiém song ti¢n nghi.

b) Diéu khién tir xa qua Internet

Hé thong nha thong minh cho phép ngudi ding gidm sat va diéu khién cac thiét
bi tir xa thong qua két noi Internet. Bang cach sir dung smartphone, may tinh bang
hodc may tinh ca nhan, nguoi dung c6 thé:

- Bat/tat thiét bi & bat ctr d4u, bét cir lic nao.
- Kiém tra trang thai hoat dong cua hé théng
- Nhan thong béo thoi gian thuc khi c6 sir ¢6 hoic bat thudng xay ra.

Sinh vién thuc hién: Hoang Cong Minh Huéng din: TS. Nguyén Thi Thanh Quynh 6
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¢) An ninh va gidm sat thong minh

An toan 1a mot trong nhing yéu t6 vu tién hang dau trong nha thong minh. Nho
tich hop cac cam bién va thiét bi giam sat, h¢ thong c6 thé ddm bao an ninh hiéu qua
hon so vo1 gidi phap truyén thong:

- Camera an ninh IP c6 thé ghi hinh lién tuc, truyén tai dit liéu vé dién thoai
hodc luu trtr ddm may.
- Cam bién ctra, cam bién chuyén dong phat hién khi c6 nguoi xAm nhép trai
phép, 1ap turc gtri anh bao cho chu nha.
- Hé théng canh bao chay, ro ri khi gas, nude hoat dong lién tuc, gitip phong
tranh céc tai nan nghiém trong.
d) Giam sat va diéu chinh méi truong song

Nha thong minh khong chi gitp nguoi dung d1eu khién thiét bi, ma con c6 kha
nang giam sat cac chi sé moi truong trong nha, bao gdm:

- Nhiét d6: Hé thong diéu hoa co thé dugc diéu chinh ty dong dua trén nhiét
do hién tai.

- Do am: Cam bién d6 am giup kiém soat khong khi, hd trg hé théng may hut
am hodc tao am hoat dong hiéu qua.

- Chét luong khong khi: Mot s6 hé théng cao cap tich hop cam bién do bui
min (PM2.5), CO, dé bat/tat may loc khong khi.

e) Ca nhan hod va hoc thoi quen nguodi dung

Nha théng minh ngay nay khong chi hoat dong theo 1ap trinh ¢6 dinh, ma con ¢
kha niang phan tich hanh vi va hoc héi thoi quen ngudi dung dé dua ra cac dé xuat
hodc hanh dong phu hop”

- Vi du: Néu nguoi dung thuong bat dén phong khach lac 7h sang, hé thong
c6 thé ty dong thuc hién hanh dong nay mdi ngay, ngay ca khi chua ra Iénh.

- Cac kich ban “Chao budi sang”, “di ngi”, “ra khoi nha”, c6 thé thiét 1ap theo
thoi diém, vi tri va ngir canh cu the.

Tinh ning c4 nhan hoa giup hé thong nha théng minh trd nén linh hoat va gan
giii hon v61 nguot dung, tao cdm gidc nhu mdt nguodi quan gia cham lo cho tirng ca
nhan trong gia dinh.

f) Tinh mo rong va tuong thich cao

Ng6i nha thong minh dugc danh gia cao va khac han nhitng ngdi nha binh thuong
1a do n6 dugc trang bi mot hé théng mang didu khién va toan b cac thay doi va diéu
khién ty dong trong ngdi nha dugc xir Iy dong nhat thong qua hé thong mang va xu
1y trung tam. H¢ thong nha thong minh hién dai thuong dugce xay dung theo kién tric
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m&, cho phép d& dang két nbi va mé rong véi nhibu loai thiét bi tir cac hing khac
nhau:

- HJ tro cc chuin giao tiép phd bién nhu Zigbee, Z-ware, Wifi, Bluetook,
MQTT..

- Dé dang tich hop them thiét bi m&i nhu cam bién, cong tac thong minh, rém
ctra, robot hut bui, v.v.

- Kha nidng dong bo hoa v&i nén tang dieu khién trung tam (hub) hodc nén tang
ma nguén mo nhu Home Assistant, v.v.

Nho d6, ngudi dung c6 thé bt dau tir mot hé thong nho va mé rong dan theo
nhu cau st dung thuc té.

1.2 Quan ly da wng dung

Mot diém noi bat trong hé théng ctia nhom 14 kha niang thu thap va dong bo
nhiéu loai tng dung — nhu diéu khién thiét bi, giam sat cam bién, canh bao an ninh,
va thong ké tiéu thu dién — vao cung mot nén tang giao dién duy nhat do nhom thiét
ke.,

1.2.1 Nén ting quan ly nha théng minh Home Assistant

Mot trong nhitng thanh phén trung tdm giup hé théng ctia nhoém hoat dong linh
hoat 13 nén tang Home Assistant. Day 1a mot nén tang quan Iy nha thong minh duoc
1ap trinh bang ngdn ngit Python. Phan mém nay 1a moét ma ngudén mo, hoat dong
thong qua hau hét cic nén tang hé diéu hanh va quan 1y nha thong minh, giup ngudi
dung diéu khién qua giao dién web hodc tng dung dién thoai. N6i bat véi kha ning
hd tro hang tram giao thirc va thiét bi khac nhau (Tuya, Xiaomi, Philips Hue, MQTT,
Zigbee, v.v.). Home Assistant cho phép nhom tich hop céc thiét bi tir nhiéu hé sinh
thai vao mot hé diéu phdi chung, thong qua do co6 thé dong bo trang thai thiét bi, diéu
khién va nhan dir liéu mot cach théng nhat.

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 8
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Hinh 1.3 Giai phap Home Assistant

Home Assistant dong vai trd nhu Hub tong, 1a mot nén tang tu dong hoa va quan
1y nha thong minh. Phan mém nay cung cip maot loat cic tinh ning dé kiém soat cac
thiét bi va tac vu thong qua giao dién web va ting dung di dong. Home Assistant duoc
coi 1a cau ndi cho cac thiét bi nha théng minh str dung cac cong nghé IoT khac nhau.

Home Assistant chay cuc b trong mang, khong phu thudc vao ddm may. Diéu
nay dam bao dit liéu cia ban lun nam trong tam kiém soat, giam thiéu riii ro vé bao
mat va quyén riéng tu. Vi cong dong 16n va nang dong, Home Assistant luén dugc
cap nhat va phat trién nhanh chong. Nguoi dung c6 thé d& dang tim kiém sy hd tro
va chia s€ kinh nghiém.

Co ché Discovery va Handshake cia Home Assistant trong mang LAN

Home Assistant st dung co ché tu dong phat hién thiét bi (discovery) dé nhan
dién va két ndi vdi cac thiét bi thong minh trong cung mang LAN. Qua trinh nay
duoc thuc hién thong qua céc giao thirc pho bién nhu:

mDNS (Multicast DNS) va Zeroconf: Phat hién cac thiét bi hd tro Bonjour
hoac Avahi (vi du: ESPHome, Chromecast).

- SSDP (Simple Service Discovery Protocol) va UPnP: Phat hién cac thiét bi
nhu camera [P, TV thong minh, loa...

- Bluetooth/BLE: Phat hién céc thiét bi gan nhu cam bién nhiét do, dén BLE.

- DHCP Discovery: Mot so thiét bi giri metadata qua DHCP dé Home Assistant
nhan dién.
- MQTT Discovery: cac thiét bi nhu Arduino, NodeMCU, hodc Tasmota.
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Qua trinh handshake gitta Home Assistant va thiét bi bao gém cac budc:

- Budc 1: Kham pha thiét bi: Home Assistant giri cac géi tin broadcast trong
mang dé tim ki€ém thiét bi twong thich.

- Buéc 2: Xac thuc: Mot s6 thiét bi yéu ciu ma PIN, token hodc tai khoan cloud
de xac thyc quyén diéu khién.

- Budc 3: Tao thuc thé (entities): Sau khi x4c thue thanh cong, Home Assistant
s& tao cac thyuc thé twong tmg (dén, cam bién, cong tic...) dé ngudi dung co
thé diéu khién va giam sat.

- Budc 4: CAu hinh tu dong: Voi cac thiét bi hd tro tot nhu ESPHome, MQTT,
Tuya..., Home Assistant co thé tu dong cAu hinh giao dién diéu khién va cap
nhat trang thai thiét bi theo thoi gian thyc.

- Budc 5: Giao tiép dinh ky: Sau khi két ndi, Home Assistant duy tri lién lac véi
thiét bi thong qua cac giao thirc nhu MQTT, RESTful API hodc WebSocket
dé dam bao dit liéu ludén dugce dong bo.

Tuy vay, Home Assistant ciing dit ra nhiéu thach thire doi voi nguoi dung. So
v6i cac giai phap thuong mai, Home Assistant c6 thé kho tiép can hon ddi véi ngudi
dung khong c6 kién thire k§y thuat. Viéc cai dit va cau hinh ban dau co thé doi hoi
mdt chit hoc hoi. Bé chay Home Assistant, ban can c6 mot thiét bi chuyén dung nhu
Raspberry Pi hodc mot may chu ludn bat. Diéu nay co thé tao ra chi phi ban dau va
ti€u thu dién nang lién tuc.

1.2.2 Thu thip div liéu tiv nhiéu irng dung va thiét bi

Mot trong nhitng diém ndi bat ciia hé thdng 1a kha ning tich hop va dong bo
hoa thong tin tir nhiéu ngudn dir liéu khac nhau trén cing mot nén tang diéu khién.
Thay vi nguoi dung phai truy cap timg ung dung riéng 1é cho timg loai thiét bi, toan
b dit liéu va chirc ning diéu khién dugc gom vé mot noi duy nhat.

Qua trinh thu thap dit liéu duoc thuc hién thong qua nhiéu phuong thirc:

- Dit liéu tir cam bién (nhiét do, d6 am, khi gas) duoc chip vi xt Iy ESP32 (vi
diéu khién 13i tich hgp Wi-Fi va Bluetooth) giri 1én server thong qua HTTP
hoac WebSocket.

- Dt liéu an ninh: hinh danh va thong tin khuén mat tor hé théng Machine
LEarning nhén di¢n, canh béo gui vé hé théng Flask.

- Céc thiét bi thudc hé sinh thai khac (nhu Tuya, Yeelight...) duoc két ndi thong
qua nén tang Home Assistant, sau d6 dwoc lay dit liéu dinh ky bang APL

- Dir liéu tiéu thu ning luong: Thu thap két qua tir EVN dé két ndi véi Home
Assistant, tir do c6 thé theo do1 murc ti€u thu dién nang theo ngay/thang.

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 10
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- Moi dir li¢u dugc luu trit trong co s¢ dir liéu MySQL véi hai bang chinh:
sensor_history (lich sit moi trudng, nang lugng) va alert history (canh bao
nguoi la va khi gas).

1.2.3 Thiét ké giao di¢n hién thi da chirc ning
Thiét ké hién thi duoc nhom thuc hién thong qua dashboard web tuong tac,
g6m nhiéu phan viing chirc nang rd rang:

~ Trang tong quan (Overview): hién thu truc quan cac chi sb méi trudng, tinh
trang két noi thi€t bi va hinh anh tir camera giam sat.

- Giam sat nang lugng (Energy Monitor): Thé hién mirc tiéu thu dién theo ngay
va thang, kém theo ki€u do6 c6t va chi phi udc tinh.

- Lich str canh bao (Alert History): thong ké cac canh bao phat hién nguoi la,
khi gas, biéu dd dién nang.

- Diéu khién thiét bj (Device Control): cung cap nut diéu khién cong tic, dén,
rém cira,.. ngay trén giao dién ma cong can chuyén sang ing dung khac.

Tat ca déu dugc dong bo thoi gian thuc bang giao thirc WebSocket va truy van
API dinh ky. Nguoi dung khong can chuyén tmg dung ma van c6 thé theo ddi va diéu
khién toan bo hé thdng tir mot nén tang duy nhat — vira d& st dung, vira c6 kha ning
mo rong cho nhiéu tng dung trong twong lai. Piéu ndy khéng chi ning cao trai
nghiém sir dung ma con giup dé dang mé rong cho cac tmg dung khac trong tuong
lai nhu diéu khién giong néi, nhan dién hanh vi tiéu ding, phan tich ning luong
chuyén sau.

1.3 Cac gidi phap nha thong minh hién nay

Hién nay, trén thi truong t6n tai nhiéu hé théng nha théng minh khac nhau, tir
cac nén tang qudc t& nhu Google Home, Apple HomeKit, Home Assistant, cho dén
cac hé théng ndi dia nhu FPT Smart Home va Lumi. Mdi hé théng c6 dinh hudng
phat trién riéng, v6i vu nhuoc diém phu hop véi ting dbi tugng ngudi dung va méi
truong trién khai cy thé.

1.3.1 Nén ting quéc té
> Google Home 13 nén tang nha thong minh phd bién toan cau, dugc phat trién
boi Google. Hé thong sir dung Google Assistant lam trung tdm diéu khién
bang giong néi, tich hop sau véi cac thiét bi Android va hé sinh thai Google.

- Uu diém: hd trg da thiét bi, d& sir dung, diéu khién bang giong ndi tiéng
Viét, tuong thich rong.

- Nhuoc diém: tuy bién han ché, phu thudc Internet, kho tich hop thiét bi noi
dia khong chinh thirc.

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 11
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> Apple HomeKit 1a nén tang quan 1y thiét bji nha thong minh danh riéng cho hé
sinh thai Apple nhu iPhone, iPad, Siri. Hé théng chu trong tinh riéng tu va bao
mat.

- Ut diém: bao mat cao, giao di¢én muot ma, hoat dong 6n dinh trong hé
Apple.

- Nhuoc diém: it thiét bi hd tro, chi phi cao, han ché tinh tuy chinh.

> Home Assistant (HA) 1a nén tang mi nguén mé manh mé, chuyén dung cho
nhirng nguo1 dung k¥ thudt cao mudn xay dung hé thong tuy bién va kiém soat
toan bo thiét bi tai nha.

- Uudiém: hd tro hang nghin thiét bi va giao thure, hoat dong cuc bo (khong
can Internet), tuy bién cuc cao, hd trg Al va tu dong hoéa phuc tap.

- Nhuoc diém: kho tiép can véi ngudi dung pho thong, can cai dit thu cong
va cau hinh phtec tap.

P Camera and Wreless Deteciors y 2
— ./

\ - -~ T ¢

\ ' -

b} :

" By
P camera
PIR Datector
.
( o~ | Smoke Detector

Door Opener

T30

Hinh 1.4 M6 hinh Smarthome ctia cong ty Compro Technology

1.3.2 Nén ting noi dia
» FPT Smart Home la h¢ sinh thai nha thong minh ndi dia do Tap doan FPT phat
trién, v6i wu thé 1a tich hop thiét bi dong b, hd tro tiéng Viét va duoc trién
khai lap dat chuyén nghiép.

- Uu diém: giao dién tiéng Viét, do1 ngli hd tro trong nudc, thiét bi dé st
dung.

- Nhuoc diém: tinh mé rong han ché, kho tich hop thiét bi tir bén thir ba, tiy
bién thap.

» Lumi la m¢t trong nhiing thuong hi¢u nha thong minh Viét Nam tién phong
va co thi phﬁn 16m trong nude. HE théng Lumi cht trong thiét ké dep, giao dién
tiéng Viét va trai nghiém nguoi dung.
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- Uu diém: thiét ké phu hop thAm m¥ nguoi Viét, hd trg giong noi tiéng
Viét, tuong thich Google Assistant/Alexa.

- Nhuoc diém: can doi ngi k¥ thuat lép dat, kho tuy bién cao, han ché mé

rong véi thiét bi bén ngoai hé sinh thai Lumi.

1.3.3 So sdnh tong quan cdc hé thong
Bang 1.1 So sanh cac giai phdp nha thong minh

i , Google Apple Home FPT Smart :
Tiéu chi Home HomeKit Assistant Home Lumi
HO tro . .. . Rét rong . Rong (nodi
thidt bi Rong rai | Trung binh (mé) Trung binh b3)
Piéu khién | C6 (Google e Cé thé tich | Co (Tiéng | Co (Tiéng
. , . . Co (Sir1) o o
giong noi Assitant) hop Viét Viét)
Tuy bién . X x £ .
. A Trung Binh Thap Rat cao Thap Trung binh
va mo rong
Dé sir dung Cao Cao Trung :b inh Rét cao Rét cao
— thap
Giao dién , R N , .
tiéng Viét Co Khoéng Tuy bién Co Co
C(,)n;g dong Toan cau Gidi Han Manh (open Cl}u y.e 4 Noi dia
ho tro source) no1 dia

1.3.4 Co hji va théch thire khi pht trién hé théng riéng

Co hoi:

Thach thuirc:

Sinh vién thyc hién: Hoang Cong Minh

C6 thé tich hop thiét bi tir nhidu hé sinh thai khac nhau vao mét nén

tang duy nhat.

Chu dong x4y dung céac tinh ning theo nhu cau cu thé nhu Al tw dong

hoa, di€u khién bang ctr chi.

To1 wu chi phi phan cung, khong phu thudc vao nén tang nudc ngoai.

Can kién thtrc k¥ thuat dé cu hinh va quén 1y hé théng.

Tinh tuong thich thiét bi c6 thé gap han ché néu khong dong bo chuan

giao tiép.

Giao dién va trai nghiém ngudi dung can dau tu dé canh tranh vai céac
giai phdp thuong mai.

Phan Nguyén Bao Qudc
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CHUONG II: THIET KE HE THONG QUAN LY HE SINH THAI NHA
THONG MINH

2.1 Kién tric tong thé hé thong
2.1.1 M6 hinh client-server

Hé théng quan 1y nha thong minh dugc xay dung theo mé hinh client-server,
bao gém cac thanh phan chinh & cdc tang cac nhau. C6 thé phan chia thanh ting thiét
bi, tAng sir Iy trung tAm va tang giao dién. Cac thiét bi phan cimg nhu chip vi xir 1y
ESP32 dong vai tro phia client, chiu trach nhiém thu thap dit li€u tir cac cam bién va
thuc thi cac 1énh diéu khién. May chu trung tdm 13 mg dung Flask chiu trach nhiém
xtt 1y logic diéu khién va diéu phdi giao tiép giita cac thanh phan. Giao dién diéu
khién dashboard trén nén web hoat dong nhu mét client khac, cung cap kha niang hién
thi dit liéu thu thap duoc va cho phép nguoi ding twong tac véi hé thdng. Bén canh
d6, hé thong tich hop cac thanh phan model Machine Learning nhu nhan dién khuén
mit va ctr chi dé nang cao kha ning twong tac thong minh. Dit liéu thu thap duoc luu
trit trong co sé dit lieu MySQL, trong khi viéc trao doi thong tin giira cac thanh phan
dién ra theo thoi gian thuc qua giao thirc WebSocket hoic giao thirc HTTP.

(—-2

i
®)

Hinh 2.1 Cau tric tong thé hé thong

Chip vi xir Iy ESP32 dam nhan thu thap dit liéu cam bién va diéu khién mot
s6 thiét bi chip hanh, déng thoi truyén cac gia tri ndy dén server thong qua két nbi
Wi-Fi. May chu Flask dong vai trd trung tim xir Iy trong hé thong. Khi nhan dir liéu
tur chip vi xur ly ESP32 hodc tr Home Assistant, Flask s€ phan tich va xtr 1y cac gia
tri nay (vi du chay thuat toan nhan dién khuoén mat hodac cir chi). Két qua xu ly duogc

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 14
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ghi vao co sé dit liéu MySQL dé luu trit lich str, dong thoi xir Iy logic diéu khién thiét
bi.

Dashboard web la giao dién dd hoa (chay trén trinh duyét) hoat dong nhu mat
client khac. Giao dién nay dwogc phat trién trén nén tang web va két nbi voi may cha
Flask qua giao thirc Websocket/HTTP, cho phép nhan dit liéu cap nhat theo thoi gian
thue. N6 s& giri cac yéu cau dén server dé 1dy dit liéu cam bién va diéu khién hé théng,
d6ng thoi hién thi trang thai thiét bi cho ngudi ding.

i Smrtione Tang quan
oo Didu Khién Dén Nhiét D5 D% Am
Camara an ninkh 3

$ Ninghgng

Den Phdeg Khich
- - C 0/
o Lchsy

o séng: 70
( Basg et

O — )

Ben Phong Nou

—

°
Hinh 2.2 Giao dién web

2.1.2 Gidi thigu vé Flask va Flask Server

Trong hé thong nha thong minh da hé sinh thai, viéc xdy dung mot may chu
trung tdm (server) dé tiép nhan xu 1y va diéu khién thiét bi 13 yéu té then chét. Bé
dap umg yéu ciu nay, nhom da sir dung Flask — mot framework web ma mé ngudn
mo, nhe va linh hoat dugc viét bang ngén ngir lap trinh Python.

Vay Flask la gi ?

Flask 12 mot khuon khé web vi mo duoc viét bang Python. N6 dugc phan loai
la mot microframework vi n6 khong yéu cau céc cong cu hoac thu vién cu thé. Pugc
thiét ké dé gitp lap trinh vién xay dung nhanh cac tmg dung web va hé thong APL
Flask khong rang budc cdu trac c¢b dinh nhu framework 16n (nhu Django), nhd do
ngudi ding c6 thé tuy chinh linh hoat cac thanh phan trong hé théng theo dung nhu
ciu ctia minh.

Véi mi cdu trac don gian, d& hiéu va tai liéu huéng dan phong phu, Flask 1a
mot lua chon 1y tudng cho d6 an thich hop phan cing va phan mém nhu hé thong
I0T, diéu khién thiét bi tir xa, xtr Iy dit liéu cam bién, v.v.

Flask Server trong hé thong:

Sinh vién thuc hién: Hoang Cong Minh Huéng dan: TS. Nguyén Thi Thanh Quynh 15
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Flask Server trong dd an nay 1a chuong trinh chay trén may tinh hodc thiét bi
trung tdm, dam nhiém vai tro:

- Lam trung gian giao tiép gitta cac thiét bi phan ctng ( chip vi xtr Iy ESP32,
cam bién, camera) va giao dién web ngudi dung (Dashboard)

- Xu ly dit liéu cam bién tir chip vi xir Iy ESP32 giri 1én va luu vao co s dif liu
MySQL.

- Nhan anh tir camera, phan tich hinh anh bang cac model Machine Learning
nhu MTCNN (phat hién khuén mit) va FaceNet (nhan dang khudén mat) hoac
MediaPice (nhan dién cu chi tay)

- Phan hdi 1énh diéu khién tir nguoi dung thong qua dashboard web, 16i giri 1énh
tuong tmg dén HomeAssistant dé bat tat thiét bj hodc gui 1énh vé chip xu Iy
ESP32 dé mo cura, kich hoat canh béo...

Toan bd qua trinh giao tiép giita Flask Server v6i cac thanh phan khac dién ra
qua céc giao thirc mang:

- HTTP (RESTful API): dé guri va nhan dir liéu dang yéu cau don 1¢

- WebSocket: dé truyén dir liéu lién tuc theo thoi gian thyc giita Flask va
dashboard.

2.1.3 Tich hop Machine Learning, co sé dir ligu, giao tiép thoi gian thuc

H¢ théng st dung Machine Learning dé thuc hién nhan dién khuon mat va cur
chi, két hop voi co so dit liéu MySQL dé luu trit thong tin. Trong quy trinh nhan dién
khuodn mit, dau tién st dung mé hinh MTCNN (Multi-task Cascaded Convolutional
Networks) dé phat hién vi tri khuén mat va diém chuan trén khuon mit tir anh dau
vao. Sau d6, anh khudén mat da cét truyén vao md hinh FaceNet dé trich xuét céac
vector dac trung cua khuén mat. Vector nay dugc so sanh voi co sé dir li¢u mat da
duoc luu trong file dé nhan dang hodc xac thuc danh tinh nguoi dung. Néu nhén dién
dugce khudn mit hop 18 cia thanh vién trong gia dinh thi ty dong mé cira, néu phat
hién khudn mit la thi kich hoat canh bao. Nho vdy hé thong vira ¢ thé phan hoi tirc
thot voi cac sy kién an ninh thong minh, vira ghi nhéan va luu trir cac dir liéu lién
quan.

DPdi v6i nhan dién cir chi tay, hé théng st dung thu vién MediaPipe cua
Google. MediaPipe cung cip mo-dun Gesture Recognizer hoat dong theo thoi gian
thue, cho phép phat hién va phan loai cac cir chi ban tay tir ludng anh; két qua bao
gdm cac nhan cir chi cliing toa do cac diém mdc ban tay (hand landmarks).

Hé thong két hop ddng thoi giao tiép qua giao thirc HTTP va WebSocket dé
trao d6i dit liéu cam bién, trang thai thiét bi va 1énh diéu khién. Giao thirc HTTP (qua
cic API RESTful cua Flask) duoc dung cho cac yéu cau lay dit liéu hodc gui 1énh
don 1¢ (vi du nhu cap nhat cAu hinh ban dau, hoic doc gia tri sensor khi cén). Déi véi
trao ddi lién tuc va thoi gian thuc, st dung WebSocket dé thiét 1ap mot kénh lién lac
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hai chiéu lién tuc giita server va client (Dashboard, Home Assistant va chip vi xtr 1y
ESP32). WebSocket cho phép server va client giri dit liéu qua lai bat ctr Iic ndo ma
khong can phai yéu cau moi (khong bi gidi han boi co ché request-response ciia
HTTP). Nho vay, khi chip vi xir Iy ESP32 ¢6 gié tri cam bién méi, Server s& nhanh
chong day update dén Dashboard ngay lap tirc. Va khi cam bién xac nhan c6 ngudi
dig trudce cira thi chip vi xtr Iy ESP32 s& lap ttrc gtri thong tin dén Server va thuc
hién thao tac bat camera dé xac thuc guong madt. Sau d6 Server s€ guri ngugc lai thong
tin cho chip vi xtr Iy ESP32 va Dashboard dé thyc thi cac 1énh trong thot gian thyc.
Co ché nay dam bao Dashboard luén hién thi trang théi thiét bi va gia tri cam bién
m&i nhét, déng thoi 1énh didu khién tir nguoi dung duogce trién khai tic thoi.

2.1.4 So dé ludng dit ligu va thanh phan

Trong hé thong cia nhom, cac thanh phan chinh bao gdm chip vi xir Iy ESP32,
Flask server, Model Machine Learning xur 1y hinh dnh, Dashboard web, Home
Assistant, va co s& dit liéu MySQL. Ludng dit liéu chi tiét gom:

- Camera gui anh khuon méat dén Server — Server xu ly d€ nhan di¢n.

- Néu ding khudn mat — giri 1énh mo cira xudng chip vi xir Iy ESP32
(servo hoat dong).

- Néu sai khuon mit — gui 1énh canh bao xudng chip vi xtr Iy ESP32
kich hoat coi, guri canh bao dén Flask.

- Cam bién khi gas— néu vuot ngudng— chip vi xir Iy ESP32 giri canh
béo dén Server va kich hoat coi.

- Server ghi lai canh bao vao MySQL.
- Server tiép nhan dit liéu cam bién, canh bao, luu vao MySQL.

- Nguoi dung diéu khién thiét bi qua Dashboard — Server gui 1énh cho
Home Assistant.

- Server day dir liéu cap nhat lién tyc dén Dashboard bang giao thiic
Websocket.

Pé tryc quan hoa ludng dit liéu giita cac thanh phan trong hé théng. Hinh 2.3
duéi day minh hoa rd quy trinh giao tiép va xir Iy cac thiét bi cam bién, server Flask,
thanh phan Machine Learning va giao dién ngudi dung.
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Hinh 2.3 Ludng dit liéu chinh

2.2 Thiét ké phan cirng ciia hé thong

Pé dap tng cac chirc nang chinh ctia hé thong nha thong minh da nén tang nhu: nhan
dién khuon mat dé mo cira, diéu khién thiét bi tir xa qua web, giam sat moi trudng
(khi gas, nhi¢t dg, do ém), phat hién nguoi trude ctra, va déng bo trang thai thiét bi
véi nén tang Home Assistant, viéc Iua chon cac thiét bi phén cung can dam bao tiéu
chi: tinh twong thich cao, kha ning giao tiép linh hoat, va chi phi hop 1y.

2.2.1 Bo mach NodeMCU-32S

Bo mach NodeMCU-32S 1a mét bo mach phat trién giau tinh nang, dua trén
module ESP32-WROOM-32. Véi két néi Wi-Fi 802.11 b/g/n va Bluetooth 4.2
(BR/EDR + BLE) tich hop sin, day la bo mach hoan toan phu hop cho cac du an IoT
yéu cau kha ning két ndi khong day manh mé.

Véi hon 30 chan GPIO da ning hd trg ADC, DAC, PWM, I2C, SPI, UART,

cam ung dién dung va nhiéu chirc nang khac, NodeMCU-32S cho phép dé dang giao
tiép voi nhidu loai cam bién, man hinh va co cdu chap hanh.
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Hinh 2.4 Bo mach phat trién NodeMCU-32S

So do chan (pinout) ciia bo mach NodeMCU-32S mang dén hau hét cac tinh
nang cua module ESP32-WROOM-32 trong mo{t dinh dang than thién voi
breadboard. Cac dudng cip ngudn chinh—VIN (5 V), 3V3 va nhiéu chdn GND—
cho phép ban cip ngudn cho bo mach hodc cung cép dién cho cam bién va co cu
chap hanh bén ngoai mot cach dé dang.
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Hinh 2.5 So dd chan cta bo mach NodeMCU-32S
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Giam sdt va diéu khién hé thong dién trong nha théng minh

V& giao tiép ndi tiép, bo mach c6 sin RX0 va TX0 (UARTO, két ndi voi chip
CP2102 dé 1ap trinh qua USB), cung mét cip UART phu RX2 (GPIO16) va TX2
(GPIO17) cho UART phan cimg thir hai. Cac chan I2C mic dinh 1a SDA (GPIO21)
va SCL (GPIO22), trong khi cong SPI mic dinh (VSPI) dugc anh xa dén MOSI
(GP1023), MISO (GPIO19), SCK (GPIO18) va CS (GPIO5). Ngoai ra con ¢ bus
HSPI thay thé (GPIO12 — GPIO15) khi ban can két ndi nhiéu thiét bj SPI.

V& tin hiéu analog, cac chan GPIO32 dén GPIO39 14 cac kénh ADCI, con
ADC2 xuat hién & GPIOO, GPIO2, GPIO4, GPIO12-15 va GPIO25-27 (Luu ¥:
ADC2 khong hoat dong khi Wi-Fi dang bat). Hai ngd ra DAC 8-bit nim ¢ GPI025
va GPI026 — rat phu hop dé phat 4m thanh hodc tao dién ap tham chiéu. Nhiéu chan
cling hd trg cam ung dién dung, cho phép tao giao dién diéu khién khong nit bAm
hién dai.

Tat ca cac chan GPIO déu hd tro ki thuat diéu ché do rong xung PWM, ding
dé diéu chinh d6 sang LED hodc diéu khién dong co. Cac chan chic nang dac biét
nhu EN (reset) va BOOT (I00) gitip viéc nap firmware dé dang. Luu y cac chan
bootstrapping nhu GPIO0, GPIO2 va GPIO15 can duoc giit ¢ trang thai phu hop
(thuong 1a HIGH) trong qua trinh reset dé dam bao khéi dong binh thuong.

Véi sb lwong 16n chan 1/O s6, kha ning xtr 1y tin hiéu analog da dang, va hd
trg nhiéu bus téc do cao, so d6 chan vi diéu khién NodeMCU-32S cung cép tinh linh
hoat can thiét cho moi thi - tir cac nat cam bién don gian dén thiét bi két ndi phtrc
tap - ma van di nho gon cho qua trinh thir nghiém nhanh chéng.

2.2.2 Cim bién khi gas MQ2

MQ?2 14 cam bién khi, dung dé phat hién cac khi c6 thé gay chay. Pugc cu
tao tir chat ban dan SnO2. Chat nay c6 d6 nhay thap voi khong khi sach, nhung khi
trong moi trudng co chit d& chay, do din cua no rat nhay. Chinh nho dac diém nay
nguoi ta da ung dung va thiét ké ra cam bién nay.

Hinh 2.6 Cam bién khi gas MQ2
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Khi mdi trudng khong khi sach, dién 4p dau ra cia cam bién thip, gia tri dién
ap dau ra ti 16 thuan v6i nong d6 khi gas. Cam bién khi gas MQ2 hoat dong tt trong
moi truong khi hod long LPG, H2 va céc khi gay chay khac. N6 duoc s dung rong
rdi trong cong nghiép va dan dung vi don gian va chi phi thap.

2.2.3 Cdm bién siéu dm SR-04

Cam bién siéu am HC-SR04 str dung nguyén 1y phan xa séng siéu am. Cam
bién gébm 2 module.l module phat ra séng siéu 4m va 1 module thu song siéu am
phan xa vé. Pau tién cam bién s& phat ra 1 séng siéu 4m véi tan sb 40khz. Néu co
chudng ngai vat trén duong di, song siéu am s€ phan xa lai va tdc dong lén module
nhan séng. Bang cach do thoi gian tir lac phat dén lac nhan song ta s& tinh duoc
khoang cach tir cam bién dén chudng ngai vat.

Hinh 2.7 Cam bién siéu &m SR-04

Cam bién siéu am HC-SR04 duoc sir dung rat pho bién dé xac dinh khoang
cach vi ré va chinh x4c. Cam bién siéu 4am HC-SR04 sir dung song siéu 4m va c6 thé
do khoang céch trong khoang tir 2 -> 300cm, v&i @6 chinh xac g::in nhu chi phy thudc
vao cach lap trinh.

2.2.4 Thiét bi do nhi¢t dj, dé dm

Thiét bi do nhiét 46, d6 am Xiaomi Mi Temperature and Humidity Monitor 2
LYWSDO03MMC thiét ké nhé gon, man hinh LCD 1.5inch, ché tao tir vat liéu ABS
bao vé moi truong, su dung cam bién Swiss Sensirion chinh xac, cai dat dé dang qua
App Mihome. Vi pham vi do nhiét @6 1a 0°C - 60°C, do chinh xac nhiét @6 0.1°C,
pham vi d6 do am1a 0 - 99% RH cung do chinh xac do am 1%.
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Hinh 2.8 Thiét bi do nhiét 6, 46 4m Xiaomi

Vi viéc st dung nhiét am ké dién tr Xiaomi LYWSDO03MMC, c6 thé d& dang
thu thap dir liéu nhiét d6 va d6 am thong qua Bluetooth Low Energy (BLE) va tich
hop truc tiép vao Home Assistant thong qua chip vi xir Iy ESP32. Thiét bi nay twong
thich t6t voi cac nén tang ma ngudn mo, cho phép cap nhat dit liéu theo thoi gian
thuc va xay dung cac automation nhu ty dong bat quat, diéu hoa hoic thong bao khi
vuot ngudng nhiét do/do am thiét lap san.

2.2.5 Bong deén thong minh Yeelight

Bong dén LED day toc Yeelight str dung day toc cao cap co hiéu suat cao. Cu
thé hiéu suat anh sang 1a 117lm/w, ting kha ning chiéu sang nhung van tiét kiém
dién hon so voi cac bong dén LED truyén thong. Ngoai ra cac hat dén mau cung cip
nhiét d6 mau 1én dén 3000K cho ngudn sang 4m ap nhu anh hoang hon, gitp khong
gian nha ban tré nén 4m ap hon. Pic biét ngudn san van vo cing diu nhe va khong
1am moi mét ngudi dung.
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Hinh 2.9 Bong den thong minh Yeelight
Thong sb ky thuat:
- Model: YLDP12YL
- Cong suat: 6W
- Nhiét d§ mau: 1700-3500K
- Cuong do sang: 700 Lumen
- Két ndi: Wifi 2.4GHz

Bong dén day toc Yeelight YLDP12YL cé kha niang két ndi voi app trén
smartphone. HO tro nguoi dung diéu khién tit/ mé dén va diéu chinh d6 sang tir xa.
Du ngudi ding dang ¢ cong ty van co thé kiém tra dén hodc mo/ tit dén tai nha. Bén
canh d6 dén LED Yeelight hd tro két ndi vai cac thiét bi Homekit ciia Apple. Nguoi
dung c6 thé diéu khién tat/ mé dén bang giong noi khi két hop loa thong minh ¢ trg
1y 40 Google Assistant, Alexa hoac Siri.

2.2.6 Bong dén thong minh Ezviz
Tuong ty nhu bong dén cia hang Yeelight, hing Ezviz ciling cung cip giai
phap bong dén thong minh véi kha nang bat/tat thiét bi tir xa.
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Hinh 2.10 Bong dén thong minh Ezviz
Thong sb ky thuat:
- Model: CS-HAL-LBI1-LCAW
- Cong suat: 8W
- Nhiét d§ mau: 2700K
- Cuong do sang: 806 Lumen
- Két ndi: Wifi 2.4GHz

2.2.7 Module giam ap LM2596

Mach giam ap DC LM2596 3A nhé gon c¢6 kha ning giam ap tir 30V xudng
1.5V ma van dat hiéu suat cao (92%) . Thich hgp cho cac tng dung chia nguén, ha
ap, cép cho cac thiét bi nhu camera, motor, robot,. ..
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Hinh 2.11 Module giam 4p LM2596

Thong sb k¥ thuat

Dién ap dau vao: T 3V dén 30V.

Dién 4p dau ra: Piéu chinh dugc trong khoang 1.5V dén 30V.
Dong dap tng t6i da 1a 3A.

Hiéu suét: 92%

Cong suat: 15W

Kich thudce: 45 (dai) * 20 (rong) * 14 (cao) mm

2.2.8 Thiét ké bo mach in

Trong qua trinh phat trién hé théng, dé dam bao mach dién dugc sép xép gon gang,
chac chin va dé dang trién khai thuc té, nhom tién hanh thiét ké bo mach in (PCB)
danh cho cac thanh phan chinh ctia hé théng nhu: chip vi xtr Iy ESP32, cam bién
MQ2, servo diéu khién cira, va cac linh kién hd tro khac.

a. Yéu cau thiéet ké

Kich thuéc nhod gon, phu hop voi khong gian lp dit trong hop dién hoidc vo
thiét bi.

To61 wu duong di tin hi€u, gidm nhicu gitra cac mach tin hi¢u s6 va mach diéu
khién cong suat.

Cong két ndi r6 rang dé dé dang lap rap, bao tri va thay thé linh kién.
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Kha ndng mé rong, vi du nhu chira san cac chan header cho module cam bién
hoac giao tiep UART, I*C.

b. Phin mém thiét ké

Nhom str dung phin mém Altium Designer dé thiét ké so dd nguyén Iy va layout
PCB. Céc buéc chinh bao gdm:

V& so d6 nguyén 1y day du cho toan bd hé thong.

Chuyén sang méi truong PCB layout dé bb tri linh kién va di day.

Ti vu hoa bd tri dé giam nhidu, sir dung ludi ground, va tranh xung dot tin
hiéu.

Xuat file Gerber dé san xuat mach in.

c. Cac thanh phan trén bo mach

Bo mach bao gém cac thanh phan chinh sau:

ESP32 NodeMCU-32S.
Nguén 5V/3.3V o6n dinh tir LM2596.
Header két ndi servo, cam bién siéu am HC-SR04.

LED chi thi trang thai, nat reset va boot.

d. Hinh anh cta bo mach
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Hinh 2.12 So d6 nguyén Iy
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Hinh 2.13 So db mach in

2.3 Giao tiép giira cac thanh phan

Hé thdng nha thong minh duoc thiét ké voi nhidu thanh phan phan ctng va
phan mém lién két chit ché thong qua cic giao thire truyén théng mang. Qua trinh
giao tiép giita cac thanh phan chinh bao gdm: chip vi xir Iy ESP32, Flask Server,
Dashboard web, Home Assistant, va co s dit liéu MySQL, mdi thanh phan dam
nhiém mot vai tro cu thé va twong tac thong qua giao thixe HTTP, WebSocket, hoic
API ndi bo.

2.3.1 Giao tiép giira vi diéu khién ESP32 va Flask Server

ESP32 14 vi diéu khién chiu trach nhiém tiép nhan dir liéu tir cam bién khi gas
va thue hién céc tac vu diéu khién nhu kich hoat coi bao dong hoac mo ctra qua servo.
Khi phat hién nong d khi gas vugt ngudng an toan, chip vi xtr Iy ESP32 giri canh
bao dén Server Flask théng qua giao thic HTTP. Goéi tin HTTP POST chura gié tri
do tlr cam bién s& duoc Server xur 1y va luu trit vao co s& dir liéu MySQL. Trong
truong hO‘p Server nhan dién dugc khudén mat hop 18 tir hé thong, no sé giri yéu cau
diéu khién tré lai cho chip vi xir Iy ESP32 (md cira) thong qua HTTP hoic
WebSocket, tiy theo thiét 1ap thoi gian thuc.
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2.3.2 Giao tiép giita Server va Machine Learning

Server tich hop cac model Machine Learning nhu MTCNN va FaceNet dé xir
1y hinh anh tir camera va thuc hién nhan dién khuén mat. Hinh anh tir camera dugc
truyén vé Server, tai day MTCNN sé trich xuit khudén mit, va FaceNet sinh ra vector
dic trung. Server sau d6 d6i chiéu vector nay véi dit liéu trong file da luu dé xac dinh
danh tinh. Néu xé4c thuc thanh cong, Server giri 1énh diéu khién cho ESP32 mo cira.
Néu thét bai, Server ghi nhan va luu anh nguoi la vao hé thong canh bao.

Téng guan

Ning lugng
Phat hign ngudl la

Lich sir

. ‘ Phat hén nguol |8 truas cua luc 21:05:03 10/6/2025

Dang xuat

» R Phit hidn ngudi la trude olia loe 21:02:39 10/6/2025
. ‘ Phat hién ngudi |a trude ola luc 20:59:10 10,/6/2025
- ‘ Phat hién ngudl |3 trudc oua luc 20:58:30 10/6/2025

Hinh 2.14 Luu anh nguoi la vao hé théng canh bao

2.3.3 Giao tiép giira Server va Home Assistant

Céc thiét bi thong minh nhu dén, quat, 6 cam thong minh,... dugc diéu khién
gian tiép thong qua nén tang Home Assistant. Khi nguoi ding thao tic trén
Dashboard web (vi du: bat/tit thiét bi), yéu cau diéu khién s& duoc giri tir Dashboard
dén Server. Sau d6, Server s& st dung API RESTful dé chuyén tiép 1énh dén Home
Assistant. Home Assistant thuc hién diéu khién thuc té thiét bi va phan hoi lai trang
thai mai cho Server, tir d6 Server cap nhat lai giao dién nguoi dung.

2.3.4 Giao tiép giira Server va giao dién ngwoi ding

Giao dién nguoi dung 13 noi nguoi ding theo ddi trang thai hé thong va gui
1énh diéu khién. Giao tiép giira Server va giao dién chu yéu st dung giao thirc
WebSocket dé dam bao dit liéu duoc cap nhat theo thoi gian thyc. Khi ¢6 sy kién xay
ra nhu canh bdo khi gas, phat hién nguoi la, hay thiét bj duoc bat/tit, Server s& déy
thong tin tirc thoi dén dashboard. Ngugc lai, khi ngudi dung giri 1énh diéu khién (vi
du mo cira, tat quat), yéu cau nay ciing dugc chuyén dén Server dé xir Iy ngay lap
tirc. Co ché nay dam bao d¢ tré thip va phan hdi nhanh.
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Hinh 2.15 Canh bao khi phat hién khi Gas — giao tiép giita Server va Dashboard

2.3.5 Giao tiép véi co sé dir lieu MySQL
Tét ca cac thong tin tir cam bién, canh bao, va 1énh diéu khién déu duoc Server
ghi lai vao co s¢ dit liéu MySQL. Cac bang chinh bao gom:

- sensor_history: luu cac gia tri do tr cdm bién moi truong (nhi¢t 4o, do am,
gas,...).

- alert_history: luu céc sy kién bat thudng nhu canh bao khi gas hodc nhan
dién khuén mat la.

Giao dién sé& truy xuét dit liéu tir co sé dit liéu dé hién thi cac biéu d6 lich sir
va trang thai hé thong, giup nguoi dung dé dang theo ddi va danh gia mic do an toan
cling nhu muec ti€u thy ndng lugng trong nha.

2.4 Quan ly dir liéu va lich st

Trong mot h¢ théng nha thong minh hi¢n dai, dir liéu dong vai tro ot 16i trong
viéc giam sat, danh gia hiéu suat cling nhu dam bao kha ning truy xuét thong tin vé
sau. Viéc quan 1y dir liéu va luu trir lich sit mot cach c6 hé thong khong chi gitp
nguoi dung niam duoc trang thai thiét bi theo thoi gian thuc, ma con ho tro phat hién
cac bat thuong, t6i wu hoa diéu khién va nang cao mirc d6 an toan.

2.4.1. Thiét ké co sé dir ligu MySQL

Pé d¢am bao tinh 6n dinh va dé& trién khai, hé théng sir dung hé quan tri co s
dir liéu quan hé MySQL. Pay 1a nén tang luu trir phd bién, ma ngudn mé, hd tro truy
van linh hoat va c6 thé mo rong tdt khi trién khai trong thuc té. Co so dir lidu duoc
thiét ké theo huéng phan 16p chirc ning, trong d6 mdi bang dam nhiém mét loai théng
tin riéng biét. Mot s6 bang dir liéu tiéu biéu bao gom:

- Bang users: chtra thong tin nguoi dung di ding ky, bao gdm tén, ma nguoi
dung, anh khuén mat, embedding khuén mat da ma hoa bang FaceNet.
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- Bang sensors: luu dit liéu cam bién theo thoi gian thuc nhu gia tri do tir
cam bién khi gas MQ2, khoang cach do tir cam bién siéu am HC-SR04.

- Bang events: ghi nhan cac su kién an ninh nhu phat hién ngudi trudc cira,
canh bao khi gas, cra mé boi nhan dién ctr chi hodc khuon maét, hoac truy
cap trai phép.

- Bang logs: nhat ky hé thong theo thoi gian, c6 thé bao gdbm anh chup nguoi
khong xac dinh, thoi gian twong tac vé6i thiét bi, hodc két qua xtr 1y tir hé
théng.

Tat ca cac bang déu co cot timestamp dé luu thoi gian chinh x4c sy kién xay
ra. Piéu nay gitp truy vét lich st hoat dong cia h¢ thong mot cach chinh xéc.

2.4.2. Lwu trig dit ligu dinh ky tiv Home Assistant va cdc thanh phén khdc

Dt li¢u dugce thu thap tu nhiéu ngu@)n khac nhau trong hé théng. Céc cam bién
két n6i v6i chip vi xir Iy ESP32 ¢6 nhiém vu giri dit liéu vé backend Server thong qua
giao thirc HTTP. Sau khi Server nhan dugc thong tin, dit li¢u s€ dugc phan loai va
lwu vao bang twong tng trong MySQL. Mét s6 quy trinh cu thé:

- Cam bién khi gas MQ2 giri gia tri do nong do khi. Néu vuot ngudng cho
phép, Server ghi mot ban ghi madi vao bang events kém canh bao "Gas
Detected".

- Cam bién siéu 4m giri khoang cach do dén Server mdi 1-2 gidy. Néu phat
hién nguoi dung gan cira, hé thong kich hoat camera nhan dién khuén mat.

- Néu mét nguoi khong xac thuc duge qua FaceNet, hé théng s€ luu anh
chup khudén mit vao 6 dia va ghi duong din anh vao bing logs, kém
timestamp va ghi cha "Stranger".

- Khi ngudi dung diéu khién thiét bi (dén, quat...) qua dashboard, hé thong
ghi lai thoi diém va hanh dong twong tng vio events, gilip quan tri vién
theo doi hanh vi st dung.

2.4.3. Truy xudt va hién thi lich sit trén giao dién web

Dir liéu lich sir duoc hién thi tryc quan trén giao dién nguoi ding bang bang
théng ké cac su kién gan ddy, biéu d6 kém thoi gian. Dashboard st dung Flask két
hop véi giao thirc WebSocket dé truy van dit liéu tir MySQL va hién thi realtime cac
muc sau:

- Lich st phat hién ngudi trudce cura.
- Anh nguoi khong xac thuc duoc.
- Béo dong khi gas, bado dong nguoi la.

- Bi€u do6 san luong dién nang ti€u thu.
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Hé thong hd tro phan hdi thoi gian thuce thong qua giao thirc WebSocket.
Nghia la khi ¢6 su ki€n xay ra, dir liéu s& duoc hién thi ngay lap trc trén dashboard
ma khong can tai lai trang. Diéu nay gitip ngudi ding phét hién kip thoi va can thiép
nhanh chéng néu c6 van dé xay ra (vi du: phat hién xam nhap, 10 ri khi gas).

Tidu thu di¢n theo ngay

Hinh 2.16 Tab lich st tiéu thu dién

SmartHome LICh Sl:f

Lich sif hoat dgng sé dudc hien th| o day.
Tong quan

Chon loai lich su: [ Phat wén khi GAS VJ

Nang ludng
Phat hién khi GAS

Lich sir

& Phat hién khi GAS bat thudng Iic 13:17:44 17/6/2025
& Phat hién khi GAS bat thuéng lic 13:16:47 17/6/2025
& Phat hién khi GAS bat thuéng Idc 23:21:33 10/6/2025
& Phat hién khi GAS bat thudng Itc 21:06:57 10/6/2025
& Phat hién khi GAS bat thudng lic 20:03:05 10/6/2025
® Phat hién khi GAS bat thudng Iic 18:09:21 10/6/2025
& Phat hién khi GAS bat thudng Itc 23:51:22 5/6/2025
® Phat hién khi GAS bat thudng Itc 23:38:21 5/6/2025
& Phat hién khi GAS bat thudng Itc 23:24:12 5/6/2025
@& Phat hién khi GAS bat thuéng lac 23:13:10 5/6/2025

Hinh 2.17 Tab lich str canh bao
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Giam sdt va diéu khién hé thong dién trong nha théng minh

CHUONG III: TICH HQOP HE THONG BAO MAT BANG NHAN DIEN
HINH ANH

3.1 Phat hién va nhan dién khuon mat

Nhan dién khuén mat (Face Recognition) 1a mot trong nhitng thach thirc 16n
ma cac nha nghién ctiru vé machine learning — deep learning di va dang phai d6i mat.
Bai toan ndy c6 thé dugc ap dung & rat nhiéu linh vuc khac nhau, dic biét trong nhitng
linh vuc yéu cau d6 chinh xac va bao mét cao nhu eKYC trong E-Comercial va nhan
dién danh tinh qua surveillance camera (CCTV). Ta s€ chia bai toan nay ra thanh 2
van dé chinh: Phat hién khudn mait (Face Detection) va Phan biét khuén mat (Face
Verification). Dé di sau hon vé qua trinh hiéu va ap dung hoan chinh mét bai Face
Recognition, chung ta s& cing tim hiéu va suy dién mo hinh (inference) 2 mang noi
tiéng cho 2 van dé trén: MTCNN va FaceNet.

3.1.1 Ung dung mé hinh MTCCN dé phdt hién khuén mdt

MTCNN la viét tit cia Multi-task Cascaded Convolutional Networks 13 mot
mo hinh mang no-ron tich chap duoc thiét ké dé phat hi¢én khuén mat va cac diém
dac trung trén khudén mat (facial landmarks) trong hinh anh.

Hinh 3.1 Phat hién khuon mat bang mé hinh MTCNN

Mo hinh ndy bao gdm 3 mang CNN xép chdng va dong thoi hoat dong khi
phat hién khuon mat. Mdi mang co cAu trac khac nhau va dam nhiém vai trd khac
nhau. Tuong trung cho 3 mang CNN nay l1a P-Net, R-Net va O-Net. DPau ra cia mo
hinh MTCNN 1a vi trf khudén mit va cac diém trén mat nhu: mét, mii, miéng...

3.1.1.1 Mang P-Net

Trudc hét, mot bic anh thudng cd nhiéu hon mot ngudi — mot khudn mat.
Ngoai ra, nhiitng khuén mat thuong co kich thudc khac nhau. Ta can mot phuong
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thire dé c6 thé nhan dang toan bo s6 khudn mat do, & cac kich thude khac nhau. Mo
hinh MTCNN dura ra giai phap d6 1a bang cach thay ddi kich thuéc anh, dé tao mot
loat cac ban sao tir &nh géc voi kich ¢& khac nhau, tir to dén nho, dé tao thanh mot
thap anh (Image Pyramid).

-~
Y

{ P;‘—
[

Hinh 3.2 Image Pyramid

Trong budc dau tién cia qua trinh phat hién khudn mit bang mo hinh
MTCNN, anh dau vao s& dugc xtr 1y theo k¥ thuat Image Pyramid — tirc 13 tao ra
nhiéu phién ban ciia anh gdc véi cac ty 18 kich thudc khac nhau (thu nho dan). Muc
tiéu ctia bude nay 1a gitip mang c6 thé phat hién dugc cac khudén mat véi kich thude
khac nhau trong anh, du chi stt dung mot ctra sO truot (kernel) vo1 kich thudce ¢6 dinh.

Cu thé, tai mdi murc cua Image Pyramid, ta ap dung mot kernel kich thudc
12x12 pixel va thuc hién bude truot (stride) = 2 dé quét qua toan bo anh. Mdi ving
12x12 thu duge s& duoc coi 1a mot "cira sd quan sat" va dugc dua vao mang P-Net
(Proposal Network — Mang dé xuat) dé danh gia xem ving d6 c6 kha niang chua
khuon mat hay khong.

Két qua dau ra cuia P-Net 1a mot tap cac bounding boxes (hdp gidi han)
tuwong {mg v6i cic ving nghi ngd ¢6 khudn mit. Mdi bounding box bao gom:

- Toa dd 4 gbéc xac dinh vi tri ctia hop trong anh (da dugc chuén hoa vé
khoang [0, 1)),

- Vamét diém d9 tin cay (confidence score) biéu thi xac suat c6 khuon mit
trong vung do.

Nho ki thuat Image Pyramid két hop v6i P-Net, hé théng c6 thé phat hién

khudn mat ¢ nhiéu kich thudce khac nhau mdt cach hi¢u qua, ma khong can phai
huan luyén nhi€u kernel véi kich thude khac nhau.
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Hinh 3.3 Mang P-Net

Dé loai bo bot cac hop gidi han (bounding boxes) khong can thiét trén cac anh
va cac ving cuc bo (kernels), hé thong st dung hai phuong phap chinh:

1. Thiét 1ap ngudng do tin cay (Threshold confidence) — nham loai bo cac hop
c6 chi sb confident (d6 tin cay) thap, von khong du chac chan dé duoc xem 1a
mot khudén mat hop I€.

2. NMS (Non-Maximum Suppression — loai trr cuc dai khong trung lap) — ky
thuat nay dugc st dung dé loai bo cac bounding box c6 muc do trung lap
(Intersection over Union — IoU) vugt qua mot ngudng dinh sin. Khi nhiéu hop
phat hién trung nhau, thuat toan s€ gilr lai hdp c6 do tin cay cao nhat, déng
thoi loai bo cac hop con lai ¢6 mirc IoU 16n hon ngudng da thiét 1ap.

Hinh danh minh hoa dudi day thé hién rd cach hoat dong cua thuat toan NMS:
nhirng hop bi chéng lan s& bi loai bo, chi gitr lai duy nhat mot hop c6 do tin cay
(confidence score) cao nhat.

orig image

Hinh 3.4 Anh trude va sau khi x04 cac ving bi tring nhau
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Sau khi loai bé cac hop (bounding boxes) khong hop 18, bude tiép theo 1a chuyén
cac toa do hop con lai vé hé toa do cua anh géc. Do céc toa do hién tai dd duoc chuin
hoa (normalize) vé khoang [0,1][0,1][0,1] trong khong gian cia ting kernel (ving
cuc bo trén anh), nén ta can thyuc hién cac phép bién ddi nguoc nhu sau:

Budc 1: Tinh toan kich thude thuc té cta kernel dwa trén anh gdc (chiéu rong
va chiéu cao).

Budc 2: Giai chuan hoa (denormalize) cac toa d6 cia hop bang cach nhan véi
kich thudc kernel tuong tng.

Budc 3: Tinh tién toa d6 cac hop nay bang cach cong thém toa o goc trén bén
trai cua kernel trong anh goc.

Két qua thu duoc 14 cac toa do ciia hop (bounding boxes) tuong g trén toan anh
(full-resolution image). Sau d6, dé chuan bi cho budc xir 1y tiép theo, ta s& chuyén
d6i tat ca cac hop vé dang hinh vudng bang cach thay doi kich thudc (resize) twong
tng. Cubi cung, cac hop nay dugce dua vao mang ké tiép (mang R) dé tiép tuc xtr 1y.

3.1.1.2 Mang R-Net

Mang R (Refine Network - Mang tinh chinh) thuc hién cac budc nhu mang P.
Tuy nhién, mang con st dung mot phuong phép tén 1a dém anh (padding), nham thuc
hién viéc chén thém cac diém anh c6 gid tri 0 (zero-pixels) vao cac phan thiéu cua
bounding box néu bounding box bi vuot qua bién ciia anh. Tat ca cac bounding box
lac nay s& dugc thay doi kich thudc (resize) vé kich thude 24x24, dugc coi nhu 1
kernel va dua vao mang R. Két qua sau ciing 13 nhiing toa d6 mdi ctia cac box con
lai va dugc dua vao mang tiép theo, mang O.

Conv:3x3  Conv:3x3 Conve2x2  fully i o
MP:3x3  MP: 3x3 AR /[] face classification

r

|

I

I

' . 2 2

: A L2 ‘ .‘@‘ U 4 ”huunding box
| regression
" 4

I

I

I

INput size [ 1411x28 4xdx48 I3x64 128 \U :5-.|ciul landmark
10

24x24x3 ocalization
Hinh 3.5 Mang R-Net
3.1.1.3 Mang O-Net
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Hinh 3.6 Mang O-Net

Cudi cung 12 mang O (Output Network — Mang dau ra), mang nay ciing thuc
hién cac budc tuong ty nhu mang R, trong d6 cac anh dau vao duoc d6i kich thude
(resize) vé 48x48 pixels dé phu hop véi kién triic mang.

Tuy nhién, két qua dau ra cua mang O khong chi don thuan 1a cac toa do cua
bounding box (hdp gidi han) nhu ¢ cac budc trudc, ma bao gom ba thanh phan
chinh:

o out[0]: Bén toa do (coordinates) xac dinh vi tri cia bounding box.

o out[1]: Toa dd cua nam diém dic trung (landmarks) trén khuon mat, bao
gom hai mat, mgt miii, va hai diém ¢ hai bén miéng.

« out[2]: Chi sd d9 tin cay (confidence score) tuong tng véi mdi bounding
box.

Toan bo két qua nay s& duogc luu trit dudi dang mot dictionary (tir dién dit lidu)
voi1 ba key (khoa) tuong ing: box, landmark, va confidence.

01:2741:18

Hinh 3.7 Hinh anh sau khi di qua 3 mang P-Net, R-Net va O-Net

Sinh vién thuc hién: Hoang Cong Minh ) Huéng dan: TS. Nguyén Thi Thanh Quynh 36
Phan Nguyen Bao Quoc



Gidm sdt v diéu khién hé théng dién trong nhd théng minh

Nhu vdy phan phat hién khuén mit (Face Detection) v6i mé hinh MTCNN da
duoc giai quyét, ti€p theo véi bai toan xdc minh khuén mat (Face Verification), ta sé
st dung mang FaceNet dé€ tién hanh phan bi¢t cac khuén mat.

3.1.2 Ung dung mé hinh deep learning FaceNet dé xdic minh khuén mdt

O bai toan xac minh khuén mat, nhiém vu chinh 1a danh gid xem anh khuon
mat hién tai c6 ding véi thong tin, mdt cia mot nguoi khac da co trong hé théng hay
khong. FaceNet 1a mot mang no-ron siu (deep neural network) duoc sir dung dé trich
xuét dic trung tir hinh anh khuoén mat cia mot nguoi. M6 hinh nay duogc gioi thiéu
vao nim 2015 bai cac nha nghién ciru cuia Google — Schroff va cong su. Dé tiép can
bai toan nay, trudc tién ta can chi ra mot sé khai niém co trong FaceNet nhu sau:

- Embedding vector: la mot vector dac trung c6 kich thudc ¢ dinh, dugc mé
hinh hoc sau tao ra trong qua trinh huan luyén. Vector nay dai dién cho nhiing
dic diém quan trong cuia d6i tugng (vi du nhu khudn mat), gitp phan biét giita
céc d6i twong khac nhau. Embedding thudng duoc dung dé so sanh su giéng
nhau giita cac dbi twong bang cach tinh khoang cach giira cac vector trong
khong gian. Céac vector cang gan nhau thi cang gidng nhau, tir d6 gitp nhin
dang hodc phan loai chinh xac hon.

- Inception V1: 1a mot kién trac mang no-ron tich chap (CNN) do Google
gidi thiéu nam 2014. Pic diém noi bat cia mang 1a st dung cac khoi
Inception, cho phép xur 1y song song nhiéu 16p Convolution khac nhau (1x1,
3x3, 5x5) trén cung mot dau vao. Két qua tir cac 16p nay s€ duoc két ndi
(concatenate) lai dé tao dau ra chung. Cach thlet ké nay gitip mang hoc duoc
nhiéu dic trung hon so v6i mang CNN truyen théng. Dong thot, viée sur
dung 16p Convolution 1x1 gitp giam sb lugng tham sé va ting toc d6 huan
luyén.

M5 hinh FaceNet nhan dau vao 1a hinh anh khuon mat ciia mot nguoi va Xuat
ra mot vector gom 128 s6, dai dién cho nhitng dac trung quan trong nhét cta khuén
mat d6. Trong Machine Learning, vector nay dugc goi 1a embedding.

Toan bd thong tin quan trong tir hinh anh da dugc "nhing" (embedded) vao
trong vector nay. Noi cach khac, FaceNet chuyén khudn mat ctia mot ngudi thanh
mdt vector 128 chiéu, nhu mot dang nén dir liéu khuén mat. Ly tudng 1a, cac khudén
mit giéng nhau s& c6 embedding tuong ty nhau. Embedding 13 mot vector, va ta co
thé hiéu vector nhu mot diém trong hé toa d6 Dé-cac. Diéu nay c6 nghia 14 ta co thé
v€ vi tri cia mot hinh anh khuén mat trong h¢ toa do thong qua embedding ctia né.

Mot cach kha thi dé nhan dién mot ngudi trong mot hinh anh chua timg thay
trude do6 1a tinh toan embedding cua khudn mat do, tinh khoang cach dén cac hinh
anh ciia nhimg ngudi da biét, va néu embedding cia khuén mat d6 da gan véi
embedding ctia ngudi A, thi ta két luan rang hinh anh nay chira khuén mit ctia ngudi
A.
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Dé huin luyén FaceNet, chiing ta can rt nhidu hinh anh khuén mat. Bé don
gidn hoa, ta s€ gia su chi c6 vai hinh dnh cua hai nguoi. Tuy nhién, cuing mdt nguyén
Iy c6 thé duoc ap dung khi ban c6 hang ngan hinh anh ciia nhiéu ngudi khac nhau.

O giai doan d4u cua qué trinh huén luyén, mé hinh FaceNet tao ra cac vector
ngau nhién cho mdi hinh anh, diéu d6 c6 nghia 1a cic hinh anh bi phan tan ngiu nhién
khi vé Ién khong gian.

M6 hinh FaceNet hoc theo cach sau:

1. Chon ngau nhién mét anh gdc (anchor image).

2. Chon ngiu nhién mot anh khac cua cung ngudi v6i anh gbe — goi 13 vi du
duong (positive example).

3. Chon ngau nhién mot anh cta ngudi khiac véi anh géec — goi 13 vi du 4m
(negative example).

4. Piéu chinh cic tham sb ctia mang FaceNet sao cho:
- Embedding cta anh duong gan hon anh géc,
- So v6i embedding cua dnh &m phai xa hon.
Lap lai qua trinh ndy lién tyc cho dén khi khong con thay doi dang ké nio nita.

Keét qua: Tat ca cac khuon mat cia cung mdt nguoi s€ nam gan nhau trong
khong gian embedding, va cach xa khuén mat cua nguoi khac.

Trong qué trinh huan luyén, chung ta khong truc tiép noi cho FaceNet biét
rang cac con s trong vector nén dai dién cho dic trung ndo. Piéu duy nhat chung ta
yéu cau la: Cac vector embedding cta nhitng khuén mit giéng nhau phai gan nhau,
va cua nhirng khuén mat khac nhau thi phai cach xa nhau.

Viéc biéu dién khudén mat nhu thé ndo bang vector 1a nhiém vy ma mé hinh
FaceNet ty hoc trong qua trinh huan luyén. B¢ lam duoc diéu do, FaceNet phai tim
ra nhitng dac di€m then chot cia khuén mat giip phéan biét khudén mat nay véi khuon
mat khac.
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Trong qué trinh huin luyén, FaceNet s& thtr rat nhiéu t6 hop dic trung khac
nhau cho dén khi tim duoc cach biéu dién tét nhat. Tuy nhién, mang no-ron khéng
biéu dién dic trung giong cach con ngudi nghi (nhu kich thude, khoang céach,...). D6
141y do vi sao rat kho dé giai thich timg con sb trong vector embedding. Nhung ching
ta c6 thé chic chin rang nhitng dic diém nhu khoang cach giita hai méit dang duoc
an gidu dau d6 bén trong cac con sb Ay.

( 0.11 2\

0.067
0.091
0.129
0.002
0.012
0.175

\0.(523 )

Hinh 3.8 M0 ta vé cach hoat dong cua FaceNet

bay 1a mot ham nhén hinh anh dau vao va xudt ra embedding khuon mat —
tirc 1a mgt ban tom tat dac trung cua khuon mat do.

Diéu nay co6 nghia la:
- Cung mét nguodi — cung embedding (gan nhau trong khong gian)
- Khac nguoi — khac embedding (cach xa nhau)

Nho do, hé théng ¢6 thé nhanh chong nhéan dién va phan biét gitra cac khudn
mat.

3.1.3 Ngwéng xdc thwe va xiv ly anh dau vao
Ngudng xac thuc 1a gia tr1 ngudong dé xac dinh xem mdgt khuén mat cé trung
khép véi khuon mat d huan luyén hay khong.

Sau khi hé théng tao vector embedding cho khuén mat dau vao, nd sé tinh
khoang cach (thuong la khoang cach Euclidean hoac cosine) gitra embedding nay va
embedding cua nguoi da luu.

Néu khoang cach nhé hon mot ngudng dinh trude (threshold), thi hé théng
chap nhan rang d6 1 cing mot nguoi.

Néu 16n hon ngudng, hé thdng tir chdi xéc thyec.
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Viéc chon ngudng la can bang gitta d§ chinh xac va bdo mat. Néu chon

ngudng qua thap dé bi tir chdi sai, néu ngudng qua cao dé chap nhan nham nguoi.

Trudc khi anh khuon mat dugc dua vao moé hinh dé tao embedding, can qua

mot sO budc xur ly nhu sau:

Phéat hién khuon mat: dung mé hinh MTCNN dé xac dinh vung c¢6 khuén mat.

Can chinh khuén mat: dam bao cac dac trung nhu mat, mii, miéng nam dang
vi tri chuan.

Cit va thay doi kich thudc anh: dua khuon mit vé dung kich thuéec ma mo
hinh yéu cau.

Chuan hoa anh: chuan héa gia tri pixel (vi du: vé khoang [0,1] hodc [-1,1]) dé
gitp mo hinh xtr 1y hiéu qua hon.

- = b ® 1 Toce Unbock n

Hinh 3.9 Nhan dién khuon mat bﬁng mo hinh Facenet

3.2 Tich hop véi hé théng mé cira

Heé thong khong chi ding lai & viéc phan biét ngudi quen hay nguoi la, ma

con két hop véi thiét bj diéu khién cira (dong co servo), cam bién thong qua vi diéu
khién ESP32.

Dé tiét kiém tai nguyén xir Iy va chi kich hoat camera khi c6 ngudi thuc su

dung trude cira, hé thong sir dung cam bién siéu 4am HC-SR04 giao tiép voi vi diéu
khién ESP32 dé phat hién chuyén dong hodc sy hién dién ¢ khoang cach gan.

Nguyén Iy hoat déng: Cam bién siéu 4&m HC-SR04 phat ra séng am va do
thoi gian phan xa séng dé tinh khoang cach dén vat thé phia trudc. Khi phat
hién c6 ngudi trong ving xac dinh (10cm), vi diéu khién s& gtri yéu cau dén
Server dé kich hoat camera va tién hanh nhéan dién khu6n mit.

Co ché thue hi¢n:

- Cam bién si€u am lién tuc do khoang cach.
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- Néu khoang cach nhé hon ngudng, vi diéu khién ESP32 s& gui 1énh
POST /trigger unlock dén Server.

- Server nhan dugc yéu cau s& kich hoat camera (cv2.VideoCapture) va
thue hién xéac thye khudn mit nhu mé ta ¢ phan trudc.

- Uu diém:

- Giam tiéu thu tai nguyén hé théng vi camera chi hoat dong khi co
nguoi.

- Tang cudng tinh bao mat, han ché xir 1y sai trong diéu kién khong can
thiét.

- Tang tudi tho cho camera va tiét ki€ém di¢n nang.

3.2.1 Quy trinh mo cwra
Qua trinh m¢ ctra thong minh sau khi xac thyc khuén mat dugc thyuc hién theo
cac budc sau:

Budc 1: Khi hé théng xac thyc thanh cong 1a nguoi quen s& goi API POST
dén vi diéu khién qua dia chi da thiét 1ap trude.
Buéc 2: Vi diéu khién ESP32 nhan 1énh va diéu khién dong co servo dé mo
clra trong mot khoang thoi gian nhét dinh.
Budc 3: Mot sy kién dugce guri vé giao di¢n dashboard dé cap nhat trang thai
mo cua.

3.2.2 Xur ly khi khong nhdn dang duoc

Néu hé thong phat hién khuon mat khong tring hop sé:

Luu anh nguoi la vao thu muc unknown faces/ va trong tab lich str.

Gui sy kién WebSocket "face_alert" toi dashboard bang mot popup canh bao.
Gui email canh bao dén nguoi dung (qua SMTP Gmail).

- Kich hoat coi bao dong qua vi diéu khién (/alarm).

Téng hop ludng hoat dong md cira thong minh:

Nguoi dén trudc cira — Cam bién HC-SR04 phat hién — Vi diéu khién giri
tin hiéu téi Server
- Server m¢ camera, chup anh va xu Iy khuon mat:

Néu dung chu nha: Gui Iénh mo ctra vé vi diéu khién.

- Neé&u nguoi la: Luu anh, giri canh béo va kich hoat coi.
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Hinh 3.10 So d6 ludng hoat dong mé ctra thong minh

3.3 Giao dién phan hoi

Giao dién nguoi dung (dashboard) dong vai tro trung tm trong viéc cung cap
thong tin bao mat theo thoi gian thyc. Hé thong duoc xdy dung voi kha ning phan
hoi ngay lap tirc thong qua két ndi giao thirc WebSocket, giup ngudi dung giam sat
va diéu khién tir xa mot cach hiéu qua, dac bié¢t trong cac tinh huéng co yéu td an
ninh nhu phat hién nguoi la hay mé ctra thanh cong.

3.3.1 Phdn hoi thoi gian thwe qua giao thicc Websocket

Hé théng sit dung Socket.JO (mot thu vién WebSocket cho Python va
JavaScript) dé truyén dir liéu tir server dén client trong thoi gian thwe. Sir dung giao
thirc WebSocket gitip giam do tré phan hoi, khong can tai lai trang va tiét kiém bang
thong.

Céc su kién chinh duogc truyén qua WebSocket gom:
~ face alert: giri khi hé thdng phat hién nguoi la dimg trude cira.
- gas_alert: canh bao khi phat hién khi gas bat thuong.

3.3.2 Hién thi hinh dnh ngwoi la gin nht trén dashboard
Khi ¢6 nguoi la xuét hién, hé théng s€:

- Luu lai anh khuén mat dudi dang stranger HHMMSS DDMMYYYY .jpg
vao thu muc unknown_faces.

- Tao mot API endpoint /latest_stranger image tra vé hinh anh ngudi la méi
nhét.

Diéu nay gitp ngudi dung nhanh chong biét ai di dén gan ctra va phan tng kip
thoi, ngay ca khi khong c6 mat tai nha.

3.4 Két luan chwong 3

Viéc tich hop cong nghé nhan dién khuén mat véi cam bién va thiét bi diéu khién
cua giup tang cuong kha nang bao mat, tién ich, thong minh va kha nang tu dong hoa
hé thong ngdi nha. Pay 1a mot budc quan trong dé dua hé thong tién gan hon dén mo
hinh nha théng minh hién dai, t6i uu tai nguyén va than thién véi nguoi ding.
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CHUONG IV: THIET KE HE THONG PIEU KHIEN BANG CU CHIi

4.1 Nhan dién cir chi tay bing MediaPipe

Dé dua ngdi nha thong minh nay tré thanh théng minh hon nita. Thay vi diéu
khién cac thiét bi bang cong tic vat 1y thong thuong, trong chuong nay ta s& tmg dung
mot model Machine Learning cé tén 1a mé hinh MediaPipe dé diéu khién thiét bi
thong qua cur chi cua ban tay.

Kha ning nhan biét hinh dang va chuyén dong ctia ban tay ¢ thé 1a mot thanh
phan quan trong trong viéc nang cao trai nghlem ngucn dung trén nhiéu linh vuc va
nén tang cong nghe khac nhau. Vi dy, n6 c¢6 thé 1 nén tang cho viéc hiéu ngon ngu:
ky hiéu, diéu khién bang ctr chi tay, va con c6 thé cho phép phu ndi dung so 1én thé
gidi thyc trong cac tmg dung thyc té ting cuong (AR). Mic du viéc nay 1a ty nhién
ddi véi con nguoi, nhung viéc nhan dién ban tay trong thoi gian thyc mot cach on
dinh va chinh xac lai Ia m6t nhiém vy kho khén trong Computer Vision, vi ban tay
thuong ty che khuat hodc che 13n nhau (vi du: ngdn tay che long ban tay, hay bit tay)
va thuong thiéu cac miu twong phan cao.

Nhiing tién b trong tri tué nhan tao (AI) trong vai nim qua — chang han nhu
c4c phat trién ctia mo hinh MediaPipe tir Google — d4 khién viéc tao ra cc trai nghiém
tuyét voi két hop gitra thé gidi sé va thé giéi thuc trd nén kha thi. Ngudn goc cua
MediaPipe bat dau tir dau nhitng nim 2010, khi Google dang nd luc cai tién cic cong
nghé Machine Learning va Computer Vision. M6 hinh MediaPipe 1an dau tién dugc
stt dung vao niam 2012 dé phan tich video va 4m thanh theo thoi gian thyuc trén
YouTube.

N

h‘..;:

2[]10‘4 Giol thigu mo

hinh MediaPipe

2020-22

2018

Hinh 4.1 Dong thoi gian phat trién cia mo hinh MediaPipe
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Vao nam 2018, MediaPipe bat dau giai quyét cac van dé lién quan dén viéc
trién khai cdc mo hinh Computer Vision phurc tap trén cac thiét bi nhu dién thoai
thong minh va may tinh nhing. Dén nam 2020, nhu cau xtr 1y da phuong tién mot
cach nhanh chong va hi€u qua ngay cang tang, vi vay mo hinh MediaPipe da dugc
cap nhat dé dap Gmg yéu cau nay. Hién nay, md hinh MediaPipe van 1a mot khung
phat trién manh mé danh cho céc 1ap trinh vién mudn xay dung cac tng dung da
phuong tién sang tao véi hiéu nang cao.

Ciac Tinh Niing C6t Loi va Cong Nghé ciia mé hinh MediaPipe

MediaPipe tich hop nhiéu tinh ning ndi bat. Mot trong sé d6 1a kha ning tan
dung strc manh xir 1y song song ctia don vi xir Iy d6 hoa (GPU) dé tang toc do xu 1y.
Bang cach sir dung GPU cho céc tic vu yéu cau hiéu nang tinh todn cao, mé hinh
MediaPipe c6 thé xir 1y céc tic vu da phuong tién phtic tap trong thoi gian thuc. Nho
kha ning xt 1y song song, MediaPipe c6 thé thuc hién dong thoi nhiéu tac vy, chang
han nhu xir 1y nhiéu ludng video hodc chay dong thoi nhiéu mé hinh thi giac may
tinh.

Tuy nhién, d6 chi 1a phan ndi cia tang bang chim. MediaPipe con tich hop
OpenCV — thu vién ma nguén mé manh mé chuyén vé Computer Vision. OpenCV
cung cap nhiéu cong cu va thuat toan hd trg xir 1y anh va video. Nho tich hop thu
vién OpenCV, mé hinh MediaPipe dé dang trién khai cac chtic ning nhu thu nhan
video, xir 1y va hién thi trong céac pipeline ctia minh. Ngoai ra, MediaPipe con két
hop voi TensorFlow — nén tang Machine Learning ctia Google — gitip tich hop céc
mo hinh hoc may di huin luyén sin hodc tiy chinh mot cach dé dang. Piéu nay giup
don gidn hoa cac tac vu nhu nhan dién khuén mat hoac hiéu 161 noi. MediaPipe ciing
hd tro nhiéu ngdn ngit 1ap trinh pho bién nhu C++, Java va Python, gitip dé dang tich
hop vao cac dy an phan mém.

Céc giai phéap (solutions) trong MediaPipe 1a nhiing vi du ma ngudn mé duoc
xdy dung san, dua trén cac mo hinh TensorFlow hoic TensorFlow Lite da dugc huan
luyén trude.

Céc giai phap nay duoc xay dung dua trén nén tang MediaPipe Framework. Hién
tai, m6 hinh MediaPipe cung cap 16 giai phap chinh, bao gom:

1. Face Detection — Phat hién khuon mat
Face Mesh — Ludi khuén mat 3D

Iris — Theo d&i mong mat

Hands — Nhén dién va theo doi ban tay

Pose — Udc luong tur thé co thé

A

Holistic — Két hop toan dién giita khuon mat, tay va tu thé
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7. Selfie Segmentation — Tach nén anh selfie

8. Hair Segmentation — Tach vung toc

9. Object Detection — Phat hién d6i tuong

10. Box Tracking — Theo ddi hop d6i twong

11. Instant Motion Tracking (IMT) — Theo d&i chuyén dong tirc thoi
12. Objectron — Nhan dién va theo doi ddi tugng 3D

13.KNIFT — Nhan dién ddc trung hinh anh (Keypoint NIFT)

14. AutoFlip — Ty dong cét va diéu chinh khung hinh video

15. MediaSequence — Chudi dit liéu video c¢é cdu tric

16. YouTube-8M — Tap dir li¢u video quy mo 16n tr YouTube

Face Detection Face Mesh Iris Hands Pose Holistic

=3 -~
> U N

Hair Object . Instant Motion .
4 ] Box Tracking : Objectron KNIFT
Segmentation Detection Tracking
< =
> O

:||| MediaPipe

Hinh 4.2 Minh hoa cac giai phdp ciia mo hinh MediaPipe
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4.1.1 Phan tich cw chi tay

Trong du 4n 14n nay, chung ta st dung mot giai phép trong cc giai phap cua
MediaPipe d6 1a nhan dién va theo ddi ban tay dé diéu khién cac thiét bi nhu dén,
quat, TV, va nhac thong qua céac thao tic gio ngoén tay. Hé théng dugc tich hop
v6i camera thoi gian thuc va cung cip giao dién diéu khién thong qua Server.

Hé thng nhan dién cir chi tay bang MediaPipe hoat dong theo quy trinh gdm
nhiéu bude, tir thu nhan hinh anh dén phan tich ctr chi va dua ra hanh dong tuong
tmg. Cu thé nhu sau:

Budgc 1: Thu nhan hinh anh du vao
~ Sir dung camera (webcam) dé ghi lai hinh anh thoi gian thyc.

- Hinh anh dugc truyén tryc tiép vao pipeline xr 1y cia mo hinh
MediaPipe.

Budce 2: Phat hién ban tay (Hand Detection)

- MediaPipe sir dung md hinh hoc siu dé phat hién ban tay trong khung
hinh.

- Néu phat hién c6 ban tay, hé théng s& cit ving chira ban tay va chuyén
sang budc tiép theo.

Budc 3: Trich xuat diém dic trung (Hand Landmarks)

- MediaPipe Hands cung cép 21 diém landmark trén mdi ban tay, bao
gom:

_ 5 dau ngodn tay
- Céc khop gitra ngdn tay
- C6 tay (wrist)
- MBJi diém landmark c6 toa d6 (x, y, z) trong khong gian anh.
Budc 4: Phan tich cir chi dua trén s6 ngon tay gio 1én

- Hé thong xé4c dinh trang thai clia ting ngon tay (gio 1én hay gép lai)
bang cach so sanh vi tri twong ddi giira cac diém landmark:

- Vi du: néu dau ngoén tay nam trén khép giita (theo tryuc y), thi
ngon tay dugce coi la gio 1én.

- Pém tong s6 ngoén tay gio 1én dé anh xa véi mot hanh dong cuy the.
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|8 ! Smart Home System =) d X

Hinh 4.3 Mo ta cach hoat dong phat hién cu chi tay cua mo hinh MediaPipe
5. Anh xa cir chi — hanh dong
MB&i s6 luong ngoén tay gio 1én twong tmg voi mot 1énh diéu khién:

Béng 4.1 Anh xa giita ctr chi tay va hanh dong diéu khién thiét b

Sb ngon tay Thiét bi Hanh dong
1 Dén phong khach Bat dén
2 Dén phong khach Tét dén
3 Dén phong ngu Bat dén
4 Dén phong ngu Tit dén

4.1.2 Tich hop voi camera an ninh va Server
- Dé dua hinh 4nh lam dau vao cho MediaPipe xur 1y, ta st dung luong hinh anh
duoc trich xut tir camera an ninh trong nha, mé hinh s& xir Iy cac hinh anh
nay tir d6 giri tin hiéu vé Server dé didu khién céc thiét bi.
- Ludng xtr Iy:

1. Camera ghi nhan hinh anh.

2. MediaPipe x1r Iy va nhan dién ctr chi.
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3. Server giri 1énh diéu khién twong {mg.

4.2 Diéu khién thiét bj qua cir chi
4.2.1 Giri Iénh diéu khién dén Home Assistant

Trong hé théng diéu khién thiét bi théng minh, Server dong vai tro trung gian
giira hé thong nhan dién cir chi tay va nén tang Home Assistant. Khi nguoi dung thuc
hién mot cir chi tay cu thé (vi du: gio 1 ngdn tay dé bat dén), Server sé tiép nhén tin
hiéu nay va giri yéu cau HTTP (REST API) dén Home Assistant dé thyc hién hanh
dong twong Gmg. Home Assistant can duoc cau hinh API access va tao Long-Lived
Access Token dé xac thuc.

4.2.2 Cdp nhat trang thdi thiét bi trén giao dién

Trang thai thiét bi dugc xay dung trén giao dién theo thoi gian thuc, nham
dam bao sy dong b hai chiéu gilra Server va giao di¢n nguodi dung. Tuong ty nhu
thiét ké h¢ thong nhan dién khuén mat, cac trang thai cia thiét bi cling duoc sir dung
giao thirc Websocket dé truyén thong hai chi€u cho phép server va client trao doi dir
liéu lién tuc ma khong can giri lai yéu cau HTTP. Khi trang thai thiét bi thay do6i1 (do
cu chi, giong nd1 hodc thao tac tir giao dién), server s€ guri thong bao cip nhat dén tat
ca client dang két noi.

- Tirhé théng — nguoi dung: Khi thiét bi dugc diéu khién bai cir chi hodc giong
n6i, Server nhan phan hoi tir Home Assistant va gui su kién thong qua giao
thirc WebSocket dén giao dién.

- Ti ngudi dung — hé thong: Khi ngudi ding nhan nat diéu khién trén giao
dién, yéu cau duoc gui dén Server, sau d6 cap nhat trang thai thiét bi va phan
hi lai.

4.2.3 Giao dién trwc quan va phan héi thoi gian thuc
Thanh phan giao dién

a) Hinh anh camera véi overlay cur chi

- Hién thi ludng video tryuc tiép tir camera.

b) Tén thiét bi va trang thai hién tai

- MBJi thiét bi c6 mot khéi hién thi riéng gom:

- Tén thiét bi (vi du: “Dén phong khach”)
- Trang thai hién tai (Bat/Tét)
- Nut diéu khién thi cong

¢) Phan héi thoi gian thuc

~ Khi c6 thay dbi trang thai (tir ctr chi, giong néi hoic thao tac thi cong), giao
dién cdp nhat theo thoi gian thyec.
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- Trang thai thiét bi dugc déng bo véi Server thong qua giao thirc WebSocket.

Duéi day 1a so d6 ludng xir 1y hé théng diéu khién bang cir chi tay:

Hinh 4.4 So d6 ludng xir Iy hé théng diéu khién bang ctr chi tay

Sinh vién thyc hién: Hoang Cong Minh

Mguwdi dung

Cir chi tay

Camera thu hinh anh

Server

Giri lénh d&n Home
Assistant

Thi&t bi dén, quat,...

[
|
|

Phan hdi trang thai
thi&t bi

Dashboard cap nhat
trang thai
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4.3 Két luan chwong 4

Trong chuong ndy, hé thong diéu khién thiét bj thong minh bang cir chi tay da
dugc thiét ké va trién khai thanh cong, st dung md hinh MediaPipe ciia Google dé
nhan dién ban tay va phan tich s6 lugng ngoén tay gio 1én. Giai phap cho thay tinh
hiéu qua cao khi hoat dong thoi gian thuc, dd chinh xac tdt va co kha nang mo rong
linh hoat.

Viéc tich hop gitra MediaPipe — Server — Home Assistant — giao dién gitp tao
ra mét hé sinh thai dong bg, noi nguoi dung co thé tuong tac vai thi€t bi thong minh
mot cach tu nhién, khong can ti€p xuc vat 1y hay can thiép truc ti€p vao h¢ thong.

Giao dién duoc thiét ké truc quan, cho phép theo doi trang thai thiét bi va hinh
anh camera theo thoi gian thuc thong qua WebSocket, tir d6 nang cao trai nghiém st
dung.

Tir két qua trién khai, c6 thé khang dinh rang giai phap diéu khién bang cir chi
tay 1a mot hudng di hién dai, hiéu qua va day tiém nang cho cac hé thong nha thong
minh thé hé méi.
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CHUONG V: KET LUAN

5.1. Két qua dat dwoc

Sau qua trinh nghién ctru, thiét ké va trién khai hé thng nha théng minh tich
hop nhan dién khudén mit, didu khién bang cir chi tay va giao tiép thoi gian thuc,
nhom thue hién da dat dugc nhitng két qua ndi bat sau:

5.1.1 H¢ théng hoat djng on dinh, nhén dién chinh xdc
- Cac thanh phﬁn chinh nhu nhan dién khuén méat (FaceNet + MTCNN), nhan
dién ctr chi tay (MediaPipe), va xir Iy trung gian (Server) déu hoat dong on
dinh va cho két qua chinh xac trong méi trudng thir nghiém thuyc té.

- Hé thdng c6 kha nang nhan dién khudn mit va cir chi tay trong thoi gian thyc,
v6i d6 tré thap, cho phép thuc hién cac hanh dong diéu khién thiét bi gan nhu
ngay lap ttc.

- Cam bién, camera va céc thiét bi dau ra (deén, quat, servo...) déu tuong tac
muot ma voi he thong diéu khién trung tam.

5.1.2 Giao dién than thién, cdp nhat thoi gian thuc

Giao dién ngudi dung dugc xay dung trén nén web véi hinh anh tryc quan,
chia thanh cac vung hién thi 16 rang. Cac trang thai thiét bi va hinh anh camera duoc
cap nhat lién tuc thong qua giao thitc WebSocket, cho phép ngudi dung theo doi hé
théng mot cach hi¢u qua va tuong tac thuén ti¢én. Céc thao tac diéu khién nhu bat/tit
thiét bi co thé thuc hién thong qua dashboard hodc ctr chi tay, tat ca déu phan hdi theo
thot gian thuc.

5.1.3 Tich hop nhiéu cong nghé hién dai: Machine Learning, IoT, WebSocket
- Ung dung thanh cong cic cong nghé Machine Learning nhu MediaPipe (ctr
chi tay), MTCNN & FaceNet (khudn mat).

- Két hop linh hoat v&i nén tang Home Assistant — hé diéu hanh ma nguén mé
danh cho nha thong minh — dé thuc thi cac hanh dong diéu khién thiét bi.

- Giao tiép thoi gian thuc giira frontend (dashboard) va backend (Server) thong
qua giao thirc WebSocket.

- Heé thong str dung vi diéu khién ESP32 dé doc cam bién (nhu siéu am HC-
SR04) va diéu khién servo.

- Hé théng ap dung REST API dé gui lénh diéu khién tir Server dén Home
Assistant, ddm bao kha ning mo rong va tich hop véi cac hé thdng khac.
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5.1.4 Khd ning hoat dong da kénh diéu khién
- He thong c6 thé nhan 1énh di€u khién thiét bi tir nhiéu ngudén: nhan dién khuén
mit, cir chi tay, ntit bam vt 1y, va giao dién.

_ Dit liéu tir cac kénh diéu khién duoc thdng nhat qua Server, dam béo tinh déng
bd va tranh xung dot diéu khién.

- Trang thai thiét bi luén duoc cap nhat déy du va chinh xéc trén giao dién nguoi
dung.

5.1.5 Tinh itng dung thuc tién cao

Dé tai thé hién rd tinh ing dung thuc tién trong bdi canh nha thong minh dang
ngay cang phat trién tai Viét Nam. Trong xu thé hién dai hoa va tu dong hoa doi song,
viéc tich hop cac cong nghé diéu khién thong minh vao khong gian song khong con
12 mot lua chon xa voi, ma da tré thanh nhu cau tat yéu.

Hé thdng duoc xay dung khéng chi khang dinh duoc ning luc k§ thuat, ma
con cho thay tiém ning ung dung rong rdi. V4i chi phi trién khai hop 1y, kha ning
mo rong linh hoat va d6 on dinh cao, hé thdng c6 thé dé dang ap dung trong nhiéu
moi truong nhu gia dinh, vin phong, 16p hoc hodc co sd' y té. Pic biét, tinh ning diéu
khién khong cham béng cu chi mang lai trai nghiém tuong tac tién 1o, an toan, phu
hop véi bdi canh phong chéng dich bénh hodc hd tro cac dbi tuong dac biét nhu
ngudi cao tudi, tré nho — nhitng nguoi gap kho khin khi thao tac véi thiét bi truyén
thong.

5.2. Han ché ciia h¢ thong
Mic du hé thdng dat dugc nhiéu két qua kha quan, van con ton tai mot sd
han ché:

5.2.1 Chwa hé tro nhiéu ngwoi ditng va phén quyén truy cdp

Hién tai hé thong chi luu trir embedding ctia mot s luong nho ngudi dung va
chua c6 co ché phan quyén. Piéu nay giy han ché khi muén trién khai trong moi
truong c6 nhiéu thanh vién, vi du nhu gia dinh dong ngudi hodc vin phong.

Nguoi ding chua thé tao tai khoan ca nhan va hé thong ciing chua phéan biét
vai tro quan tri vién hay khach. Viéc bo sung phan quyén s& ting tinh bao mat va ca
nhan hoéa hanh vi diéu khién.

5.2.2 Piéu khién bang giong néi chwa dwoc trién khai hoan chinh
- Mic du kién trac hé thong hd tro mo rong tinh ning diéu khién bang giong
no61, nhung chirc ndng nay chua dugc tich hop trong ban thir nghiém hién tai.

- Chua c6 xur Iy ngon ngitr ty nhién (NLP) hodc nhan di¢n giong noi tiéng Viét.

5.2.3 Phu thudc vao két néi ndi bé hodc internet
- Mot s6 chtrc nang hoac truyén dir ligu WebSocket phu thudc vao mang LAN
hoac WiFi 6n dinh.
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~ Néu mit mang hodc Server ngimg hoat dong, hé théng khong co ché do
fallback hodc xur Iy ngoai I¢ tam thoi.

5.2.4 Chua trién khai mé hinh Machine Learning tity chinh
~ Céc md hinh str dung (MediaPipe, FaceNet) déu 1a mé hinh tién huan luyén
(pre-trained), chua tdi vu héa riéng cho mai truong st dung cu thé.

- Hé théng chua huan luyén lai m6 hinh (fine-tune) theo tap dit liéu nguoi ding
thuc té.

5.2.5 Khd ning xiv ly nhiéu thiét bi ciing liic con han ché
~ S6 luong thiét bi diéu khién chua vuot qua 5 thiét bi cung lic.

- Giao dién ngudi dung chua c6 nhoém thiét bi hodc phan khu diéu khién theo
phong.

5.3. Hwéng phat trién
5.3.1 Tich hop diéu khién bang giong néi

Trong tuong lai, viéc bo sung tinh ning diéu khién thiét bi thong minh bang
giong noi s& gitp nang cao trai nghiém ngudi ding va ting tinh linh hoat trong diéu
khién. Nguoi dung c6 thé st dung khau 1énh ty nhién nhu “Bat dén phong khach”
hodc “Tat quat phong ngii” ma khong can thao tac truc tiép. Diéu nay dic biét hitu
ich trong cac tinh hudng tay bi ban, ngudi khuyét tat hodc khi nguoi ding ¢ xa tim
nhin camera.

Viéc tich hop c¢6 thé thuc hién théng qua Google Assistant, hodc st dung cac
thu vién ma nguén mé nhu SpeechRecognition, Vosk hodc Whisper. Mot thach thirc
can giai quyét 1a xir 1y tiéng Viét voi nhiéu phuong ngir khac nhau. Do dé, hé théng
can c6 budc chuyén ddi giong ndi thanh vin ban (speech-to-text), sau d6 anh xa 1énh
d3 chuin hoa sang hanh dong tuong tng trong Home Assistant.

5.3.2 Phdt trién trng dung di dong

Song song vé6i giao dién nguoi dung trén trinh duyét, viéc phat trién mot tng dung
di dong (Android/iOS) sé& giup nguoi dung dé dang diéu khién hé thong tir bt ctr dau.
Ung dung nén c6 céc tinh nang nhu:

- Giao dién diéu khién thiét bi theo phong/khu virc

- Nhan thong bao day (push notification) khi cé sy kién xay ra: mo cira, phat
hién nguoi la...

- HO trg diéu khién tir xa thong qua mang Internet
- Ping nhéap va phan quyén nguoi dung
Diéu nay khong chi mo rong kha ning str dung ma con gitp hé théng trd nén

chuyén nghiép va thuong mai hoa dugc.
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5.3.3 Phén quyén ngwoi ding va bao mdt

Dé hé thdng c6 thé phuc vu nhiéu ngudi cing lac va tranh rui ro truy cap trai
phép, can bd sung co ché phan quyén ngudi dung. Cac vai tro nhu quan trj vién
(admin), thanh vién (user), khach (guest) can dugc phan biét rd rang vé quyén han.
Vi dy, admin c6 thé thay d6i cAu hinh thiét bi, trong khi user chi dugc phép bat/tit
thiét bi, con guest chi dugc xem trang thai.

Ngoai ra, cac bién phap bao mat nhu xac thuc bang token, ma héa dudng
truyén (HTTPS), ki€ém soat truy cdp theo IP cling can dugc trién khai nham tang
cuong tinh an toan cua hé thong.

5.3.4 Trién khai mé hinh Machine Learning riéng

Hién tai, hé théng st dung cac mo6 hinh Machine Learning tién huan luyén
(pre-trained). Trong twong lai, nhom c6 thé xay dung tap dit liéu riéng gom khuén
mit va cir chi tay cua ngudi dung thyc té dé huan luyén lai mo hinh (fine-tuning).
Diéu nay s& gitip ting do chinh x4c, giam sai s trong diéu kién anh sang yéu hoic
moi trudng nhiéu.

Ngoai ra, c6 thé ap dung cac ky thuat ting cudng dit liéu (data augmentation),
hoc chuyén giao (transfer learning) dé cai thién chat lugng mé hinh ma khéng can
tap dir liu qua 16n.

5.3.5 Téi wu hé thong cho méi trwong lon hon

Néu mé rong trién khai tai van phong, bénh vién, truong hoc... hé théng can
hd tro sb lugng 16n thiét bi va nguoi dung. Giao dién dashboard nén dugc phan khu
1d rang theo ting phong hodc tang lau. Backend can t6i wu hiéu ning xt Iy dong thoi
nhiéu ludng dir liéu, dam bao tinh 6n dinh khi tai cao.

Céc giai phap mé rong nhu phan cum thiét bi, wu tién xt 1y tac vu quan trong,

hodc ghi log thong minh theo thoi gian thuc s& gitp hé thdng van hanh hiéu qua hon
trong moi truong phuc tap.
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PHU LUC

1. Pwong din truy cip dashboard:

https://smarthome.smarthomediy.click

2. Arduino code

#include <WiFi.h>
#include <WebServer.h>
#include <ESP32Servo.h>
#include <HTTPClient.h>

const char* ssid = "Your wifi";
const char® password = "pass";
const char* flask host = "IpServer";
const int flask port = 5000;

#define TRIG PIN 16

#define ECHO_PIN 17

#define SERVO PIN 32

#define LED 2

#define BUZZER_PIN 23

#define MQ2_PIN 33

#define GAS_ THRESHOLD 2500

WebServer server(80);
Servo doorServo;

long distanceThreshold = 10; // cm

void setup() {

Serial.begin(115200);

WiFi.begin(ssid, password);

while (WiFi.status() != WL_CONNECTED) {
delay(500); Serial.print(".");

}

Serial.println("WiFi connected");

Serial.println(WiFi.locallP());

// Gui dang ky IP dén Flask server

HTTPClient http;

http.begin(String("http:/") + flask_host +":" + flask port + "/register esp");
http.addHeader("Content-Type", "application/json");

int code = http.POST("{}");
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if (code > 0) {
Serial.printIn(" Ba dang ky IP v¢i Flask Server.");
} else {
Serial.printf(" Ldi khi ding ky IP: %s\n", http.errorToString(code).c_str());

}
http.end();

pinMode(TRIG_PIN, OUTPUT);
pinMode(ECHO PIN, INPUT);
pinMode(LED, OUTPUT);
pinMode(BUZZER PIN, OUTPUT);
pinMode(MQ2 PIN, INPUT);

doorServo.attach(SERVO_PIN);
doorServo.write(0); // Péng clra

server.on("/unlock", HTTP_POST, []() {
openDoor();
server.send(200, "text/plain", "OK");

s

server.on("/alarm", HTTP_ POST, []() {
Serial.println("Nhan 1énh bdo dong tir Flask!");
for (inti=0;1<5;1++) {
digital Write(BUZZER_PIN, HIGH);
delay(200);
digitalWrite(BUZZER_PIN, LOW);
delay(200);

}
server.send(200, "text/plain”, "ALARM DONE");

s

server.begin();

i
int lastMq2State = -1; // Khéi tao vai gia tri khong hop 1€

void loop() {
server.handleClient();

int mq2State = digitalRead(MQ2_PIN);

if (mg2State != lastMq2State) {
Serial.printf(" Gia tri MQ2 thay di: %d\n", mq2State);
lastMg2State = mq2State;

h

if (mq2State == LOW) {
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Serial.println(" CANH BAO: Phat hién khi gas!");

// Glti POST vé Flask dé canh béo

HTTPClient http;

http.begin(String("http://") + flask_host + ":" + flask port + "/gas alert");
http.addHeader("Content-Type", "application/json");

http.POST(" {\"gas\": true}");

http.end();

// Coi bao dong
digitalWrite(BUZZER_PIN, HIGH);
delay(3000);
digitalWrite(BUZZER _PIN, LOW);

}
if (detectPerson()) {

Serial.println(" C6 nguoi trude ctra...");

// Poi 3 gidy trude khi giri POST dén Flask
delay(3000);

// Gtri tin hiéu dén Flask server
HTTPClient http;
http.begin(String("http://") + flask_host + ":" + flask port + "/trigger unlock");
http.addHeader("Content-Type", "application/json");
int code = http.POST("{}");
if (code > 0) {
Serial.printf(" Guri thanh cong! Ma phan hoi: %d\n", code);
String response = http.getString();
Serial.println(" Phan hoi: " + response);
}else {
Serial.printf(" Ldi guri: %s\n", http.errorToString(code).c_str());

}
http.end();

// Nhap nhay LED béo hiéu

digitalWrite(LED, HIGH); delay(100);

digital Write(LED, LOW); delay(100);
}

delay(1000);
H

bool detectPerson() {
digital Write(TRIG_PIN, LOW); delayMicroseconds(2);
digital Write(TRIG_PIN, HIGH); delayMicroseconds(10);
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digitalWrite(TRIG_PIN, LOW);

long duration = pulseIn(ECHO_PIN, HIGH);

long distance = duration * 0.034 / 2;

return (distance > 0 && distance < distanceThreshold);

}

void openDoor() {
Serial.println("Mé¢ ctra...");
doorServo.write(90); // quay 90 do mo cua

delay(5000);
Serial.printin("DPong cua..."); // gilt cra mo Ss
doorServo.write(0); // dong lai

}

3. Code Flask Server, cir chi tay va bao mat nhan dién khuén mat

Truy cép : https://github.com/minh838699/smart-home-project?tbclid=IwY2xjawK8i-
lleHRuA2F1IbQIxMQABHk36Sslw_RawzeFY AP9LsI9oFSH4FSEdMShfdgl GZozAujx2R
cllESak4kyF aem_ XbIIRsL 1xxJhNOgyOvfRig
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