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TOM TAT

Tén dé tai: Thiét ké hé thong gidm sat va canh bao an toan cin ho chung cu
Sinh vién thuc hién:

1) Lé Ptrc Thang — MSSV: 105200385- Lép: 20TDHCLC1

2) Than Buc Thao — MSSV: 105200473 - Lop: 20TDHCLC3

3) Nguyén Thé Vinh — MSSV: 105200482 - Lép: 20TDHCLC3
Trong bdi canh hién nay, nhu cau dam bao an ninh va an toan cho cac can ho chung cu
ngay cang tré nén cap thiét. Bén canh nhitg nguy co tir chay nd, trom cip viéc tiéu thu
dién qua murc ciing c6 thé dan dén nguy co qua tai hé théng dién va lang phi nang luong.
Xuat phat tir thuc té d6, chung em quyét dinh chon d¢ tai: "Thiét ké hé thong giam sat
va canh bdo an toan can ho chung cu".
Heé thong c6 chiic nang st dung cong nghé xu 1y anh dé nhan dién va phat hién khuén
mit nguoi la, dong thoi giam sat va phat hién lira dé bao chay som. Bén canh d6, hé
théng con thyc hién giam sat dién nang tiéu thu cta cac thiét bi dién trong can ho. Khi
phat hién thiét bi sir dung dién vuot qua ngudng cho phép, hé thong sé tu dong ngat thiét
bi va giri canh bao cho nguoi ding nham han ché nguy co qua tai va tiét kiém dién ning.
Qua d6, hé thong giup nang cao muc do an toan, tiét kiém chi phi va bao vé tai san cho

cu dan chung cu.
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DAI HOC DA NANG CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG PAITHOC BACH KHOA Doc 1ap - Tu do - Hanh phuc
KHOA PIEN

NHIEM VU PO AN TOT NGHIEP

TT Ho tén sinh vién Sb the SV Lop Nganh
o, K¥ thuat diéu khién va tu
1 Lé Duc Thang 105200385 | 20TDHCLCI1 A .
dong hoa
K¥ thuat diéu khién va tu
2 Than Buc Thao 105200473 | 20TDHCLC3 ) ]
dong hoa
. K¥ thuat diéu khién va tu
3 Nguyen Thé Vinh | 105200482 | 20TDHCLC3 X ]
dong hoa

1. Tén dé tai do an: Thiét ké hé théng giam sat va canh bao an toan cin hd chung cu.
2. Pé tai thudc dién: O C6 ky két thoa thudn sé hitu tri tué doi véi két qua thuwc hién.
3. Cdc s6 liéu va dir liéu ban dau:

4. Néi dung cdc phan thuyét minh va tinh todn:

a. Phan chung:

TT Ho tén sinh vién Noi dung
1 |Lé Ptic Thing Viét bao cdo va thuyét minh.
2 Than Ptic Thao Nghién ctru cac giai phap vé nhin dang, giam sat ning

lugng va canh bao an toan

3 [Nguyén Thé Vinh Thuc hién két ndi cac linh kién va lép r'Zip mo hinh

b. Phan riéng:

TT Ho tén sinh vién No6i dung

" Tim hiéu yéu cau, ndi dung ctia dd an dua ra giai phap
1 Lé Buac Than N A1 ke ok , 2 A 1A \ ~ J4
& thuc hién. Thiét k€ kién truc tong thé, lap trinh hé¢ thong.

o Tim hiéu vé linh kién, ndi dung, yéu cau, cac giai phap
2 | Than Buc Thao o, L s \ o
ctua do an. Lap trinh xtr ly anh, thiét ké so do nguyén ly.

Lap trinh, dua ra cac luu dd thuét toan, xay dung

3 | Nguyén Thé Vinh _
Database, Website.

5. Cdc ban vé, do thi (ghi ré cdc loai va kich thuéc ban vé):

il



6. Nguoi huéng dain:

Ho tén nguoi huéng dan: Phan/ Néi dung:

Huéng dan tu van giai phéap, lva chon cong nghé

) cho du an
TS. Truong Thi Bich Thanh . x L. o, ,
Hudng dan lam thuyét trinh bao cdo dy an

Theo doi tién do cua du an

7. Ngay giao nhiém vu do an:  14/02/2025
8. Ngay hoan thanh d6 an:  15/06/2025
Pa Nang, ngay 17 thang 6 nam 2025

Truwéng Bo mon Ty dong hoa Ngwoi hwong dian

TS. Giap Quang Huy TS.Truong Thi Bich Thanh
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DAl HOC A NANG

TRUONG PAI HOC BACH KHOA
KHOA DIEN

CONG HOA XA HOI CHU NGHIA VIET NAM
Doc lap - Tu do - Hanh phuc

PHIEU KIEM SOAT TIEN PQ LAM PO AN TOT NGHIEP

(Phiéu danh cho nguoi huéng dan/sinh vién)

Ho tén sinh vién:

1. Lé Puc Thing — MSSV: 105200385 — Lép: 20TDHCLCI

2. Than Btrc Thao — MSSV: 105200473 — Lop: 20TDHCLC3

3. Nguyén Thé Vinh — MSSV: 105200482 — Lép: 20TDHCLC3
Tén dé tai DPATN: Thiét ké hé thong giam sat va canh bao an toan ciin hd chung cw
Ho tén nguoi HD: Truong Thi Bich Thanh

Don vi: DPHBK-DHDN

Tuén Ngay

Khoi lwong

da thuc hién (%)

tiép tuc thue hién (%)

GVHD
ky tén

1 |22/02/2025

Nhan dé tai

Gip nguoi huéng dan dinh

huong do6 an

2 | 01/03/2025

Xéc dinh nhitng yéu cau
va bai toan dat ra cua hé

thong

Xéc dinh va thong nhat cac
phan ctng st dung trong dy

an

3 | 10/03/2025

Nghién ctru vé cac

phuong phap xt ly anh

Lua chon phuong phap xtr 1i
anh cho hé théng nhan dang

3 | 17/03/2025

Xac dinh va thong nhat
cac thiét bi phan cig str
dung cho hé thdng nhan
dang

Xay dung so do dau noi chi
tiét va tién hanh dau noi cac

phan cimg trén thiét bi thuc.

4 | 10/04/2025

Duyét 1an 1: Panh gia khoi lugng cong viéc hoan

thanh:30 %

Puoc tiép tuc lam DATN [ Khong tiép tuc thuc hién

DATN [

5 | 17/04/2025

Nghién ciru vé cac
phuong phép diéu khién
giam sat nang lugng trong

can ho

Xéc dinh va thong nhit cac
phan cimg str dung cho giam

sat nang lugng trong can ho




Tim hiéu vé database, Lay dit liéu tir database va

25/04/2025 |cach gtri va luu tri hién thi 1én websever
database
Tbi wu trai nghiém giao | Tién hanh hoan thién mé
15/05/2025 | . . .
dién nguoi dung. hinh hé thong
Duyét 1an 2: Panh gia khoi lugng cong viée hoan thanh:
80%
30/05/2025 .; . o .
Puoc tiép tuc lam DATN [ Khong ti€p tuc thuc hién
DATN [

Tién hanh kiém tra, thuc | Quay video mé phong thuc
05/06/2025 |nghiém toan bo hé théng | nghiém trong qué trinh thuc

hién

Tong hop tai liéu, hoan
13/06/2025 | thién cac phan trong bao

cao
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LOI NOI PAU VA CAM ON

Trudce tién, em xin chan thanh gti 16i cam on sdu sic dén quy thay cb trong khoa
bién, b0 mon Tu dong hoa, truong Pai hoc, da tan tinh gidng day va trang bi cho em
nhirng kién thirc quy bau trong sudt qua trinh hoc tap, 1 hanh trang vitng chic cho em
trén con duong su nghi€p sau nay.

Dic biét, em xin bay to 1ong biét on chan thanh dén C6 Truong Thi Bich Thanh -
ngudi da truc tiép hudng dan, tan tinh chi bao em trong sudt qua trinh thuc hién dd an.
Véi su kién nhan, kién thtrc chuyén sdu cung 1ong nhiét huyét véi nghé, c6 da khong
nglng dong vién, hd trg va dinh hudng gitp em vuot qua nhirng khé khin, hoan thanh
dd an mot cach tdt nhat.

Do han ché vé kién thirc va kinh nghi¢m thuc té, trong qua trinh thyc hién dd an,
em kho tranh khoi nhiing thiéu s6t mong dugc quy Thay/Co gop ¥, chi bao dé em rut
kinh nghi¢m va c6 diéu kién hoan thién thém kién thirc cho minh, nham phuc vu tdt hon

cong vi¢c sau nay.

Chung em xin chdn thanh cam on!
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LOI CAM POAN LIEM CHiNH HQC THUAT

Chung t6i xin dugc cam doan dé tai: “Thiét ké hé thdng giam sat va canh bao an
toan cin ho chung cu” 1a su nghién ctru dudi sy huéng dan cia giang vién TS. Truong
Thi Bich Thanh. Ngoai ra khong cé bét cir sy sao chép ctia ngudi khéc.

No6i dung bao cdo 13 san phidm ma céc thanh vién trong nhém d3 nghién ciru thuc
hién trong qua trinh thyc hién dd an.

Céc sd liéu, két qua trong bao cdo 1a hoan toan trung thyc, nhom xin hoan toan
chiu trach nhiém, ky lut ciia bo mon, khoa va nha trudong néu co van dé xay ra.

Sinh vién thuc hién 1 Sinh vién thuc hién 2 Sinh vién thuc hién 3

Nguyén Thé Vinh Lé Purc Thang Than btrc Thao
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DANH SACH CAC KY HIEU, CHU VIET TAT

TT Chir viét tit Chir viét day da
1 CCD Charge-Coupled Device
2 PCA Principal Component Analysis
3 WPCA Whitened Principal Component Analysis
4 LDA Linear Discriminant Analysis
5 KPCA Kernel Principal Component Analysis
6 LBPH Local Binary Pattern Histograms
7 LBP Local Binary Pattern
8 YOLO You Only Look Once
9 HOG Histogram of Oriented Gradients
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Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

MO DPAU

Dé tai “Thiét ké hé thong giam sat va canh bao an toan cin h chung cu” huéng dén
giai quyét bai toan an ninh va an toan thong qua cong nghé xir 1y anh va IoT, giup phat
hién sém cac nguy co nhu xam nhap trai phép, chay nd, qua tai dién va giam sat dién
nang ti€u thu theo thoi gian thuc. Muyc tiéu 1a xay dung hé théng nhan dién khuén mat,
canh bao chay som, giam sat dién nang, tich hgp giao dién quan 1y va canh bao da kénh.
Déi twong nghién ctru gdm: xir Iy anh, giam sat dién nang, truyén thong IoT va giao dién
ngudi dung. Phuong phap nghién ctru bao gdm tong hop tai liéu 1y thuyét, xay dung mo
hinh phan ctng — phan mém va danh gia hiéu ning qua do chinh xac nhan dién va thoi
gian phan hdi canh bao.
Céu tric ciia do 4n tot nghiép:

e NHAN XET CUA NGUOI HUONG DAN

e NHAN XET CUA NGUOI PHAN BIEN

e TOM TAT

e NHIEM VU DO AN TOT NGHIEP

e PHIEU KIEM SOAT TIEN PO LAM PO AN TOT NGHIEP

e LOINOI PAU VA CAM ON

e LOI CAM DOAN LIEM CHINH HOC THUAT

e MUC LUC

e DANH SACH CAC BANG, HINH VE

e DANH SACH CAC KY HIEU, CHU VIET TAT

e MO PAU

e CHUONG 1: TONG QUAN BE TAI

e CHUONG 2: TONG QUAN VE LY THUYET XU LY ANH

e CHUONG 3: BE XUAT GIAI PHAP CANH BAO AN TOAN CHUNG CU

e CHUONG 4: XAY DUNG MO HINH MO PHONG HE THONG

e CHUONG 5: KET QUA MO HINH VA HUGNG PHAT TRIEN

e KET LUAN

e TAILIEU THAM KHAO

e PHULUCI

e PHULUC?2
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Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

Chuwong 1: TONG QUAN PE TAI

1.1. Tong quan vé tinh hinh nghién ciru thudc linh vue dé tai

Trong nhiing nim gan ddy, nhu cau vé gidm sat an ninh va st dung ning luong
hiéu qua trong cac cin ho chung cu ngay cang duoc quan tim. Cac van dé nhu chay no,
trom cap, xAm nhdp trai phép hay tiéu thu dién ning vuot mic khong chi anh huong dén
tai san ma con de doa dén tinh mang ciia con ngudi. Viéc két hop cong nghé xir 1y anh
va h¢ thdng giam sat dién nang nham canh bao sém cic nguy co mét an toan dang 1a
huéng nghién ctru dugce nhiéu nhom phat trién tmg dung trong thuc tién.

Véi sy phat trién cua cong nghé IoT, tri tué nhan tao (AI) va cac cam bién thong
minh, cac hé théng canh bao hién dai ngay nay da dat duoc nhiéu tién bo vuot bac khong
chi ting cudng an ninh ma con ti wu hoa ning luong thong qua tu dong hoa. Mot sd hé
thdng canh bao hién dai hién nay:

o H¢ théng nhan dién khuén mat st dung Al nhu FaceNet hay DeepFace co thé
phan biét nguoi quen va ngudi la voi d6 chinh xac 18n dén 99%, dong thoi tich
hop v6i co ché canh bao tir dong qua ing dung di dong hodc email.

o He thdng phat hién chay khong chi dya trén cam bién khoi truyén thong ma con
két hop camera nhiét va AI dé phan tich hinh anh, phat hién dam chdy ngay tir
giai doan dau (vi du: cong nghé ciia Bosch Fire Detection System).

« Giam sat dién nang thong minh sir dung cam bién IoT (nhu Smart Plug ctia TP-
Link) két hop thuat toan phan tich dit liéu theo thoi gian thuc, canh bao tiéu thy
vuot ngudng hodc thiét bj hoat dong bat thuong.

« Hé thong an ninh da 16p tich hop camera 360 d9, cam bién chuyén dong PIR, va
micro thong minh dé phat hién am thanh dot nhap (vi du: giai phap cia Ring
Alarm).

Pé tai “Thiét ké hé thong giam sit va canh bdo an toan cin hd chung cu” su
dung xr 1y 4nh dé phat hién khudn mit nguoi la, bio chay va giam sat dién nang tiéu
thu duoc xay dung nham déap tmg yéu cau thuc té, mang lai giai phép tong thé an toan,

thong minh, gop phan xay dung moi trudng séng hién dai va hiéu qua va an toan.

1.2. Tinh cap thiét ciia dé tai

Hién nay, véi toc do do thi hoa nhanh chéng, cac cin ho chung cu ngay cang try
nén pho bién tai cac thanh phd 16n. Tuy nhién, di kém vé&i sy phat trién d6 1a nhiing
thach thirc lién quan dén van dé an toan vé chdy nd, an ninh khu vuc va st dung nang
SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

lwong hiéu qua. Cac vu chay nd tai chung cu, tinh trang trom cip, xAm nhap trai phép
va vi¢c tiéu thu dién ndng vuot mic gay nguy co chap chay thiét bi dién, thiét hai tai
san va anh huong nghiém trong dén tinh mang con nguoi dang ngay cang gia ting.

Trude nhitng thue trang d6, viée xay dung mot Thiét ké hé théng giam sat va canh
b4o an toan cin ho chung cu 13 hét strc can thiét va cip bach. Hé thdng khong chi giup
phat hién sém cac ddu hiéu bat thuong nhu su xuit hién cua ngudi la thong qua cong
nghé xir Iy hinh anh, ma con ¢ kha ning canh bao chay sém dé kip thoi Gmg pho, dong
thoi gidm sat dién ning tiéu thu dé ty dong ngét thiét bi khi vuot qua ngudng cho phép
nham han ché cac nguy co chay nd do qua tai dién.

Bén canh d6, hé théng con hd trg ngudi ding quan 1y, tra ciru cac thong tin vé tiéu
thu dién ning theo thoi gian thuce, gitp nang cao ¥ thire tiét kiém dién, t6i wu hoa chi phi
van hanh va ddm bao an toan dién trong sinh hoat.

Vi vy, viéc nghién ctru va trién khai d¢ tai " Thiét ké hé thong giam sat va canh
b4o an toan cin hd chung cw” st dung xir Iy anh dé phat hién khuon mat nguoi la, bao
chay va giam sat dién ning tiéu thu mang ¥ nghia thiét thuc, gop phan xdy dung méi

truong song an toan, hién dai va thong minh cho cdng dong cu dan.

1.3. Muc tiéu dé tai

bé tai hudng dén viéc dat duoc cac muc tiéu cu thé sau:

e Nghién ctru giai phap xt Iy anh nham phét hién khudén mit nguoi la xAm
nhap.

e Nghién ctru giai phap phat hién sém su ¢b chay nd trong cin ho.

e Nghién ctru giai phap giam sat dién nang tiéu thy va canh bao khi thiét bi
dién ti€u thu vuot ngudng cho phép.

e Xay dung hé thong canh bao tic thoi thong qua cac phuong tién nhu coi,
dén bao va tin nhan.

e Xay dung giao dién giam st truc quan, than thién v6i ngudi ding trén nén
tang Webserver, dit li¢u duogc cap nhat lién tuc theo thoi gian thyec.

e Luu trlt va quan ly dit liéu dé thuan tién trong viéc theo doi, tra ctru va phan
tich.

1.4. Pham vi va doi twong nghién ctru

Déi twong nghién ciru:
e (Cong nghé xr Iy anh phuc vu nhan dién khudén mat nguoi la.

e Hg¢ thdng giam sat dién ning tiéu thy va canh bao khi vuot ngudng.
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Céc thiét bi diéu khién, module thu thap dit liéu va truyén thong.

Heé thong quan 1y, Iwu trit va hién thi dit liéu thong qua giao dién Webserver.

Pham vi nghién ctru:

Thiét ké va xay dung Thiét ké hé théng giam sat va canh bao an toan cin
ho chung cu.

Nghién ctru giai phap xu 1y hinh anh nham phat hién va canh bao ngudi la.
Nghién ctru cac phuong phap giam sat va canh bao sém sy ¢6 chay nd trong
can ho

Thu thap, luu trlt va gidm sat dir liéu dién ndng tiéu thu cua thiét bi dién
trong nha.

Phat trién giao dién web than thién giup nguoi dung dé dang theo ddi va

quan 1y hé thong.

Phuong phap nghién ctru:

Tiép can véi cac tai liéu nghién ctru, cong trinh di dugc cong bd co lién
quan t6i linh vire xtr 1y anh, giam sat dién ning va hé thng canh bao an
toan trong can hd chung cu, tién hanh phan tich va danh gia cac két qua
thuc nghi¢m da thu thap duogc.

Phuong phéap nghién ciru két hop gitra viée doc hiéu 1y thuyét, tim hiéu vé
k¥ thuat xu 1y anh, cam bién phat hién chay, do dac dién nang tiéu thy, va
thuc hanh thir nghiém nham phat hién 15i trong qua trinh thyc hién, tir d6
tim ra huéng giai quyét va dé xuat phuong an thiét ké toi vu dé hoan thién
hé thong.

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
Than Birc Thao
Nguyen Thé Vinh 4



Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

Chuong 2: TONG QUAN VE LY THUYET XU LY ANH

2.1. Tong quan vé xir Iy anh

Xt Iy anh thudc linh vyc khoa hoc thi gidc may tinh, 1a qua trinh st dung cac thuat
toan va k¥ thuat dé thao tac, phan tich va trich xuét thong tin tir hinh anh k¥ thuét s6
bién d6i tir mot anh ban ddu sang mot anh méi voi cac didc tinh va tuan theo ¥ mudn cua
ngudi st dung. Xir Iy anh ¢ thé gdm qué trinh phén tich, phan 16p cac d6i tuong, 1am
tang chat lygng, phan doan va phat hién bién, gan nhan cho vung hay qué trinh bién dich
cac thong tin cta anh dé ma hoa hodc truyén tai hinh anh. Muc dich cua xur 1y anh:

e Nang cao chat lugng anh.
e Tu dong nhan dang anh, doan nhan anh, danh gia trich Xuét thong tin cua anh.
e Nén, luu trit va truyén tai hiéu qua di liéu hinh anh.

Céc budc co ban trong xir Iy anh duoc thé hién trong hinh 2.1.

Thu nhéin anh Biéu di&n anh Nhan dang anh

Y

Phén doan anh

h 4
v

Tién xi¥ y anh

A

~ 3 A

Co sd tr1 thire

Hinh 2.1 Céac budc co ban trong xur Iy anh
Qua trinh xtr Iy anh gém 5 budc: thu nhan anh, tién xt 1y anh, phan doan anh, biéu
dién anh va cudi cung 1 nhan dang anh. Cac thuat ton xr Iy anh trong “co s¢ tri thic”
s& duogc dua vao cac bude. Cu thé cac budce s& dugc trinh bay ¢ cac muc tiép theo sau
day.
2.1.1. Thu nhdn dnh

Anh c6 thé dugc thu thap thong qua camera mau hodc camera den trang, tity thudc
vao nhu cau str dung. Thong thuong, camera analog sé& thu tin hiéu anh twong tu véi tin
sO quét 25 khung hinh/gidy, mdi khung gom 25 dong quét. Ngay nay, cong nghé sb hoa
da pho bién véi cac loai camera CCD, sir dung cam bién quang hoc dé chuyén d6i cuong
d6 anh sang thanh tin hiéu s tai timg diém anh (pixel).

Camera thuong hoat dong theo co ché quét dong, tao ra anh hai chiéu (2D) véi do
phan giai va chat luong phu thudc vao:
SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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e Thiét bi thu nhan (d6 nhay cam bién, d6 phan giai).
e Diéu kién méi truong (anh sang, d6 twong phan, nhidu).
Cong nghé thu nhan anh ngdy cang phat trién, tir analog truyén théng dén k¥ thuat

sO hién dai dong vai trd quan trong trong xir 1y anh.
2.1.2. Tién xir Iy

Sau qu4 trinh thu nhan hinh anh c6 thé bi anh hudng boi nhidu, do twong phan thap
hoic chi tiét bi md 1am giam chét lugng hinh anh gay thiéu d6 chinh x4c trong qua trinh
phan tich nén cin dwa vao b tién xir Iy dé nang cao chat luong. Chirc ning chinh cia

bo tién xtr 1y 1a loc nhiéu, nang do twong phan dé 1am anh rd hon, nét hon.
2.1.3. Phdn doan danh

Phén doan anh 13 qua trinh tich mot anh dau vao thanh cac ving thanh phan dé
biéu dién phan tich, nhan dang anh. Pay 1a phan phirc tap khé khin nhat trong xir Iy anh
va ciing d& gay 16i, lam mat d6 chinh x4c ctia anh. Két qua nhan dang anh phu thudc rat

nhi€u vao cong doan nay.
2.1.4. Biéu dién danh

Sau khi phan doan anh, dit li¢u thu dugc chtra cac diém anh cua vung anh (anh da
phan doan) kém v&i ma lién két & cac ving 1an can. Viéc bién d6i cac so liéu nay thanh
dang thich hop 14 can thiét cho xir 1y tiép theo bang mdy tinh. Viéc chon cac tinh chét
dé thé hién anh goi la trich chon dac trung gén vo1 viéc tach cac dac tinh ctia anh duoi
dang cac thong tin dinh luong hodc 1am co s¢ dé phan biét 16p ddi twong nay voi dbi
tuong khéc trong pham vi anh nhan duogc.

2.1.5. Nhdn dang danh

Nhén dang anh 13 qué trinh xac dinh va phan loai ddi twong trong anh. Qua trinh
nay thuong thu duoc bang cach so sanh v6i mau chuan dd duge hoc tir trude. Noi suy 1a
phan doan theo ¥ nghia trén co sé nhan dang. Theo 1y thuyét vé nhan dang, cac mé hinh
toan hoc vé anh duoc phan theo hai loai nhan dang anh co ban:

e Nhan dang theo tham s6.
e Nhan dang theo cAu tric.
2.1.6. Co so tri thuc

Anh 13 mét ddi twong kha phirc tap do da dang vé duong nét, d6 sang t6i, dung
luong diém anh, méi trudng dé thu anh phong phii kéo theo nhidu. Trong nhiéu khau xtr
1y va phan tich dnh ngoai viéc don gian héa cadc phuong phép toan hoc dam bao tién lgi
cho xir 1y, nguoi ta mong mudn bit chude quy trinh tiép nhan va xir Iy anh theo cach
SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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ctia con ngudi. Trong cac bude xur Iy d6, nhiéu khau hién nay da xt 1y theo cac phuong

phap tri tu¢ con nguoi.

2.2. Nhitng véan dé trong xir Iy dnh
2.2.1. Diém dnh

La don vi nho nhét dé tao nén mot btrc anh ky thuat s6. Mdi pixel dugc xac dinh

boi:
e Toa do khong gian (X, y) trén ma tran anh.
e Gia tri mau sic (den trang, grayscale hoic RGB/CMYK).

Dia chi cua diém anh duoc xem nhu 13 mot toa do (x,y) nao do. Mot birc anh k¥
thuét sd, co thé duge tao ra béng cach chyp hoac béng mot phuong phap dd hoa nao
khac, dugc tao nén tir hang ngan hoac hang tri¢u pixel riéng 1¢.

D0 phéan giai cia anh la mat do diém anh duoc 4n dinh trén mot anh sd duoc hién

thi 1a yéu t6 quyét dinh murc do sac nét va chi tiét ciia mot birc anh ki thuat sd.
2.2.2. Anh sé

Anh s 13 biéu dién k¥ thuat sé cta hinh anh thuc, 13 tdp hop hitu han cac diém
anh v&i mire xam phi hop ding dé moé ta anh gan v6i anh that. Anh c¢6 d6 phan giai cang
cao thi cang thé hién rd nét cac dat diém cua tdm hinh cang 1am cho tdm anh trd nén

thuc va sic nét hon.
2.2.3. Phdn loai anh

Mitc xam cta diém anh 1a cuong do sang, gan bang mot gia tri tai diém do. Cac
muc anh xam thong thuong: 16, 32, 64, 128, 256. Muc duogc st dung thong dung nhét
1a 256, tirc 1a dung 1 byte dé biéu dién mirc xam.

e Anh nhi phan: La anh c¢6 2 muc tring va den, chi c6 2 gia tri 0 va 1 va chi sir
dung 1 bit dir liéu trén 1 diém anh

e Anh den tring: La anh c6 hai mau den, trang v&i muc xam & cac diém anh c6 thé
khéc nhau.

e Anh mau: La anh két hop cua 3 mau co ban lai v6i nhau dé tao ra mot thé gio1
mau sinh dong. Ngudi ta thuong dung 3 byte dé mo ta mirc mau, khi d6 cac gia

tri mau: 2% =2*tirc 1a ¢6 khoang 16,7 triéu mirc mau.
2.2.4. Quan hé giita cdac diém danh

Lan can diém anh dugc dinh nghia 14 ving 1an can cua mot diém anh. Pay la khai

niém quan trong trong xur 1y anh, gitip xac dinh mdi quan hé giira cac pixel dé ap dung
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cac thuat toan nhu lam min, phat hién bién, hay phan vung anh. Trong hinh minh hoa,

diém anh trung tdm c6 8 diém anh 14n can bao quanh — goi 1a lién két 8.

Oc-1,y-1) | (y-1) | (x+1,y-1)

(x-1,y) (X,y) (x+1,y)

(x-1,y+1) | (c,y+1) |(x+1,y+1)

Hinh 2.2 Lan c4n 8 diém anh

Lién két anh: Cac moi lién két cia anh duoc xem nhu 1a moi lién kiét cua 2 diém

anh gan nhau, c6 3 loai lién két: lién két 4, lién két 8, 1én két m (lién két hdn hop).
2.2.5. Loc nhiéu

Pé lam tron nhiu hay tach nhiéu, ngudi ta sir dung cac bo loc tuyén tinh (loc
trung binh, thong thap) hoic loc phi tuyén (trung vi, gia trung vi, loc dong hinh). Tir ban
chat ctia nhiéu (thuong tuong ng vai tan sd cao) va tir co so 1y thuyét loc 1a: bo loc chi
cho tin hiéu c6 tan sé nao d6 thong qua, dé loc nhidu ngudi ta thudng dung loc thong
thap hay ldy t6 hop tuyén tinh dé san bang (loc trung binh). Pé lam ndi canh (tng véi
tan sb cao), nguoi ta dung cac bo loc thong cao, loc Laplace. Phuong phap loc nhiéu
chia 1am 2 loai: loc tuyén tinh, loc phi tuyén. Lam tron nhiéu bang loc tuyén tinh: Gom
cac phuong phap co ban loc trung binh, loc thong thap,... Lam tron nhiéu bang loc phi
tuyén: Cac bd loc phi tuyén ciing hay duoc dung trong k¥ thuat ting cudng anh. Mot s6
phuong phap loc co ban bd loc trung vi, loc ngoai,...

2.2.6. Phwong phap phat hién bién

Dinh nghia va khai niém diém bién: Mot diém anh dugc coi 1a diém bién néu cd
su thay d6i nhanh hodc dot ngdt vé mirc xam (hoic mau). Puong tap hop cac diém bién
lién tiép tao thanh mot dudng bién hay duong bao. Y nghia ciia dudng bién trong xir 1y:
duong bién 1a mot loai ddc trung cuc bo tiéu biéu trong phan tich, nhan dang anh, ngudi
ta st dung bién lam phan céach cac ving xam (mau) cach biét. Bién la mdt trong nhirng
van dén ta can quan tim trong xir 1y anh. Vi & giai doan phan doan anh chu yéu dua vao

bién
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Hinh 2.3 Hinh tich bién diém bién

Hai phuong phép phat hién bién nhu sau:
% Tach bién theo dao ham bac mot: c6 2 cach
e Tao gradient cuia hai hudng, truc giao trong anh.
e Dung tap dao ham c6 hudng.
% Tach bién theo dao ham béc hai: duoc thuc hién trén mot sb dang vi phan bac 2
dé 1am xudt hién bién. C6 hai dang cia phuong phap dao ham bac hai di duoc
nghién cuu la:
e Phuong phép Laplace.
e Dao ham truc tiép.

B§ tach bién Canny cac budc thyc hién: Lam phéng dung bd loc Gauss. Sau do,
Gradient cuc b0 cua bién do va hudng dugc tinh. Tim diém anh c6 bién d6 16n nhét dung
k¥ thudt nonmaximal suppression. Cac diém anh dinh duoc chia 1am hai ngudng T1 va
T2, T1 < T2. Cac diém anh dinh c6 gia tri 16n hon T2 dugc goi 13 Strong va nim trong
khoang T1 va T2 duoc goi 1a Weak. Lién kiét cac diém anh Weak c6 8 két nbi dén diém
anh Strong.

Phuong phap gradient: Gradient 1a mot vector c6 cac thanh phan biéu thi téc do
thay ddi gia tri cua diém anh theo 2 hudng x va y, hay c6 thé néi 1 n6 dai dién cho su

thay d6i vé& hudng va do 16n cia mot vung anh.
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o(x,y) _ fireAve S (x+dx,y)-f(x.y)
ox dx 2.1)
6(x y) f(x y+dy)—f(x y) .
a) :f'y :Ay ~ s s
y dy
Véi dx, dy lan luot 1a khoang cach giita 2 diém 1an cin theo chiéu x va chiéu y
Ax=f(i+1j)=f(i,))
(2.2)

Ay = f(i,j+1)— 1 (i, /)

Néu dinh nghia gl (f'x), g2 (fy) 1a Gradient (vector gradient thanh G(g1,g2)) theo
hai hudng x, y tuéng tmg thi bién do (tic do 16n) g(m,n) va hudng cia bién tai diém

(m,n) dugc tinh nhu sau:

A, = g(m,n) = \/gf (m,n)+g22 (m,n)
£ (2.3)
&

0 = ar tan

2.2.7. Phdn doan danh

Nham phén tich anh thanh cic ving c6 cung tinh chat nao d6 dua theo bién hay
cac vung lién thong. Tiéu chuan dé xac dinh cac ving lién thong cé thé 1a cing muc
xam, cting mau hay cing d6 nhom. Qua trinh phan doan anh nham tach déi tugng can
khao sat ra khoi phan dung con lai ctia anh, hay phén chia cac d6i twong trong anh thanh
nhimng ddi tuong riéng biét. C6 nhiéu phuong phap phan doan anh khac nhau. Trong d6
qua trinh phan doan anh sir dung mot ngudng gia tri xam dé phan doan anh ra thanh céc
d6i tuong va nén 1a phuong phap don gian nhat. Lic nay cac diém o bén dudi ngudng
gia tri xam thudc vé nén con nhitng diém anh & bén trén ngudng gia tri xam thudc vé
dbi tuong. Dua vao dac tinh vat 1y cua vung anh, cac ky thuat phan doan vung cé thé
duoc chia lam 3 loai:

e Cac ky thuat cuc bd: dua trén cac dac tinh cuc b cua cac diém anh va céc lan
can cua no.
o (Céac k¥ thuat té)ng thé: phan doan mdt anh dua trén co s cua thong tin léy tur téng
thé nhu sir dung biéu d6 mirc xam histogram.
e (Céc k¥ thuat chia, ndi va phat trién: dua trén cac khai niém tuong déng vé hinh
dang va tinh déng nhat. Hai ving c6 thé dugc ndi lai véi nhau va lién k& bén
SVTH: Lé Diic Thing GVHD: TS.Truong Thi Bich Thanh
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nhau. Cac ving khong dong nhét co thé dugc chia thanh cac ving nho. Mot ving

c6 thé duoc phat trién bang cc ndi cac diém anh sao cho né ddng nhét véi nhau.
2.2.8. Nhin dang danh

Nhan dang la qué trinh phan loai cac ddi tuong dugc biéu dién theo mot mod hinh
nao d6 va gan ching mot tén dua theo nhitng quy ludt va mau chuan. Trong 1y thuyét vé
nhan dang n6i chung va nhan dang anh néi riéng c6 ba cach tiép can khac nhau:

- Nhan dang dua vao phan hoach khong gian.
- Nhan dang dua vao cAu tric.

- Nhan dang dya vao k¥ thuat mang noron.

2.3. Mot s6 ing dung ciia xir 1y dnh

Trong y hoc céc thuat toan xtr Iy anh cho phép bién ddi hinh anh duoc tao ra tir
ngudn birc xa X -ray hay ngudn btic xa siéu 4m thanh hinh anh quang hoc trén bé mit
film x-quang hodc tryc tiép trén bé mat man hinh hién thi.

Trong linh vuc dia chat, hinh anh nhan duoc tir vé tinh c6 thé duge phan tich dé
xéac dinh cdu tric bé mat trai dat. K§ thuat lam ndi duong bién va khoi phuc hinh anh
cho phép nang cao chit luong anh vé tinh va tao ra cac ban do dja hinh 3-D vé6i d6 chinh
X4ac cao.

Trong nganh khi tuong hoc, &nh nhan dugc tir h¢ théng vé tinh theo ddi thoi tiét
cling duoc xir Iy, nang cao chat lugng va ghép hinh dé tao ra anh bé mat trai dat trén
mot vung rong 16m, qua do co thé thuc hién viéc du bao thoi tiét mot cach chinh xac hon.

Xtr 1y anh cac hé thdng bao mat hoidc kiém soat truy cap: qua trinh xir Iy anh véi
muc dich nhan dang van tay hay khuon mit cho phép phat hién nhanh cac ddi tugng
nghi van va ning cao hiéu qua hé théng bao mat ca nhan ciing nhu kiém soat ra vao.

2.3.1. Ung dung xir li anh nhén dién khuén mdt

Mot hé thdng nhan dang mat nguoi thong thudong bao gdbm bén bude xir Iy va duoc
thé hién nhu so d6 khoi hinh 2.5.

Vi tri
Phat hién khubn mit .| Phén doan
khuén mat 7| khuén mat

Anh/Video
—>

Khudn mit da
dwgce phin doan

¥ Vecto Chi sb
) dic trung o i khuén mit
Rut trich Phan 16p khuén
" > - EEEE—
dic trung mit

Hinh 2.4 Céc budc chinh trong hé théng nhan dang khuén mat

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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Bude 1: Anh duge dua vao khau “Phat hién khudén mat”, khau nay c6 nhiém vu
do tim, dinh vi nhitng vung c6 thé 1a khuon mat xuat hién trong anh hodc cac video. Cac
ving ndy s& Phat hién khuon mat do tim, dinh vi nhirng ving (vi trf) c6 thé 1a khudn mit
xuét hién trong anh hoac cac frame video.

Bwéce 2: Sau khi hé théng da xac dinh dugc vi tri cia khuén mat trong anh, budc
tiép theo 13 “phan doan khudn mit” tach riéng khudn mit do ra khoi phong nén hoic cac
vat thé khac. Muc tiéu 1a loai bé moi pixel khong lién quan va chi giit lai phan hinh anh
chtra khuon mat, dam bao réng ching ta c6 mot anh khudén mat khong bi nhiéu bai moi
truong xung quanh.

Bude 3: Anh khuon mit di duoc tach nén sau d6 s& duoc chuyén dén giai doan
"Rt trich ddc trung". Tai day, chung ta s€ chuyén d6i khudén mat thanh mot "vector dic
trung" dang s6.

DPong thoi, chung ta ciing thyc hién giam chiéu dir liéu. Piéu nay c6 nghia 1a ching
ta s& loai bo nhiing thong tin thira thii nhung van giit lai nhitng diém cbt 161 ¢é dam bao
rang vector ddc trung du ngin gon va hiéu qua cho viéc so sanh, nhung van du chi tiét
dé phan biét chinh xac gitta cac khuén mat khac nhau.

Budre 4: Cubi cung, cac vector dic trung da dugc rut trich tir budce 3 s€ dugce s
dung dé so sanh véi cac vector dic trung di luu trit sin trong co so dit liéu. Qu4 trinh
so sanh ndy sé& giup hé thong xac dinh danh tinh cua khudn mit dé bang cach tim kiém
su trung khép hodc mirc do trong dong cao nhit véi cac khuon mit da biét.

Bén canh nhitng budc chinh néu trén, ching ta con ¢ thé 4p dung thém mot sb
budc khac nhu tién xtr 1y, hau xir Iy nham lam ting d6 chinh xac cho hé théng. Vi du,
sau budc phat hién khuén mat, ta co thé thuc hién budc tién xir 1y bao gém cac budc can
chinh anh va chuén hoa anh sang. Do mat ) thong s6 nhu: tu thé khudn mat, do sang,
diéu kién anh sang, v.v... phat hién khuén mit duoc danh gia 1a bude kho khin va quan
trong nhat so vdi cac bude con lai ciia hé thong. Tuy nhién, trong pham vi d6 4n nay,
khong tap trung tim hiéu budc phat hién khudn mat ma chi tap trung chil yéu vao budc
nhan dang khuén mat. Dir liéu cho mot hé théng nhan dang mat dugc chia lam 3 tap:
tap huén luyén, tap tham chiéu va tap dé nhan dang. Trong nhiéu hé théng, tap training
trung voi tap reference. Tap huan luyén gdm cac anh duoc dung dé huan luyén, thong
thudng tap nay dugc dung dé sinh ra mot khong gian con 1a mot ma tran va phuong phap
hay dugc st dung 1a PCA (Principal Component Analysis), WPCA (Whitened PCA),
LDA (Linear Discriminant Analysis), KPCA (Kernel PCA). Tap reference gdm céc anh
da biét danh tinh dugc chiéu vao khong gian con ¢ bude huyén luyén. Budc huyén luyén
nham 2 muc dich: giam s chiéu ciia cac vector dic diém vi cac vector ndy thuong co
d6 dai kha 16n (vai nghin téi vai tram nghin) nén néu dé nguyén thi viéc tinh toan sé& rat

SVTH: Lé Diic Thing GVHD: TS.Truong Thi Bich Thanh
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rat 1au, thr hai 1a lam ting tinh phan biét gitra cic anh khac 10p, ngoai ra c6 thé 1am giam
tinh phan biét gitra cac anh thude vé mot 16p. Sau khi thyc hién chiéu tap reference vao
khong gian con, h¢ théng luu lai két qua 1 mot ma tran véi moi cdt cia ma tran 1a mot
vecto tuong ung véi anh dé thuc hién nhan dang. Nhan dang duoc thyc hién véi tap cac
anh probe, sau khi tién xir Iy xong, mdi anh s& duoc ap dung phuong phép trich chon
dic diém va duoc chiéu vao khong gian con. Tiép dén viéc phan 16p s& dua trén phuong
phap k-NN, dinh danh cua mot anh can xac dinh s& duoc gan la dinh danh cua anh co
khoang cach gan vdi né nhat.
% Cac ky thuat xir Iy anh dé nhin dién khuén mit

a) Phwong phap Haar Cascade

La mot 16p model c6 thé gitip chung ta nhan dién khudn mit Haar Cascade st dung
cac téng Haar va sau do su dung that nhiéu dic trung d6 qua nhiéu luot va tao thanh mot
cd may nhan di¢n khuoén mét hoan chinh.

— Haar Cascade hoat dong nhu thé nao?

Xt 1y hinh anh va phat hién khuén mat bang cach sir dung cac dic diém hinh chir
nhat nhu hinh duéi day. Cac dic diém hinh chit nhat duoc sir dung dé phat hién cac dic

diém khac nhau cua khuoén mat nhu mat va cac nét nhu trong hinh minh hoa.

PAC TRUNG CANH

I

E DAC TRUNG PUONG THANG
l

H PAC TRUNG PUONG CHEO

Hinh 2.5 Ba loai loai dac trung

Trong hinh minh hoa bén dudi, dac diém hinh chit nhat dau tién dang tinh toan cho
su khac biét vé cuong do giira ving mat va ving mé trén khudn mit. Va dic diém hinh
chit nhat thir hai 12 do sy chénh 1éch vé cuong do giita hai ving mat va séng miii. Bo

loc Haar chi ¢6 thé nhin cu thé vao mgt vung trong ctra s6 dé¢ nhan dién.

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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Hinh 2.6 Vi du dac trung Haar trén khuoén mat

Tuy nhién, viéc tinh toan téng s pixel trong cac ving tring va den trong toan bo

anh c6 thé 1a mot hoat dong ton kém, dic biét 1a dbi voi cac anh 16n.
Mot phuong phap duoc goi 1a anh tich phéan co thé dat duoc tinh toan tuong tu

bang cach thuc hién cac phép toan chi trén bén diém anh. C6 thé sir dung hang nghin
hinh 4nh dugc gin nhian dé chuyén ddi ching thanh ban d6 tinh ning ting HAAR va
dao tao nd béng cach st dyng mo6 hinh hoc may dé tao bod phan loai nhan di¢n khudén

mat.

Tét ¢i cira o6 con

Phit hikn khndo mayt

Cra 36 con bj tir chdd

Cirn 30 com tilp thes

Himh dnh

Hinh 2.7 Céac budc nhan dién khuon mat ciia Haar Cascade

Céc budc cu thé thuc hién qué trinh nhan dién khuoén mat theo phuong phap Haar
Cascade nhu sau:

e Bude 1: Hinh anh dugc chia thanh cac phan nho

e Budc 2: Dit N khong c6 bo do theo cach xép tang trong d6 mdi bo phat hién sy

két hop cua cac loai dic trung khac nhau tir cac hinh anh dugc truyén qua. Gia

str khi viée trich xuat dbi tuong dia 1y duoc thuc hién, mdi phﬁn phu duogc gan

mot gia tri tin cay.
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e Buwéc 3: Hinh anh c6 do tin cay cao nhét duoc phat hién dudi dang khuén mat va
duoc gii dén bo tich lily trong khi phan con lai bi tir chdi. Do dé, Cascade tim
nap khung hinh tiép theo néu con lai va bat dau lai qu4 trinh.

— Céc dac trung Haar-Like
Phuong phap Haar-like — Adaboost 1a phuong phép xac dinh mat nguoi dya theo
hudng tiép can trén dién mao.
Céc dac trung Haar-Like 1a nhiing hinh chir nhat dugc phan thanh cac vung khac

nhau nhu hinh:

1= ¢S
L= ¢ &
"I s X

Hinh 2.8 Cac dac trung Haar-Like
Dé sir dung cac dic trung ndy vao viéc xac dinh khudn mit nguoi, 4 dic trung

Haar-Like co ban dugc mo rong ra va dugc chia lam 3 tdp dac trung nhu sau:

M @<

(a) (b) (c) (d)

e Daic trung canh

Hinh 2.9 Dic trung canh

e Daic trung duong
(a) (b) mg (e) l:i 2) ¢h:

Hinh 2.10 Bac trung duong

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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=| &

(a) (h)

e Dic trung xung quanh tam

Hinh 2.11 Pac trung xung quanh tam
Dung cac dac trung trén, ta co thé tinh duoc cac gia tri cua dac trung Haar-Like la
su chénh 1éch gitta tong ctia cac gia tri diém anh cta ving den va ving trang.
Thuat toan Adaboost hoat dong dua trén nguyén tic két hop tuyén tinh nhiéu bo
phan loai yéu dé tao thanh mot bo phan loai manh
Viola va Jones ding AdaBoost két hop cac bo phén loai yéu sir dung céc dic trung

Haar-like theo mé hinh phan tang nhu sau:

Vung anh
con can xét

v

1a khudn mat

v

1a khudn mat

Khong la
khudn mat

v

1a khudn mat

Hinh 2.12 M6 hinh b phan loai theo ting

Trong do, hy 1a cac bo phan loai yéu, dugc bi€u dién nhu sau:

1 ~N
h = {O néu pifi (x) < prb (2.4)

Voi:
X = clra sO con can xét
0, : ngudng
fi: gia tri cua dac trung Haar-like

Pi: hé s6 quyét dinh chiéu ctia phuong trinh
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AdaBoost sé& két hop cac bo phan loai yéu thanh by phan loai manh nhu sau:
H(x)=Y (a0 +(ah () +...+a,h,(x)) 2.5)
Véi a, 20 1a hé sb chuén ho4 cho cac bod phan loai yéu

Viéc két hop cac bo phan loai yéu thanh by phan loai manh

Hinh 2.13 Nguyén ly cua thuat toan AdaBoost
b) Phwong phap LBPH (Local Binary Pattern Histograms)
Dac trung dugc rat trich s€ tiép tuc duoc tién hanh chon loc thu gon thanh vector
dic trung. Vector dic trung nay sau d6 c6 thé dung dé dwa vao mo hinh hoc may dé hoc
hoac phan loai. Cac budc thuc hién LBPH.

Kemel

Y T AT AT A A S 4
Lofr f o K

Hinh 2.14 Chuyén hinh anh thanh khong gian thang d6 xam
Budre 1: Chuyén hinh anh thanh khong gian thang d6 xdm
Budic 2: D6i véi mdi pixel gp trong hinh anh, hay chon P vung lan cin bao quanh pixel
trung tam, toa dg cua gp duoc cho boi.
Budic 3: Lay pixel trung tim g, va dit né 1am ngudng cho P 1an c4n ciia né.
Budéc 4: Dit thanh 1 néu gia tri ctia pixel lién ké 16n hon hodc bang gié tri cua pixel
trung tam, nguoc lai 1a 0.
Budce 5: Tinh toan gié tri LBP tuan tu nguoc chiéu kim d@)ng hd, viét mot s6 nhi phan
bao gdm céc chir s6 lién ké véi pixel trung tim. SO nhi phan nay dugc goi 1a ma pixel
trung tdm LBP va xa hon nira, dugc st dung nhu mét két ciu cuc bd duge chon dic

trung.

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
Than Birc Thao
Nguyén The Vinh 17



Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

Phuong trinh 14 phuong trinh LBP tong quat.

D
LBP, (g,,.8,) =2 5(g, ~8.)x2’ 2.6)

p=I
Trong do:
g, : Cuong do cua pixel 1an can voi chi s6 p.
g. : Gia tri cuong dg cua pixel trung tam.
P: Sb diém lay mau trén dudng tron ban kinh R
R : Xac dinh d§ phan giai khong gian ctia phuong thire hoac toan tir
Céc budc tién hanh trich xuat dic trung theo phuong phap LBP:
Buée 1: Duyét lan luot timg pixel trén anhvéi pixel dang xét, ta ap dung bude 2 — 4
Budre 2: Xét 1an lugt 8 pixel 1an can cia pixel dang duyét. Mdi pixel hang xém s& ng
v6i mot bit trong mot chudi 8-bit. Chudi 8-bit nay ban dau s& bang: 00000000. Chudi 8-
bit nay s€ dugc cap nhat theo mo ta & budce 3.
Budére 3: Néu mirc sang tai pixel hang x6m > mirc sang tai pixel trung tam: Vote bit & vi
tri twong mg 1én 1 trong chudi 8-bit dé cap & budc 2.
Budérc 4: Sau khi hoan tat budc 2 va 3, ta s& c6 moi chudi 8-bit — ddi gia tri nhi phan
nay sang thap phan dé luu tri.
Buéc 5: Lip hét toan anh (tir budc 1 dén bude 4), ta s& c6 két qua dau ra bang kich
thude voi anh dau vao. Mdi gié tri trén anh dau ra 1a dic trung LBP.
Tong quéat hoa phuong phép tiép can LBP trén, ta s& c6 cac tham s sau:
e P: S6 pixel 1an can pixel trung tdim
e R: Ban kinh cua pixel 1an cn ma ta s€ xét cach pixel trung tdm bao nhiéu pixel.
e Thu ty cic pixel 1an can ma hoa vao chudi 8-bit s& theo chiéu kim dong ho hay
nguoc chiéu kim dong ho.
e Interpolation: Do léy pixel lan can theo hinh tron, do d6 toa do cua cac pixel lan

can khi tinh toan ra sé 1a sd thuc. Interpolation nay tuong tu nhu khi thyc hién

resize anh trong OpenCV

it J N

o w w P 9

ke CEROEE Iufl JEEE R,

HEELC JENEpEN VN Hy NN :,',{. EEEEEE]

f : O .
“Uﬁ] 7@ | [ Pvee

Hinh 2.15 : Cac pixel 1an can cua pixel dang xét
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Su khac biét gitta LBP va LBPH 1a LBP dé cap dén ma nhi phan cu thé nhan duoc tir
viée sir dung toan tir LBP trén mot pixel nhat dinh trong hinh anh thang d¢ xam, trong
khi LBPH 12 biéu db biéu thi s6 1an xuét hién cho mdi ma nhi phan cho mét ban vé hinh
anh nhét dinh.
Trich xuét dic trung:
e Hinh anh khuén mat dugc chia thanh cac vung nhé, sau dé tién hanh trich xuét
biéu d6 LBP tir tirng ving.
e Biéu d6 LBPH duoc tao ra tir cic viing con nay thong qua tinh toan, sau d6 két
hop lai thanh mét biéu d6 duy nhét. Biéu do nay dai dién cho cac dic trung khong

gian da dugc xac dinh rd va nang cao tinh phan biét cia hinh anh.
2.3.2. Ung dung xir li anh nhén dién dam chdy
Phuong phéap xtr 1y anh sir dung k¥ thuat xir 1y hinh anh dé phan tich video tir

camera va phat hién cac dac diém cua ltra hodc khoi.
a) Phat hién lira bang xir Iy anh truyén thong
Dua trén cac dic trung:
e Mau sic cua lira: Do, cam, vang dac trung.
e Hinh dang ngon lira: Bién dong lién tuc va khong cd dinh.
e Chuyén dong: Str dung phén tich quang hoc dé xac dinh chuyén dong dao dong
cua ngon lua.
b) Phat hién khéi bang xir Iy anh
e Tinh chit mo duc ciia khoéi: Anh hudng dén do trong sudt ctia khong khi.
e Chuyén dong khuéch tan: Khoi thuong di chuyén theo dong khi va lan toa.
e Bién doi histogram: Thay ddi d6 sang va mau sic cta hinh anh.
¢) Ung dung AI & Machine Learning
Str dung cac mé hinh hoc sau (Deep Learning) nhu:
e CNN (Convolutional Neural Network): Phan loai hinh anh dé xac dinh c6 lira
hodc khoi hay khong.
e YOLO (You Only Look Once): Nhan dién Itra trong thoi gian thuc.
e RNN/LSTM: Theo ddi dién bién dam chay qua chudi khung hinh.
Céc thuat toan phat hién ddi tugng pho bién
- Phuong phép mo ta dic trung (Histogram of Oriented Gradients — HOG)
- Mang no-ron tich chap theo ving (R-CNN)
- Faster R-CNN
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< Ung dung YOLO cho bai toan xir li nhan dang dam chay

Yolo 12 mot m6 hinh mang CNN cho viéc phat hi€n, nhan dang, phan loai dbi

tuong. Yolo dugc tao ra tir viéc két hop giita cic convolutional layers (Conv) va

connected layers. Trong d6 cac convolutional layers sé trich xuat ra cac feature cua anh,

con full-connected layers (FC) s& du doan ra xac sudt d6 va toa do cua ddi tuong.

Uu diém:

Tbc d6: YOLOVS duge danh gia 1a nhanh chong va thoi gian phan hdi thap, gitp
xtt 1y cac tac vu nhan dién ddi tuong va phan-segment anh trong thoi gian thyec.
D9 chinh xac: YOLOvVS dugc xay dung trén cac tién bo vé hoc sau va thi giac
may tinh, ddm bao dd chinh xac cao trong vi¢c nhan dién doi tuong.

Su linh hoat: YOLOVS hd trg viéc nhan dién dbi tuong va phan-segment trén ca
GPU va CPU, tan dung cac cong ngh¢ nhu TensorRT cua Nvidia va OpenVino

cua Intel.

Han ché

Pé sir dung YOLOVS hiéu qué can phai:

C6 kién thirc chuyén sau vé Machine Learning, Deep Learning va céc thuét toan
lién quan.

Can phai duoc huén luyén trén mot tap dir li€u du 16n va da dang dé dat duoc
hiéu qua cao nhat.

Yéu ciu cac tai nguyén tinh toan cao dé dat duoc téc do xur 1y nhanh va chinh
xac.

Thuat toan YOLOvS8 khong phai 1a m3 ngudn mé va chi c6 sin théng qua cac
thoa thudn cap phép véi ngudi tao ra nd, Joseph Redmon.

YOLOVS c6 thé khong hoat dong tot trong tit ca cac moi truong va co thé can

thém diéu chinh hoac to1 wu hoa dé dat dugc hi€u suat toi vu.

£4 s aq. .| Danh gia va kifm tra
Hudn luyén m6 hinh > 16 hi

Tao Dataset

¥
Y

Dit liéu hudn luyén

Hinh 2.16 Quy trinh huén luyén YOLO

Céc budc huan luyén cia YOLO dugce thyc hién nhu sau:

Budée 1: Chuan Bi Dir Li¢u Huan Luyén

DPé huan luyén mé hinh YOLO, ta can ¢6 tap dir liéu hinh anh dugc gén nhan va

chu thich d6i twong twong ung cta ching. Cac chi thich bao gdm nhan 16p ddi tugng

(class) va toa do cua hdp gidi han (bounding box) cua nd trong anh. Dir liéu nay dugc

sir dung dé dao tao mo hinh phat hién chinh xac cac dbi twong trong hinh anh méi.
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Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

Bwéc 2: Tao Dataset
e Thu thap dir li¢u: Budc dau tién trong vi¢c tao tap dit liéu tuy chinh la xéc dinh
van dé va loai dir liéu ta can.
e Gan nhan cho dit liéu: Sau khi ta d3 thu thap dir li€u, ta can dan nhén cho né.
e Chuyén dbi dir liéu: Tuy thudc vao khung ban dang sir dung, ban c6 thé can

chuyén doi dir liéu sang mot dinh dang cu thé.

Hinh 2.17 Xe hoi dugc gan nhan

Budic 3: Huan luyén mé hinh

Dau tién, viéc cai dat tham sb rat quan trong vi nd quyét dinh hiéu suét va do chinh
xac cia md hinh. Tham s 14 cac bién anh hudng dén cach mé hinh hoc va khai quat hoa
cac mau trong dit liéu. C4c tham sb nay cé thé c6 tac dong dang ké dén hiéu suit, do
chinh x4c va thoi gian dao tao ctia mo hinh:

e Batch size: N6 chi dinh s6 lugng miu s& duoc truyén qua mang than kinh (Neural
Network) cung mot lic. Viéc lua chon batch size phu thudc vao kich thudce cua
tap dir liéu, d0 phtrc tap cua mo hinh va tai nguyén may tinh.

e Learning rate: 1a mot tham sb xac dinh kich thudc weight (gia tri) ma tai d6 cac
tham sd cia md hinh dugc cap nhat trong qué trinh dao tao.

e Epochs: 1a mot 1an ldp hoan chinh thong qua toan bo tap dir liéu trong qua trinh
dao tao. Muc tiéu ctia nhiéu Epochs 1a cai thién d6 chinh xac cia mo hinh bing

cach di€u chinh weight cia né trén toan bo tap dir li¢u nhicu lan.
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Budc 4: Danh gia va ki€m tra mo hinh
Mot s6 chi s6 dugc sir dung dé danh gia hiéu suat cia mé hinh nhu: P chinh xéc, do

chuén x4c, kha ning thu héi, chi sb giita d6 chinh xac va kha ning thu hoi.
2.3.3. Két lugn

Trong qua trinh phat trién hé thdng canh bao an toan cho chung cu, ching em di

tich hop cac cong nghé nhan dién va phat hién tién tién dé dam bao hiéu qua tdi vu.
«*» Nhan dién khu6én mat véi Haar Cascade va LBPH

Pé dam bao an ninh va gidm sat ra vao, hé théng cia ching toi str dung Haar
Cascade cho tac vu phat hi¢én khuén mit. BPay 1a mt phuong phap manh mé, cho phép
hé théng nhanh chéng dinh vi va xac dinh vi tri ciia khuén mat trong khung hinh.

Sau khi khuoén mat dugc phat hién, chiing t61 4p dung phuong phap LBPH (Local
Binary Pattern Histogram) dé nhan dién khuon mat. LBPH ndi bat véi kha nang trich
xuit cac dic diém cuc bd cua khuon mit, gitp hé théng phan biét va xac dinh danh tinh

tung ca nhan mdt cach chinh xac.

Thuit Toan Uu Piém Nhuoe Pi¢m Phu Hop

- B0 chinh xac
- Nhe, chay tt | thap (~70-80%)

A . o Ung dung
trén Raspberry Pi | Nhay cdm anh L
Haar Cascade + P . don gian, it
- Toc do nhanh sang R
LBPH A . yéu cau do
(~10-15 FPS) Khong phan ) )
x .2 _ i N chinh xéac
D¢ trién khai biét khuon mat
gia
-Can bang gitra
L f,igA - Né@ng hon ,
toc do va do Ung dung
] ) Haar Cascade o
. chinh xac (~85- ) can do chinh
Dlib (HOG + SVM) Kho chay real- )
90%) , A Xac trung
, time trén
It phu thudc anh ) binh
) Raspberry Pi
sang

-B¢ chinh xac s o
- Yéu cau GPU | Hg¢ thong an

FaceNet cuc cao (~95- L. ) ) p
Ton tai nguyén | ninh cao cap

99%)
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Thuit Toan Uu Piém Nhuec Piém Phu Hop
Nhandiénda | Kho trién khai
goc, chong trén embedded
khuon mat gia devices
-Nhe, dé trién | - Kém hiéu qua
. . khai v6i bién d6i anh | Demo hoic
Eigenfaces/Fisherfaces i o ) ) o
-Hiéu qua véi sang/ goc nghién ctru
dataset nho -Dé overfitting

> Phat hién Itra vdi YOLOvV8

Dé tang cuong kha ning canh bao chay, ching em di tich hop YOLOvS — mot
trong nhitng mo hinh phat hién vat thé (object detection) hang dau hién nay. YOLOvS
dac bi¢t hiéu qua trong vi¢c nhan dang lira (fire detection) nho tdc d6 xtr 1y nhanh va do
chinh x4c cao. Viéc str dung YOLOVS gitp hé thong c6 thé phat hién dam chay ngay tir

nhimg dau hiéu ban dau, qua d6 kich hoat canh bao kip thoi, gop phan bao vé an toan

cho cu dan.
Thuit Toan Uu Piém Nhuoe Pi¢m Phu Hop
- Téc d6 cao (~30
FPS véi GPU) - Yéu cau GPU dé
YOLO Phat hién da doi ) cpay :[01 uu B Ung d}lng real-
tuong -Dé bdo dong sai voi time
Do chinh x4c ~80- | vat thé mau dd/cam
90%
- Do chinh xé4c cao | - Tdc dd cham (~5- Hé théne o6
CNN Custom (~90-95%) 10 FPS) v Xi »
(VGG/ResNet) Giam false _Khé trién khai trén TR
o\ . riéng
positive embedded devices
. - Dé bao dong sai
Traditional (Color i Nh¢.’ chgy tr.en (~50-60% accuracy) Camera giam
+ Motion) moi thiét bi _Khéng phan biét | sat don gian
Tée do >20 FPS & pham DIt 8
duoc khoi/ltra
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Thuit To4n Uu Piém Nhuge Piém Phu Hop
< CaAn b‘anf.;g gllfa - Can fine-tuning
toc do va do chinh
. , dataset IoT Edge
EfficientDet xac L, . .
At A aen -Kho tich hop vao Devices
-Tiét kiém dién Rasoberry Pi
nang pherty
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Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

Chuwong 3: PE XUAT GIAI PHAP CANH BAO AN TOAN CHUNG
CcU

Chuong 3 dya vao muc tiéu va ddi twong nghién ciru d néu ra & chuong 1 cua dé
tai nhém dua ra cac giai phap dé xuat cho hé théng canh bao an toan trong cac khu chung
cu, st dung k¥ thuat xu 1y anh dé phat hién Itra, nhan di¢én khuén mat nham canh bao
dam chdy, phan biét ngudi la/ngudi quen va hé théng giam sat ning luong cho cin hd

chung cu.

3.1. So @6 khoi tong thé hé thong

Téng quan giai phap canh bao an toan chung cu dugc thé hién trén so d6 khdi ¢ hinh
3.1.

KHOINGUON |- —  KHOU CAMERA KHO! HIEN THI KHOI CANM BAD KHOL DO

el KHOLHIEN THI b

- i KHOL DO ‘
WIFI
- WEBSEVER

KOs XU L)

|
|
}
|
1" GIAM SAT
|
|
|
|

e x| voF
> NHAN . WAAIL -

AN NANG

LUONG

—  KHOI CANH BAD  j&—

|
|
|
|
' KHOI CAMERA
|
|
|
|

Hinh 3.1 So d khéi tong thé hé théng
Hé thong xir 1y chinh bao gém 2 module chirc ning:
% Module nhan dang hinh anh:
e Dau vao: khdi camera thu thap dir liéu hinh anh. Bao gém khudn mat va hinh
anh dam chay.
e Xu ly: phan tich va nhan dién nguoi la, phat hién Iura.
e Dau ra: kich hoat canh bao khi phat hién ddi trong bat thudng.
% Module giam sat nang luong:
e Khbi xt 1y trung tdm dam nhi€m cac tac vu: doc gia tri, tinh toan, so sanh voi
ngudng thiét lap.
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Diéu khién: kich hoat canh bao, bao vé khi vuot ngudng.
Hién thi dit liéu thoi gian thyec.
Luu trit vao database truyén dir liéu déng bo 1én Webserver .

Backup dit liéu cuc bd khi mét két ndi.

» Uu diém cua thiét ké:

Tich hop da chirc ning: két hop an ninh (nhan dang) va quan 1y ning luong.
Luu trit dit liéu du phong dam bao khong mat di liéu khi su cd.

Truyén thong lién tuc vi Webserver giup theo ddi hé thdng moi luc.

CAu tric nay dam bao hé théng hoat dong on dinh, tu dong hoéa cao va c6 kha

nang mo rong sau nay.

% Giai thich chtrc nang ting khoi

Khéi ngudn: cung cap ning lugng cho toan bo hé théng hoat dong.

Khdi camera: thu thap hinh anh/video la dau vao cua bd xu li trung tim nhan
dang hinh anh

Khdi xtr 1i nhan dang: phan tich hinh anh tir camera dé nhan dién d6i tuong
(khuon mat, lira) néu phat hién bat thudng thi théng tin duoc giri dén khoi canh
bao

Khéi hién thi: hién thi thong tin tryc quan vé hinh anh, s6 liéu, db thi, ngay gid
Khéi canh bao: kich hoat canh bao khi phat hién bat thuong bang thong bao
hoc thiét bi phan cting

Khéi do: do cac thong s dién nang guri vé khoi xur 1i giam sat nang luong
Websever: diéu phéi dit lidu giita cac khdi, quan 1y dit lidu tir xa

Khéi xtr I giam sat nang luong: ¢6 nhiém vu nhan dir liéu tir khdi do tong hop,
xtr 1y, tinh toan néu ¢ phat hién bat thudng ngay 1ap tirc phat tin hiéu cho khéi
canh bao, bén canh do truyén dir li€u thu thap, tinh toan truyén dit liéu dén
khéi hién thj va websever

Gmail: giri thong bao khi c6 nguoi la, Itra hodc qua cong suét dén dia chi email

da chon
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3.2. Giai phap cho hé théng nhin dang va canh bio nguoi la
3.2.1. Tong quan gidi phdp

Téng quan giai phap canh bao ngudi la dugc thé hién trén so d6 khdi ¢ hinh 3.2.

KHOI NGUON
Y
N | KHOI CANH BAO
KHO!I CAMERA > > NGUOI LA
KHO! XUF Li
TRUNG
TAM WIFI
L KHOIHIENTHI |« > GMAIL

Hinh 3.2 So d6 khéi hé thong nhan dang va canh bao ngudi la

Giai thich so d6 hinh 3.2 Hé thong phét hién nguoi la hoat dong theo quy trinh
khép kin tir thu nhan hinh dnh dén canh bao thu thap hinh anh tir camera dugc chuyén
vé bo xur li trung tam dé xur Iy. Néu phat hién ngudi, hé thdng sé kiém tra xem co phai
ngudi la hay khong bang cach so sanh véi database khudén mit khi phat hién nguoi la
dua ra canh bao, chup anh va gtri 1én Web/App nhén di liéu va hién thi théng bao (kém
anh, thot gian)

% Quy trinh thuc hién hé théng

Quy trinh thyc hién nhan dang khuén mat va canh b4do duoc thyc hién nhu hinh 3.3.

THU THAP DU LIEU
KHUON MAT

HUAN LUYEN NHAN NHAN DANG VA
DANG KHUON MAT BUA RA CANH BAO

Y

Hinh 3.3 Quy trinh nhan dang khuén mat va canh bao nguoi la
< Quy trinh xtr Iy nhan dang khuén mat gdm céc budc sau:
Budce 1:
— Tao tap dir li€u v6i hinh anh khuén mat kém theo ID hodc té€n ngudi tuwong Gng.
— Thu thap dir lidu:
o (o thé st dung webcam, camera hodc di li¢u co san
e Mbi anh duoc gan nhin véi ID hoic tén twong ing
— Tién xir Iy anh
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Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

— Phat hi¢én khudén mat: Dung thuat toan nhu Haar Cascade, MTCNN, hoac Dlib dé
cit ving khudn mit tir anh gdc.

— Chuén héa anh:
e Resize vé kich thudce ¢b dinh.
e Chuyén sang anh xam néu ding mé hinh don gian.
e (Can bang sang dé giam anh hudng cua anh sang.
e Xoay, lat ngang dé ting luong dit liéu.

Buéde 2: Huin luyén nhan dang khuén mat véi cac thuat toan tuong itng moé hinh duoc

danh gia, tinh chinh va luu lai dé trién khai.

Lua chon thuat toan
e Eigenfaces/Fisherfaces: Dung PCA/LDA /LBPH dé giam chiéu dit liéu, sau
d6 phan 16p bang SVM hoic KNN.
e FaceNet: Str dung kién tric CNN dé trich xuat embedding.
e ArcFace/DeepFace: Tdi uu hoa khoang cach giita cac 16p khudn mit.
e MO hinh pretrained dé tiét kiém thoi gian.
— Trich xuat dic trung
— Phan 16p
— Danh gid mo hinh
— Luu mo hinh
Budc 3: Nhan dang khuén mat bé“mg céch so sanh v&i mo hinh di duge huan luyén néu
khac thi dua ra canh bao.
Tién xr Iy: Phat hién khudén mat — cét va chuén héa nhu Budc 1.
— So sdnh v41 mo hinh:
e Trich xuit embedding cta anh dau vao.
e Tinh khoang céach gilta embedding nay va cac embedding da luu.
e Néu khoang cach nho hon ngudng, két qua 1a ID/Tén tuong tng.

— Canh bao néu khong nhan dang: Gui thong béo qua email
3.2.2. Lwa chon thudt todan

Qua trinh lya chon thuat todn nhan dang khuon mat dugc dya trén cac ly do va ti€u chi
cu thé sau:
— Hé thong chay trén Raspberry Pi, c6 tai nguyén han ché — khong thich hop dung

mo hinh hoc sau (deep learning) nang.
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— Muc tiéu la nhan dién nhanh nguoi la dé canh bdo, khong can do chinh xéc cuc

cao nhu nhén dién 1 trong hang nghin ngudi — phuong phép truyén thong 1 phu

hop va tiét kiém.

< Haar Cascade

Téc d6 xir Iy nhanh, pht hop véi thoi gian thuc.
Tai nguyén thap, c6 thé chay tét trén Raspberry Pi.
D2 trién khai, khong can huin luyén lai mo hinh.

Pho bién va 6n dinh, di dugc chimg minh trong nhiéu img dung thuc té.

+ LBPH (Local Binary Pattern Histogram)

Nhe, téc d6 cao, rat phi hop véi hé théng nhiing nhu Raspberry Pi.

Khong can GPU, chi dung CPU van dam bao hiéu suét.

Hoat dong 6n dinh véi tap dit liéu nho, khong yéu cau huan luyén trén hang
nghin anh.

Dé huén luyén va cap nhat, co thé thém nguoi méi vao hé théng ma khong

can huan luyén lai toan bo.

3.2.3. Xdy dwng thudt toan nhdn dang khuon mat

Thuat toan nhan di¢n khuén mat va canh bao nguoi la bao g@)m 2 phén. Phan dau

13 14y dit liéu va hudn luyén (hinh 3.3) phan sau 14 nhan dang khuén mat (hinh 3.4).

Kh déng camera

Phat hitn khndn mit

Lay dit ligu khudn mat

L dir iéu vao
DATA SET

A A

Léy dir li¢u hinh énh tir
DATA SET

Dvimg thust tosn LEFH
xac dinh dac tumg Lim vao file trainer
khuén mat

Hinh 3.3 Luu do thuat toan iy dir liéu khuon mit va huan luyén
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Luu d6 thuat toan chi tiét cho qua trinh léy dit liéu khudén mit va huén luyén dugc trinh
bay nhu sau:
— Nguoi dung nhép ID va tén cia ngudi can nhin dang, hé théng s& mé camera hoic
cho phép tai anh c6 san.
e Néu thuat toan phat hién khuon mdt trong anh, h¢ théng s& cit va luu anh
khuon mat vao thu muc DATA_SET theo ID hodc tén da nhap;
e Néu khong thay khuon mit, hé thong s& yéu cau chup hodc tai anh lai.
— Tiép theo, hé thong doc anh tir DATA_SET, chuyén thanh dir liéu huan luyén va
str dung LBPHFaceRecognizer trong OpenCV dé train mé hinh.

— Cudi cung, hé thdng luu mo hinh thanh file trainer.yml dé sir dung sau.

¢

Chuén bi mé hinh
nhan dién khudn mit
v

‘ Khdi déng camera

Sat Phit hién
khudn mat

Chuyén d6i dnh sang

L

Trich chon dac tnmg
theo LEPH

So sanh Vo1 oo 0 dif
ligu

Pura ra canh bao

h 4

Hinh 3.4 Luu dd thuat toan nhan dién khuon mat
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Luu d thuat toan chi tiét qué trinh nhan di¢n khuon mat dugc trinh bay nhu sau :
- Hg¢ thé)ng bat camera dé thu hinh anh thoi gian thyec.
o Néu thuat toan phét hién khuén mit trong khung hinh, hé thong s& tién hanh
tién xir Iy anh bang cach chuyén sang anh xam va can chinh kich thudc
o Néu khong phat hién, hé théng quay lai budc thu hinh.
— Sau d6, hé thong ap dung thuat todan LBPH dé bién anh thanh histogram dic trung.
— Tiép theo, hé théng so sanh histogram nay vdi co s dir liéu (CSDL) bang cach
tinh khoang céch.
e Néu khoang cach nhé hon ngud cho phép, hé thong tra vé ID hodc tén nguoi
tuong rng

e Néu khong khép, hé thong thong bao "Unknown" va dua ra canh bao.
3.3. Giai phap phat hién dam chay va cianh bao chay
3.3.1. Tong quan gidi phdp

Tong quan giai phap phat hién dam chay va canh bao chay duoc thé hién trén so d6 khoi
0 hinh 3.5.

KHOI NGUON
KHOI CANH BAO
ME —_ —] &
KHOI CAMERA > CHAY
KHOt XU Ui
TRUNG
TAM WIE1
L3 KHOIHIENTHl j¢— GMAIL

Hinh 3.5 So d6 khéi hé thong nhan dang va canh bao dam chay
% Quy trinh thuc hién hé théng

Quy trinh thyc hién nhan dang dam chay va canh bao dugc thuc hién nhu hinh 3.6.

THU THAP DU LIEU

DAM CHAY DANG DAM CHAY

CHAY

>‘mn‘m LUYEN NHAN

NHAN DANG VA
DUA RA CANH BAO

Hinh 3.6 Quy trinh nhan dang va canh bao chay
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Quy trinh thue hién gdm céac budc sau:
Buwdc 1: Thu thap dit liéu dung béng cach nhan truc tiép tor camera , tao tap dir
liéu hodc tai tap dir liéu c6 san tuong Ung.
— Quay video thuc té tir cac camera dé 14y dit liéu thd vé chay (vi du: ban ty quay
video chay).
— Dung video c6 sin nhur fire2.mp4.
— Cac anh hoac video thu duoc sé:
o Cit khung hinh chira chay
e Dannhan (label) ving chay trong dnh/video (st dung cong cu nhu Roboflow,
Labellmg...)
 Chuyén sang dinh dang chuan (nhu YOLOVS can .txt trong ng véi .jpg)
Budc 2: Huin luyén nhan dang Itra vo1 cac thuét todn twong trng mo hinh dugc
danh gia, tinh chinh va luu lai dé trién khai.
— Dir liéu tir bude 1 duge dung dé huan luyén mé hinh YOLO (ban dang ding mb
hinh fire.pt 3 huan luyén san).
— Quy trinh hun luyén bao gom:
e Tién xu ly dit liéu: resize, normalize, augment...
e Cau hinh mo hinh: dinh nghia cau tric YOLOVS, s6 16p (classes = ['fire']),
epochs, learning rate...
e Chay lénh huén luyén
e Luu mb hinh sau khi huén luyén thanh fire.pt
Buwéc 3: Nhan dang chdy bang cach so sanh voi mé hinh di dugc huan luyén néu
c6 dam ltra thi dua ra canh béo.
— Dung md hinh YOLO d3 huén luyén (fire.pt) dé du doan trén video hoic
webcam.

— Néu mo6 hinh du doan c6 chay va do tin cdy > 50%:

V& khung dé quanh vung chay
Hién thi % d6 tin cay (fire)

Gui email hoac Telegram
Bat coi/dén bang GPIO gin véi vi diéu khién
3.3.2. Lwa chon thudt todan

Trong dd 4n ndy nhém em chon YOLO V8 14 phuong phap dé nhan dang dam chay
thong qua hinh anh camera. YOLOVS ¢6 cac uu diém nhu sau:

— Tbc d6 xir Iy nhanh
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e YOLOVS8 dugc t6i uu dé chay real-time, phu hop véi hé théng gidm sat an
ninh, camera an toan PCCC.
e Xu ly video tryc tiép ma khong can chia nho frame, giam do tré so véi cac
mo hinh R-CNN hay Faster R-CNN.
— DO chinh x4c cao
e Sir dung kién traic CNN tién tién va co ché anchor-free (khong phu thudc vao
anchor boxes nhu YOLOVS), gidm false positive khi phat hién Itra.
e (o thé dat mAP (mean Average Precision) > 85% trén dataset lira chat lugng
— Kha ning phat hién vét thé nho
Tich hop Multi-scale Feature Maps gitip phat hién ngon lira nho hodc khoi tir xa,
ké ca trong diéu kién phirc tap nhidu anh sang, thoi tiét xau.
— D& dang trién khai va tich hop
e HO trg da nén tang va tuong thich véi cac thu vién pho bién.
e (o thé tich hop voi OpenCV, TensorRT, ONNX dé tbi wu tde do.
— Tiét kiém tai nguyén
e Phién ban YOLOvV8n chi khoang SMB, phu hop trién khai trén Raspberry Pi.
e Giam do chinh xé4c dé tang tbc ma khong lam giam hiéu ning déng ké.
— Kha ning tuy bién cao
e Dé dang fine-tune trén dataset lira riéng véi it dit liéu nho transfer learning.
e HOJ tro xoay, crop, thay d6i do sang dé ting d6 da dang cta dir liéu huin
luyén.
— HO tro da 16p canh bao
e Phat hi¢n khong chi Itra ma con khoi, vat ligu chay trong cung mot mé hinh.

e (C0 thé két hop voi cam bién nhiét dé xac nhan két qua.
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3.3.3. Xdy dwng thudt toan nhdn dang dam chay

So db khbi cua thuat toan nhan dang dam chay (lira) dugc thé hién & hinh 3.7.

Bét dan

Y
Tai mé hinh YOLO
~—
—F ~

Ehdi déng camera

D% tin cay vurot
nmrimg thist lap

S S )

Bétinecdy
Phra ra cénh béo drdl ngwing thist
lép
e -
Hién thi frame
két qué

/f;iét thie

Hinh 3.7 Luu dd thut toan nhan dang va canh bao dam chay
Luu d6 thuat toan chi tiét nhan dang va canh bido dadm chay dugc trinh bay nhu sau:
- Hé thong tai mé hinh YOLOVS8 d dwoc huin luyén dé phat hién lira/chay.
- Sau d6 doc timng frame tir camera va dwra vao YOLOVS dé phan tich.
e Néu phat hién vat thé "fire" voi do tin cdy dat ngudng, hé thong s& vé
bounding box va nhan 1én frame, dong thoi kich hoat cac bién phap canh bao
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bao gdm phat 4m thanh, gtri thong bao qua email/SMS va hién thi chit "FIRE
" mau do.

e Néu khong dat ngudng tin ciy, hé thong s& bo qua va tiép tuc xir Iy frame tiép
theo.

3.4. Giai phap giam sat dién ning va quan ly ning lwgng tiéu thu trong cin ho

Tiéu thu dién ndng trong cac h gia dinh dang tdng nhanh, trong khi viéc theo do1
va quan 1y dién ning vin con han ché. Nhiéu gia dinh khong biét thiét bi nao tiéu tén
nhiéu dién, dan dén lang phi va chi phi cao. Giai phap gidm sat va quan 1y dién ning
theo thoi gian thuc s& giup ngudi ding kiém soat luong dién tiéu thuy, t6i wu st dung
thiét bi, phat hién bat thuong, tiét kiém chi phi va bao vé mdi trudng. Vi cong nghé
IoT hién nay, hé thong nay d& trién khai, chi phi thip va phu hgp cho cic can ho hién
dai. Cac giai phap IoT cho phép thu thap dit lidu tir cac thiét bi va hé thong ning luong,

phan tich thong tin ndy va tao ra cac bién phap tiét kiém va t6i uu héa ning luong.

KHOI NGUON
Y v
KHOI BO > »  KHOI HIEN THI
KHOI X L
TRUNG TAM
. ] WIFI WEBSEVER/APP
4| KHOICANHBAO | P o | (LUU TRE VA GIAO
g VA BAO VE N - "l DIEN NGUOI
DUNG)

Hinh 3.8 So dd khéi hé thdng giam sat dién ning va gidm sat ning luong
3.4.1. Phwong dn thiét ké

Sau khi xem xét dugc nhu cau cap thiét vé mot hé thong giam sat cac thiét bi dién
v6i muc dich theo ddi niang luong st dung bén canh d6 dwa ra phuong an tiét kiém dién
trong bdi canh thiéu dién dang tram trong hién nay, dong thoi canh bao bao vé sém céc
su ¢d vé qua tai cong suat qua tai thiét bi dan dén chay no. Tinh linh hoat cao c¢6 thé xem
xét tra soat & moi noi.

% Yéu cau d6i véi thiét bi giam sat:
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- Thiét bj két ndi dugc véi mang Internet st dung Wifi

- Nguén dién cung cip: Dién luéi 220V/50Hz.

- Yéu cau do doc dit lidu: phai doc chinh xac dong di¢n, dién ap cua thiét bi
chinh, khir nhiéu.

- Yéu cau vé an toan, thim my: do khong can phai cit day, tac dong dén day
dan ciing nhu 1a thiét bi.

- Yéu cau lay dit liéu va thu thap dir liéu khong qué 1 phit.

- Yéu cau xé4c thuc: cho phép thiét 1ap cac thong tin thong qua website, dién
thoai va quan 1y két ndi v6i hé thong gidm sat.

Yéu cau ghi lai va su ¢d nhat ky hé thong

Cho phép ghi lai dit li€u cua thiét bi do duoc trong mgt khoang thoi gian
nhat dinh.
< Pé xuit giai phap ki thuat:

Tir yéu cau dit ra nhém em di phan tich dua ra dé xuat giai phap ky thuat dé giai

quyét cac yéu cau: Ngudn dién st dung chinh 13 dién ludi 220V/50Hz, két hop mach
bién d6i AC — DC dé tao dién ap mot chiéu cho thiét bi hoat dong.

Nghién ctru, phat trién bo do truc tiép, khép kin khong can phai tac dong dén day
dn cua thiét bi duoc do.

Cam bién do dong dién dua trén hi¢u ting Hall. Hi¢u ting Hall nhay cdm véi tir
treong, ma tir truong lai sinh ra tir dong dién bat ky. ¢6 thé do duoc dong khi dua
gan thiét bi do giup trach tiép xuc truc tiép voi ngudn dién.

Truyén nhan dir liéu qua Internet v6i wifi, mang phd bién trong moi gia dinh hién
nay, dam bao cung cap dudng truyén 6n dinh, linh hoat trong cin nha.

St dung cong cu Google Sheets ctia Google va truy xuat dit liéu can xem cua
nguoi van hanh

Khi gap su ¢6 c6 thé dat lai lai cau hinh thiét bi dé van hanh lai va luu trir dit liéu.
Qua trinh canh bao thé hién duoc muc do qua cong sudt va dong dién ting dua
ra canh bdo qua gmail.

Tat ca cac dit liéu déu dugc dua Webserver cua Blynk va duoc hién thi qua

Wedserver va trng dung trén dién thoai di dong.

3.4.2. Quy trinh thwc hién hé théng gidam sdt dién ning va qudn li nang lwong

Quy trinh thyc hién hé théng giam sat dién nang va quan li ning lugng duoc thé hién &
so d6 hinh 3.9.
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Do théng sé - s Giam sat va canh
dién ndng > X li d¥ liéu . bo

Hinh 3.9 Quy trinh thyc hién hé théng giam sat quan 1i dién ning
Hé thdng giam sat dién ning tiéu thu dugc do thong qua cic cam bién dong, 4p va
duoge xtr Iy két ndi v6i Internet théng qua module wifi hoat dong dudi sy diéu khién cua
bo xir Iy trung tAm. Céc thong tin vé dong dién, dién ap, cong suit va dién ning tiéu thu
s& duoc dua 1én Web Server sau khi duoc do dé giam sat qua trinh hoat dong. Nhitng
thong s6 vé dién ning ciing dugc hién thi qua LCD va s& duoc canh bao cho ngudi ding
khi dién ning qua murc cho phép thong qua tin nhan.
¢ MO ta quy trinh do dién nang
Qua trinh do s& duoc cam bién dong va cam bién ap do hai thong s6 dong dién va
dién ap. Tir hai thong s6 dong dién va dién ap c6 thé tinh toan ra cong suat va dién ning
tiéu thu, sau khi qua do va tinh toan nhitng thong so trén s& dugc hién thi trén LCD va
duoc luu trir trén web server.
¢ MO ta quy trinh giam sat va canh bao
Nhitng thong tin vé dong dién, dién ap, cong suét va dién nang tiéu thu sé duogc
giam sat boi ngudi sir dung thong qua Web Server. Dit liéu vé nhitng thong s6 s& dugc
cap nhat lién tuc theo dung ngudng mong mudn cua nguoi sir dung, néu co sy c¢b hodc
truong hop st dung qua mirc cong suat cho phép thi hé thdng s& canh bao cho ngudi sir
dung vé trudng hop trén dé ngudi sir dung co thé xtr Iy. Dé dé dang nhan biét thong bao

hé théng s€ canh bao cho nguoi s dung trén web server, tin nhén va thiét bi do.
3.4.3. Xdy dwng thudt toan giam sdt dién nang va quan li nang luong

Thuat toan giam sat dién nang va quan li ning luong duoc thé hién trén so d6 khdi &
hinh 3.10.
Luu d6 thudt toan chi tiét giam sat dién ning va quan li ning lugng dugce trinh
bay nhu sau:
Do di¢n nang
— Do luong: cac thong sb dong di¢n, dién ap, cong suét, tan sb
— Tinh dién nang tiéu thy E =P x At
—  Xu ly va truyén dir liéu:
e Vi diéu khién xtr 1y gia tri do duoc
e Truyén di liu qua WiFi lén Web Server
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e Hién thi thong s6 U, I, P, E 1én man hinh LCD

Bat dau

Khai bao thir vién
va cac bién

ai it migc cong
suat va canh bao

Poc gia tri cim bién
va tinh toan

R —

G gid tri dén khéi
hién thi
S

Sai Sai - o
Kiém tra két not wifi

P do=P dat trudc

Cit dong dién bing G dif lidu 12n
relay Websever Blynk
e S
L 4 Y
Q™ Ty
Gii canh bio Lv va hicn thi i
ligu
e

Hinh 3.10 Luu do thuat toan gidm sat dién ning va quan li nang luong
Hé thong khong chi dimg lai & viée do luong ma con cung cép kha ning giam sat va
canh bdo thong minh véi cac dac tinh sau:
v Giam sat thoi gian thye:
—  Web Server hién thi d6 thi va gia tri do theo thoi gian
— Ngudi ding c6 thé xem tir xa qua trinh duyét web
v' Phat hién su c6:
— Hé théng so sanh voi ngudng cai dat (vd: I > 10A, P > 2.2kW)
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— Kiém tra céc tinh trang bat thudong (mét pha, qua ap...)

v Kich hoat canh béo:
— Gui SMS/Email canh béao khi vugt ngudng
— Hién thi canh bao tryc quan trén Web va LCD
— (€0 thé tich hop chudng/coi bao dong tai chd

3.4.4. Thiét ké hé thong hi¢n thi va gidm sdt ning lwong trén Webserver

a. So do trinh tw tong quat

UART HTTP loru diy ligu Truy v dix lidu Hién thy diy Liéu trén website

Cam bi¢n — esp32 ! - PostgresDB - - Miy cha

- APlserver - - client

Hinh 3.11 So db trinh tu tng dung
Quy trinh hoat dong cu thé nhu sau:
Gui dir liéu tu ESP32:
— Khi cam bién do dugc thong s6 dién ap, dong dién, cong suét, tan sb s& gui cho
esp32 thong qua giao thirc UART.
— Esp32 sé& dinh ky doc di liéu tir cam bién va giri qua HTTP POST dén dia chi
cua API server.
Xu 1y va luu trir dir 1iéu:
— API Server duoc xay dung bang Node.js dong vai tro tiép nhan dit liéu tir esp32.
— Khi nhan dugc dir li¢u, chuong trinh s€ ghi toan b dir li¢u vao bang energy data
trong co s¢ dit liéu PostgreSQL.
Truy xuét va hién thi di liéu:
— Nguoi dung truy cdp giao dién web thong qua trinh duyét dé theo ddi dir liéu.
— Giao dién giam sat
— Ty dong truy van dit liéu tir PostgreSQL thong qua cac ham xir 1y dir liu.
— Hién thi cac biéu d6 thoi gian thuc, thong ké cong suét tiéu thy , xuat dit lidu
Excel.

— Tu dong gui email canh bido néu cong suat vugt qua ngudng cai dat.
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b. Thudt todn giri dit liéu tir phan ciing

Thuat toan chuong trinh guri dir liéu tir phan cimg dén webserver duoc thé hién trén so
dd khéi ¢ hinh 3.12.

Kiém tra két ndi wifi Khéng cb két néi wifi

Tao 3éi trong
HTTPClient

.

i =y

Tao chudi jsonData voi

cdc gia tri cong suat. dién
ap.dong dién, tan s

- T J
' ™
Guri dir 1iéu thong qua
giao thoc HITP

Kiém tra két ndi wifi

L3i khi giri di lidu ]

G diF lidu dén nodejs
server thanh cong

Hinh 3.12 Luu d6 thuat toan chuong trinh giri dit lidu tir phan cting

Luu d thuat toan chuong trinh gui dir liéu tir phan cimg dugce trinh bay nhu sau

-Néu kiém tra wifi duoc két ndi thanh cong thi tao ddi twong HTTPClient va thiét
1ap URL may chu nhan dir li¢u, sau do tao chudi JSON gém 4 truong: cong suat, dién
ap, dong dién, tan sb va guri dir liu di, néu server phan hdi ma >0 nghia la da gui thanh
cong.
-Nguoc lai néu giri that bai thi kiém tra lai két ndi Wifi.

e Néu Wifi van 6n dinh thi thir gui lai dir liéu.
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e Néu Wifi mat két ndi thi thong bao "Ldi khi giri dit liéu do mat Wifi".
e Néu két ndi Wifi that bai ngay tir dau thi thong bao "Khong thé bat dau do 15
Wifi".
c. Chuong trinh thu thdp va luu di liéu vao database

Trong hé théng giam sat dién ning, chuong trinh thu thap va luu dit liéu dong vai
trd trung gian gitta phan ctng va co s dit liéu PostgreSQL duoc host trén nén tang dam
mAy (Vercel Storage). Dy 1a thanh phan cdt 161 gitip ghi nhin cac thong sé dién ning
mot cach lién tuc va chinh xac.

Sau khi nhan dir liéu tir cam bién, esp32 xir Iy cuc bo va giri dir lidu dén server
Node.js qua giao thirc HTTP.

Phia may chu, mét API dugc xay dung bﬁng Node.js c6 nhiém vu tiép nhan dir
liéu tai endpoint /api/energy, sau d6 chén dir 1i€u vao bang energy data trong co s¢ dir
li¢u PostgreSQL.

Hé théng nay giup dam bao réng dir liéu dugc cap nhat lién tuc theo thoi gian
thyuc, tr d6 phuc vu cho qua trinh phan tich, truc quan hoéa, va canh bao dugc thyc hi¢n
& tang giao dién ngudi dung thong qua ing dung web.

Thuat todn toan chuong trinh thu thap va luu dir liéu duoc thé hién trén so d6 khéi &
hinh 3.13.
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% 3

Khei dong server Node.js
va két no1 PostgreSQL

' N
Nhan request POST tir
ESP32 tai /api/energy va
lay dir liéu duoc gui ti

sp32
L esp )

v

Insert dir licu
vao PostgreSQL

Kiém tra chén dir liéu

3 <7 5
thanh cong chua Trave it 300 }

[ Tra vé status 200

Hinh 3.13 Luu db thuit toan chuwong trinh thu thap va luu dit liéu

Luu d6 thuat toan chuong trinh thu thap va luu dit liéu duoc trinh bay nhu sau:
- Khéi dong Node.js server va thiét 1ap két ndi voi PostgreSQL.
- Néu nhan dugc POST request tir ESP32 tai endpoint /api/energy thi:
e Trich xut dir liéu tir request body.
e Thuc hién 1énh INSERT vao PostgreSQL.
- Néu INSERT thanh cong thi tra vé HTTP status 200 (OK) dé thong bao thanh
cong.
- Nguoc lai néu INSERT thét bai thi tra vé HTTP status 500 (Internal Server Error)
dé thong bao 15:i.
Céc budc xu 1y chinh:
- Khoi tao hé thong va két ndi co s¢ dit liéu PostgreSQL

e Express dwoc khéi tao d€ tao web server xtr 1y cac yéu cdu HTTP.
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e app.use(express.json()) gitp Express tw dong phan tich JSON body twr cac
request giri dén.

e Tao mot Connection pool dén co sé& dit liéu PostgreSQL st dung pg.Pool,
véi cc thong s6 nhu: user, host, database, password, port, ssl,...

- Khoi chay server va xu ly dir liéu

e Dir li¢u gui tir esp32 duoc chira trong req.body, khi ESP32 giri HTTP POST
dén duong dan /api/energy, cac truong dir liéu s& duge trich xut tir req.body.

e Sau khi nhan duoc dir liéu, thi s€ léy méc thoi gian theo mui gid Viét Nam va
guri cAu 1énh chén dir lidu vao bang energy data trong PostgreSQL, hé thong
s& tra vé ma phai hdi thanh cong hodc that bai.

e Sau khi xtr Iy xong, server san sang chd yéu cau tiép theo.
d. Gidi thiéu vé PostgreSQOL

PostgreSQL 1a mgt hé quan tri co s& dit liéu quan hé-dbi tuong ma nguén mé, ndi
bat vdi1 tinh on dinh, kha nang m¢& rong va hiéu nang cao. Pay la mot trong nhiing hé
quan tri co s dit liéu ma ngudn mo tién tién va pho bién nhét hién nay.

Ban dau duogc thiét ké dé hoat dong trén cac nén tang twong tu Unix, PostgreSQL
hién da duoc phat trién dé twong thich véi nhiéu hé diéu hanh khac nhau nhu Mac OS
X, Solaris, va Windows, mang lai tinh linh hoat cao trong trién khai.

Tinh nang va kha nang mo rong:
PostgreSQL cung cip mot bo tinh ning phong ph, hd tro manh mé cho ca nha
phat trién phan mém 14n nha quan tri hé thdng, bao gdm:
e Kha nang dam bdo tinh toan ven dir licu
e He thdng chiu 13i (fault-tolerant) va khoi phuc tot
e HO tro dit liéu c6 cAu tric va ban ciu tric
e Cho phép dinh nghia kiéu dit liéu tily chinh, xdy dung ham ngudi dung, va
tich hop v&i nhiéu ngdn ngi 1ap trinh (Python, C, Java, v.v.) ma khong can
bién dich lai hé thong
% Uu diém cua PostgresSQL:
e Dé sur dung, phu hop cho ca ngudi méi 1an chuyén gia
e HO tro van hanh tng dung web dong thong qua mo hinh LAPP
e Hg thong luu trit nhat ky giao dich 6n dinh, hd tro khoi phuc khi xay ra 13i
e Mi ngudén md mién phi chinh sira va trién khai theo yéu cau thyc té
e HOJ tro manh m& cho mo hinh dit liéu hudng ddi tuong
e Duogc phat trién va duy tri boi mot cong ddng 16n va giau kinh nghiém
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e Giam thiéu chi phi va cong stc bao tri hé théng

e Duoc hd tro bdi mot cong déng dong dao va nhiéu kinh nghi¢m
Tao bang dir li¢u SQL:

2925-85-17
2025-95-17
2825-95-17
2825-85-17
2825-85-17
2825-85-17
2025-85-17
2025-85-17
2925-85-17
2025-85-17
2825-95-17
20825-95-17
2825-85-17
2825-85-18

2825-85-18
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a8
a8
a8
a8
a8
a8
a8
a8

a8:
a8:
a8:
a8:
a8:
13:
13:

timestamp

:47:
47
148:
:48:
143
:49:
149
:49:
58:
58:
58:
51:
51:
38:
38:

49.
59.
18.
36.
54.
12.
31.
49.
8.
27.
45.
o4.
22.
a5.
26.

324581
721322
261531
198353
A86359
608626
684783
773862
6271386
191544
517316
228851
758175
92597

928743

power

1.
1.

1

@

L= B < B I <~ B v I - B v I < B < N < B < I <= B < B, ]

current wvoltage

228.4
220.2
220.1
220.3
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Chuwong 4: XAY DUNG MO HINH MO PHONG HE THONG

4.1. M6 hinh tong quan ciia toan bd hé thong

MODULE NHAN DANG

M Gmail

I

LMo

INTERNET INTERNET
Al =)
iy N
-
WEBSEVER
i

£

P

-
\ /UART.TTL

=
-
=

B\

MODULE GIAM SAT NANG LUONG

Hinh 4.1 M6 hinh hoat dong tong quan cta toan b hé thong

Ttr so d6 khéi tong quan cua hé thong ta thiét ké dugc mé hinh thuc té cta hé thong.

% Module nhian dang

Chure nang: Nhan dién khuén mat va phat hién chay.

Quy trinh hoat dong:

Camera va Raspberry Pi hoat dong lién tuc:

e Camera thu hinh 4nh/video vé Raspberry Pi.

e Raspberry Pi chay thuét todn nhan dién khudn mat.
e Dong thoi str dung thuat toan phat hién lira (YOLO).

Khi phat hién Iira hodc nguoi la, hé théng bat coi bdo dong va guri canh bdo qua gmail.

% Module giam sat ning lwong

Chtic nang: Po dién nang va diéu khién thiét bi

Quy trinh hoat dong:
«* ESP32 nhan du liu tr:

e Cam bién PZEM-004T qua UART-TTL.
- PZEM do: dién &p, dong dién, cong suit, nang luong ti€u thy.

e LCD I2C: Hién thi tryc tiép cac thong s6 do dugc.

e Relay: Co thé diéu khién thiét bi dién (bat/tat quat, dén...).

SVTH: Lé Purc Thing
Than Ptrc Thao
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% Két ndi Internet (Wi-Fi):

ESP32 két ndi v6i wifi dé gui dir liéu 1én:
- Blynk: Ung dung giam sat qua dién thoai.

- Webserver: Giao dién hién thi biéu dd dién nang, trang thai thiét bi.

% Diéu khién thong minh:

Néu phat hién thiét bi tiéu thu qua mirc => ty dong ngit qua relay.

C6 thé diéu khién tir xa thiét bi qua Blynk.

4.2. Tinh chon thiét bi cho hé thong nhin dang canh bio nguwdi la va canh bao chay

% Vi xir ly Raspberry Pi 4 Model B

Hinh 4.2 Raspberry Pi 4 Model B

- Ly do lua chon:

Hi¢u nang tdt so voi mire chi phi thép, tinh di dong cao va hd tro 12 trinh.
HO tro thu vién Al xir Iy anh manh mg, co6 thé 1ap trinh Python, C++, chay
duoc Linux.

Du manh dé chay cac md6 hinh nhéan dién khuon mét, phat hién vat thé, két ndi
dam may, diéu khién thiét bi.

- Thong s ky thuat:

Vi xur Iy chinh: Broadcom BCM2711, Quad-core Cortex-A72 (ARM v8) 64-
bit SoC @ 1.5GHz

RAM: Céc phién ban: 2GB, 4GB, hoac 8GB LPDDR4

Két ndi khong day: Wi-Fi 802.11ac, Bluetooth 5.0

GPIO: 40 chan GPIO da nang

Nguén cap: 5V — 3A qua cong USB-C

Luu trit: Thé nhd microSD, hd tro khdi dong tir USB

Camera: HJ tro két nbi camera thong qua giao tiép CSI

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
Than Birc Thao
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% Camera SMP cho Raspberry Pi

Hinh 4.3 Camera SMP
- Ly do lva chon:
e Tich hop tét véi Raspberry Pi, sir dung giao tiép CSI

e (Camera P1 dugc GPU cua Raspberry Pi xur Iy riéng biét, gidm tai cho CPU.

e Camera Pi c6 kich thudc nho, dé gan truc tiép vao case ciia Raspberry Pi.
- Théng so k¥ thuat:

e 5 megapixel

e 2592 x 1944 anh tinh

e 1080p ¢ 30 khung hinh / giay

e 720p ¢ 60 khung hinh / gidy

o  640x480p ¢ 60/90 khung hinh / gidy

e Giao tiép CSi véi cap ribbon 150mm
% Coi SFM-27

Hinh 4.4 Co1 SFM-27

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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- Ly do lya chon:
e Giaré, phd bién
e (o nhiéu loai hoat dong & dién &p 3V, 5V, 12V hoac 24V.
e D@ dang tich hop véi vi diéu khién nhu Arduino, ESP32, Raspberry Pi ma
khong can mach khuéch dai phire tap.
- Thong s ky thuat:
e Dién 4p dinh mirc: 12VDC
Dién ap hoat dong: 3-24VDC
e Dong dinh mtc: <30 mA
e Muc am thanh: <90 db (¢ 24V)
e Tan sb cong huéng: 3000 £ 50Hz

So do nguyén Iy mach nhan dang va canh bao:

Cea -5 s l = s
Shmerark Raspberry Pi 4B fioa Bao

ePlo18 t———T |\
GND ———e .. 4‘

Hinh 4.5 So dd nguyén li hé thong nhan dang
=> H¢ thong sir dung Raspberry Pi 4 dé xtr Iy nhan dién khudn mat va phat hién chay
bang xir Iy anh. Do gi6i han vé thoi gian, tii nguyén va pham vi d6 4n nén hé thong hién
chi xir Iy nhan dién va canh bao cuc bd, phian webserver va app chwa duoc tich hop day
du trong phién ban hién tai. Tuy nhién, Raspberry Pi du kha ning chay Flask dé tao

API/webserver, va c6 thé truy cip tir xa qua mang ndi bd hodc cong cu nhu ngrok.
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4.3. H¢ thong giam sat quan li ning hrong

4.3.1. Thiét bi sir dung trong hé thong

% Vixir ly ESP32 DevKit V1

Hinh 4.6 ESP32 DevKit V1

- Ly do lva chon:

ESP32 c6 san Wi-Fi va Bluetooth, rat phi hop véi cac hé thong IoT khong
can thém module ngoai.
C6 thé dé dang guri dir lidu 1én ddm may, hién thi trén app di dong (Blynk,
Telegram, Firebase,...).

Gia ré, kich thudc nho gon, dé mua va thay thé, cong dong hd tro 16n.

- Théng s6 k thuat:

Vi xtr Iy chinh: ESP32-WROOM-32, dual-core Tensilica Xtensa LX6 @ 1én
dén 240 MHz

B nho¢ flash: Tuy theo module, thuong 4MB SPI Flash

Két n6i khong day: Wi-Fi 802.11 b/g/n, Bluetooth v4.2

GPIO: Téi da 34 chan GPIO

Nguén cap: 5V qua cong micro-USB hoic chian VIN

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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% Cam bién do dién ning — Module PZEM-004T

Hinh 4.7 Module do dién nang PZEM-004T
- Ly do lya chon:
e Kich thudc nhd, dé tich hop
e Do dugc diy du thong sb dién co ban
e Do gian tiép bang bién dong cach ly an toan
e Lap trinh v&i cac vi xir 1y dé dang véi giao tiép UART
- Thong s ki thuat:
e Di¢n ap do va hoat dong: 80 ~260VAC / 50 — 60Hz, sai 6 0.01
e Dong dién do va hoat dong: 0 ~ 100A, sai 6 0.01
e (Cong suit do va hoat dong: 0 ~ 26000W
e Nang lugng do va hoat dong: 0~9999kWh.
e Qiao tiép UART muc logic TTL 5VDC baudrate mac dinh 9600, 8, 1.

e (o opto cach ly an toan gitra mach do va mach nhan tin hi¢u UART.

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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% Ngudn to ong 5V/5A

Hinh 4.8 Ngudn t6 ong 5V/5A

- Ly do lua chon:
e Dién ap dau ra 5V on dinh
e Thiét ké t6 ong tan nhiét t6t
e Gia thanh hop 1y, d6 bén cao
- Thong s ky thuat:
e Dién ap vao: 110V - 240V | 50 / 60hz.
e Di¢n apra: 5V.
e Cong suat: 25 w.
e Dién ap ra diéu chinh: +/-10%
e Pham vi dién ap dau vao: 85 ~ 132VAC / 180 ~ 264VAC
e Dongvao: 2.6a/115V 1.3a/230V

< Mach 2 Relay Opto

2 Relay Nodule
highAow jevel trigger

Hinh 4.9 Mach 2 Relay Opto
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- Ly do lya chon:

Cach ly an toan gitta mach di¢u khién va tai dién xoay chiéu
bicu khién thiét bi dién cong suat 16n
Tin hi¢u diéu khién don gian

Dé tich hop, nhiéu module san co

- Thong s ky thuat:

Dién ap st dung: SVDC
Dong tiéu thu: khoang 200mA

Tin hiéu kich: Tuy chon mirc cao High hodc thdp Low (0VDC) qua Jumper.
Tiép diém dong ngit Relay trén mach: Max 250VAC-10A hoic 30VDC-

10A (Dé an toan nén dung cho tai ¢ cong suit <100W).
Kich thudce: 52 (L) * 41(W) * 19 (H) mm.

< Man hinh LCD:

Hinh 4.10 Man hinh LCD

- Ly do lva chon:

Thiét ké gon, dé g'fm vao hop thiét bi
Dé doc, 16 rang, phu hop giam sat tai chd
Giao tiép don gian qua 12C

Tuong thich tot v6i nhiéu vi diéu khién

- Thong s ki thuat:

Loai man hinh: LCD ky tu 20 ¢4t x 4 dong

Diéu khién: Chip diéu khién HD44780 hodc twong thich
bié¢n ap hoat dong: 5V DC

Dong tiéu thu: ~1-2mA (tlly vao d6 sang LED nén)

Ky tu hién thi: ASCII, ¢6 thé tity chinh ky tu riéng

SVTH: Lé Purc Thing GVHD: TS.Truong Thi Bich Thanh
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rammet

P

i

RIN 'y 'y 1]

Hinh 4.11 So d6 dau ndi hé thong giam sat ning luong

4.3.2. Thiét ké giao dién Blynk

Blynk 1a mot nén tang IoT cung cép cac cong cu dé két ndi, quan 1y va diéu khién

cac thiét bi IoT tir xa thong qua mang Internet. Diém ndi bat ciia Blynk 13 sy d& dang va

nhanh chong trong viéc tao va quan ly cac ing dung IoT, phu hop cho ca nhitng nguoi

m&i bat dau va nhitng nha phat trién chuyén nghiép.

Blynk cung cap ung dung di dong va API cho phép nguoi dung két nbi va diéu
khién céc thiét bi ToT béng cach sir dung cac cam bién va céc tin hiéu dau vao. Giao
dién nguoi dung duogc tuy chinh linh hoat dé diéu khién thiét bi IoT theo cach tuy chinh

va tao ra cac hanh dong va tuong tac phtrc tap thong qua ma code.

do dién
D
0
L]
e 1,000
Integer V4
@
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Hinh 4.12 Giao dién Blynk
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a. Cdc buéce két noi
- Két nbi wifi:
e ESP32 dung thu vién WiFi.h dé két ndi t6i router WiFi dya vao ssid va pass.
e Khi két néi thanh cong, esp32 s& c6 mot dia chi IP cuc bd.
- Két ndi dén may chu Blynk:
e Blynk str dung giao thirc TCP/IP, qua: HTTPS (port 443) cua Blynk IoT
e ESP32 tao mot TCP socket, va girit HTTP(S) request dén dija chi may chu:
“blynk.cloud”
- Xac thyuc véi server Blynk:
e Blynk giri BLYNK AUTH TOKEN dé xac thuyc.
e Néu token hop I¢, server s€ cho phép thiét bi truyén va nhan dir liéu.
4.3.2.2 Truyén dir liéu
Khi goi: “Blynk.virtual Write(V0, power);”, blynk s€ thuc hién:
e Tao mot goi dir liéu JSON dang:

‘G{
"type": "virtual Write",
Hpin!l: HVOH,
"value": 123.4

}’9
e Gui goi tin nay qua két ndi TCP dang md dén Blynk Cloud.
e Blynk App hodc Dashboard nhan dit lidu va hién thi theo thoi gian thyc.

b. Phwong thitc truyén thong
- Giao thtrc str dung: TCP/IP qua HTTPS

- Céch truyén dir liéu:
e Sir dung thu vién BlynkSimpleEsp32.h, thu vién nay quan 1y két ndi toi server
cua Blynk.

e Khi ta goi cac ham nhu:
“Blynk.begin(BLYNK AUTH_TOKEN, ssid, pass);
Blynk.virtual Write(Vx, data);”
=> Thi ESP32 s& mo mot két ndi TCP/IP t6i server Blynk va truyén dit liéu dinh

dang JSON hodc nhi phén tuy phién ban Blynk (Blynk IoT dung HTTPS).
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4.3.3. Thiét ké giao dién websever

a) Giao dién dang nhap
Giao dién sir dung Streamlit - mot framework ma ngudn mé duoc phat trién bang
ngdn ngt Python, cho phép xay dung cac giao dién web tuong tac mot cach nhanh chong
va don gian, dic bi¢t phu hop vai cac ung dung xur ly dit li¢u va hoc may. Vi cu phap
ngin gon va cach str dung gan giii véi lap trinh Python truyén théng, Streamlit giup rit
ngan thoi gian phat trién giao dién web tir hang tuan xubng chi con vai gio.
e Uu diém noi bat cua Streamlit:
e Streamlit cho phép 1ap trinh giao dién va logic xtr ly trong cung mdt file Python.
Diéu nay giup tiét kiém thoi gian va giam d6 phie tap khi xay dung tng dung.
e (Co thé két hop d& dang véi Pandas, NumPy, Matplotlib, Plotly, Seaborn... d¢ hién
thi bang dir liéu, biéu do, hodc két qua tinh toan.
e HJ tro trién khai lén cloud nhu: Streamlit Cloud, Render, Heroku, hodc chay ndi
bd thong qua streamlit run app.py.
e Puoc cap nhat lién tuc, ¢ nhiéu vi du mau va plugin tir cong dong gitip mo rong
chtrc nang
Trong hé thong giam sat va canh bao dién ning nay, Streamlit dong vai trd 1a 16p

giao dién nguoi dung, két ndi truc tiép véi co so dir lidu PostgreSQL.

. -
= .

% ) HE THONG GIAM SAT VA CANH BAD AN TOAN CHO CAN HO CHUNG Bang Nhip

- Y e g i

Hinh 4.13 Giao di¢n man hinh dang nhap

Hé théng duoc thiét ké vai co ché xéac thue tai khoan nham dam béo tinh riéng tu
va an toan trong qua trinh sir dung. Cu thé, mdi ngudi ding sé duoc cap mot tai khoan
c4 nhan, bao gom tén dang nhap va mat khau. Chi nhitng nguoi ding di duoc cap quyén
hop 1& méi co thé truy cap va dang nhap vao website hé thong.

Viéc phan quyén nhu vay giup ngan chin nhiing truy cp trai phép tir nguoi la
hodc cac ddi twong khong duoc Gy quyén. Nguoi dung khong dang nhap sé khong thé
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xem duogc dit liéu hé thdng, ciing nhu khéng c6 quyén truy cdp vao cac chirc ning quan
trong nhu cdu hinh canh bao. Nho dé, toan bo thong tin dit liéu va cac tinh ning diéu
khién déu duoc dam bao an toan, giup nang cao do tin ciy va bao mat cho hé théng.

b) Giao dién chinh cia website

Aosng thid ghan

- -
Xin chao,
454W 236.3V 0.20 A 50,0 Hz

Cong suit (W) Dign ap (V) Dong dign (A) Tan sb (Mx)

Carm hio otng e

Hinh 4.14 Giao dién man hinh chinh

Hé thong cung cap giao dién tryc quan gitip ngudi ding theo ddi va phan tich cac
thong s6 dién nang trong cin ho mot cach dé dang. Khi dang nhap thanh cong, giao dién
chinh s& hién thi cac thong tin quan trong bao gdm gié tri hién tai, gia tri trung binh, va
gia tri nho nhat/16n nhat cua cac thong s6 cong suat, dién ap, dong dién, tan sb.

Céc thong s6 nay dugc cap nhat ty dong sau mdi 30 gidy, phan anh dit liéu thoi
gian thuc tir hé thong cam bién. Piéu nay gitp ngudi dung nhanh chéng nam bat tinh
trang hién tai cua h¢ théng dién trong can ho.

Nguoi dung c6 thé lya chon khoang thdi gian mudn xem dit liéu thong qua b loc
linh hoat theo ngay, thang, nam. Tuy thudc vao luya chon, hé¢ théng s€:

e Truy van dir liéu twong tng tir database
e Tinh toan va hién thj biéu d6 line cho timg loai thong sb
Cinh bzo cong suit vret ngudng:

Nguoi dung c6 thé nhép truc tiép gia tri ngudng trén giao dién bang thanh truot dé
diéu chinh muc cong suét tdi da cho phép.

Khi gid tri cong suét tai thoi diém hién tai vuot qua ngudng nay:

e Giao dién s& hién thi cac gia tri vuot ngudng bang duong mau do, giap ngudi
dung dé dang nhan biét

e Mot canh bao s& dugc giri dén email nguoi dung dé thong bao kip thoi
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¢) Do thj tiéu thu ning lweng:

Tiéu thy ndng lugng theo gidr (kWh)

Hinh 4.15 D6 thi tiéu thy ning lugng

Do thi giam sat nang luong tinh todn muec ti€u thu dién nang dua trén cac gia tri
cong suat duge thu thap lién tuc tir cam bién theo thoi gian thuc. Dir 1i€u nay dugc xt
1y dé tong hop luong dién tiéu thu trong ting khoang thoi gian.

Pé dam bao do chinh xé4c, hé thong sir dung phuong phép ndi suy cong suit trung
binh giita cc 1an do lién tiép, két hop vé6i thoi gian chénh léch gitta cac mau dé tinh
nang luong tiéu thu tirng doan.

(P+P.) AL

E =~1—Hx (4.1)
2 3600

Trong do:
P;: cong suat tai thoi diém hién tai
P;_1: cong suat tai thoi diém trude d6
At;: khoang thoi gian gitta hai lan do
E;: nang lugng tiéu thy doan i

d) Po thi so sanh dién ning theo ¢t va theo dwong

Biéu db so sanh dign nang tiéu thy theo thang

B tNimeay W Nomvucc

Tang 0 Thang (2 Tharg 03 Thang 04 Thang 04 Thang 06 Tharg 07 Thiaey 08 Thang 08 Tharg

Hinh 4.16 D6 thi so sanh dién nang tié€u thu theo cot
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Biéu d6 so sanh dién ndng tiéu thu theo thang

Trdg 04 Tharg Thang C6 Traeg 07 hang ¥ Thang 08 Thanrg

Hinh 4.17 D) thi so sanh dién ning tiéu thu theo dudng

Thong qua biéu d6 cot va biéu d6 duong truc quan, ngudi dung c6 thé nhanh chong
nhan biét sy chénh léch gitra hai nam theo tirng thang cu thé.

Tinh ning nay s& cho phép nguoi dung so sanh dit lidu cta 2 nam lién tiép nhau 1
cach tryc quan, hitu ich cho vi¢c can ddi su dung dién nang, tur d6 rat ra dugc nhirng
nhan dinh co6 gia tri vé xu huodng ti€u thy dién.

Ngoai ra, nguoi dung con c6 thé xuét toan bo dir liéu cam bién twong tmg voi
khodang thoi gian da chon thanh file excel, c6 thé sir dung dé:

e Luu trit dir li€u dai han

e Chia sé voi k¥ thuat vién hodc don vi quéan 1y
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Chwong 5: KET QUA MO HINH VA HUONG PHAT TRIEN

5.1. Két qua md hinh toan bd hé thong
Sau khi hoan thanh qua trinh tinh toan cac thong sé mach, thiét ké cac so d6 nguyén
1y, dong thoi thue hién kiém tra qua trinh hoat dong ctia mach. Nhom d3 tién hanh thi

cong phan ctng, dong goi thiét bi thanh mot san pham.

Hinh 5.1 M6 hinh sau khi dong goi

5.2. Két qua md hinh va danh gia h¢ thong cianh bio ngudi la két hop cianh bao
chay

5.2.1. Két qui mé hinh
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Hinh 5.2 M6 hinh phan ctmg canh bao nguoi la va canh béo chay
Tap anh dir liéu huan luyén dugc xay dung nham huan luyén cdc mo hinh phat

hién va canh bao cac tinh hudng bat thudng trong cin hod chung cu.

Hinh 5.3 Tap anh dit liéu huén luyén canh bao nguoi la

M| Zetren et

B OoctmaMNr. et sa N $ P eerSead i M codetas pot LB e

P ey s T B conmdsmitivn

M Nadarsaaon

Hinh 5.4 M6t s6 dnh dit liéu huén luyén canh bao chay
Sau khi di huan luyén mo hinh nhan dang khuén méat va ddm chdy, nhém su
dung cac hinh anh thyc té dé kiém chimg qua trinh huan luyén. Két qua nhan dang
khudn mat va dam chdy thé hién trén hinh 5.5. Két qua canh bao nay s& dugc gui dén

email dang ki nhu hinh 5.6.
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Hinh 5.5 Két qua nhan dang khuén mat va phat hién chay

o tdtofficiall0 1549 @ € e o tdtofficial10 621 @ “
w— dént - dén tol
Phat hién Ita!

Phat hién ngudi khéng xac dinh!

o tdtofficial10 1650 ® « - o tdtofficial10 1623 @ “
- dént wower (180 tBI ~

Phat hién lifa!

Phat hién ngudi khong xac dinh!

=

Hinh 5.6 Hé thdng gtri mail khi phat hién ngudi la hodc chay
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5.2.2. Ddinh gid chit lwong

Nhin chung, hé théng hoat dong 6n dinh trong diéu kién anh sang tét, kha ning
nhén dién chinh xac néu nguoi da duoc huén luyén khudén mat trudc do. Tuy nhién, tde
ddé nhan dién con cham do gidi han hi¢u nang xtr ly ctia Raspberry Pi va do phan giai
cua camera.

5.2.3. Két lugn va phwong hwéng phit trién

Hé théng canh bao nguoi la va canh bao chay 13 mét giai phap hiéu qua, tiét kiém
chi phi trong viéc giam sat an ninh cho can ho chung cu. Vi kha nang nhan dién khuodn
mat va phat hién chay ty dong, di kem co ché canh bao qua email, h¢ théng da bude dau
dap tmg duoc yéu cau phat hién sém va canh bao nguy co mat an toan.

Han ché:
e Viéc canh bdo chi dugc thyc hién qua email khién thoi gian phan hdi co thé bi
cham tré trong truong hop khan cip.
e H¢ théng phu thudc nhiéu vao diéu kién anh sdng moi truong; trong diéu kién
thiéu sang, kha nang nhan dién suy giam ro rét.
e Nhan dién khuén mat 70-75% accuracy do dataset nhé st dung 50 tam anh cho
1 khuoén mat bd nhd bi gidgi han
e Tilé bao chay sai khoang10-15% (ttity moi trudng)
e D¢ tré canh bdo tir 2-5 gidy (tir phat hién dén giri)
Phwong huwdéng phat trién trong twong lai:
e B0 sung chirc ning luu trit log va dit liéu canh bao dé phuc vu viéc tra ctru, théng
ké va phan tich sau nay
e Trién khai ché d giam sat ban dém bang hdng ngoai hodc str dung camera co

kha nang xir Iy anh sang yéu dé mo rong kha ning hoat dong ctia hé thong.
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5.3. Két qua mé hinh va d4anh gia hé thong giam sat niing lwong va cianh bao

5.3.1. Két qui mé hinh

..
.

Hinh 5.7 M6 hinh phan ctmg giam sat ning luong

Sau qua trinh do cac théng sé dién niang va giri dit liéu 1én webserver dé kiém
chung tinh ning canh bao khi vuot qué cong suat, nhom di tién hanh st dung cac thiét
bi ¢6 cong suét 16n dé thir nghiém. Giao dién hién thi cic thong sé dién ning duoc thé
hién tai hinh 5.8. Dir liéu giam sat dién nang duoc hién thi dudi dang biéu do6 cot tai
hinh 5.9. Dt li¢u ti€u thu di¢n nang dugc hién thi tai hinh 5.10. Khi xay ra tinh trang
qua cong sudt, hé thong s& ty dong giri email canh bao dén dia chi da duoc dang ky, nhu
minh hoa ¢ hinh 5.12.

15W 236.6V 0.00A 50.0 Hz

Hinh 5.8 Giao dién hién thi thong s6 dién nang theo thoi gian thuc

Cdng suét (W) Dién dp (V) Déng dién (A) Tén sé (Hz)
NS ; e ——
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t  Biéudddudng

Biéu dé so sanh dién ning tiéu thy theo thang

B Namnay W Namtredc

095

000 .05‘3 000 000 000 000 000 000 000 000 000 000 000 000

000 000 000 000 000 000 000 000

Tiéu thy nang lwgng theo gic (kWh)
Bié

Thang 01 Thang 02 Thang 03 Thang 04 Thang 05 Thang 06 Thang 07 Thang 08 Thang 09 Thang 10 Thang 11 Thang 12

Thoi gian

Hinh 5.9 Biéu d6 duong cac thong sb dién ning

Hinh 5.10 Biéu d6 tiéu thu dién nang

Hinh 5.11 Biéu do6 c0t va duong so sanh ti€u thy di€én nang cia ndm nay va ndm ngoai

1, Canh bao: Céng suat vugt ngudng  inbox x

vinhnguyen.040799@gmail.com

tome =
i. Canh bao: Céng suét virot nguéngl
- Théxi gian ghi nhén: 2025-06-05 09:45:24+07:00

- Céng Suat hién tai- 422 6 W
- Ngur&ng canh bao: 20 W

Hinh 5.12 Mail canh bao khi vuot qua cong sut
5.3.2. Ddnh gid chit lwong
Hé thdng giam sat nang lugng va canh bao di hoat dong on dinh va dap ung cac
chure ning thiét ké. Dir lidu dién niang duoc thu thap lién tuc va hién thi chinh xac theo
thoi gian thyc trén giao dién website. Tbc d6 cap nhat nhanh, giao dién truc quan, dé sir
dung.
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Thiét ké hé thong gidm sdt va canh bdo an toan can hé chung cur

Viéc tich hop nén tang Blynk gitip diéu khién tir xa cac thiét bi dién thong qua
mot cach linh hoat. Nguoi dung cé thé bat/tit thiét bi tur ung dung Blynk trén dién

Hé théng canh bao qua email ciing hoat dong hiéu qua khi cong suit vuot ngudng

cai dat, gop phan dam bao an toan dién.

5.3.3.

Két lugn va phwong hwéng phit trién

Hé thong giam sat ning luong va canh bao ching minh tinh kha thi va hiéu qua

trong viéc theo ddi, quan 1y tiéu thu dién trong thoi gian thuc. Vi kha ning két ndi

internet, giam sét tir xa, diéu khién qua Blynk va canh bao qua email.

Tinh 6n dinh khi nhiéu thiét bi hoat dong dong thoi

% Uu diém

*

Kiém soat qua tai: Hé théng tu dong ngit relay (RL1, RL2) néu cong suit vuot
nguong 100W.
Non-blocking loop: Sir dung millis() d¢ tinh E1 (ning lugng 1 phut) ma khong
dung delay(), giup hé thong khong bi treo.
Két ndi mang on dinh:

o Blynk chay trén nén WiFiClient, khong chiém nhiéu bang thong.

o HTTP POST dén PostgreSQL c6 timeout mac dinh, tranh nghén mang.

> Rui ro khi mé rong

Néu két néi WiFi yéu, ESP32 c6 thé bi mat két ndi Blynk hoidc timeout khi gt
dir liéu.
Néu PostgreSQL server cham, HTTP POST c6 thé ton thoi gian (~1-2s), lam
giam tdc do phan hoi.
Néu c6 nhiéu cam bién PZEM, UART (Serial2) c6 thé bi nghén do téc do truyén
dir liéu.

Mirc tiéu thu tai nguyén ESP32

% RAM (B¢ nh¢ dong)

U6c luong sir dung:
o Blynk: ~5-10KB (do dung WiFiClient).
o PZEM-004T: ~2-3KB (Serial buffer + xur ly dir li¢u).
o LCDI2C: ~1KB.
o HTTPClient: ~5-10KB (khi gtri d¥ li¢u).
o Toéng: Khoang 20-30KB/160KB (ESP32 c6 160KB RAM).
— Con du RAM & xu 1y thém tac vu.

% CPU (Téc do xu 1y)

Vong lip loop() chay mdi 1 gidy (delay(1000)):
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o Doc PZEM (~50ms).

o Xu ly relay (~1ms).

o Gui Blynk (~10-50ms, tuy WiF1i).

o Gui PostgreSQL (~100-500ms, tuy server).
o Hién thi LCD (~10ms).

— Tong thoi gian xir Iy mdi vong lip: ~200-600ms (tiy két ndi mang).

/7
0‘0

ESP32 (240MHz) chi st dung ~5-10% CPU — Con nhiéu tai nguyén dé mé rong.
Téc @6 Phan HOi Web (Blynk)
Blynk cap nhat dir liéu mdi 1 gidy:

o DO tré hién thi: ~0.5-2s (tuy Internet).

o Phan héi nat nhan (V4): ~100-500ms.

— P nhanh cho gidm sat thoi gian thuec.

g
[ ]
[ ]
°

[ ]
R/
%*

Danh gia kha ndng mé rong

C6 thé mo rong thém

Thém cam bién (DHT22, cam bién chuyén dong) — Dung 12C/GPIO.

MQTT thay cho HTTP — Giam tai cho ESP32 khi gui dit liu.

OTA Update — Cap nhat firmware khong can nap code.

Sleep Mode — Tiét kiém dién néu dung pin.

Gié6i han khi mo rong

Néu dung thém nhiéu UART (GPS, RS485), ESP32 chi c6 3 UART (Serial,
Seriall, Serial2).

Néu dung nhiéu HTTP request, c6 thé gay nghén do RAM/CPU.

Néu dung nhiéu relay, can thém driver (VD: ULN2003) vi GPIO ESP32 chi cung
cap t6i da 12mA/chan.

Han ché:

PZEM-004T la cam bién gia ré, phu hop cho muc dich hoc tap va nghién curu,
chua dat do chinh xac cao.
Phién ban mién phi ctia Blynk gidi han s6 luong widget va diéu khién.

Trién khai trén co s¢ dir li€éu mién phi nén gidi han dung luong luu trit.

Phwong huéng phat trién trong twong lai:

Téi wu giao dién web
Tu dong hoc thoi quen tiéu thu dién dé tdi wu chi phi van hanh.

Tich hop Al dé du doan bat thuong dién niang hodc nguy co 10 ri.
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KET LUAN

Sau qué trinh nghién ctru, tién hanh thiét ké va thi cong thanh san pham hoan chinh
thi nhom da thue hién dugc nhitng yéu ciu gdm giam sat an ninh v6i kha ning nhan
dién khuon mat, phat hién chay ty dong va gui canh bao qua email, thu thap dir li¢u dién
nang theo thoi gian thuc, tich hop diéu khién tir xa qua tng dung Blynk va canh bao vé
email khi cong sudt vuot ngudng. Giao dién web giao dién truc quan, dé st dung, gop
phﬁn nang cao an ninh va tiét kiém nang luong. Nhom da thyc hién viéc ty thiét ké, thi
cong mach, mé hinh san pham, ¢ tinh thAm my va thuc té.

Tuy nhién, van con van dé khi str dung voi camera Raspberry Pi, 1am hé théng mat
on dinh. Hé théng da thiét ké van con ton tai mot s6 van dé nhu tdc do nhan dang anh
chua dap trng nhanh, giam hi¢u suét nhan dién trong diéu kién thiéu sang, sai sb ctia cac
thiét bi do dong di¢n, gidi han cac thao tac trén Blynk, canh bdo chi qua email. N6i tom
lai, sau khi thyc hi¢n d@ tai, nhém da 1am dwoc mot hé théng do hoan chinh v6i do chinh
xéc tuong ddi. Piéu chua lam dugc trong hé théng d6 1a viéc chua toi wu hoa viée nhan
dang anh qua camera ctia Raspberry Pi va chua thé giri va quéan 1y dir liéu trén Web/App
ctia phan nhan dang ngudi la va canh bao chay.

Heé thdng c6 thé phat trién thanh mot hé thong 16n, tir gidm sat va canh bao an toan
ctia cin ho chung cu thi ching ta c6 thé gidm sat va canh bao an toan cho ca tang cia
chung cu, rong hon 1a phat trién giam sat cho ca chung cu, cong ty hodc phat trién hon
12 nha may, xi nghiép. Phat trién thém cac thong bao cho nguoi dung trén dién thoai nhu
SMS, goi dién thoai va cac ung dung trén dién thoai; can toi uu va dua ra cac lua chon
tac dong vao hé thong thong qua Internet. Hé théng nhan dang hoat dong tot hon thi nén
trién khai camera hong ngoai hoidc camera c6 do phan giai cao hodc cong nghé xtr 1y
anh low-light. Hé thong c6 thé st dung web/app phan nhéan dién dé giam sat theo thoi

gian thyc va tién st dung cho ngudi dung. Thiét ké mot giao dién wed/app tin cay hon.
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PHU LUC 1

Link GitHub phan website hé thong giam sat va canh béo ning lugng.
https://github.com/TheVinh0407/do_an

Link GitHub phan xir 1y anh cho hé théng nhan dang va canh bao nguoi la két hop chay.
https://github.com/ducthao22/DATN-XL.A2025.¢git
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