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LOI NOI PAU
< Dau tién cho em xin guri 161 cam on chén thanh t&i thdy Nguyén Thé Xuéan Ly —
Khoa Cong nghé Thong tin da gitip d& ching em hoan thanh tot dd 4n t6t nghiép
nay. Trong qua trinh huéng dan ching em lam dd an, thay da chi bao va hudng dan
tan tinh cho ching em nhiing 1y thuyét, ciing nhu cac ki ning ciu hinh, cach giai
quyét cac van dé trong dé tai.

*,

» Em da danh nhiéu tdm huyét va no lyc dé€ nghién clru, tim hi€u va hoan thanh dé6 an

D)

mot cach nghiém tic va khoa hoc. Tuy nhién, do kién thirc va kinh nghiém con han
ché nén do 4an cua ching em con nhiéu thiéu sot va han ché. Em mong nhan dugc
nhitng gop ¥ quy bau tir Ho6i dong bao vé dé hoan thién do an hon nira.

Sinh vién thuc hién
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CAM DOAN

s To6i, Huynh Burc Tri, sinh vién 16p 20T1, ma s6 sinh vién 102200036, xin cam doan
vé liém chinh hoc thuét trong qua trinh thyc hién d6 an tot nghiép voi dé tai: Xay
dung hé thng giam sat ha ting mang v&i Zabbix.

T61 xin cam doan:

+
+

P ty minh thyc hién d6 an dudi sy hudng dan cua thay Nguyén Thé Xuan Ly.
Noi dung d6 4n 1a két qua nghién ctru doc 14p cua ban than, khong sao chép
hozc dao van tir bat ky ngudn tai liéu nao khac.

D3 trich din day du va chinh x4c cic ngudn tai liéu da tham khao theo quy dinh
cua truong.

Cam doan chiu hoan toan trach nhiém vé tinh trung thuc va chinh xac cua ndi
dung dd an.

Cam doan khong vi pham céc quy dinh vé dao dirc hoc thuat cia trudng.

Sinh vién thuc hién

Huynh Duc Tri
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BANG CAC TU VIET TAT

Tir viét tat Y nghia
EVE-NG Emulated Virtual Environment - Next Generation
SNMP Simple Network Management Protocol
UDP User Datagram Protocol
TCP Transmission Control Protocol
MIB Management Information Base
OID Obiject Identifier
DHCP Dynamic Host Configuration Protocol
VLAN Virtual Local Area Network
NAT Network Address Translation
HSRP Hot Standby Router Protocol
IP Internet Protocol
IP SLA IP Service Level Agreement

Bang 1. CAc tir viét tat.




Xay dung hé théng giam sdt ha tang mang véi Zabbix

*,

D)

MO DAU
Muc tiéu dé tai.
Vi sy phtrc tap ngdy cang ting cua ha ting mang, viéc giam sat hiéu qua trd nén
thiét yéu dé dam bao tinh 6n dinh, sin sang va hiéu suit hoat dong. P an nay
nham muc dich xay dung mdt hé théng giam sat toan di¢n, tdn dung céng cu ma
ngudn mé Zabbix manh mé trén moi trudng mod phong EVE-NG.
Hé thdng s& bao gdm céac chirc ning giam sat co ban nhu tinh trang thiét bi mang
(router, switch), tdi nguyén mang (bing thong, lwu lugng truy cap...), dong thoi
phat hién, canh bao kip thdi cac sy ¢é mang va dua ra cc giai phap xtr 1y su cd.
Pham vi.
Trién khai hé thong giam sat ha ting mang vi Zabbix cho doanh nghiép nho.

Sinh vién thuc hién: Huynh Buc Tri Hudng din: Th.S Nguyén Thé Xuan Ly 1



Xay dung hé théng giam sdt ha tang mang véi Zabbix

Chuwong 1: CO SO LY THUYET.
1.1. Mb hinh TCP/IP.

1.1.1.

M6 hinh TCP/IP la gi?

¢ Dinh nghia: M6 hinh TCP/IP (Transmission Control Protocol/Internet Protocol) la
mot tap hop cac giao thirc truyén théng duge sir dung dé két ndi cac thiét bi mang
v6i nhau trén Internet. N6 dugc coi 1a mé hinh 5 tang, voi mdi tang giai quyét mot

tap cac van dé lién quan dén viéc truyén dir lidu:

1.1.2.

FIVE LAYERS OF THE

TCP/IP MODEL

PHYSICAL LAYER

DATA LINK LAYER

NETWORK LAYER

TRANSPORT LAYER

APPLICATION LAYER

Hinh 1. Cac ting ciia mé hinh TCP/IP.
Tang ung dung (Application Layer): Cung cip cac dich vu va tung dung
mang cho nguoi dung, vi du nhu email, web, FTP.
Tang giao van (Transport Layer): Cung cip dich vu truyén dit liéu tin cay
gitra cac img dung trén hai may chu khéac nhau.
Tz"ing mang (Network Layer): Dinh vi dia chi IP cho cac thiét bi mang va dinh
tuyén dir liéu giita cic mang.
Tang lién két dir liéu (Data Link Layer): Quan 1y truy cip mang, kiém soat
16i va diéu khién ludng dir liéu trén mot mang cuc bo.
Tang vit 1y (Physical Layer): Chiu trach nhiém truyén dir liéu dang bit qua
moi trudng truyén dan vat 1y (cap déng, cap quang, song vo tuyén...).
Cach thirc hoat dong ciia mé hinh TCP/IP.

¢ Céach thire hoat dong ctiia mo6 hinh TCP/IP nhu sau:

Dt li¢u tr tng dung dugc chia thanh céc goi tin.

Go1 tin duoc truyén qua cac tﬁng ung dung, giao van, mang, lién két dir liéu va
vat ly theo mo hinh dong go6i - thdo go.

Tai mdi ting, cac tiéu dé va thong tin diéu khién dugc thém vao goi tin dé dam
bao truyén dir liéu chinh xac va hiéu qua.

Sinh vién thuc hién: Huynh Buc Tri Hudng din: Th.S Nguyén Thé Xuan Ly 2



Xay dung hé théng giam sdt ha tang mang véi Zabbix

Khi goi tin dén dich, né duoc thio g& timg 16p, giai mi thong tin va giri dir liéu
dén tng dung dich.

1.1.3. Uu diém va nhwoc diém ciia mé hinh TCP/IP.
% Uu diém ctia md hinh TCP/IP:

Tinh don gian va dé hiéu: Mo hinh TCP/IP dugc thiét ké voi cau tric 4 tang
rd rang, mdi ting dam nhiém mot chirc ning cu thé, gitp ngudi dung dé dang
nam bét va trién khai.

Khi niing mé rong cao: Nho tinh linh hoat trong thiét ké, mo hinh TCP/IP ¢6
thé d& dang mo rong dé hd tro thém nhiéu thiét bi, mang va dich vu mai.

Tinh linh hoat: M6 hinh TCP/IP ¢6 thé duoc str dung trong nhiéu méi truong
mang khac nhau, tir mang LAN nho dén mang WAN toan cau.

Chuén muc qu(")c té: TCP/IP duoc cong nhan la mat tiéu chuin quéc té, duoc
hd trg boi hau hét cac nha cung cap thiét bi mang va nha phat trién phan mém.
Hiéu qua: M6 hinh TCP/IP sir dung cac giao thirc hiéu qua dé truyén tai dir
lidu, gitip t6i uu hoa bang thong va giam thiéu do tré.

% Nhuoc diém ctua mo hinh TCP/IP;

Vin dé bao mat: Néu khong duoc cu hinh dung cach, mo hinh TCP/IP ¢6 thé
dé bi tin cong mang va vi pham bao mat dir liéu.

Chi phi trién khai: Viéc trién khai mé hinh TCP/IP cho cac mang 16n va phirc
tap ¢ thé doi hoi chi phi cao hon so v6i cidc moé hinh mang khéc.

Tinh phirc tap: Mic du mé hinh TCP/IP dugc thiét ké don gian, nhung viéc
hiéu 16 cach thirc hoat dong cua tit ca cac tang va giao thirc co thé giy kho
khan cho nguoi mai bat dau.

Kha ning twong thich: Mot sb thiét bi va phan mém cii ¢6 thé khong tuong
thich v6i mo hinh TCP/IP, din dén véan dé két ndi va sir dung.

1.2. Giao thirc SNMP.

1.2.1. SNMP la gi?

% Pinh nghia: SNMP (Simple Network Management Protocol) la mdt giao thuc
mang duoc st dung dé quan 1y va gidm sat cac thiét bi mang. N6 13 mot phan cia

bd giao thirc TCP/IP va dugc sir dung dé thu thap thong tin vé trang thai hoat dong,

hi€u suat va cau hinh cuia céac thiét bi mang nhu router, switch, server va céc thiét bi

dau cudi khac.
1.2.2. Co ché hoat dpng ciia SNMP.
% SNMP hoat dong theo mo6 hinh server — client (SNMP Manager — SNMP Agent).

Server (SNMP Manager): 13 mot phin mém chay trén may tinh hodc thiét bi

chuyén dung. C6 nhiém vu:

o Gui yéu cau (request), truy van (query) dén SNMP Agent dé thu thip thong
tin vé thiét bi mang.

o Phan tich dir liéu thu thap duoc va dua ra quyét dinh quan 1y.

Sinh vién thuc hién: Huynh Buc Tri Hudng din: Th.S Nguyén Thé Xuan Ly 3



Xay dung hé thong giam sat ha tang mang véi Zabbix

o Gui 1énh (command) dén SNMP Agent dé thay ddi c4u hinh hodc diéu khién

thiét bi mang.
e Client (SNMP Agent): La mot phan mém chay trén cac thiét bi mang nhu

Router, Switch... C6 nhiém vu:

o Truy van cac thong tin ching han nhu (hostname, port...) tir co s¢ thong tin
quan Iy (MIB) dé phan hoi cho SNMP Manager.

o Cho doi cac yéu cau tr  SNMP Manager va gui phan hoi (response) dén
SNMP Manager.

Query

Reply

SNMP AGENT SNMP AGENT

SNMP MANAGER

Trap Notification

Hinh 2. Mb ta co ché hoat dong ciia SNMP.
% SNMP sur dung céac gdi tin UDP d¢ gui va nhéan thong tin. Dudi day 1a cac loai goi
tin SNMP.

N Céng )
Tén 0
sTT| SR 9% [SNMP [ sNMp Muc dich Kh‘:; 8o
Manager | Agent
. SNMP 161 161 | SNMP Manager yéu cau thong tin tir | SNMP
GET SNMP Agent. Manager
5 SNMP 161 161 Thay doi gia tri cua cac bién trén | SNMP
SET SNMP Agent. Manager
SNMP T!nong pAao cAho SNMP Manager Akhl SNMP
3 TRAP 161 162 | c6 su kién trén SNMP Agent (khong Agent
yéu cau ACK tir SNMP Manager). g
SNMP T!nong Hao cﬂho SNMP Manage’r kﬂhl SNMP
4 INFORM 161 162 | c6 su kién trén SNMP Agent (co yéu Agent
cau ACK tir SNMP Manager). g

Bang 2. Cac loai géi tin SNMP.
1.2.3. Cac phién bdn ciia SNMP.
% Hién nay, c6 3 phién ban dugc sir dung cia SNMP bao gom: SNMPv1, SNMPv2c
va SNMPv3.

Sinh vién thuc hién: Huynh Buc Tri Hudéng dan: Th.S Nguyén Thé Xuén Ly 4
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s Dudi day la bang so sanh cac phién ban SNMP.

Phj N Xac; thue M0o ta cach xac thuc
ban bang
Community Nguoi (}ﬁng cu.ng c§~p. chudi ccf‘)ng ddng. Hé théng kiém tra chu(:)'i
vl String cong dong véi chuoi cong dong da luu trit. Néu khdp, ngudi
dung dugc xac thuc
.| Nguoi dung cung cap chudi cong dong. Hé thong kiém tra chudi
Communlty R N , . X A X - ~ Je , \ X.
v2c String cong df)ng vo1 chudi cong dong da luu trit. Néu khdp va chuodi
cong dong c6 hi¢u luc, nguoi dung duoc xac thyec.
Nguoi ding cung cip tén ngudi dung. Hé théng kiém tra tén
Username | ngudi ding véi tén ngudi dung da luu trir. Néu khép, nguoi
dung duoc xac thuc.
Username Nguc‘wi ding cung cap tén ngudi dung va mat khau. Hé thong
& kié}n tra tén ngu:‘oi dung véi tén’ nguoi dﬁqg da luu trr va mat
khau v&1 mat khau da luu trir. Néu ca hai déu khép, nguot dung
v3 Password ]
duoc xac thuc.
Nguoi ding cung cap tén ngudi dung va mat khau. Hé thong
Username | kiém tra tén ngudi dung voi tén ngudi dung di luu trir va mat
& khau voi mat khau di Iuu trir. Néu ca hai déu khop, nguoi ding
Password | dugc xac thuc. Dir liéu cua nguoi dung dugc ma hoa béng DES
trude khi duoc truyén qua mang.

Béng 3. So sanh cac phién ban SNMP.

Sinh vién thuc hién: Huynh Buc Tri Hudng din: Th.S Nguyén Thé Xuan Ly 5
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1.3. Co sé thong tin quan ly (MIB).

% MIB dong vai tro nhu mdt co s¢ dir li¢u tap trung, luu trir thong tin vé céc thiét bi
dugc quan ly trong mang ludi.

% Mobi SNMP agent déu c6 MIB. MIB xac dinh cac bién co gia tri dugc thiét lap va
cap nhat boi agent.

% Chinh x4c hon, MIB dinh nghia timg bién 1a Object ID (OID). Trén hau hét cac
thiét bi, MIB sau dé td chirc cac OID mot phé"m dua trén RFC tiéu chuan, va mot
phan vé6i su doc quyén cta nha cung cap bién.

< MIB t6 chirc tit ca cac bién thanh mot hé thdng phéan cip cua OID, thuong dugc
hién thi dudi dang cay. Mdi nat trong cay co thé duoc mo ta dua trén trinh tu cAu
truc cay, theo tén hodc theo con $0.

1.3.6.1.4.1.9.2.2 1.3.6.1.4.1.9.9.10

Hinh 3. M ta ciu triic cia MIB.
% Loi ich cua cau tric cay MIB:

Sinh vién thyc hién: Huynh Birc Tri Huéng dan: Th.S Nguyén Thé Xuan Ly 6
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e Giiip don gidn héa viéc quan Iy mang: Cau truc cdy MIB giup cac quan tri
vién mang dé dang tim kiém va truy cap thong tin can thiét vé cac thiét bi trong
mang.

e Giiip ting cwdong kha ning twong thich: Ciu trac cdy MIB dua trén cic quy
wdc REC tiéu chuan, giup dam bao kha ning twong thich gitra cac thiét bi
SNMP tir cic nha cung cap khac nhau.

e Giiip cai thién hiéu suat quan ly mang: Céu tric cdy MIB gilp cac quan tri
vién mang tu dong hda cac tdc vu quan 1y mang, chfmg han nhu thu thap dir liéu
va cau hinh thiét bj.

Chuwong 2: GIOI THIEU VE ZABBIX.

2.1. Zabbix la gi?

< Pinh nghia: Zabbix 12 mot hé théng giam sat md nguon md mién phi duogc sir
dung rong rii dé giam sat hiéu sudt va tinh san sang ciia cac thiét bi mang, may
chu, ing dung va dich vu. Zabbix c6 thé thu thap dit liéu tir nhiéu ngudn khac
nhau, bao gém may chu Linux, Windows, macOS, FreeBSD, Solaris, thiét bi
mang, co s dit li¢u, ng dung web va nhiéu hon nita.

CLOUDS
O: CONTAINERS
Q / VIRTUAL MACHINES
SERVICES :)\

Rl Z/ABBI X —% HARDWARE

@ & ®

APPLICATIONS DATABASES

Hinh 4. M ta cac loai tai nguyén ma Zabbix c6 thé giam sat.

% Co ché hoat dong: Bﬁng cach su dung cac cong cu quan tri ha téng mang, Zabbix
thu thap théng tin cta cac ddi trong bi quan li. Tir d6 theo dbi, phan tich trang thai,
chét lugng cua mang va thuc hién cac hanh dong canh bao duogc thiét lap tur trude
néu can thiét.

s Cac tinh niing: Dudi dy 1a mot sd tinh ning chinh ctia Zabbix.

e Quan ly tap trung, sir dung Web Interface.

e Chay trén gin nhu tit ca hé diéu hanh Unix-base nhu CentOS, Ubuntu,
FreeBSD, Solaris..

e (6 phién ban Agents cho hé diéu hanh Unix-like va Windows.

*,

D)
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e (6 kha nang monitor cac thiét bi hd trg SNMP (v1,2,3), IPMS.

e Hién thi d6 hoa va céc tinh nang minh hoa khéc.

e Canh bao trong Zabbix cho phép dé dang tich hop véi cac kénh thong bao khéc
nhu SMS, Email, Telegram...

e Céhu hinh linh hoat.

2.2. Cac thanh phén ciia Zabbix.
% Thanh phan cua h¢ thong quan li mang Zabbix bao gom:

e Zabbix Server: La trung tdm xir li chinh, noi nhan dit liéu tir cac thiét bi chiu
sy quan li, luu trt, phan tich va thyc hién canh bao cho quan tri vién néu co xay
ra su cd.

e Zabbix Proxy (c6 thé c6 hoic khong): Thu thip thong tin tir cac thiét bi ¢ xa
hoic & 16p mang khéc va chuyén vé cho Zabbix Server. Ly tuong dé dung trong
quan li cac dia diém, chi nhanh & xa. Ciing c6 thé s dung dé thu thap dir liéu,
giam tai cho Zabbix Server .

e Zabbix Agent: Pé c6 thé quan li duoc cac tai nguyén va tng dung (nhu 6
cung, bd nhd, muac do xur li caa CPU...), cac thiét bi phai c6 Zabbix Agent
(thudng 1a Server). Zabbix Agent sé& thu thap cac thong tin nay va giri dén cho
Server dé xir li.

e Web Interface: Giao dién web, dung dé hién thi thong tin thu thap duoc mot
cach tryc quan giup cho quan tri vién dé dang nam bét va c6 thé truy cap duoc
tlr bat ki dau.

2.3. U'u diém va nhwoc diém ciia Zabbix.
< Uu diém:

e Tu dong tim va phat hién cac dbi twong can quan 1i trong mang.

e HO trg thu thap thong tin da nén tang.

e Giao dién truc quan, bio cdo dudi dang cac dd thi, biéu dd.

e (C06 thé thong bao su cd bang nhiéu phuong thirc: SMS, Email, Telegram. ..

e Mai ngudn md, chi phi dau tu thip.

% Nhuoc diém:

e Khong hd trg giao dién web trén di dong.

e Céu hinh canh bao d6i khi kha phurc tap.

e Hiéu suét quan li chua thuc sy toi wu, khong phi hop véi cac ha ting mang 16n
hon 1000 nodes can quan Ii.
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Chuwong 3: PHAN TICH THIET KE HE THONG.

3.1.So d6 hoat dong ciia hé théng.

% So dd hoat dong cua h¢ théng dugc hoat dong theo nhu so dd sau:

Zabbix

Device

°
!

G@i yéu cau thu nhap dir liéu

Cap nhat thong tin

/

Trigger bi kich hoat

l G&i thong bao y Trigger khT{:h hoat

( Goi phan hdi cung cap di ligu J

L —

Hinh 5. So' dd hoat ddng ciia hé théng.

e Giii thich: Zabbix s& thu nhap dir li¢u tir thiét bi mang, sau do s€ luu trit va cap
nhat thong tin vao Item. Néu nhu dir liéu vira thu nhap dugc thoa mén Trigger
di kém vé1 Item thi s€ kich hoat Action géi thong bao ngugc lai thi sé khong

kich hoat Action.
% Item, Trigger va Action la gi?

e Dinh nghia Item: La don vi thu thap ditr li¢u co ban trong Zabbix, giup thu

thap thong tin tir cac thiét bj mang, hé théng, tng dung...

e Pinh nghia Trigger: La diéu kién logic dé kich hoat Action khi gié tri cua ltem
théa man mot diéu kién nhat dinh.

e Dinh nghia Action: La hanh dong dugc thyc hién khi Trigger kich hoat. Hanh
dong nay c6 thé 1a giri thong bao qua Gmai, khéi dong script dé xir 1y su ¢b tur

dong...

s Vi du: Giam sat gia tri CPU usage cua Router.

e [tem: Thu thap gia tri CPU usage ctua Router.
e Trigger: Kich hoat khi CPU usage vuot qua 80% trong 5 phut.
e Action: Gtri email thong bao cho quan tri vién vé tinh trang CPU usage cao.
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3.2. Thiét ké ha tAng mang.
3.2.1. Céng cu gid ldp ha ting mang.
% Ha ting mang duogc gia lap trén phan mém gia lap mang EVE-NG (EVE-NG sé&
duogc cai dat trén VMware).
¢ Dinh nghia EVE-NG: EVE-NG la mét cong cu gia 1ap mang manh mé& va linh
hoat, dugc sur dung dé tao mo hinh va md phong cac thiét bi mang, hé théng
mang va cac dich vu mang. EVE-NG cho phép nguoi dung thuc hanh céc cau
hinh mang, g& roi su ¢d va thir nghiém céc thiét ké mang méi ma khong can sir
dung thiét bi mang vat 1y.
e Dic diém chinh ciia EVE-NG:

o H& trg nhiéu thiét bi mang: EVE-NG hd trg mé phdng nhiéu loai thiét bi
mang khac nhau, bao gom router, switch, firewall, may chu...

o Giao dién ngudi dung dd hoa: EVE-NG cung cip giao dién nguoi dung d6
hoa tryc quan cho phép ngudi ding dé dang tao, cau hinh va quan 1y mo
hinh mang cua ho.

o HO trg nhidu hypervisor: EVE-NG c¢6 thé duoc st dung véi nhiéu
hypervisor khac nhau, bao gdom KVM, VMware va VirtualBox.

o Cong ddng 16n: EVE-NG c6 mot cong dong nguoi dung 16n va tich cuc,
cung cap hd tro va tai nguyén cho ngudi ding.

3.2.2. So dé hg tang mang.

)

EVPC_01_VLAN10
:
:

172.16.10.0/24

IH[EJI

W VPC_02_VLAN20

Il[@.l

WVPC_03, VLANI(]

8 =

B VPC_04_VLANZD

N
©
™
)
=2}
N
g
=}
N
i

to_Zabbix_Server

Hinh 6. So' dd ha ting mang.
% Zabbix Server (SNMP Manager) s& duoc dit tai 16p Core dé giam sat cac thiét bi
mang khac (SNMP Agent).
% Ha tang mang c6 su phan chia luu luong dua trén can bang tai (Load Balancing):
e Luu lugng cia VLAN 10 s€ di qua Core Switch 01 va luu lugng cua VLAN 20
s€ di qua Core Switch 02.
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e Néu mot trong 2 duong gip su ¢ thi luu luong s& di qua dudng con lai.
e DHCP Server cap IP cho VLAN 10 sé& dugc dat trén Core Switch 01 va DHCP
Server cap IP cho VLAN 20 s& dugc dit trén Core Switch 02.
% Ha ting mang phan thanh 2 16p bao gdm 16p Core va 16p Access (khong c6 16p

Distribution).

e Dac diém cua lop Core va 16p Access nhu sau:

Lép
X Core Access
bac diem
Nam ¢ trung tim mang, két ndi | Nam & ria mang, két ndi truc
Vi tri cac switch Access va cac router | tiép voi cac thiét bi dau cudi.
bién.
Ay Thiét bi chuyén mach Layer 3 téc | Thiét bi chuyén mach Layer 2
Thiét b1 .
do cao
L Chuyén tiép luu lugng tdc d6 cao, | Két ndi cac thiét bi dau cudi,
Chtrc nang L. A PR i
chinh cung cap dich vu mang nang cao, | cung cap dich vu mang co ban
két nd1 voi cac mang khac
Dich vu mang | Dinh tuyén, bao mat ning cao... Phan chia VLAN

Bing 4. So sdnh 2 16p Core va 16p Access.
e Viéc phan chia ha ting mang thanh 2 16p c6 tac dung nhu sau: D& dang quan 1y,

tang hiéu suat, tang tinh bao mat, dé dang mo rong.
3.2.3. Thiét bi mang.
% Trong ha ting mang bao gom céc thiét bi sau:

STT Tén thiét bi Hostname
1 | Switch layer 2 Access SW 01
2 | Switch layer 2 Access_ SW_02
3 | Switch layer 3 Core_SW _01
4 | Switch layer 3 Core_SW _02
5 | Router GW_RT
6 |VPC VPC1 VLANI10
7 |VPC VPC2_VLAN20
8 |VPC VPC3_VLANI10
9 |VPC VPC4_VLAN20

Bing 5. Thiét bi ciia ha ting mang.
3.2.4. Quy hoach dia chi IP.
% Quy hoach dia chi IP cta ha ting mang nhu sau:

Keét noi gitra
STT | Hostname Interface IP address/SM (thiét bi A * thiét bi B)
Core SW VLAN 10 10.0.10.1/24 Core_SW _01 * None
1 0—1 — | VLAN 20 10.0.20.1/24 Core_SW_01 * None
Ethernet 0/3 172.16.10.1/24 Core_ SW 01 * GW_RT
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VLAN 10 10.0.10.2/24 Core_SW_02 * None
) Core_SW_ | VLAN 20 10.0.20.2/24 Core_SW_02 * None
02 Ethernet 0/3 172.16.20.1/24 Core_SW_02 * GW_RT
Ethernet 1/0 192.168.128.100/24 | Core_SW_02 * Zabbix
FastEthernet 0/0 | 172.16.10.2/24 GW_RT * Core_SW_01
3 GW_RT | FastEthernet 1/0 | 172.16.20.2/24 GW_RT * Core_SW_02
FastEthernet 2/0 | DHCP GW_RT * Internet

Bing 6. Quy hoach dia chi IP ciia ha ting mang.

3.2.5. Céu hinh thiét bi.
% CAu hinh trén Access Switch 01 nhu sau:

STT

Muc dich va nd1 dung cua cau hinh

Muc dich: Tao VLAN

Access_ SW_01(config)#vlan 10
Access_SW_01(config-vlan)#exit
Access_SW_01(config)#vlan 20
Access_SW_01(config-vlan)#exit

Muc dich: Gan interface ¢0/0 va e0/1 vao cac VLAN

Access_SW_01(config)#int e0/0

Access_ SW_01(config-if)#switchport mode access
Access_SW_01(config-if)#switchport access vlan 10
Access_ SW_01(config)#exit

Access_ SW_01(config-if)#int e0/1
Access_SW_01(config-if)#switchport mode access
Access_ SW_01(config-if)#switchport access vlan 20
Access_ SW_01(config-if)#exit

Muc dich: Cau hinh interface e0/2 va e0/3 tro thanh port Trunk

Access_SW_01(config)#int range e0/2-3

Access_ SW_01(config-if-range)#switchport trunk encapsulation dotlq
Access_SW_01(config-if-range)#switchport mode trunk

Access_ SW_01(config-if-range)#switchport trunk allowed vlan 10,20
Access_SW_01(config-if-range)#exit

Bang 7. Muc dich va ndi dung cu hinh ciia Access Switch 01.

% CAu hinh trén Access Switch 02 nhu sau:

STT Muc dich va ndi dung cua cAu hinh
Muc dich: Tao VLAN
Access_ SW_02(config)#vlan 10
1 | Access_SW_02(config-vlan)#exit
Access_SW_02(config)#vlan 20
Access_SW_02(config-vlan)#exit
2 | Muc dich: Gan interface ¢0/0 va e0/1 vao cac VLAN
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Access_SW_02(config)#int e0/0

Access SW_02(config-if)#switchport mode access
Access_ SW_02(config-if)#switchport access vlan 10
Access_ SW_02(config)#exit
Access_SW_02(config-if)#int e0/1
Access_SW_02(config-if)#switchport mode access
Access SW_02(config-if)#switchport access vlan 20
Access_ SW_02(config-if)#exit

Muc dich: Cau hinh interface €0/2 va e0/3 tro thanh port Trunk

Access_SW_02(config)#int range e0/2-3

Access_ SW_02(config-if-range)#switchport trunk encapsulation dotlq
Access_SW_02(config-if-range)#switchport mode trunk
Access_SW_02(config-if-range)#switchport trunk allowed vlan 10,20
Access_SW_02(config-if-range)#exit

Bing 8. Muc dich va ndi dung ciu hinh ciia Access Switch 02.
¢ Cau hinh trén Core Switch 01 nhu sau:

STT Muc dich va ndi dung ctia cAu hinh

Muc dich: Tao VLAN

Core_SW_01(config)#vlan 10
1 | Core_SW_01(config-vlan)#exit
Core_SW_01(config)#vlan 20
Core_SW_01(config-vlan)#exit

Muc dich: Gén dia chi IP cho céc interface

Core_SW_01(config)#int vlan 10
Core_SW_01(config-if)#no shutdown
Core_SW_01(config-if)#ip add 10.0.10.1 255.255.255.0
Core_SW_01(config-if)#exit

Core_SW_01(config)#int vlan 20
Core_SW_01(config-if)#no shutdown
Core_SW_01(config-if)#ip add 10.0.20.1 255.255.255.0
Core_SW_01(config-if)#exit

Core_SW_01(config)#int e0/3
Core_SW_01(config-if)#no switchport
Core_SW_01(config-if)#no shutdown
Core_SW_01(config-if)#ip add 172.16.10.1 255.255.255.252
Core_SW_01(config-if)#exit

Muc dich: Cau hinh interface 0/0, €0/1va €0/2 trd thanh port Trunk

Core_SW_01(config)#int range e0/0-2
Core_SW_01(config-if)#switchport trunk encapsulation dotlq
Core_SW_01(config-if)#switchport mode trunk
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Core_SW_01(config-if)#switchport trunk allowed vlan 10,20
Core_SW_01(config-if)#exit

Muc dich: Tao may chit DHCP dé cap IP cho VLAN 10

Core_SW_01(config)#ip dhcp pool employee 10.0.10.0/24
Core_SW_01(dhcp-config)#network 10.0.10.0 255.255.255.0
Core_SW_01(dhcp-config)#default-router 10.0.10.3
Core_SW_01(dhcp-config)#dns-server 8.8.8.8
Core_SW_01(dhcp-config)#exit

Core_SW_01(config)#ip dhcp excluded-address 10.0.10.0 10.0.10.10

Muc dich: Tao IP SLA va track interface

Core_SW_01(config)#ipslal
Core_SW_01(config-ip-sla)#icmp-echo 172.16.10.2
Core_SW_01(config-ip-sla-echo)#threshold 2
Core_SW_01(config-ip-sla-echo)#timeout 2000
Core_SW_01(config-ip-sla-echo)#frequency 5
Core_SW_01(config-ip-sla-echo)#exit

Core_SW_01(config)#ip sla schedule 1 life forever start-time now
Core_SW_01(config)#track 1 ip sla 1 reachability
Core_SW_01(config-track)#exit

Muc dich: Cau hinh HSRP

Core_SW_01(config)#int vlan 10
Core_SW_01(config-if)#standby 10 ip 10.0.10.3
Core_SW_01(config-if)#standby 10 priority 105
Core_SW_01(config-if)#standby 10 preempt
Core_SW_01(config-if)#exit
Core_SW_01(config)#int vlan 20
Core_SW_01(config-if)#standby 20 ip 10.0.20.3
Core_SW_01(config-if)#standby 20 preempt
Core_SW_01(config-if)#exit
Core_SW_01(config)#int vlan 10
Core_SW_01(config-if)#standby 10 track 1 decrement 4
Core_SW_01(config-if)#exit

Muc dich: Cau hinh dinh tuyén tinh

Core_SW_01(config)#ip route 0.0.0.0 0.0.0.0 172.16.10.2

Muc dich: Bat dinh tuyén IP

Core_SW_01(config)#ip routing

Bang 9. Muc dich va néi dung cAu hinh ciia Core Switch 01.

% CAu hinh trén Core Switch 02 nhu sau:

STT

Muc dich va ndi dung cua cau hinh

1

Muc dich: Tao VLAN
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Core_SW_02(config)#vlan 10
Core_SW_02(config-vlan)#exit
Core_SW_02(config)#vlan 20
Core_SW_02(config-vlan)#exit

Muc dich: Gén dia chi IP cho céc interface

Core_SW_02(config)#int vlan 10
Core_SW_02(config-if)#no shutdown
Core_SW_02(config-if)#ip add 10.0.10.2 255.255.255.0
Core_SW_02(config-if)#exit

Core_SW_02(config)#int vlan 20
Core_SW_02(config-if)#no shutdown
Core_SW_02(config-if)#ip add 10.0.20.2 255.255.255.0
Core_SW_02(config-if)#exit

Core_SW_02(config)#int e0/3

Core_SW_02(config-if)#no switchport
Core_SW_02(config-if)#no shutdown
Core_SW_02(config-if)#ip add 172.16.20.1 255.255.255.252
Core_SW_02(config-if)#exit

Core_SW_02(config)#int e1/0

Core_SW_02(config-if)#no switchport
Core_SW_02(config-if)#no shutdown
Core_SW_02(config-if)#ip add 192.168.128.100 255.255.255.0
Core_SW_02(config-if)#exit

Muc dich: Cau hinh interface 0/0,e0/1 va €0/2 tr¢ thanh port Trunk

Core_SW_02(config)#int range e0/0-2
Core_SW_02(config-if)#switchport trunk encapsulation dotlq
Core_SW_02(config-if)#switchport mode trunk
Core_SW_02(config-if)#switchport trunk allowed vlan 10,20
Core_SW_02(config-if)#exit

Muc dich: Tao may chit DHCP dé cap IP cho VLAN 20

Core_SW_02(config)#ip dhcp pool customer_10.0.20.0/24
Core_SW_02(dhcp-config)#network 10.0.20.0 255.255.255.0
Core_SW_02(dhcp-config)#default-router 10.0.20.3
Core_SW_02(dhcp-config)#dns-server 8.8.8.8
Core_SW_02(dhcp-config)#exit

Core_SW_02(config)#ip dhcp excluded-address 10.0.20.0 10.0.20.10

Muc dich: Tao IP SLA va track interface

Core_SW_02(config)#ip sla 1
Core_SW_02(config-ip-sla)#icmp-echo 172.16.20.2
Core_SW_02(config-ip-sla-echo)#threshold 2
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Core_SW_02(config-ip-sla-echo)#timeout 2000
Core_SW_02(config-ip-sla-echo)#frequency 5
Core_SW_02(config-ip-sla-echo)#exit

Core_SW_02(config)#ip sla schedule 1 life forever start-time now
Core_SW_02(config)#track 1 ip sla 1 reachability
Core_SW_02(config-track)#exit

Muc dich: CAu hinh HSRP

Core_SW_02(config)#int vlan 10
Core_SW_02(config-if)#standby 10 ip 10.0.10.3
Core_SW_02(config-if)#standby 10 preempt
Core_SW_02(config-if)#exit
Core_SW_02(config)#int vlan 20
Core_SW_02(config-if)#standby 20 ip 10.0.20.3
Core_SW_02(config-if)#standby 20 priority 105
Core_SW_02(config-if)#standby 20 preempt
Core_SW_02(config-if)#exit
Core_SW_02(config)#int vlan 20
Core_SW_02(config-if)#standby 20 track 1 decrement 4
Core_SW_02(config-if)#exit

Muc dich: Cau hinh dinh tuyén tinh

Core_SW_02(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.2

Muc dich: Bat dinh tuyén IP

Core_SW_02(config)#ip routing

Bang 10. Muc dich va ndi dung cAu hinh ciia Core Switch 02.

% Céau hinh trén Gateway Router nhu sau:

STT

Muc dich va ndi dung cua cau hinh

Muc dich: Gan dia chi IP cho céc interface

GW_RT(config)#int f2/0

GW_RT(config-if)#ip address dhcp
GW_RT(config-if)#no shutdown
GW_RT(config-if)#exit

GW_RT(config)#int f0/0

GW_RT(config-if)#ip add 172.16.10.2 255.255.255.252
GW_RT(config-if)#no shutdown
GW_RT(config-if)#exit

GW_RT(config)#int f1/0

GW_RT(config-if)#ip add 172.16.20.2 255.255.255.252
GW_RT(config-if)#no shutdown

GW_RT (config-if)#exit

Muc dich: Cau hinh NAT
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GW_RT(config)#access-list 1 permit any
GW_RT(config)#ip nat inside source list 1 interface f2/0 overload
GW_RT(config)#int f2/0
GW_RT(config-if)#ip nat outside
GW_RT (config-if)#exit
GW_RT(config)#int f0/0
GW_RT(config-if)#ip nat inside

GW_RT (config-if)#exit
GW_RT(config)#int f1/0
GW_RT(config-if)#ip nat inside

GW_RT (config-if)#exit

Muc dich: Tao IP SLA va track interface

GW_RT(config)#ip sla 1

GW_RT(config-ip-sla)#icmp-echo 172.16.10.1
GW_RT(config-ip-sla-echo)#threshold 2
GW_RT(config-ip-sla-echo)#timeout 2000
GW_RT(config-ip-sla-echo)#frequency 5
GW_RT(config-ip-sla-echo)#exit

GW_RT(config)#ip sla schedule 1 life forever start-time now
GW_RT(config)#track 1 ip sla 1 reachability

3 | GW_RT(config-track)#exit

GW_RT(config)#ip sla 2

GW_RT(config-ip-sla)#icmp-echo 172.16.20.1
GW_RT(config-ip-sla-echo)#threshold 2

GW_RT (config-ip-sla-echo)#timeout 2000
GW_RT(config-ip-sla-echo)#frequency 5
GW_RT(config-ip-sla-echo)#exit

GW_RT/(config)#ip sla schedule 2 life forever start-time now
GW_RT(config-)#track 2 ip sla 2 reachability
GW_RT(config-track)#exit

Muc dich: Cau hinh dinh tuyén tinh

GW_RT(config)#ip route 10.0.10.0 255.255.255.0 172.16.10.1 track 1
4 | GW_RT(config)#ip route 10.0.10.0 255.255.255.0 172.16.20.1 3
GW_RT(config)#ip route 10.0.20.0 255.255.255.0 172.16.20.1 track 2
GW_RT(config)#ip route 10.0.20.0 255.255.255.0 172.16.10.1 3

Bing 11. Muc dich va ngi dung ciu hinh ciia Gateway Router.
3.2.6. Cai dat Zabbix.
% DEé tién hanh cai dit Zabbix, ta tién hanh lam cac bude nhu sau:
e Buéc 1: Truy cp vao trang web cuia Zabbix dé tai xudng file .vmx.
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ZAB B I X PRODUCT SOLUTICNS SUPPORT & SERVICES TRAINING PARTNERS COMMUNITY ABOUT US DOWNLOAD

FI

Version Release Date Platform Release Notes  Zabbix Manual Verify Download
Zabbix 6.4 6.4.15 May 21, 2024 Installation CD/DVD (.iso) B B SHAT SHA256
Zabbix 6.4 6.4.15 May 21, 2024 KvM, QEMU (.qcow2) B B! SHA1SHA256 Download
Zabbix 6.4 6.4.15 May 21, 2024 Microsoft Hyper-v 2008 )| B SHA1SHA256
Zabbix 6.4 6.4.15 May 21, 2024 Microsoft Hyper-v 2012 2| 5 SHATSHA256 Download
Zabbix 6.4 6.4.15 May 21, 2024  Open virtualization format (.ovf) )| E_ SHA1SHA256 E'
Zabbix 6.4 6.4.15 May 21, 2024 RAW Image (.raw) B 3] SHA1 SHA256 Download
Zabbix 6.4 6.4.15 May 21, 2024 VMWare (.vmx) E E SHA1SHAZ256

Please refer to Zabbix 6.4 Appliance manual or Appliance related documentation and instructions.

The latest version of Appliance is based on Alma Linux 8 with MySQL back-end. Zabbix software is pre-installed and pre-configured for trouble free -

Hinh 7. Trang web dowload file ctia Zabbix.
e Buwdc 2: Truy cap vao VMware chon file, chon open va chon vao file vmx vira
tai xuéng dé cai dat Zabbix, sau khi cai dat xong:

Ly (%) Home 7] zabbix_appliance-6.4.14 0] eve
ype here t
i li -6.4.14

[ Eve
I P — P> Power on this virtual machine

[T Edit virtual machine settings

[ Upgrade this virtual machine

* Devices
== Memory 4GB
! Processors 4

£ Hard Disk [SATA) 10GB

21 Network Adapter Custom (VMnet8)

[ Display Auto detect

¥ Description
ere to enter a description of this virtu
achine.
 Virtual Machine Details
State: Powered off
Configuration file: C:\Users\duc tri\Documents\Custom Office Templates\Zabbix\zabbix_appliance-6.4.14.vmx
Hardware compatibility: £SXi 6.7 virtual machine
Primary IP address: Network infarmation is not available
—

Hinh 8. Zabbix sau khi da cai dit thanh cong trén EVE.

e Budc 3: Zabbix dang su dung card mang VMNet 8 (v6i 16p mang la
192.168.128.0/24 va dugc cap dia chi IP bang DHCP Server). Ta can thay doi
thanh dia chi IP Static 192.168.128.150 va default gateway 192.168.128.100
(dia chi IP port Ethenet 1/0 ciia Core Switch 2).
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Home » zabbix_appliance-6.4.14 EVE

appliance login: root
Password:
P

appliance login:
Password :
Login incorrect

appliance login: root
Password :

Last failed login: Sun May 26 82:34:37 UTC 2624 on ttyl

There was 1 failed login attempt since the last successful login.
Last login: Thu May 23 88:33:89 on ttyl

Zabbix frontend credentials:

Username: Admin

Password: zabbix

To learn about available professiomal services, including technical suppport and training, please visit https://uwms.zabbix.com/services

Official Zabbix documentation available at https:/sam.zabbix.com/documentation/currents

Notet Do not forget to change timezone PHP variable in setc/php-fpm.d/zabbix.conf file.

[root@appliance
[root@appliance
[root@appliance ~1u
[root@appliance “1# ip address
: lo: LOOPBACK,UP,LOWER_UP> mtu 65536 gdise noqueue state UNKNOWN group default glem 1088
Linkeloopback BA:88:08:80:80:08 brd BA:08:08:80:60:08
inet 127.8.8.1/8 scope host lo
id_Ift forever preferred_Ift forever
1/128 scope host
_Ift forever preferred_Ift forever
i eth8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fq_codel state UP group default glen 1888
Link/ether B0:8c:29:41:55:88 brd 1 680808 88
Altname_enzsh

altname ensaz
inet 192.168.128.150,24 brd 192.168.128.255 scope global ethd
valid_Ift forever preferred_Ift forever
THEE 1006~ 200251 171 641~ 331 6 64 SCape- 111K
valid_Ift forever preferred_Ift forever
[root@appliance ~14 _

, click inside or press Ctrl+G.

Hinh 9. Dia chi IP ciia Zabbix sau khi thay doi.
e Budc 4: Sau khi da thay ddi dia chi IP, ta vao trang web cua Zabbix theo dia

chi IP 192.168.128.150.

ZABBIX

Username

Password

v Remember me for 30 days

Hinh 10. Trang dang nhap cia Zabbix.
e Buwéc 5: Dang nhap vdi Username 1a Admin va Password 1a zabbix ta dugc

trang Dashboards nhu sau:
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Global view

ZABBIX «=

All dashboards / Global view

Top hosts by CPU utilization

Performa...

System information

Dashboards

©> Monitoring Zabbix server || 179% 003 004 001 3 2 41 T
= 654
Zabbix server ‘
. ) Values per sec...
iz Services 1
= 312 312/0
Inventory ! !
Se
— 14
«l  Reports
) 2
Data collection  ~ ilred . 5,08
’ narfarman: s waliies nar -
] Alerts v o)
Host availability Problems by severity Geomap
C igavgrivas -
5= Users s
1 0 1 5 0 1 8 2 +
Administration -~ = = Not 1
Available Unknown Total Average Warniny Information | —
’ A0 < — classified | | — |
i

€3 Support
Current problems

B Integrations.
192.168.128.150/history.php?action=showgraph&itemids%58%5D=23277

Hinh 11. Trang Dashboards ctia Zabbix.
Chuwong 4: TRIEN KHAI GIAM SAT VA KET QUA.
4.1. Trién khai giam sat.
4.1.1. Cdu hinh SNMP trén cdc thiét bi.
% Céu hinh SNMP trén Access Switch 01:

STT Muc dich va ndi dung ctia cdu hinh

Muc dich: Cau hinh SNMPv2c

Access_SW_01(config)#snmp-server community 123tri
Access_SW_01(config)#snmp-server enable traps
Access_SW_01(config)#snmp-server host 192.168.128.150 version 2¢ 123tri

Muc dich: Cau hinh dit interface vlan dé quan 1y va dinh tuyén tinh dén mang
LAN cua Zabbix Server

Access_ SW_01(config)#int vlan 20

2 | Access_SW_01(config-if)#no shutdown
Access_SW_01(config-if)#ip address 10.0.20.4 255.255.255.0
Access_ SW_01(config-if)#exit

Access_SW_01(config)#ip route 0.0.0.0 0.0.0.0 10.0.20.2

Bing 12. Muc dich va ngi dung cau hinh SNMP ciia Access Switch 01.
¢ Cau hinh SNMP trén Access Switch 02:

STT Muc dich va ndi dung cua cAu hinh

Muc dich: Cau hinh SNMPv2¢

Access_SW_02(config)#snmp-server community 123tri

1 Access_SW_02(config)#snmp-server enable traps
Access_SW_02(config)#snmp-server host 192.168.128.150 version 2c¢ 123tri
Muc dich: CAu hinh dit interface vlan dé quan 1y va dinh tuyén tinh dén mang

) LAN cua Zabbix Server

Access_ SW_02(config)#int vlan 20
Access_SW_02(config-if)#no shutdown
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Access_SW_02(config-if)#ip address 10.0.20.5 255.255.255.0
Access_SW_02(config-if)#exit
Access_SW_02(config)#ip route 0.0.0.0 0.0.0.0 10.0.20.2

Bing 13. Muc dich va ngi dung cdu hinh SNMP ciia Access Switch 02.
¢ Cau hinh SNMP trén Core Switch 01:

STT Muc dich va ndi dung cua cAu hinh

Muc dich: Cau hinh SNMPv2¢

Core_SW_01(config)#snmp-server community 123tri

1 .
Core_SW_01(config)#snmp-server enable traps
Core_SW_01(config)#snmp-server host 192.168.128.150 version 2¢ 123tri
, | Muc dich: Céu hinh dinh tuyén tinh dén mang LAN cua Zabbix Server

Core_SW_01(config)#ip route 192.168.128.0 255.255.255.0 10.0.20.2

Bing 14. Muc dich va ngi dung ciu hinh SNMP ciia Core Switch 01.
¢ Cau hinh SNMP trén Core Switch 02:

STT Muc dich va ndi dung ctia cAu hinh

1 | Muc dich: CAu hinh SNMPv2¢

Core_SW_02(config)#snmp-server community 123tri
Core_SW_02(config)#snmp-server enable traps
Core_SW_02(config)#snmp-server host 192.168.128.150 version 2¢ 123tri

Muc dich: Cau hinh dinh tuyén tinh dén Core Switch 01 (dinh tuyén luu luong
2 | SNMP dén Core Switch 01)

Core_SW_02(config)#ip route 10.0.20.0 255.255.255.0 10.0.20.1

Bing 15. Muc dich va ni dung ciu hinh SNMP ciia Core Switch 02.
% Cau hinh SNMP trén Gateway Router:

STT Muc dich va ndi dung cua c4u hinh

Muc dich: Cau hinh SNMPv2¢

GW_RT(config)#snmp-server community 123tri

1 .
GW_RT(config)#snmp-server enable traps
GW_RT(config)#snmp-server host 192.168.128.150 version 2c 123tri
) Muc dich: Cau hinh dinh tuyén tinh d¢én mang LAN cua Zabbix Server

GW_RT(config)#ip route 192.168.128.0 255.255.255.0 172.16.20.1

Bing 16. Muc dich va ngi dung ciu hinh SNMP ciia Gateway Router.
4.1.2. Thém cdc thiét bi vio co sé dir liéu.
% Dé tién hanh thém cac thiét bi vao co s& dit liéu cta Zabbix, ta tién hanh lam cac
budc nhu sau:
e Budc 1: Trén giao dién cia Zabbix, chon Data collection, chon Hosts va cudi
cung chon Create host. Sau khi chon Create host ta dugc cura s6 nhu sau:
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Hosts

ZABBIX « ¥

New host

Host IPMI  Tags Macros Inventory Encryption  Value mapping
Dashboard Ju——
) * Host name \|
Monitoring
Visible name
o»  Services
Templates | type here to sea Select
Inventol
v * Hostgroups | type here to Select

Reports Interfaces  No interfaces are defined
Add

Description
Host groups
Templates
Hosts
Mainienance
e GW Router Iltems Triggers 44  Graphs
Dicoven Zabbix server Items Triggers Graphs

ZABBIX <« & HElES

New host

Host IPMI  Tags

Dashboard:

Monitoring

Discovery

Discovery

Web 172.16.20.2:161

Web 127.0.0.1:10050

B
B
-B
m Cancel | 3l
Enabled [EXIE
d

Hinh 12. Giao dién thém host (chwa nhip thong so).
e Buwdc 2: Tién hanh nhdp cac thong so cho host.

Macros  Inventory  Encryption

* Hostname = GW Rauter

Value mapping

Visible name | GW_RT

< Services
Inventory
: Reports

Data collec| Interfaces

Template grof

LR Cisco 10S by SNMP X

type here t

B [T Network devices X

type he

o search

to search

e here to

Type |P address
SNMP | 172.16.20.2

* SNMP version | SNMPv2 ~

Host groups

Templates “ SNMP community | {SSNMP_COMMUNITY}
Hosts Max repetition count @ | 10

Maintenance

EolEEE GW Router ltems 74  Triggers 44 Graphs
Discovery Zabbix server Items Triggers 84 Graphs

SNMP).

DNS name

Web

Web

Select
Select

Connect to Port

n DNS | 161

172.16.20.2:161

127.0.0.1:10050

Default

® Remove

-B
- JEE
Ensoies 3

E

Hinh 13. Giao dién thém host (d4 nhip thong sb).
o Cac thong s can nhip bao gdm: Host name (tén hién thi), Visible name (tén
hostname), Templates (Tap hop cac cau hinh dugc dinh nghia trude dé giam
sat), IP Address (Pia chi IP cua thiét bi), SNMP Version (Phién ban cua

AAAAAE

AAAAAE

Crealg

Remc
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ZABBIX « v HglE§

appliance

New host

Host IPMI Tags Macros 1 Inventory Encryption Value mapping

{SPSU_WARN_STATUS:"warning"} 2

{SSNMP.TIMEOUT} 5m T v Change = Cisco I0S by SNMP
Inventory

) Reports
{SSNMP_COMMUNITY}

123tri T v| Remove I

Data collet,

Template gro
223 {STEMP_CRIT} 60
Host groups
Templates

Haosts

Maintenance
Sl N Router ems Triggers 44 Graphs7  Discove Neb 172.16.20.2:161
Discavery Zabbix se s Grap Discovery5 Web 127.0.0.1:10050

{STEMP_CRIT"CPU"} 75 T v Change = Cisco 10S by SNMP:

T v Change <« Cisco I0S by SNMP: "2"

[N

5

T~ Change = Cisco 10S by SNMP: "

El

-]

4

o

“75e

« "public”

m Cancel | m

Hinh 14. Giao dién thém host (nhap chudi SNMP Community String).
o Tai ctra s0 Macros, nhap chuoi SNMP Community String.

sau.

% Lan luot hoan thanh cho cac thiét bi khac, ta duoc bang tinh trang cua cac host nhu

Host groups | type he sarct Select status I Enabled | Disabied -
ZABBIX <«
Templates ar Select Monitored by Server | Proxy
Name Proxy
DNS Tags m or
Dashboards
P 2 Contains ~ Rel
5> Monitoring Add
Port B
> Services v
Inventory v
Name a ltems Triggers Graphs Discovery Web Interface Proxy T Status Availability ~Agent enc
il Reports Access Switch 01 Items 104 Triggers 44 Graphs9  Discovery8 Web 10.0.20.4:161 Enabled [N [ None |
, Data collection ~ Access Switch 02 ltems 104 Triggers 44 Graphs 0 Discovery & Web 10.0.20.5:161 Enabled [NV =3
Template groups Core Switch 01 ltems 113 Triggers 48 Graphs 10 Discoverya Web 10.0.20.1:161 Enabled [EYNE [ None | ﬁ
Hast groups Core Switch 02 tems 113 Triggers 48 Graphs 10 Discovery8 Web 10.0.20.2:161 Enabled [EXNE [ Mone I
Templates GW Router lems74  Triggers44 Graphs7  Discoverys Web 172.16.20.2:161 Enabled [ENYE [ none |
Hasts Zabbix server Items 146 Triggers 84 Graphs Discovery 5 Web 127.0.0.1:10050 Linux by Zabbix agent, Zabbix server health Enabled [EREQ [ None |
Maintenance Di
Event comelation
0 selected

Discavery

Hinh 15. Giao dién cac hosts da dugc thém.

4.1.3. Cai diit géi théng bdo bang gmail.

% DEé tién hanh cai dit goi thong bao bang gmail khi c6 sy trén Zabbix, ta tién hanh

lam cac budce nhu sau:

e Buéc 1: Trén giao dién cia Zabbix, chon Alerts, chon Media types va cudi
cung chon Create media type. Sau khi chon Create media type ta dugc cira so

nhu sau:

Sinh vién thyc hién: Huynh Buc Tri

Hudéng dan: Th.S Nguyén Thé Xuén Ly

23



Xay dung hé thong giam sat ha tang mang véi Zabbix

ZABBIX <« & RVEGIERYI

Media type  Message templates  Options
* Name
Dashboards
Type | Email M

©> Monitoring

Email provider | Generic SMTP v

Services

* SMTP server | mail.example.com
Inventory SMTP server port 25
i Reports v Email | zabbix@example.com
SMTP helo

Data collection ~
connestion securty [[EERg] sTARTILs | seLmis

53 Alerts ey
Authentication m Username and password —
Actions
Message format Plain text
Media types
Description
Scripts
= Users
Administration - p

Hinh 16. Giao dién thém media type (chwa nhép thong sb).
e Budc 2: Tién hanh nhap cac thong so cho host.
4\ ) GRSl Media types

Media type  Message templates Options
Name | [EIE]
Dashboards
Type Email v
3> Monitoring
Email provider Generic SMTP ~

Services * SMTP server  smtp.gmail.com

Inventory SMTP server port 465
i Reports - Email  huynhductri7@gmail.com

SMTP helo  gmail.com

s Connection security ~ None =~ STARTTLS
> Alerts . )

SSL verify peer

Data collection -

Actions
SSL verify host

Media types
Scripts

Username  huynhductri?

Users

EEULIElN  Change password
Message format |~ HTML -

Hinh 17. Giao dién thém media type (d4 nhap thong sb).

o Céc thong sb can nhap bao gdbm: Name, Type, SMTP server, SMTP server,
SMTP server, SMTP server port, Email, SMTP helo, Connection security,
Username, Password.

e Budéc 3: Trén giao dién cua Zabbix, chon Trigger Action, va cudi cting enable
dé kich hoat Action. Khi Trigger thoa man diéu kién nao d6 thi Action dugc
kich hoat.

Administration
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ZABBIX « v L

Fiter W
MName || Status m Enabled  Disabled
Dashboards
Apply Reset
©> Monitoring
Conditions Operations Status
= Services v
ms to Zabbix administrators Host group equals Network devices Send message to user groups: Zabbix administrators via all media

Inventor
ry Displaying 1 of 1 found

i Reports

Data collection -
] Alerts A @
Actions >

Media types

Scripts

Users

Administration
Zabbix 6.4.14. © 2001-2024, Zabbix SIA

Hinh 18. Giao dién kich hoat Trigger Action.
e Budc 4: Trén giao dién cua Zabbix, chon Users, chon User, chon Admin, chon
Media va cudi cung Add dé cau hinh User nhan email. Sau d6 nhap cac thong
50.
ZABBIX <« = NSEEES

appliance

Media
Type | Gmail v
*Sendto | huynhtri6969@gmail.com Remove
Add
sx Services * When active | 1-7,00:00-24:00
Inventory Use if severity | Not classified
v Information
Reports v Waming
5 v Average
Data collection
v High
Alerts v Disaster @
Enabled v

Users

Update Cancel

Hinh 19. Giao dién nhip théng s6 dé ciu hinh User nhin email.
4.2. Ket qua giam sat.
% Vi du giam sat interface FastEthernet 0/0 trén Router Gateway:
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m@

W VPC_01, VLAMO

0/1=10.1

./'> Access_SW_! > cou SW_01 172.16.10.0/24
- am, @n)
VPC02 VLAND 00=102
&2 GWRT -

» GW_RT Internet

1/0=20.2

172.16.20.0/24

ZABBIX <«

Host Name & Last value Change

GW Router Interface Fa0/0(): Bits received I 27s 160 bps -152 bps
Dashboards GW Router Interface Fa0/0(): Bits sent il 27s 256 bps -88 bps
Monitoring GW Router Interface Fa0/0(): Duplex status JEll 28s fullDuplex (3)
Problems

GW Router Interface Fa0/0(): Inbound packets discarded JEI 1m 27s 0
Hosts
Latest data GW Router Interface Fa0/0(): Inbound packets with errors JEll 1m 275 0
Maps

GW Router Interface Fa0/0(): Interface type JEll 2m 265 ethernetCsmacd (6)
Oiscovery
Services v GW Router Interface Fa0/0(): Operational status &I 27s down (2) +1 somponent: network:

nterface: Fa0/0

Inventory

GW Router Interface Fa0/0(): Outbound packets discarded [l 1m 27s 0
Reports

GW Router Interface Fa0/0(): Outbound packets with errors [l 1m27s 0
Data collection -

GW Router Interface Fa0/0(): Speed &l 2m 26s 100 Mbps
Alerts ;
Users Disp =

Hinh 21. Giao dién dir liéu méi nhit cho thiy interface Fast Ethernet 0/0 dang down.

GO -

ZABBIX

Triggers Select

Problem Show tags None 1 2 n Tag namem Shortened None

Tag display priority

Severity | | Not classified Warning High
Dashboards Information Average Disaster Show operational data m Separately  With problem name
Monitoring Age less than days Compact view Show timeline [+
Problems Show symptoms Show details Highlight whole row
Hasts Show suppressed problems
Latest data Show unacknowledged only
Maps
Save as Apply Reset ‘
Discovery
Services Time v Severity e nfo Host Problem Duration Update
09:50:28 « [Average PROBLEM GW T Interface Fa0/0(): Link down J& 45 Update 1, network | component: ne
Inventory - Router
Reports 09:48:18 + Warning PROBLEM ow 1 Cisco 10S: GW Rauter has been restarted (uptime < 10m) 2m14s  Update 1, component: s
Router "
Data collection - Di
Alerts - B
Users v -

Hinh 22. Giao dién sy ¢6 cho thiy action dworc kich hoat va géi mail canh bao.
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[ — T,

ZABBIX «r= Show suppressed problems

Show unacknowledged only

Dashboards
Timev  Severity R S info Host Prot 2
Monitoring
01:01:29 « Average 01:02 aw 1 Interface Fa0/0(): Link down &l 59s Update .2,
Problems Router

Hosts 01:00 ©

Latest data 00:58:46 + Warning 00:59:46 RESOLVED GW 1 1 Cisco10S: No SNMP data collection il 1m Update 2,
Maps
Today ©

Discovery

2024-06-12 03:25:39 » High 00:58:38 RESOLVED sw T Cisco 10S: Unavailable by ICMP ping 1d21h Update 2,  class: network | component: H
Services Router 32m component: network JEER

* Waming PROBLEM Gw 1 Cisco 10S: GW Router has been restarted 5d 15h Update 1,  class: network | component: s

Inventory Router  (uptime < 10m) Jill 14m [ scope: notice|

Reports

Data collection

Alerts

> Users

Hinh 23. Giao dién sw ¢6 cho thiy sw c6 da dwoc xir Iy.
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KET LUAN
< Két qua dat dugc:
e Xay dung dugc ha ting mang theo mé hinh phan 16p va c6 tinh du phong (phu
hop véi cac mo hinh ha ting mang doanh nghiép st dung hién nay).
e Hoan thanh viéc trién khai hé thdng giam sat Zabbix: Bao gom cai dit, cau
hinh, thiét 1ap cac Item, Trigger va Action.
e Giam sat hiéu suét cua cac thiét bi mang: Theo doi tinh trang hoat dong ctia cac
thiét bi mang nhu router, switch...
e Phat hién va canh bao sy cb: Hé théng Zabbix s¢€ ty dong phat hi¢n céc su cd va
guri canh bao cho quan tri vién qua gmail.
% Hudng phat trién:
e Mo rong hé théng Zabbix dé giam sat cic ha tang mang 16n hon.
e Trién khai SNMPv3 d¢ bao mat hon so véi SNMPv2c.
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TAI LIEU THAM KHAO

. Giam sat Cisco Switch — SNMP.

https://news.cloud365.vn/zabbix-giam-sat-cisco-switch-snmp/

. SNMP la gi?

https://www.site24x7.com/network/what-is-snmp.html

. Huéng dan cu hinh Zabbix giri canh bao qua Gmail.
https://thegioifirewall.com/huong-dan-cau-hinh-zabbix-server-gui-canh-bao-qua-
gmail/

. So sanh PRTG vé1 Zabbix.

https://www.pacisoft.vn/tin-san-pham/so-sanh-prtg-voi-zabbix/

. SNMP, MIB va OID hoat dong nhu thé nao?
https://kb.paessler.com/en/topic/653-how-do-snmp-mibs-and-oids-work
. Tai liéu Zabbix.
https://www.zabbix.com/documentation/current/en/manual
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