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TOM TAT

Tén dé tai: Xay dung hé thong gidm sat va phat hién sy ¢6 hé thong tu dong thong qua
phan tich log

Sinh vién thyc hién: Vi Xuan Hoang

S thé SV: 102210060 Lop : 21TCLC_DT1

Trong bdi canh xu thé chuyén do6i sé va su phat trién manh mé cua céng nghé
thong tin, cac hé thong congnghé ngay cang tré nén phtc tap va dong vai trd quan trong
trong hoat dong ctia doanh nghiép va té chic. Viéc giam sat hé thong va phat hién kip
thoi cac sy ¢ phatsinhla yéu ciu cép thiét nham dam bao tinh 6n dinh, an toan va lién
tuc ctia hé théng. Tuy nhién, trén thyc té, qué trinh giam sat log hé thong van con mang
tinh thu cong, phan tan va phy thudc nhiéu vao kinh nghiém ctia ngudi quan tri, gy kho

khan trong viéc phat hién sém cac ddu hiéu bat thuong va xir Iy su ¢d kip thoi.

Xuat phat tir thuc té d6, dé tai “Xay dung hé thdng giam sat va phat hién sw ¢
hé théng tw dong théng qua phan tich log” duoc trién khai v6i muc tiéu phat trién
mot hé thdng giam sat tap trung, truc quan va dé& sir dung, tap trung vao cac chiic ning

cot 101 sau:

e Thu thip va luu trir log tip trung tr cdc may chil va timg dung, hd tro truy
van va theo ddi theo thoi gian thuc.

e Phan tich va phat hién bat thuong tw dong dua trén mo hinh tri tué nhan tao,
nhdm nhén dién sém cac dau hiéu su cd va hanh vi bat thuong.

e Canh bao Kip thoi thong qua hé thdng thong bao, hd tro ngudi quan tri nhanh

chong phan tng va xtr 1y su c0.

Muc tiéu cudi cung ctia dé tai 13 cung cip cho ngudi quan tri hé thong mot giai
phéap giam sat hiéu qua, giup giam dang ké thoi gian phat hién va xir Iy sy ¢d so voi
phuong phap truyén thong, dong thoi nang cao do tin cay va tinh an toan trong van hanh

hé théng cong nghé thong tin.



PAI HQC PA NANG CONG HOA XA HOI CHU NGHIA
TRUONG DAI HQC BACH KHOA VIET NAM
KHOA CONG NGHE THONG TIN Poc lap - Tu do - Hanh phiic

NHIEM VU PO AN TOT NGHIEP

Ho tén sinh vién: Vii Xuidn Hoang S thé sinh vién: 102210060
Lop: 21TCLC_DT1 Khoa: Cong ngh¢ thongtin ~ Nganh: An toan thong tin
1. Tén dé tai do an:
Xay dung hé théng gidm sdt va phdt hién sw cé hé thong tw déng thong qua phén
tichlog
2. Dé tai thuée dién: [7Cé ky két théa thudn sé hitu tri tué doi voi két qud thuc hién
3. Cdc s6 ligu va dir liéu ban dau:
(Khong co)

4. Ngi dung cdc phan thuyét minh va tinh todn:
Noi dung cac phan thuyét minh bao gdm:

- Mé dau: Phan mo dau, giéi thiéu vé nhu cau thyc té va 1y do thuc hién dé tai,
déng thoi gidi thi¢u téng quan vé dé tai va muc tiéu dat duoc, cac tinh nang va
d6i tugng

- Chuwong 1 — Co sé 1y thuyét: Trinh bay céc kién thuc, 1y thuyét duoc ap dung
vao trong dé tai

- Chuwong 2 — Ung dung Al vao bai toan phan tich log hé thong: Gi6i thiéu tri
tu¢ nhan tao, hoc may va cac ky thuat phat hién bat thuong ap dung trong dé tai.

- Chuwong 3 — Trién khai hé thong va danh gia két qua: Mo ta qua trinh trién
khai hé thong va cac két qua dat dugc.

- Chuwong 4 — Két luin va huéng phat trién: Tong két két qua, néu han ché va

dé xuat hudng phat trién trong tuong lai.
5. Cdc ban vé, o thi ( ghi ré cdc loai va kich thude ban vé ):

(Khong co)



6. Ho tén nguoi huéng dan: ThS. Nguyén Cong Danh
7. Ngay giao nhiémvu dé an: 17/11/2025
8. Ngay hoan thanh d6 éan: 21/01/2026
Pa Ning, ngay  thang  ndam 2026

Truéong Bomoén .......................... Nguwoi huwéng din



LOINOI DAU

Trong bdi canh xu thé chuyén d6i sé va su phat trién manh mé cua cong nghé
théng tin, cac hé thong cong nghé ngay cang tré nén phtc tap va dong vai trd quan trong
trong hoat dong cua doanh nghiép va t6 chirc. Viéc dam bao hé théng van hanh 6n dinh,
an toan va phat hién kip thoi cac sy ¢ phat sinh 13 yéu cau cap thiét trong cong tac quan
tri va van hanh hé thdng. Tuy nhién, trén thuc té, viéc giam sat va phan tich log hé thong
van con mang tinh thu céng, phan tan, phu thudc nhiéu vao kinhnghiém cia ngudi quan
tri, gdy kho khin trong viéc phat hién sém cac dau hiéu bat thudng va xtr 1y su ¢ kip
thoi.

Dé tai “XAy dung hé thong gidm sat va phat hién sw c6 hé thong tw dong thong
qua phan tich log” duoc thuc hién véi muyc tiéu xay dung mot hé thong giam sat tap
trung, truc quan va c¢6 kha nang ty dong phat hién cac hanh vi bat thuong dua trén dit
liéu log hé thong. Hé thong cho phép thu thap, luu trir va truc quan hoa log theo thoi
gian thuc, ddng thoi tng dung céc ky thuat hoc may dé hd tro phat hién som su ¢, gop

phan nang cao hi¢u qua van hanh va gidm thiéu rui ro cho hé thong.

Thong qua dé tai nay, van dung cac congnghé giam sat hién dai két hop vai tri tué
nhén tao vao bai toan thuc té, tir 46 rén luyén k¥ ning nghién ciru, trién khai hé thong
va giai quyét van dé trong linh vuc cong nghé thong tin.

Em xin chan thanh cdm on Ban Giam hi¢u, Khoa Cong ngh¢ Thong tin —
Truong Pai hoc Bach khoa, Pai hoc Pa Ning di tao diéu kién vé co so vat chat, tai

liéutham khao va méi truong hoc tap thuanloi dé em c6 thé hoan thanh do an tdt nghiép.
Dic biét, em biét on Thac si Nguyén Coéng Danh — ngudi huéng chinh, di tan
tinh dinh huéng dé tai va gop y chi tiét.
Xin tri an gia dinh va ban bé — nhiing ngudi luén 1 diém tya tinh than, khich 18
em trong sudt qua trinh hoc tap va thuc hién dé tai.

Trong qué trinh hoan béo céo, chéc chin con nhiéu thiéu s6t; em rat mong nhéan
duoc nhitng gép y quy bau tir Thay/Co, anh chi va cac ban dé dé tai duoc hoan thién

hon, tr¢ thanh hanh trang hitu ich cho con duong su nghi¢p sau nay.

Mt lan nita, em xin chdn thanh cam on!



CAM DOAN

Em xin cam doan:

I.

Do an tot nghiép tén dé tai: “Xay dung hé thdng giam sat va phat hién sy c6 hé
théng ty dong thong qua phan tich log” 1a cong trinh nghién ctru cua chinh ca
nhan em duédi sy huéng din tryc tiép ctia giang vién Ths. Nguyén Cong Danh.
Tat ca tai liéu tham khao déu duoc trinh dan dﬁy du va cu thé.

Néu c¢6 nhimg sao chép khong hop 18, vi pham, em xin chju hoan toan trach

nhiém.

Sinh vién thuc hién

Vii Xuian Hoang

i
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Hé théng giam sat va phat hién sy ¢b hé thong tw dong théng qua phén tich log

MO DAU

1. Giéi thiéu

Trong qua trinh phét trién va van hanh cac hé théng cong nghé thong tin hién nay,
dac biétla cac hé théng may chu, img dung web va dich vu trién khai trén nén tang dién
toan dam may, dir liéu log dugc sinh ra lién tuc nham ghi nhén trang thai hoat dong,
théng tin 18i va céc su kién ctia hé théng. Dit liéu log 1a ngudn thong tin quan trong gitp
ngudi quan tri theo ddi, danh gia hiéu nang va phat hién cac su cd trong qua trinh véan
hanh.

Tuy nhién, khi quy mé hé thongngay cang mé rong, s6 lugng va mirc do phtc tap
ctia log ciing ting 1én dang ké. Viéc giam sat va phén tich log theo phuwong phap thu
cong hodc dya trén cic quy tic ¢b dinh tré nén kém hiéu qua, tén nhiéu thoi gian va dé
bo sot cac bat thuong. Trong nhiéu truong hop, su ¢d chi duoc phat hién khi hé thong
da xay ra 16i nghiém trong, gay gian doan dich vu va anh hudng dén nguoi ding.

Trude thue té do, nhu cau xady dung mot hé théng giam sat log tu dong, co kha
ning phat hién sém céac bat thuong trong hé thong 1a rat can thiét. Sy phat trién ciia tri
tué¢ nhan tao (Al) va hoc may da mo ra kha nang &p dung cac mo hinh phan tich dir li¢u
dé nhan dién cac hanh vi bat thudng trong log ma khéng can can thiép thi cong. Bén
canh d6, viéc tich hop cac cong cu canh bao giup ngudi van hanh co thé nhanh chéng
nam bat va xu ly su ¢ hiéu qua hon.

Xuat phat tir nhimg van dé néu trén, dé tai “Xay dung hé thong giam sat va phat
hién sw c6 hé thong tw déng théng qua phén tich log” duoc thyc hién véi muc tiéu
x4y dung mot hé théng giam sat log tip trung cho mdi trudong hé thong CNTT. Hé thong
cho phép thu thap log tu dong, luu trit va hién thi log theo thoi gian thuc, dong thoi ing
dung mo hinh AI dé phat hién bat thuong va giri canh bao khi ¢ sy ¢d xay ra.

Thong qua viéc thuc hién dé tai, dé tai gop phén van dung céc kién thuc vé hé
thong, mang may tinh, co s& dir liéu, lap trinh va tri tu€ nhan tao dé xay dung mdt ing
dung thuc té. Két qua cua dé tai hudng dén viéc nang cao hiéu qua giam sat va van hanh
hé thong CNTT, dong thoi tao nén tdng cho viéc nghién ctru va phat trién cac giai phap
giam sat hé thong thong minh trong twong lai.

2. Muc dich va y nghia ciia dé tai

Muc dich

Dé tai “Xay dung hé thdng giam sat va phat hién su ¢ hé thdng tu dong thong qua
phan tich log” dugc trién khai véi cadc muc tiéu chinh sau:

Sinh vién thuc hi¢n: Vi Xuan Hoang Huéng dan: ThS. Nguyén Cong Danh 1



Hé théng giam sat va phat hién sy ¢b hé thong tw dong théng qua phén tich log

e Xay dung mdt nén tang thong nhat dé thu thap, luu trir va quan 1y toan bo dir
liéu log phét sinh tir may chu, ing dung va cac dich vy trong hé théng CNTT,
thay thé viéc theo ddi log roi rac trén timg may hodc cong cu riéng 1é.

e Cho phép hé thong thu thap va phan tich log theo thoi gian thuc, giam sy phu
thudc vao viéc kiém tra thi cong va nang cao hiéu qua giam sat hé thong.

e Ung dung mé hinh AI dé nhan dién cac hanh vi bat thuong va ddu hiéu sy ¢
tiém an trong dit lidu log, gitp phat hién sém cac vin dé ma phuong phap giam
sat truyén thong kho nhan biét.

e Tich hop co ché giri canh bao tu dong khi phat hién bat thuong hodc 16i hé
théng, hd tro nguodi van hanh nhanh chéng ndm bat tinh trang va c6 bién phap
xtr ly phu hop.

Nhitng muc tiéu trén huéng dén viéc xay dung mot hé théng giam satlog tap trung,
ty dong va thong minh, gép phan nang cao d 6n dinh va kha ning van hanh cua hé
thdng CNTT, dong thoi tao nén tang dé mé rong va phat trién cac chirc ning giam sat
nang cao trong tuong lai.

Y nghia

e Y nghia thye tién: Dé tai gop phan dé xuit mot giai phap giam sat hé thong
CNTT tu dong va thong minh, gitp gidm su phu thudc vao viéc theo doi log
thu cong. Viéc phat hién som céc bat thudng va su ¢d giup rat ngan thoi gian
xu ly, giam thiéu gian doandich vuvanang caodg on dinh cua hé théng. Ngoai
ra, co ché canh bao va hd tro phén tich gitip nguoi van hanh tiép cin thong tin
su ¢d nhanh chéng va hiéu qua hon.

e Y nghia hoc thuit va dao tao: D& tai tao diéu kién van dung téng hop céc
kién thirc chuyén nganh CNTT nhu hé théng mdy tinh, mang, 1ap trinh va tri
tu¢ nhan tao vao viéc xay dung mot ing dung thuyc té. Qua trinh thuc hién dé
tai gop phan rén luyén k¥ ning phan tich yéu cau, thiét ké kién trac hé thong,
trién khai, kiém thr va danh gia két qua. Két qua ctia dé tai la nén tang cho viée
nghién ctru va phat trién cac hé théng giam sat thong minh trong méi trudng
CNTT.

3. Doitwong va pham vi cia dé tai

Dbi tuong nghién ctru cua dé tai 1a dir liéu log hé théng duogc sinh ra trong qué
trinh van hanh cac hé théng cong nghé thong tin, bao gdm may chi, tmg dung web va
cac dich vu mang. Cac dir li¢u log nay phan anh trang thai hoat dong cua hé théng, cac
su kién truy cép, 16i phat sinh ciing nhu nhitng hanh vi bat thuong c6 thé dan dén sy cb
hodc gian doan dich vu. Bén canh d6, dé tai con tap trung nghién ctru cac phuong phép
phan tich log, k¥ thuat gidm sat hé théng va mo hinh tri tué nhan tao c6 kha niang phat
hién bat thuong dya trén dit liéu log.
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Ngoai dit liéu log, déi tuong nghién ctru cta dé tai con bao gdm céc cong cu va
nén tang hd tro giam sat hé théng nhu hé thong thu thap log, luu trir log tip trung, cong
cu truc quan héa dirliéu va co ché canh bao sy c6. M6 hinhhoc may dugc ap dungtrong
dé tai dong vai trd quan trong trong viéc tu dong phan tich log, nhan dién cdc mau hanh
vi bat thuong va hd trg nguoi quan tri hé thong trong cong tic gidm sat va van hanh.

Pham vi nghién ctru cia dé tai duogc gidi han trong viéc xay dung va trién khai mot
hé thdng giam sat log tap trung cho moi truong hé thong CNTT & quy md thir nghiém.
Hé thong tap trung vao viéc thu thap log tir cac may chu va tmg dung web, thyc hién
luu trit, truy van va hiénthi lo g theo thoi gian thyc. Trén co sd dir li¢u log thu thap duoc,
dé tai ap dung cac mo hinh tri tué nhan tao nhiam phat hién bat thuong va canh bdo sém
cac su ¢ hé thong.

Pé tai khong di sdu vao viéc xu 1y toan bo céc loai tn cong phirc tap hay trién
khai hé théng & quy md doanh nghiép 16n, ma chi yéu tap trung vao viéc nghién ctu,
thiét ké va danh gia hiéu qua cta giai phap giam sat va phat hién su c¢6 dya trén phan
tich log. Két qua dat dugc cuia dé tai dong vai tro 1a nén tang ban dau, c6 thé mo rong
va phat trién trong tuong lai dé ap dung cho cac hé thong CNTT ¢6 quy mé 16n hon va
yéu cau cao hon vé do tin cdy va an toan.

4. Nhing két qua du kién dat duoc

Thong qua viéc nghién ciru va trién khai dé tai “Xay dung hé thong giam sat va
phéthién suco h¢ thong ty dong thong qua phan tich log”, d6 an hudng td1 dat duge céc
két qua chinh sau:

e Xay dung dwoc mdt hé thdng giam sit log tip trung cho moi truong hé
théng CNTT, cho phép thu thap, luu trit va truy van log tir may chu va tng
dung mot cach théng nhat, thay thé phuong phap theo ddi log thu cong va phan
tan.

e Trién khai thanh céng co ché giam sat va true quan héa log theo thoi gian
thwe, gitip nguodi quan tri d& dang theo déi tinh trang hoat dong cta hé théng,
phat hién sém cac dau hiéu bat thuong thong qua dashboard truc quan.

e Ung dung md hinh hoc may khong giam sat Isolation Forest dé phan tich
dir li¢u log va tu dong phét hién cac hanh vi bét thu’ong, phuc vu cho bai toén
phat hién su ¢6 hé théng va cac hanh vi tAn cong tiém an.

e Xy dung va danh gia mo hinh phat hién bat thuwong thong qua cac chi s6
dinh luong nhu Precision, Recall va F1-score, ddng thoi phan tich su danh dbi
gilta cac chi s6 nay nham lua chon ngudng phat hién pht hop véi yéu cau van
hanh thyc té.

e Tich hop co ché canh bao tw ddng, cho phép hé thong giri thong bao kip thoi
dén nguodi quan tri khi phat hién sy ¢d hodc hanh vi bat thuong, gop phan rat
ngan thoi gian phan tmg va xu 1y su cd.

e D¢ xuit mdt mo hinh giam sat hé¢ thong thong minh cé tinh kha thi cao, co
thé mo rong va tmg dung trong thuc té, dong thoi 1am nén tang cho cac nghién
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ctru va phat trién tiép theo trong linh vyc giam sat hé thong va an toan thong
tin.

Nhiing két qua dy kién dat duoc khong chi dap tmg muc tiéu nghién ctu cia dd
an ma con gop phan nang cao hi¢u qua giam sat, van hanh va dam bdo an toan cho céc
hé théng cong nghé thong tin hién dai.
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CHUONG 1: CO SO LY THUYET

1.1. Tong quan vé cong ngh¢ sir dung
1.1.1. Dir liéu log va wng dung ky thudt phan tich log trong giam sat hé thong

Log hé thdng 13 c4c ban ghi phan anh trang thai hoat dong, su kién va 16i phat sinh
trong qua trinh van hanh cua hé diéu hanh, ung dung va dich vu mang. Dt li€u log 1a
ngudn théng tin quan trong phuc vu giam sét, phan tich sy ¢6 va dam bao hé thdng hoat
dong on dinh, an toan.

Vi¢c giam sat hé théng dua trén dir li€u log co thé duoc trién khai theo hai hudéng
tiép can chinh. Huéng thir nhat 1a stir dung cadc phan mém va nén tang giam sat san co,
dic biét1a cac giai phap ma ngudn mé, nham thu thap, luu trit va truc quan hoa log mot
cach tap trung. Hudng thu hai la xay dung cac mo hinh phan tich log, trong d6 dir licu
log duoc xir Iy va phan tich bang cac phuong phap thong ké hodc hoc may dé tu dong
phat hi¢n c4c hanh vi bat thuong va dau hiéu sy cb.

Trén co so cac hudng tiép can nay, nhiéu cong cu va cong nghé giam sat log da
dugc phat trién va tmg dung rong rii. Cac phantiép theo s& trinh bay tong quan vé nhimg
cong nghé dugc stir dung trong hé thong gidm sat log.

1.1.2. Grafana

Grafana Ia mot nén tang md ngudn md manh mé, duoc sir dung dé phan tich va
truc quan hoa dir liéu tir nhiéu ngudn khac nhau. Cong cu nay gitp nguoi dung theo doi
va phan tich hi¢u suat cua hé thong cling nhu ing dung theo thoi gian thuc [1].

Thong qua cac bang diéu khién (dashboard) twong tac, Grafana hién thi dir liéu
dudi dang biéu dd va dd thj truc quan, co tinh tham my cao va dé tuy chinh. Nho kha
ning giam sat linh hoat va thiét 1ap canh bao kip thoi, Grafana tré thanh cong cu rat pho
bién trong linh vuc DevOps va giam sat hé thong.

Tinh nang:

o K&ét noi da dang ngudn dir liéu: HO tro nhiéu loai nguon nhu Prometheus,
InfluxDB, MySQL, Elasticsearch, Loki, AWS CloudWatch, v.v...

e Bang diéu Kkhién tiy chinh: Cho phép tao dashboard véi nhiéu loai biéu dd
(duong, cot, gauge,...) dé hién thi dit liéu mot cach truc quan, dé hiéu.

e Giam sat theo thoi gian thwe: Hién thi dit liéu lién tuc, gitip nhan dién van dé
ngay lap tuc.

e Cinh bio (Alerting): Thiét 1ap canhbao khi cac chi s6 vugt ngudng, gii thong
bao qua Email, Slack,....

e Mai ngudén mé va linh hoat: Cong dong phat trién manh mé, ¢ thé mo rong
tinh ning bang plugin, pht hop v&i nhiéu mdi trudng tir on-premise dén cloud.
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Vai tro trong dé tai:

Grafana dugc st dung dé hién thi log, hd tro theo ddi va danh gi4 trang thai hé
théng trude va sau khi 4p dung cadc mo hinh Al

1.1.3. Loki

Loki 1a mot hé thong logging va luu trit log cho cac hé thong phan tan va diéu
khién van hanh. N6 dugc tao ra dé hoat dong cung voi Grafana, mgt cong cu gidm sat
ma nguon mé pho bién, nhu mot giai phap toan dién cho viéc giam sat hé thong [2].

Pic diém noi bat cia Loki:
e Lap chi muc theo nhan (labels).
e Tbiuu cho méi truong cloud-native.

e Sir dung ngodn ngit truy van LogQL.
Tich hop chat ché€ véi Grafana.

Vai tro trong dé tai:

Loki dong vai tro 1a kho luu trir log tap trung, cung cap dir liéu dau vao cho qua
trinh tryc quan héa va phén tich log bang tri tué nhan tao.

1.1.4. Promtail

Promtail 1a mot b thu log dugc tao ra dac bi¢t cho Loki. N6 sur dung cung co ché
kham pha dich vy cta Prometheus va ¢ cac tinh ning twong tu dé gan thé, chuyén doi
va loc logs trudce khi dua vao Loki [3].

Pic diém no6i bat cia Promtail:

e Hoat dong theo mo hinh agent, chay truc tiép trén node can giam sat.
e H)J tro cdu hinh linh hoat bang YAML (YAML Ain’t Markup Language).
e Gian nhin (labels) cho log dé phuc vu truy van va phan loai.
e H) tro tién xur 1y log nhu loc, parse va transform dir liéu.
Vai tro trong dé tai:
Promtail dugc st dung dé thu thap log tir cac may chii va tng dung, dam bao
dit liéu log duoc gui lién tuc va dong bo vé hé thdng phan tich trung tam.

1.1.5. AWS

AWS 14 nén tang dién toan ddm may cung cip ha tang linh hoat cho viéc trién khai
hé théng CNTT [4].

Pac diém noi bat:

e Ha téng linh hoat, d& mo rong.
e Do sin sang cao.
e HJ tro nhiéu dich vu CNTT.
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Vai tro trong dé tai:

AWS dugc st dung dé trién khai thir nghiém hé thong, danh gia kha ning van
hanh trong méi trudng thyc té.

1.1.6. Nginx

Nginx 1a web server ma ngudén mo hi¢u nang cao, thuong dugce st dung lam web
server va reverse proxy trong cadc hé thong hién dai [5].

Pic diém noi bat:

e Hoat dongtheo mo6 hinh bat dé)ng bo.
e Xir ly sb lugng 16n request cung lic.
e HO tro reverse proxy cho céc dich vu phia sau.

Vai tro trong dé tai:

Nginx duoc str dung lam web server va reverse proxy, dong thoi tao ra céac log
truy cap va log 16i dé phuc vu cho qua trinh giam sat va phat hién su cd hé thong.

1.1.7. Telegram

Telegram 1a mot nén tang nhan tin da nén tang, cung cip kha ning trao doi thong
tin theo thoi gian thuc thong qua Internet. Telegram hd tro nhiéu hinh thire giao tiép nhu
tin nhan van ban, hinh anh, tép tin va dac biét 1a Telegram Bot API, cho phép cac hé
théng bén ngoai ty dong guri va nhan thong bao thong qua bot.

Nho dic tinh don gian, téc d6 nhanh va kha ning tich hop linh hoat, Telegram
duoc sir dung rong rai trong cac hé thong giam sat va canh bao nham gui thong tin sy
c0 kip thoi dén nguoi quan tri.

Dac diém noi bat:

e HO tro Telegram Bot AP, cho phép tich hop d& dang véi cac hé thong giam sat
va ung dung bén ngoai.

e Hoat dong theo thoi gian thuc, do tré thép.

e Khong yéu cau ha tang phtic tap phia nguoi dung, chi can tmg dung Telegram
trén thiét bi di dong hodc may tinh.

e HO tro gt tin nhén, canh bao va dix liu dang text mot cach ty dong.

Vai tro trong dé tai:

Telegram duoc sir dung nhu kénh canh bao tu dong cho hé thong gidm sat va
phat hién su cd. Khi md hinh AI phat hién cac hanh vi bat thuong hodc su ¢b hé
théng tir dit liéu log, thong tin canh bao s& duoc gui ngay lap tirc dén nguoi quan
tri thong qua Telegram Bot. Co ché nay gitp raut ngin thoi gian phat hién va phan
mg su ¢b, nang cao hiéu qua van hanh va dam bao an toan cho hé théng CNTT.
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1.2. Két chuong

Chuong 1 d3 trinh bay céac co so 1y thuyét va tong quan vé nhimg cong nghé duoc
st dung trong d¢é tai “Xay dung tmg dung phan tich log tich hop Al nham phat hién va
canh bao sy ¢b hé thong”. Noi dung chuwong tap trung gidi thiéu cac congnghé thu thap,
luu trit va truc quan hoa log, cac k¥ thut tri tué nhan tao phuc vu phat hién bat thuong,
ciing nhu cac nén tang hd tro trién khai hé thong.

Nhitng kién thtrc dugc trinh bay trong chuong nay 13 nén tang cho viéc phan tich
yéu cau va thiét ke kién triic hé thong & cac chuong tiép theo, dac bi¢t 1a Chuong 2 —
Ung dung Al vao bai toan phan tich log hé thong.
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CHUONG2: UNG DUNG AI VAO BAI TOAN PHAN TICHLOG HE
THONG

2.1. Khai niém veé tri tu¢ nhan tao

Tri tué¢ nhan tao (Al - Artificial Intelligence) 1a mot cong ngh¢ cho phép may moc,
dac bi¢t la may tinh, thuc hién cac nhi¢m vu doi hoi tri tu¢ nhu con ngudi. Khong giéng
nhu 1ap trinh truyén théng chi dya trén logic, tri tué nhan tao st dung cac hé théng hoc
may (machine learning) dé hoc hoi va mé phong cac hoat dong nhu suy nghi, 1ap luan
va ty thich nghi [6].

ARTIFICIAL INTELLIGENCE

A program that can sense, reason,
act, and adapt

MACHINE LEARNING

Algorithms whose performance improve
as they are exposed to more data over time

DEEP
LEARNING

Subset of machine tearning in
which multilayered neural
networks learn from
vast amounts of data

Hinh 2.1 - Tri tu€ nhan tao

Ung dung cua tri tu¢ nhan tao ratda dang, tir viéc nhan dang hinh anh, xr ly ngéon
ngit ty nhién, dén hd tro khach hang thong qua chatbot. Al ciing giup phén tich khoi
lugng dit liu 16n dé dua ra cac du doan thong minh, cai thi¢n hiéu qua kinh doanh va
giai quyét cac van dé phirc tap. Muc tiéu cudi cung cta tri tué nhan tao Al 13 tao ra cac
hé théng thong minh c6 kha ning tuong tac va dap ung linh hoat nhu con ngudi, tir d6
mang lai gia tri to 16n trong nhiéu linh vuyc.
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Dbi v6i cac hé théng cong nghé thong tin hién dai, Al dc')ng vai tr0 quan trong
trong viéc tu dong phan thh dir liéu log, nhan dién cac hanh vi bat thuong va ho tro phat
hién sém cac sy cb tiém an ma cac phuong phap giam sat truyén thong kho dap tmg hiéu
qua.

2.2. Hoc may trong Tri tu¢ nhan tao

Machine Learning (May hoc) la mot linh vuc cua Tri tu¢ nhan tao (Al), cho phép
hé thong may tinh c6 kha ning tu "hoc" tir dit liéu dé thuc hién cac tic vu cu thé ma
khong can dugc lap trinh mot cach tuong minh. Machine Learning dua trén cac thuat
toan c6 kha nang nhan dang mau va tdi uu héatheo dir liéu, gitip may tinh nang cao hiéu
qua theo thoi gian.Thay vi phai tudn theo mot bd quy tic dugc ma héa cling, cac thuat
toan Machine Learning s& phan tich mét lugng 16n dit liéu dau vao, nhan dién cac quy
luat, mau (patterns) tiém an va tir d6 xay dyng nén mot m6 hinh (model) dé dua ra du
doan hoac quyet dinh, phan anh sy phat trién cua tri tué nhan tao. Muc tiéu chinh 14 tyu
dong hoa va thong minh hoa cac quy trinh, giup may tinh cé thé tu cai thién hiéu suat
dua trén "kinh nghiém" thu thap dugc tur dir liéu [7].

Trong bdi canh giam sat hé thong CNTT, hoc mdy dugc img dung dé phan tich dir
liéu log, dit liéu hi¢u ndng va sy kié€n van hanh nham phat hién cac dau hi¢u bat thuong,
tir d6 ho trg canh bao va xur 1y su co kip thoi.

2.3. Phéan loai cac phuwong phap hoc may
2.3.1. Hoc co giam sat

Pay 1a phuong phap pho biénnhat. V&i Hoc c6 giam sat, md hinh duoc huinluyén
béng mot by "dwr li¢u da dugc gan nhan" (labeled data). biéu nay c6 nghia 12 moi diém
di lidu dau vao (input) déu di kém véi mot két qua dau ra (output) chinh xac. Muc tiéu
ctia md hinh 13 hoc ra mot quy luat tong quat dé anh xa tir input dén output. Sau khi
duoc huin luyén, mé hinh ¢ thé du doan két qua cho nhimg dir liéu méi chua timg thay
trudc day. Cac vi du dién hinh bao gdm: phan loai email 1a spam hay khong spam, du
doan gid nha dya trén cac dac diém nhu dién tich, vi tri, s6 phong ngu, hodc nhan dang
chir viét tay [7].

2.3.2. Hoc khong giam sdt

Trai nguoc voi hoc ¢ giam sat, Hoc khong gidm sat lam viéc voi "dir lieu khong
duoc gan nhan" (unlabeled data). Vi khong c6 két qua dau ra dung dé dbi chiéu, muc
tiéu ctiamd hinh 1a ty minh kham pha ra cac cau tric, cdc mau hodc cac mbi quan hé an
gidu bén trong dit liéu. Thay vi dy doan, phuong phéap nay tap trung vao viéc kham pha.
Céac tmg dung phd bién ciia hoc khong giam sat bao gdm: phan cuym khach hang
(customer segmentation) dua trén hanh vi mua sim dé x4y dung chién luoc marketing
hi¢u qua, giam chiéu dit liéu dé truc quan hoa, hodc phathién cac giao dich tai chinh bat
thuong c6 khéa nang gian 1an [7].

2.3.3. Hoc tang cuong

Sinh vién thuc hi¢n: Vi Xuan Hoang Huéng dan: ThS. Nguyén Cong Danh 10



Hé théng giam sat va phat hién sy ¢b hé thong tw dong théng qua phén tich log

Hoc tang cuong (Reinforcement Learning) 1a mdt phuong phap hoc doc dao,
trong d6 mQt mod hinh (duoc goi 1a "tdc nhan" - agent) hoc cach hanh dong trong mdt
moi trudng cu thé dé tdi da hoa phan thuong tich lily. Tac nhan sé& thyuc hién cic hanh
dong, quan sat trang thai méi ctia moi truong va nhan vé mot tin hiéu "phan thuong"
(reward) néu hanh dong d6 t6t hodc "hinh phat" (penalty) néu hanh dong dé xau.
Thong qua qua trinh thr va sai lién tuc, tac nhan s€ dan hoc dugc mot "chinh sach"
(policy) - tirc 1a chién lugc hanh dong tdi wu trong moi tinh hudng. Cac vi du kinh dién
cua hoc tang cuong bao gém xe tu lai, robot ty dong hda trong nha may, bot choi
game, va toi uu hoa hé thong chudi cung ung [7].

2.3.4. Hoc ban giam sdt

Hoc ban gidm sat 1a phuong phép lai gitta hoc ¢ giam sat va khong giam sat.
Trong thyc té, viéc gan nhin cho dit liéu thuong rat ton kém va mat thoi gian, trong
khi dir li€u chua gan nhan lai rat ddi dao. Hoc ban giam sat ra doi dé giai quyét van dé
nay. Mo hinh s€ duogc huén luyén trén mot tap dir liéu nho da duoc gdn nhan va mot
tap dir li¢u 16n hon nhiéu chua dugc gan nhan. Muyc ti€u la tan dung céu trac cua dit
liéu chua dugc gan nhan dé cai thién d6 chinh xac va hiéu suat cia mé hinh so véi viée
chi hoc trén dir li¢u c6 nhan. Cac ung dung thuc té bao gém nhan dang khuon mat
trong mot kho anh khong 16 hoic phén loai ndi dung website [7].

2.4. Hoc may khong giam sat va bai toan phat hién bat thuong

Hoc may khong giam sat duoc tng dung rong rii trong nhiéu bai toan thyc tién,
trong d6 noi bat 1a phan cum dir liéu, giam chiéu dit liéu va phat hién bat thuong.

Phat hién bt thudng (Anomaly Detection) 13 bai toan xac dinh cac mau di liéu co
hanh vi khéc biét dang ké so véi phan 16n dit liéu con lai. Trong bdi canh hé thong
CNTT, cac bat thuong thudng tuong Gng vai 161 van hanh, sy ¢6 hé théng hoic hanh vi
tan cong.

Do dit liéu sy ¢d thuong hiém va kho thu thap nhin, cac phuong phap hoc may
khong gidm sat dugc xem la lya chon phu hop cho bai toan phat hién va canh bao su ¢o6
hé thong.

2.5. Baitoan phat hién sw c6 hé thong va yéu ciu diit ra

Trong cac hé thong giam sat, dit liéu dau vao thudng bao gdm log hé thdng, chi sb
hi¢u nang (CPU, bg nhd, do tré, luu lugng mang, v.v.) duogc thu thap lién tuc theo thoi
gian. Cac sy c6 hé thong thuong biéu hién dudi dang cac mau dit lidu bat thudng so véi
trang thai van hanh binh thuong.

Do d0, bai toan phat hién sy cb hé théng datra cac yéu cau chinh sau:

e Phat hién som cac dau hiéu bt thudng.

e Hoat donghi¢u qua voi dir li€u 16n va da chiéu.

e Khong phu thudc vao dir liéu huan luyén cé nhén.

e Dap ung yéu cau xir Iy gan thoi gian thuc dé phuc vu canh bao.
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2.6. Isolation Forest
2.6.1. Khdi ni¢m vé Isolation Forest

Isolation Forest (iForest) 1a mot phuong phap phat hién bat thuong (anomaly
detection) khong giam sat, dya trén y tuong co 1ap (isolation) cac diém dir lidu bat
thuong thay vi mé hinh héa dit liéu binh thuong. Khac véi cac phuong phap truyén
théng thuong xay dung ho so cua dir liéu binh thuong roi tim cac diém léch chuén,
Isolation Forest tryc tiép tim cach tach riéng cac diém bt thuong ra khoi tap dit liéu [8].

Y tudng c6t 15i cua Isolation Forest dua trén hai dic tinh quan trong cua dir licu
bat thudng;

e Thudng chiém sb lugng rat it.

e (0 gia tri thugc tinh khac biét 10 rét so voi ph;ﬁn 16n dir liéu con lai.

Nho d6, cac diém bat thuong c6 xu hudng bi ¢ 1ap chi sau mot s it phép phan
chiangiu nhién, trong khi cac diém binh thudng can nhiéu budc phan chiahon. Isolation
Forest tan dung dac di€ém nay dé danh gid muc d0 bat thuong cua tung diem dir lidu
thong qua do dai duong di trong cay.

IForest

l

Scores ses see ITree
Outlier
Normal uncommon {
samples 0.5
Normal common
samples

Hinh 2.2 - Thuat toan Isolation Forest

2.6.2. Nguyénly hoat dong

Isolation Forest hoat dong dua trén mot tap hop cac cay co 1ap (Isolation Tree —
1Tree), trong d6 moi cay dugc xay dung bang cach phan chia dit liéu mdt cach ngau
nhién.

Qua trinh x4y dung mot Isolation Tree dién ra nhu sau:

e Tai mdi nut, thuat toan chon ngau nhién mot thudc tinh.

e Sau d6 chon ngiu nhién mot gia tri phan chia nam giita gia tri nho nhat va 16n
nhat cta thudc tinh do.

e Dir liéu duoc chia thanh hai nhanh duya trén diéu kién phéan chia.
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e Qua trinh 13p lai cho dén khi mdi diém dir liéu bi ¢ 1ap riéng 1é hodc cay dat
dén chiéu cao gidi han.

Trong cau trac nay, dd dai duong di (path length) ctia mot diém dit lidu duge xac
dinh 13 s6 canh ma diém d6 di qua tir ntit gbc dén nut 1a. Cac diém bat thuong thuong
c6 do dai duong di ngin, do chung d& bi tach ra khoi phan con lai cua dir liéu chi sau
vai 1an phan chia ngdu nhién. Nguoc lai, cac diém binh thuong can nhiéu 1an phan chia
hon va do d6 c6 duong di dai hon.

Isolation Forest xay dung nhiéu Isolation Tree (tao thanh mot “rimg”) bang cach
14y cac miu con ngiu nhién (sub-sampling) tir tap dit liéu ban dau. PO dai duong di
trung binh cua mét di€m qua tat ca cac cay trong rung duogc st dung dé danh giad muc
d6 bat thuong cua diém d6. Cach tiép can nay giup Isolation Forest dat dugc do phic
tap tuyén tinh, str dung it b0 nhd va dac biét hi€u qua voi tap dir liu 16n hodc dir lidu co
s6 chiéu cao [8].
2.6.3. Cdc chi sé ddnh gid trong Isolation Forest

P dai dwong di : Do dai dudong di h(x) ciia mot diém dit lidu x1a s6 canh ma
diém do di qua trong mot Isolation Tree tir nut gdc dén khi bi c6 1ap tai nat 4. Pay 1a
chi s6 nén tang phan anh muc d6 “dé bi c6 1ap” ctia diém dit lidu. Piém bét thuong c6
gia tri h(x) nho hon dang ké so véi cac diém binh thuong.

e h(x)ngin — d& bi c6 1ap — kha ning cao la bat thuong.

e h(x) dai— kho bi cd lap — khd ndng cao 1a binh thuong.

Do dai dwong di ky vong : Vi mdi cay duoc xay dung ngau nhién, d6 dai duong
di ctia mot diém c6 thé khac nhau giita céc cdy. Do d6, Isolation Forest sir dung gia tri
ky vong ctua d9 dai duong di E(h(x)), dugc tinh bang trung binh do dai duong di cua
diém d6 trén toan bod cac cdy trong rimg.

Piém bat thwong (Anomaly Score) :
T gia tri E(h(x)), Isolation Forest dinh nghia diém bat thuong s (x) nhu sau:

_E(h(x)
s(x,n) =2 ¢<m

trong d6 c(n)la do dai duong di trung binh ctia mot cay khi dit liéu c6 n diém,
dugc ude luong dua trén 1y thuyét cdy nhi phan tim kiém.

Trong do:

e E(h(x)): La d6 dai duong dan trung binh cua diém x trén tdp hop cac cay
iTrees.

e c(n): La yéu t6 chuin hoa. Day 1a 6 dai duong dan trung binh ciia mot tim
kiém khong thanh cong trong Cay Nhi Phan Tim Kiém (BST) véi n nut. N6
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gitp chuan hoa diém so6 dé so sdnh dugc gitra cac tap dir liu c6 kich thude
khac nhau.

Cong thuc tinh ¢ (n)(dwa trén ly thuyét BST):

c(n) = 2H(n—1)—M

Trong d6 H(i)la s6 diéu hoa, co6 thé udc lugng bang:
H(i) = In (i) + 0.5772156649

(v6i 0.5772156649 14 hing s6 Euler).

Y nghia cua diém bat thuong:

e Néu E(h(x)) — 0(dudng din rat ngin), this — 1.
Két luan: Piém x c6 kha ning rat cao 1a bat thudng.

e NéuE(h(x)) —» n — 1(duong dan rat dai), thi s — 0.
Két luan: Diém x 1a diém binh thuong.

e NéuE(h(x)) = c(n)(dudng dan trung binh), thi s ~ 0.5.
Két luan: Khong rd rang, diém x khong thuc su khac biét.

Chi s6 nay cho phép xép hang dir liéu theo mirc d§ béat thwong, tir 46 lya chon
cac diém c6 diém sb cao nhét lam cac bat thudng tiém ning.

2.7. Ly do lwa chgn Isolation Forest

Isolation Forest dic biét phtthgp cho bai toan phat hién va canh bao sy cd hé thong
do cac dic diém sau:

e Khong yéu cau dir li€u huan luyén c¢6 nhan

e Hoat dong hiéu qua véi dit liéu da chiéu
Chi phi tinh toan thap, phu hop voi giam sat lién tuc

e (6 thé trién khai trong cac hé thong canh bao thoi gian thuc

Trong dé tainay, Isolation Forest dugc str dung dé phathién cac hanh vi bat thuong
trong dir li¢u van hanh h¢ thong, tir 46 dua ra canh bdo sém nham ho trg cong tdc giam
sat va xur 1y su cO.

2.8. Két chuong

Trong chuong 2, d6 4n da trinh bay tong quan vé tri tué nhéan tao va cac phuong
phap hoc may lién quan, dic biét tdp trung vao hoc may khong giam sat — hudng tiép
can pht hop cho bai toan phat hién bat thuong trong dit liéu log hé théng. Chuong nay
d3 1am rd ban chit cta bai toan phat hién sy cb hé théng, cac yéu cauditra trong moi
truong van hanh thyc té, cling nhw nhiing thach thtce khidit liéu sy ¢d thuong khan hiém
va kho gan nhan.
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Bén canh d6, thuat toan Isolation Forest da duoc phan tich chi tiét vé nguyén 1y
hoat dong, vu diém va kha nang img dung trong giam sat hé théng CNTT. Viéc lya chon
Isolation Forest dugc ching minh 1a pht hop nhd kha ning phat hién bat thuong hiéu
qua, chi phi tinh toan thap va khong phu thudc vao dit liéu huin luyén c6 nhén.

Nhitng noi dung trinh bay trong chuong 2 dong vai trd 1 co s& 1y thuyét quan
trong, 1am nén tang cho viéc trién khai mod hinh phat hién bat thuong trén dir liéu log
trong cac chuong tiép theo. Trén co s& do, chuong 3 s& tip trung vao viéc hién thyc hoa
hé thdng, trién khai thuc nghiém va danh gia hiéu qua cua mé hinh trong méi trudng
giam sat thuc té.
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CHUONG3:  TRIEN KHAI HE THONG VA PANH GIA KET QUA

3.1 Kién tric tong thé hé thong

Hé théng giam sat va phat hién su cb hé théng duogc thiét ké theo kién trac phan
16p nham ty dong héa qua trinh thu thap log, phan tich va canh bao su cb. Log tir céc
may chu va ing dung duoc thu thap bang Promtail va giri vé hé thdng luu trit tp trung
Grafana Loki. D@t li€u log dugc tryc quan hoa trén Grafana dé phuc vu giam sat theo
thoi gian thuc.

Song song véi qua trinh giam sat, log duoc tién xir 1y va dua vao mo hinh Al
Isolation Forest dé phat hién cac hanh vi bat thuong. Khi phat hién sy cb, hé théng tu
dong giri canh bao dén nguoi quan tri thong qua Telegram Bot, giup kip thoi xt 1y va
giam thiéu anh huéng dén hé théng.

=
ﬁ' W AWSEC2 Instance 1 (Ubuntu Server) ﬁﬁ;_, ‘ AWS EC2 Instance 2 (Ubuntu
- Application & Log Collection Server) - Central Analysis & Al
Query &
OS Logs Visualize
HTTP Log
\| Shipping Grafana Loki Grafana
\ ﬁ Dashboard
Promtail
' | O
Nginx Access Periodic Processing & Alert
0S Logs Logs Anomaly Detection Notification
Al Module Telegram
L ) L (Isolation Forest)/ Bot

Hinh 3.1 - So d0 kién trac tong thé hé thong
3.2 Thiét 1ap moi truong trién khai

Hé thdng duogc triénkhai trén moi trudng may chu ao st dung nén tang AWS EC2,
nhdm dam bao tinh linh hoat, kha nang moé rong va thuan ti€n cho qua trinh thirnghiém.
Céac may chu sur dung hé diéuhanh Ubuntu Server, phu hop cho viéccaidat va vanhanh
cac dich vy giam sat log va m6 hinh AL

Moi trudng trién khai duoc chiathanh cdc may chit dam nhiém cac chirc nang khac
nhau. Mot may chu duoc str dung dé chay cac dich vu ung dung va thu thap log, bao
gdm Nginx va Promtail. May chu con lai trién khai cac dich vy trung tdm gém Grafana
Loki, Grafana Dashboard va module phan tich log bang Al
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Promtail dugc ciu hinh dé thu thap log tir hé diéu hanh va log truy cap cua Nginx,
sau do gui log vé Loki thong qua giao thic HTTP. Grafana dugc c4u hinh két ndi véi
Loki 1am ngudn dit liéu (data source) dé truy van va hién thi log theo thoi gian thuec.

Mo hinh Al Isolation Forest duoc huin luyén va trién khai truc tiép trén may cha
phantich. Hé thdng dinhky xtr Iy log méi, phathién cac hanh vi bat thuong va kich hoat
co ché canh bao. Khi phat hién su cd, thong tin canh bao duoc gui ty dong dén nguoi
quan tri thong qua Telegram Bot.

Viéc tach biét cac thanh phél’l trién khai giap hé théng hoatdong on dinh, d& quan
1y va thuén tién cho viéc md rong hoac nang cap trong tuong lai.

3.3  Trién khai hé théng giam sat

Hé thong giam sat dugc trién khai dua trén cac thanh phan chinh gom Nginx,
Promtail, Grafana Loki va Grafana. Cau hinh chi tiét ctia tung thanh phan dugc trinh
bay nhu sau:

IP Address . .
No VM Hardware/OS Private Public Application | Open Port
vCPU-2,
Memory-4GiB, .
1 | HoangWeb | SSD-50GiB/ | 172.31.2.178 | 100.52.175.158 Pfog;’t’;’ﬂ A 4232’1%?\’/[1,
Ubuntu 24.04.3 >
LTS
vCPU-2,
Memory-4GiB, Loki 22,
2 | HoangMon | SSD-100GiB/ | 172.31.12.134 | 100.31.144.126 Graf r71 3000,3100,
Ubuntu 24.04.3 atana ICMP
LTS
Bang 1 - Thong tin cac VM trong mo hinh trién khai
3.3.1. Nginx

e Phién ban: nginx/1.24.0 (Ubuntu)

Chuc nang: Web server, sinh log truy cap HTTP
Dia chi truy cap: http://100.52.175.158/

e Thu muc log: /var/log/nginx

Nginx dugc st dung lam dich vu web chinh ctia hé théng, déng thoi la ngué)n sinh
log phuc vu cho qua trinh gidm sat va phan tich hanh vi truy cép.

3.3.2. Promtail
e Phién ban: 3.6.3 (branch: release-3.6.x, revision: 9385bc63)
e Chtic ning: Thu thap va phan tich log tir Nginx, giri log vé Loki
e File cAu hinh: /etc/promtail/promtail.yaml
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server:
http_listen_port: 9686
grpc_listen_port: ©

positions:
filename: /var/lib/promtail/positions.yaml

clients:
- url: http://172.31.12.134:3100/1oki/api/v1l/push

scrape_configs:
- job_name: nginx
static_configs:
- targets:
- localhost
labels:
job: nginx
host: ubuntu-nginx
__path__: /var/log/nginx/access.log

- job_name: auth
static_configs:
- targets:
- localhost
labels:
job: auth
__path__: /var/log/auth.log

Hinh 3.2 — Céu hinh Promtail
Promtail duoc cau hinh dé doc log tir thu muyc /var/log/nginx, thyc hién phéan tich
va gan nhén cho cic ban ghi log trude khi giri vé& hé thong luu trit trung tam.

3.3.3. Loki
e Phién ban: 2.9.8 (branch: release-2.9.x, revision: 94e0029)
e Chtic ning: Tiép nhan, luu trit va truy van log tir Promtail

Grafana Loki dong vai trd 1a hé théng luu trir log tap trung, hd tro truy véan log
theo thoi gian va theo nhan, phuc vu cho qua trinh gidm sat va phan tich.
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3.3.4. Grafana
e Phién ban: 12.3.1
e Dia chi truy cap: http://100.31.144.126:3000/
e Ngudn dir liéu: Grafana Loki
e Dashboard:
e Panel hién thi log
e Biéu db phan b IP truy cap
e Timeline hoat dong h¢ théng

Grafana duogc sir dung dé truc quan hoéa dit liéu log theo thoi gian thuc, hd trg
nguoi quan tri theo doi va phan tich tinh trang hoat dong ctia hé thong.

3.3.5. Mo td chi tiét

Trén may chi HoangWeb, dich vu Nginx duogc cai dit dé cung cip ung dung web
va sinh log truy cap HTTP. Cac file log truy cap cua Nginx dugc luu trir tai thu muc
/var/log/nginx va dong vai trd 1a nguon dit liéu chinh cho hé thong giam sat.

Promtail duoc cai dit cing may cha HoangWeb va cdu hinh dé thu thap log tur
Nginx. Promtail doc cac file log, thuc hién phan tich va gin nhin cho timg ban ghi log
nhu diachi IP ngudn, URI truy cap, ma trang thai HTTP va thoi gian xay ra su kién. Sau
d6, log dugc giri vé may chu giam sat thong qua giao thire HTTP.

May cha HoangMon trién khai Grafana Loki dé tiép nhan va luu trit log tip trung.
Loki luu trit log theo mé hinh nhén, cho phép truy van nhanh cac ban ghi log theo thoi
gian va theo timg thudc tinh cu thé. Cach tiép can nay giup t6i uu tai nguyén luu trir va
phu hop vé1 bai toan giam sat log quy mo 16n.

Grafana dugc cai dit trén cung may chu HoangMon va cu hinh két ndi véi Loki
1am ngudn dir liéu. Cac dashboard giam sat duoc xay dung nham hién thi tong sd request
theo thoi gian, phan bé IP truy cdp, cac ma trang thai HTTP va cac URI bi truy cap nhiéu
nhét. Thong qua cac dashboard nay, ngudi quan tri c¢6 thé theo ddi tinh trang hoat dong
ctia hé thong va phat hién sém cac dau hiéu bat thuong & ting HTTP.

Két qua trién khai cho théy hé théng giam sat hoat dong 6n dinh, thu thap va hién
thi log lién tuc theo thoi gian thuc, tao nén tang dir liu dau vao cho viéce phan tich va
phat hién bat thuong bang moé hinh Al & cac budc ti€p theo.

3.4 Kich ban test DDoS

Nham kiém ching kha ning giam sat va phat hién cac hanh vi bat thuong ¢ tang
HTTP, dé tai xay dung cac kich ban test md phongtan cong DDoS (Layer 7) duéi dang
HTTP flood/scan/burst traffic. Cac kich ban duogc thuc hién bé‘mg PowerShell tir may
client, giri requestdén web server Nginx tai http://100.52.175.158/. Trong qua trinh test,
hé thdng giam sat (Promtail — Loki — Grafana) ghi nhan log theo thoi gian thuc va hd
tro truy van/quan sat cac chi sé nhu téng sd request, top IP truy cap, ma trang thai (dic
bi¢t 404) va URI bi truy cap nhiéu nhat.
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Test case 1 — HTTP Flood vao URI khong ton tai (scan/flood)

Muyc ti€u cua kich ban nay la tao luu luong 16n dén mot endpoint khong ton tai
nham mo6 phong hanh vi vira do quét vura gay tai. Hé thong ky vong ghi nhén s6 lugng
request tang dot bién va ty 1€ phan hoi 404 tang rd rét.

¢ (O Last2minutes ~ » O

P1. Total HTTP Requests (par minute) P2. Top Source IPs (HTTP Flood)

P3. Top Source IPs (404 Scan) P4. Top Targeted URIs

400

Hinh 3.3 - Dashboard giam sat luu Iwgng trong kich ban HTTP Flood vao URI khong ton tai

Két qua tir Hinh 3.4 cho thay tong s6 HTTP request ting dot bién trong khoang
thoi gian ngan khi kich ban flood vao URI khéng ton tai duoc kich hoat. Pong thoi, sb
lugng phan hoi ma 16i 404 chiém ty 1¢ 16n trong tong sb request. Piéu nay phan anh
dung dic diém cua hanh vi vira do quét tai nguyén vira tao tai 1én hé thong. Dashboard
giam sat thé hién rd IP ngudn phat sinh luu lugng bat thuong va cac URI khong hop 1¢
bi truy cap lién tuc, cho thay hé thong c6 kha nang phat hién va tryc quan hoa cac déu
hiéu tan cong dang scan/flood.

Test case 2 — Flood lién tuc vao trang chinh (flood kéo dai)
Kich ban mé phong tan cong flood don gian bang cach giri request lién tuc dén
URI hop 1€ trong thoi gian dai (dung bang Ctrl+C). Muc ti€u la tao luu luong bén viing

dé quan sat kha niang giam sat theo thoi gian thyc va xu hudéng ting lién tuc cia tong
request.
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« () LastZminutes ~ » & & Refresh

P1. Total HTTP Requasts (per minuta) P2. Top Source IPs (HTTP Flood)

|

= {remote_addr="171

3. Top Source IPs (404 Scan) P4. Top Targeted URIs

{remote_addr="171.2

Hinh 3.4 - Dashboard giam sét luu lugng trong kich ban flood lién tuc vao trang chinh

Trong kich ban flood kéo dai vao trang chinh, biéu d6 tong s6 HTTP request theo
thoi gian cho théy luu luong tang déu va duy tri & mirc cao trong sudt qua trinh thur
nghiém. Khong xuét hién cac dinh luu luong dot ngdt, phu hop véi dic trung cua tan
cong flood bén vitng. Két qua nay chimg minh hé thdng giam sat c6 kha nang theo doi
tai lién tyc theo thoi gian thuc va phan anh chinh xac xu hudéng gia tang cua luu lugng
truy cap hop 1& vao mot endpoint cu thé.

Test case 3 — URL Scanning / Reconnaissance (do quét nhi¢u dwong din)
Kich ban mé phong hanh vi trinh sat (recon) bang cach truy cap nhiéu URL khéc

nhau (da phan khong ton tai). Ky vong hé théng thé hién rd nhom IP c¢6 nhiéu request
404 va cac URI bi do quét.

<« (@) Last2minutes ~ » (] 3 Refresh  ~

P1. Total HTTP Requests (per minute) P2. Top Source IPs (HTTP Flood)

3. Top Source IPs (404 Scan) P4. Top Targeted URIs

{remote_addr="01.2.

Hinh 3.5 - Dashboard thé hién hanh vi do quét URL (URL Scanning/Reconnaissance)
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Hinh 3.6 thé hién rd sy gia ting s6 luong request dan dén ma 16i 404, ddng thoi
nhiéu URI khac nhau bj truy cap trong cing mot khoang thoi gian. Cac IP ngudn cé tan
suét request 404 cao duoc lam noi bat trén dashboard, phan dnh hanh vi trinh sat va do
quét tai nguyén cua ké tdn cong. Két qua cho thy hé théng co kha ning phan biét cac
hanh vi truy cap bat thudng thong qua viéc phan tich ma phan héi HTTP va danh sach
cac URI bi truy cép.

Test case 4 — Burst traffic (giri song song, mé phéng botnet nhd)
Kich ban tao cac request song song trong thoi gian rat ngin dé mé phong burst

traffic dang bot. Muc tiéu la tao cac “dinh” luu luong ngrfln, tor d6 quan sat muic d6 dot
bién trén bi¢u do6 theo thoi gian va top IP/URI tuong tng.

« O Last2minutes + » &

P1. Total HTTP Requests (per minute) P2. Top Source IPs (HTTP Flood)

22:35:15 22:35:30
-0 = {remote_addr="171.225.185.58"}

P3. Top Source IPs (404 Scan) P4. Top Targeted URIs

Hinh 3.6 - Dashboard giam sat burst traffic mo phong tdn cong giri song song

Trong kich bén burst traffic, biéu d6 tong sb request xudt hién cac dinh luu luong
cao trong thoi gian rat ngan, sau d6 nhanh chong giam xudng. Pay la dac trung cua cac
dot tin cong giri song song nham tao tai d6t bién trong thoi gian ngin. Dashboard giam
sat phan anh rd cac dinh luu luong nay, ddng thoi xac dinh dugc cac IP va URI lién quan
tai ting thoi diém. Két qua cho thay hé thong c6 do nhay du cao dé phat hién cac dot
tan cong ngan nhung c6 cuong do6 16n.

Test case 5 — Targeted URI Flood (flood tap trung vao mgt endpoint)
Kich ban mé phong tan cong tap trung vao mot URI cu thé (vi du /login), thuong

gip trong tin cong vao cac chirc ning nhay cam. Ky vong dashboard thé hién URI bi
tap trung truy cdp va tong so request ting manh trong khoang thoi gian ngan.

Sinh vién thuc hi¢n: Vi Xuan Hoang Huéng dan: ThS. Nguyén Cong Danh 22



Hé théng giam sat va phat hién sy ¢b hé thong tw dong théng qua phén tich log

<« (@ Last2Zminutes ~ » & &) Refresh ~

P1. Total HTTP Requests (per minute) P2. Top Source IPs (HTTP Flood)

P3. Top Source IPs (404 Scan) P4. Top Targeted URIs

Hinh 3.7 - Dashboard giam sat tan cong flood tap trung vao mot URI cu thé

Két qua tir Hinh 3.8 cho thiy mot URI cu thé bi tap trung truy cap véi sé luong
request vuot troi so voi cac URI khac. Tong luu luong ting manh trong khoang thoi
gian ngin va dashboard thé hién rd endpoint bi nham muc tiéu. Piéu nay phi hop véi
kich ban tin cong vao cac chirc ning nhay cam ciia hé thdng. Qua dé c6 thé nhan thay
hé théng giam sat hd tro hiéu qua trong viée xac dinh tai nguyén dang bi tin cong.

Dashboard nhu trong hinh ding dé giam sat va phat hién cac hanh vi bat thuong &
tang HTTP.

e Panel ddutién chothiy tong sd requesttheo thoi gian. Khi cé DDoS hoic flood,
panel nay sé& tang dot bién.

e Panel thirhai cho biét IP nao dang giri nhiéu request nhat, giup x4c dinh ngudn
tan cong.

e Panel thu ba tap trung vao céc request 404, thuong xuét hién khi attacker do
quét URL hoac endpoint.

e Panel cudi cung cho biét endpoint nao dang bj truy cap nhiéu nhat, giap xéc
dinh muc tiéu bi tin cong.

Qua céc kich ban test, c6 thé thdy mdi loai hanh vi s& kich hoat cac panel khéc
nhau. Viéc két hop ca 4 panel giup phan biét rd giita truy cip binh thudng, scan va
DDoS.

Két luén :

Hé théng giam sat dugc trién khai dya trén nginx — promtail — Loki — Grafana da
dap ung tot muc ti€u thu thap, phan tich va truc quan hoéa log truy cap HTTP trong méi
truong lab.

Thong qua bdn panel chinh (P1-P4), hé thng c6 kha ning;

e Giam sat luu luong truy cép theo thoi gian thyc.
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e Phat hién cic hanh vi bat thuong nhu HTTP flood, burst traffic va URL
scanning.

e Xac dinh ngudn truy cap dang nghi (theo IP) va muc tiéu bi tap trungtin cong
(theo URI).

e Phan biét giita cac kiéu hanh vi khic nhau ngay ca khi cac request déu tra vé
trang thai 200 OK.

e Cac kich ban test cho théy hé théng phat hién dya trén hanh vi, khong phu
thudc vao 18i tmg dung, pht hop véi cac tinh hudng DDoS ¢ tang tng dung
(Layer 7).

e Dashboard dugc x4y dung don gian, dé quan sat.

Nhin chung, hé théng di rd cach sinh log, cach phan tich log va cach phat hién
hanh vi bat thuong ¢ ting HTTP bing cong cu mi ngudén mo.

3.5 Chuin bi dir liéu
3.5.1. Nguén dir ligu

Nguén dir liéu sir dung trong dé tai bao gdm log truy cap web server (Nginx va
Apache) va log hé diéu hanh Linux. Log Nginx duoc thu thap tryc tiép tir hé thong trién
khai thuc nghiém, trong khi log Apache va log Linux dugc 13y tir bo dit liéu log cong
khai phuc vu nghién ctru.

Céc file log web server chtra thong tin vé dia chi IP, thoi gian truy cap, URI va ma
trang thai HTTP, phuc vu phan tich hanh vi truy cap va phat hién bat thudng ¢ ting img
dung. Log h¢ diéu hanh Linux (nhu syslog, auth.log) phan anh cac sy kién & mtc h¢
théng, giup mé rong pham vi gidm sat va hd trg phat hién su cd tong thé.

ip-1 sshd[ : Accepted publickey for ubuntu from .0.0.5 port ssh2
ip-1 CRON[ : pam_unix(cron:session): session opened for user root(uid=2)
- - [16/Jan/ +8700] "GET / HTTP/1.1" "_" "Mozilla/5.8"

ip-1 sshd[ : Invalid user admin from .23.45. port
ip-1 sshd[ : Failed password for root from .23.45. port ssh2

ip-1 sshd[ : Failed password for root from .23.45. port ssh2
ip-1 sshd[ : Failed password for root from .23.45. port ssh2
- - [16/Jan/ " /.gi "-" "Mozilla/5.0"
- - [16/Jan/ + " J/admin/con h HTTP/1.0" "t Myfal"
ip-1 sudo: ubuntu : TTY=pts/@ ; PWD=/home/ubu ; USER=root ; COMMAND=/bin/bash

Hinh 3.8 - Dit liéu file log hé thng

Do dit liéu thuc té khong c6 nhén sin, nghién ctu ap dung phuong phap weak
supervision, trong d6 cac dong log dugc gin nhin bat thudng dua trén cic luét
heuristics, vi du:

e Dong log chira “Failed password” hoic “Invalid user” dugc coi 1a bat thuong.
e Truy cap cac duong dan nhu /admin, /.git, /config.php dugc coi la hanh vi dang

nghi.

e St dung quyén root hoac sudo dugc xem la hanh vi ¢é rui ro cao.
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3.5.2. Tién xi Iy va trich xudit dic trung

Mbi dong log dugc chuyén d6i thanh mot vector dic trung nhi phan, bao g(‘A)m cac
thuoc tinh:

e is_failed login: dang nhap thét bai.

e is_success_login: dang nhap thanh cong.

e is_root access: truy cip quyén root hoic sir dung sudo.
e is admin path: truy cap duong dan quan tri.

e is_web: truy cap web.

e is_cron: thyc thi tdc vu cron.

Céc dic trung nay phan anh cac hanh vi bao mat va van hanh phd bién trong hé
théng, ddng thoi gitp moé hinh phan biét giita hoat dong binh thudng va bt thudng.

3.6  Huén luyén mé hinh
3.6.1. M6 hinh swr dung

Nghién ctru sir dung thuat toan Isolation Forest, mot phuong phap hoc may khong
giam sat chuyén ding cho phéat hién bat thuong. M6 hinh dugc huan luyén véi cac tham
s6 chinh:

e SO cay (n_estimators): 200,

o Ty l¢ dirli¢u bat thuong gia dinh (contamination): 5%,

e Trang thai ngiu nhién (random_state): 42.

Dit liéu dugc chia thanh tdp huan luyén (80%) va tap kiém tra (20%) dé phuc vu
danh gid mo hinh.
3.6.2. Quy trinh huin luyén

Quy trinh huan luyén gdm cac budc:

e Doc va tién xur 1y log hé théng,

e Trich xuat vector dic trung cho timg dong log,

e Huén luyén mo hinh Isolation Forest trén tap huén luyén,

e Luu md hinh va cu trac dic trung dé sir dung trong giai doan phat hién.

3.6.3. Phwong phadp danh gia
3.6.3.1 Danh gia dinh luwgng

Do dir liéu khong c¢6 nhdn chuan, nghién ctru sir dung nhén gia lap (weak labels)
dua trén cac luit bao mat dé danh gia mo hinh. Cac chi sb danh gia bao gém:

e Precision: ty 1& canh béo dung trén tong sé canh bao,
e Recall: ty 1 phat hién dGng bat thudng trén tong sb bat thuong thyc té,
e Fl-score: trung binh diéu hoa giira Precision va Recall.
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3.6.3.2 Duong cong Precision-Recall

Pé truc quan héa mbi quan hé danh dbi giita Precision va Recall khi thay d6i
ngudng phat hién, dé tai xay dung duong cong Precision — Recall theo threshold, nhu
minh hoa trong Hinh 3.10.

Precision, Recall, F1 vs Threshold
(Best F1=0.095 at Threshold=-0.058)

= Precision
— Recall
— F1-Score

=== Best Threshold = -0.058
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Threshold (Nguong)
Hinh 3.9 — Biéu dd duong cong Precision-Recall
Biéu d6 cho phép quan sat:

e Sy thay di ctia Precision, Recall va Fl-score khi diéu chinh ngudng.
e Diém ngudng tdi wu tvong img véi gia tri F1-score 16n nhat, duoc st dung 1am
co s& lya chon threshold cho hé thong phat hién su ¢ trong thuc té..

Viéc phan tich dudng cong cho phép lya chon ngudng phi hop véi yéu cau van
hanh cu thé, vi du:

e Uu tiénRecall caotrong cac hé thong yéucau khongbo sot s co nghiémtrong,
e Uu tién Precision cao trong cac hé thong yéu cau canh bao chinh xdc nham
tranh qua tai canh bao.
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3.6.4. Két qua thuc nghiém
3.6.4.1 Két qud ddnh gid

Két qua thuc nghiém cho thdy mo hinh Isolation Forest dat gia tri F1-score cao
nhattai ngudng threshold~—0.058,véi F1-score xap xi 0.095. Tai ngudng nay, mé hinh
dat duoc sy can bang tuong dbi gitta kha niang phat hién bt thuong (Recall) va d6 chinh
x4c cua cac canh bao (Precision).

O cac gia tri threshold thép hon, Recall dat muc rit cao do md hinh gan nhiéudiém
dit lidu 1a bat thuong, tuy nhién Precision giam manh do xuat hién nhiéu canh bao gia.
Nguoc lai, khi threshold ting dan, Precision c¢6 xu hudng cai thién nhung Recall suy
giam dang ké, din dén viéc bo st nhiéu su cd thuc té.

3.6.4.2 Phén tich ddnh déi Precision-Recall
Phén tich dudng cong Precision—Recall cho thay:

e Khi giam ngudng, Recall ting 1én dang ké, giup phat hién nhiéu bat thuong
hon nhung lam giam Precision do tang sb canh bao sai.

e Khi ting ngudng, Precision dugc cai thién, pht hop voi cac hé théng yéu cau
canh bao chinh xac, tuy nhién mot sé bat thuong co thé bi bo sot.

Diéu nay chimg minh kha ning linh hoat ctia mé hinh trong viéc thich tng véi cac
muc tiéu van hanh khac nhau.
3.6.5. Trién khai hé thong phdt hién va cinh bdo thoi gian thuc

Mo hinh sau khi huan luyén duoc trién khaitrong hé thong giam sat thoi gian thuc,
V01 co ché:

e Quét file log dinh ky mdi 10 giay,

e Phat hién cac dong log c6 diém bat thudng vuot ngudneg,

e Ghi nhén canh bao vao file log ndi bo,

e Gui thong béo tic thoi qua nén tang Telegram cho quan tri vién hé théng.

Sinh vién thuc hi¢n: Vi Xuan Hoang Huéng dan: ThS. Nguyén Cong Danh 27



Hé¢ théng giam sat va phat hién sy cb hé théng tw dong thong qua phan tich log

System Alert Bot
bot

§ DDOS ALERT Today
O Time: 2026-01-27 20:26:40

/1. Severity: MEDIUM
» Type: URL_SCAN

C4 URL SCANNING DETECTED!

? 1P: 1.55.202.147
X 404 Errors: 23
/A Threshold: 20

 Scanned URIs:
/flood-test

7 Sample Logs:

+1.55.202.147 - - [27/Jan/2026:20:26:39 +0700] "GET /flood-test HTTP/1.1"
404 162 "-" "Mozilla/5.0 (Wind NT; Wind NT 10.0; en-US)
WindowsPowerShell/5.1.26100.7627"

+1.55.202.147 - - [27/Jan/2026:20:26:39 +0700) "GET /flood-test HTTP/1.1"
404 162 " "Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US)
WindowsPowerShell/5.1.26100.7627"

+1.55.202.147 - - [27/Jan/2026:20:26:39 +0700] "GET /flood-test HTTP/1.1"
404 162 " "Mozilla/5.0 (Windx NT; Wind NT 10.0; en-US)
WindowsPowerShell/5.1.26100.7627" —_—

© DDOS ALERT

O Time: 2026-01-27 20:26:46
L. Severity: MEDIUM

o Type: URL_SCAN

(4 URL SCANNING DETECTED!

? IP:1.55.202.147
X 404 Errors: 23
/L. Threshold: 20

© Scanned URIs:
/flood-test

2 Sample Logs:

+1.55.202.147 -- [27/Jan/2026:20:26:46 +0700] "GET /flood-test HTTP/1.1"
404 162 ™" "Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US)
WindowsPowerShell/5.1.26100.7627"

+1.55.202.147 - - [27/Jan/2026:20:26:45 +0700] "GET /flood-test HTTP/1.1"
404 162 ™" "Mozilla/5.0 (Wind NT; d NT 10.0; en-US)
WindowsPowerShell/5.1.26100.7627"

+1.55.202.147 - - [27/Jan/2026:20:26:45 +0700) "GET /flood-test HTTP/1.1"
404162 ™" "Moxzilla/5.0 (Windows NT; Windows NT 10.0; en-US)
WindowsPowerShell/5.1.26100.7627" 2026

© DDOS ALERT

Hinh 3.10 - Céanh bao ty dong qua Telegram

Viéc tich hop co ché canh bao ty dong giup nang cao kha niang phan tng su ¢b va
giam thoi gian phat hién cac hanh vi nguy hiém trong hé thong.
3.6.6. Sinh ditligu kiém thir va ddnh gid thuc nghiém

Pé kiém chimg hé théng, nghién ctru xay dung tap log kiém thir mé phong cac
kich ban tan cong pho bién nhu:

e Tan cong brute-force SSH,

e Truy cap tai nguyén quan tri trai phép,

e Thuyc thi 1énh v6i quyén root.

Két qua cho thdy hé théng c6 kha nang phat hién hiéu qua cac hanh vi bat thuong
nay va phat sinh canh bao kip thoi, chung minh tinh kha thi cia m6 hinh trong moi
truong thyc té.
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3.7  Thu thap va xirly log

3.7.1. Tong quan

Hé thdng duoc x4y dung theo md hinh log pipeline tip trung, trong d6 log phat
sinh tr web server dugc thu thap, xtr ly, luu trir va phan tich theo thoi gian thuc nhim
phuc vu giam sat va phat hién tan cong.

Ludng xir Iy log nhu sau: Nginx — Promtail — Loki — Grafana

3.7.2. Thu thdp log tai Web Server (Nginx)

Trong hé théng duogc trién khai, Web Server Nginx dong vai trd 1a thanh phan
cung cip dich vu web va dong thoi 1a ngudn sinh log chinh phuc vu cho qua trinh gidm
sat va phat hién su co. Nginx tu dong ghi lai toan bd céac yéu cau HTTP cua client
thong qua céc file log truy cp (access log) va log 15i (error log), bao gdm cac thong
tin quan trong nhu dia chi IP ngudn, thoi gian truy cap, phuong thirc HTTP, URI duogc
yéu cau va ma trang thai phan hoi. Cac file log nay duoc luu trit mac dinh tai thu muc
/var/log/nginx trén may chi Web Server. Viéc thu thap log tai ting web cho phép hé
théng ghi nhan ddy da hanh vi truy cip cia nguoi dung, tir d6 tao co so dir liéu dau
vao quan trong cho viéc phan tich luu lugng, phat hién bat thudng va nhan dién céc
hanh vi tan cong ¢ ting tmg dung HTTP.

3.7.3. Thu thip va xit ly log biang Promtail

Promtail dugc trién khai trén ciing may chua véi Nginx va hoat dong nhu mot
agent thu thap log. Promtail duoc c4u hinh dé theo ddi cac file log cuia Nginx trong thu
muc /var/log/nginx, doc cac ban ghi m&i phat sinh theo thoi gian thuc va thyuc hién tién
xtr ly trude khi giri vé hé thong luu trix tap trung. Trong qua trinh xir Iy, Promtail thyc
hién phan tich cdu tric log, trich xuat cac trudng thong tin quan trong va gin nhan
(labels) cho ting ban ghi, bao gdm dia chi IP ngudn, URI truy cdp, ma trang thai
HTTP valoai log. Viéc gan nhén gitip téi wu kha ning truy van, phan loai va phan tich
log & cac budc tiép theo. Sau khi xtr 1y, log dugc Promtail gii vé Grafana Loki thong
qua giao thirc HTTP, dam bao dit liéu log duogc truyén lién tuc va dong bo vé hé théng
giam sat trung tam.

3.7.4. Lwu trir va truy vén log tai Loki

Grafana Loki duoc st dung lam hé théng luu trir log tap trung cho toan bd di
liéu thu thap tir cac may chu trong hé thdng. Loki tiép nhan log tir Promtail va luu trir
theo mo hinh dya trén nhan, thay vi lap chi muc toan bd ndi dung log nhu céc hé théng
logging truyén théng. Cach tiép can nay giup giam dang ké chi phi luu trir va tai
nguyén xt 1y, dong thoi van dam bao kha ning truy van hiéu qua theo thoi gian va
theo cac thudc tinh quan trong. Thong qua ngdn ngir truy van LogQL, Loki cho phép
truy van linh hoat cac ban ghi log phuc vu cho viéc giam sat, phan tich hanh vi truy
cap va 1am dir liéu dau vao cho md hinh phat hién bat thuong. Viéc str dung Loki gitp
hé théng dam bao kha ning mé rong, dap tng yéu cau luu trit log 16n va hd tro tot cho
qua trinh gidm sat va phan tich log theo thoi gian thuc.
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= Outline loki [ Go queryless [ split  Add v <« (@ 2026-01-22 00:00:00 to 2026-01-22 23:50:58 ~ » @ D Live
“ L A o0 ew
<> Queries
| Kick start your query  Label browser Explain query @ Builder Code
Label filters
job v = v nginx v | X +
Line contains + @ ® x + Operations
Text to find
+
job="nginx
> Options Type:Range Line limit: 5000 Direction: Backward
+ Addquery (® Query inspector
~ Logs volume
(D) Nologs volume available
No volume information available for the current queries and time range.
Logs Logs
splayed Total bytes
1am 2026-81-22 14:49:99.854 284.76.203.219 - - [22/Jan/2026:14:49:89 +870@] "GET / HTTP/1.1" 20@ 489 "-" "Mozill “ ol
a/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.8.4438.85 Safari/537.36
i L +
Fields Edg/9@8.8.818.46
i 20826-81-22 14:25:20.493 185.241.288.170 [22/Jan/20826:14:25:20 +8788] "GET /.git/info/ HTTP/1.1" 484 1=
filename 196 "-" "Mozilla/5.8 (Linux; Android 7.1.2; Redmi 4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/73.8.3683.
nost 98 Mobile Safari/537.36"
job f 2026-91-22 1 0:52.335 185.242.226.15 - - [22/Jan/2026:14:10:52 +870@] "\x16\x83\xB1\x00\x8C\x81\x88\x08\x88
thod \xB3\x83\xF1EN\X8F | \xA6\x96\xD8, ud\x13\x82 \xD8A\xF6\XCT\xTE\XCE5n\XCTAXET\XF1\XCH\xB7 \x84$*\ xF3W\ xAZ\ xD7\x88\ x v
e B8\ xTA\xCA/\xCB+\xCB\x11\xCO\xB7\ xCA\x13\xCO\XxB9\xCB\x14\xCR" 408 166 "-" "-"
remote_addr . - IO, . U o 2

Hinh 3.11 - Minh hoa truy van va hién thi log bang Loki

3.8  Phan tich, hién thi, va canh bao bz"mg Grafana

Grafana duoc str dung 1am nén tang trung tim dé phan tich, truc quan hoa va
canh bao dir lidu log trong hé thong giam sat. Thong qua viéc két n6i Grafana véi
Grafana Loki 1am ngudn dit liéu, hé thdng cho phép truy van va hién thi log theo thoi
gian thyc dua trén céc tiéu chi nhu khoang thoi gian, dia chi IP ngudn, URI truy cap va
mi trang thai HTTP. Cac dashboard dugc xay dung nham cung cép cai nhin tong quan
vé trang thai hoat dong cua hé thong, bao gdm tong s6 request theo thoi gian, phan b
IP truy cap, cac URI bi truy cdp nhiéu nhat va ty 1& phan hoi theo timg mi trang thai.

Bén canh chiic nang hién thi, Grafana con dugc st dung dé hd trg phan tich hanh
vi truy cap va phat hién sém céc dau hi¢u bat thuong. Thong qua vi¢c quan sat cac

biéu dd va truy van LogQL, ngudi quan tri co thé nhan dién cac hién tuong nhu luu
luong ting dot bién, ty 1¢ 16i HTTP (dic biét 1a mi 404) gia ting bat thuong hodc mot
URI bi truy cap tap trung trong thoi gian ngan. Nhiing thong tin ndy déng vai trd quan
trong trong viéc danh gia tinh trang van hanh cta hé thong va hd tro qua trinh diéu tra

nguyén nhan sy co.

Ngoai ra, hé théng canh bao ty dong dugc cau hinh tryc tiép trén Grafana thong
qua cac Alert Rules. Khi cac diéu kién bat thuong duoc xac dinh, chéng han nhu sd
luong request vuot ngudng cho phép hoic mo hinh Al phéat hién hanh vi bat thudng,
Grafana s€ kich hoat canh bdo va giri thong béao dén nguodi quan tri thong qua cac
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Contact Points di cau hinh, cy thé 1a Telegram Bot. Co ché canh bao nay giup rit ngan
thoi gian phat hién va phan tmg su ¢, nang cao hiéu qua giam sat va dam bao hé
thong dugc van hanh 6n dinh, an toan trong moi truong thuc te.

Alert ru |eS + New alert rule ¢ Export rule definition

Rules that determine whether an alert will fire

Search by data sources (O Dashboard
All data sources v Select dashboard v
State Rule type Health Contact point
Firing Normal Pending Recovering Alert Recording Ok No Data Error Choose a contact point v
Search © View as
Q Search Grouped List State

4 rules 4 nodata 4 normal

Grafana-managed ty Export rules + New recording rule
~ [ SOCAlert » P1 4nodata 4normal | [ ®@m | © &
Next .
State Name Health Summary . Actions
evaluation

P1. Total HTTP inafew

> . nodata @ View ¢ Edit  More v
m Requests (per minute) seconds
P2. Top Source IPs in a few

> nodata ® View ¢ Edit More v
m (HTTP Flood) seconds
P3. Top Source IPs inafew

> nodata @ View £ Edit  More v
m (404 Scan) seconds
inafew

> P4. Top Targeted URIs nodata ® View ¢ Edit  More v
[ Nomai | p Targ covonds

Data source-managed + New data source-managed recording rule

Hinh 3.12 - Giao dién cu hinh va quan Iy cac Alert Rules trén Grafana
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Contact points Alertmanager IS5 Grafana v

Choose how to notify your contact points when an alert instance fires

Contact Points 2 Notification Templates
Search by name or type
Q Search X Clear + Create contact point b Export all
grafana-default-email Used by 1 notification policy & Edit More v
& No integrations configured
Telegram Used by 4 alert rules & Edit  More v
4 Telegram Sends notifications to Telegram

@ Last delivery attempt 3 minutes ago @ Last delivery took 470ms

Hinh 3.13 - Giao dién c4u hinh c4c Contact points trén Grafana

39 Két chuong

Chuong 3 di trinh bay chi tiét qua trinh trién khai hé thong giam sat va phat hién
su ) hé théng tu dong thong qua phan tich log, tur thiét ké kién trac téng thé, thiét lap
moi trudng trién khai dén xay dung cac kich ban kiém thir va danh gia két qua thuc
nghiém. Hé thdng duoc trién khai dya trén cac cong cu mi ngudn mé gdm Nginx,
Promtail, Grafana Loki va Grafana, két hgp voi md hinh hoc may Isolation Forest dé
phét hién bat thuong trong dir liu log.

Thong qua cac kich ban mé phong tan cong va hanh vi bt thudng, két qua cho
thay hé thdng c6 kha ning thu thap, luu trir va truc quan hoa log theo thoi gian thuc,
dong thoi phathién hiéuqua cac dau hiéubat thudng trong qua trinh van hanh. Viéc tich
hop md hinh AI gitip hé théng vuot qua han ché cua phuong phap giam sat dya trén luat
¢ dinh, cho phép nhan dién cac hanh vi bat thudng phtic tap va chua timg xuét hién
truge do.

Ngoai ra, co ché canh bao ty dong thong qua Telegram Bot gitip ngudi quan tri
nhanh chong nhin dugc thong tin su ¢ va kip thoi dua ra bién phap xir 1y, gop phan
nang cao kha nang phan tmg va giam thiéu rii ro cho hé théng. Nhiing két qua dat duoc
trong chuong nay da ching minh tinh kha thi va hiéu qua cia giai phap dé xuat.

Trén co s& cac két qua trién khai va danh gia, chuong 4 s¢€ tong két nhiing dong
gop chinh ctia do an, chira cdc han ché con ton tai va dé xuat cdc hudng phat trién nham
hoan thién va mo rong hé thong trong tuong lai.
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CHUONG 4: KET LUAN VA HUONG PHAT TRIEN

4.1. K&étqua dat duogc

Trong pham vi d6 an, dé tai “Xay dung hé thong gidm sat va phat hién su c6 hé
théng ty dong thong qua phan tich log” d3 hoan thanh cac muc tiéu dé ra ban dau. Hé
thdng giam sat duoc x4y dung theo kién truc tap trung, cho phép thu thap, luu trir va
hién thi log hé théng theo thoi gian thuc thong qua b cong cu Grafana — Loki —
Promtail. Dit liéu log tir Web Server duoc xir 1y higu qua, hd tro ngudi quan tri theo
doi tinh trang hoat dong cua hé théng va nhanh chéng nhén dién cac d4u hiéu bat
thuong ¢ tang ung dung HTTP.

Bén canh d6, d an d3 tng dung thanh cong md hinh hoc may khong giam sat
Isolation Forest dé phan tich dit liéu log va phat hién cac hanh vi bat thuong ma khong
can dit liéu huan luyén c6 nhin. Két qua thyc nghiém cho thdy mé hinh ¢6 kha ning
nhan dién cac kich ban tin cong va su ¢ phé bién nhu HTTP flood, do quét URL va
burst traffic, ddng thoi cho phép lua chon ngudng phat hién phu hop thong qua phan
tich cac chi sd Precision, Recall va Fl-score. Viéc tich hop co ché canh bao ty dong
qua Telegram gitip rat ngan dang ké thoi gian phat hién va phan tmg su ¢b so voi
phuong phap gidm sat thu cong.

Tong thé, hé thong duoc trién khai hoat dong 6n dinh trong méi truong thir
nghiém, dap tmg yéu cau giam sat lién tuc, phat hién sém sy ¢6 va hd trg nguoi quan
tri trong qua trinh van hanh hé théng. Két qua cia d6 4n khong chi c6 gia tri thuc tién
trong giam sat va bao dam an toan hé thong CNTT, ma con 1a nén tang dé tiép tuc
nghién ctru, mé rong va phat trién cac giai phap giam sat thong minh trong tuong lai.

Mic du d3 dat duoc cac muc tiéu dé ra, dé tai van con ton tai mot s6 han ché nhét
dinh. Thir nhat, hé théng dugc trién khai va danh gia chu yéu trong méi truong thu
nghiém véi s lwong may chu va kich ban su ¢b con han ché, do d6 chua phan anh day
du tinh phuc tap va da dang cua cac hé théng CNTT quy mod 16n trong thuc té. Cac kich
ban kiém thir tap trung chi yéu vao cac hanh vi bat thuong ¢ tang HTTP, trong khi chua
xem xét day du cac dang sy ¢b khac nhu18i ing dung ndi bo, su ¢b tai nguyén hé thong
hoic cac tin cong phuc tap ¢ nhiéu tang.

Thir hai, mé hinh Isolation Forest dugc st dung trong dé tai 1a mé hinh hoc may
khong giam sat, phu thudc nhiéu vao chat luong dir liéu log ddu vao va cac tham s céu
hinh. Trong mot s6 truong hop, md hinh co thé phat sinh canh bao gia hoic bo sot cac
bt thuong c6 dic diém gan v4i hanh vi van hanh binh thudng. Viéc lya chon ngudng
phat hién hién tai van mang tinh thuc nghiém, chua c6 co ché tu dong diéu chinh theo
su thay d6i cua dic diém dit liéu theo thoi gian.

Ngoai ra, hé théng chua duoc t6i vu hoan toan vé hiéu ning va kha ning mé rong
khi khéi luong log ting 16n hodc khi trién khai trén nhiéu mdy cha dong thoi. Viéc phan
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tich log va phat hién bat thuong hién dugc thuc hién theo chu ky, chua dap ting hoan
toan yéu cau xir 1y thoi gian thuc & quy mo 16n. Bén canh do, co ché canh bao hién tai
méi ding & mirc gui thong bao don 1¢, chua ho trg phan loai mirc d6 nghiém trong cua

su c0 hoac tong hop canh bao dé giam tai cho nguoi quan tri.

Nhitng han ché trén la co s& quan trong dé deé tai tiép tuc duoc cai tién va mo rong
trong cac nghién ctru va trién khai ti€p theo.

4.2.

Huéng phat trién

Trong tuong lai, hé thong c6 thé duge mo rong va hoan thién theo cac hudng sau:

Mé rong ngudn dir lidu: Tich hop thém nhiéu loai log khac nhau nhu log
mang, log ing dung web, log co s& dir licu, log bao mat (IDS/IPS, firewall)
nham nang cao kha nang phat hién su ¢ toan dién.

Cai tién trich xuit dic trung: Ap dung cac phuong phéap xtr 1y ngdn ngit tu
nhién (NLP), embedding hodc mé hinh ngén ngit 16n dé biéu dién log dudi
dang vector giau ngir nghia hon.

So sanh va két hop mé hinh: Thtr nghiém va so sanh Isolation Forest véi céc
mé hinh khac nhu Autoencoder, LSTM, One-Class SVM hoic két hop nhiéu
mo hinh (ensemble) dé cai thién hiéu ning,

Hoc thich nghi va c4p nhat mé hinh: Xay dung co ché hoc truc tuyén hoic
ban giam séat, cho phép mo hinh ty cap nhat khi hé thong thay d¢6i hanh vi theo
thoi gian.

Phén tich nguyén nhian va gidi thich mo hinh: Tich hop céac k¥ thuat giai
thich (Explainable AI) d¢é 1am rd nguyén nhan dan dén canh bao, hd trg quan
tri vién trong viéc xu ly su cd.

Trién khai thwc té va toi wu hiéu ning: Pua hé thong vao mdi truong san
xudt, téiuu tdc d6 xir 1y, kha nang mé rong va tich hop véi cac nén tang gidam
sat hién c6 nhu SIEM hoac SOC.

Phit trién giao dién nguoi ding: Xay dung dashboard truc quan dé hién thi
log, canh bao, biéu do6 danh gia va lich sir sy ¢, giup ngudi dung theo ddi hé
théng mot cach thuan tién.
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