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DAI HOC PA NANG CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PAI HOC BACH KHOA Poc lap - Tu do - Hanh phuc
KHOA CONG NGHE THONG TIN

NHAN XET PO AN TOT NGHIEP

1. Thong tin chung:

1. Ho va tén sinh vién: Ngo D& Nguyén Hai Son

2. Lép: 20TCLC_DT4 S6 thé SV: 102200191

3. Tén d¢é tai: Xay dung tmg dung phat hién va phan tich cic mbi de doa an ninh mang
dua vao hoc sau.

4. Nguoi huéng dan: TS. Nguyén Ning Hung Van Hoc ham/ hoc vi: Tién si

II. Nhan xét, danh gia d6 an tot nghiép:

1. V& tinh cap thiét, tinh méi, kha nang ing dung ctia dé tai: (diém tbi da 1a 2d)

4. Pé tai c6 gia tri khoa hoc/ c6 bai bao/ giai quyét van dé dit ra cia doanh nghiép hoic
nha truong: (diém toi da la 1d)

IV. Danh gia:

1. Piém danh gia: ........ /10 (lay dén 1 s6 1é thap phan)

2. Pé nghi: O Puoc bao vé dd an [0 Bo sung dé bao vé [] Khéng dugc bao vé
Pa Nang, ngay  thang  ndm 2026

Ngudi hwéng din



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

TOM TAT

Tén dé tai: Xay dung Gng dung phat hién va phén tich cac méi de doa an ninh

mang dya vao hoc sau
Sinh vién thuc hién: Ngo D6 Nguyén Hai Son
Ma s6 sinh vién: 102200191
Lép: 20TCLC _DT4

Trong bdi canh chuyén doi s manh mé hién nay, cac hé thong cong nghé thong
tin va mang may tinh ngdy cang phai d6i mat véi nhiéu méi de doa an ninh mang phtrc
tap va tinh vi, dién ra déng thoi ¢ nhidu tang khac nhau nhu mang, hé théng va tng
dung. Do @6, viéc phat hi¢n sém va phan tich chinh xac cac mdi de doa an ninh mang
dong vai trd hét stic quan trong trong viéc bao vé dir liéu va dam bao an toan cho hé
thong.

Pé tai “Xay dung ung dung phat hién va phan tich cic mdi de doa an ninh mang
dwa vao hoc siu” nham nghién ctru va phat trién mot ing dung c6 kha nang tu dong thu
thap, phan tich va nhan dién cic hanh vi tAn cong mang thong qua viéc ap dung cac mo
hinh hoc sau (Deep Learning). Ung dung cho phép xur 1y dir liéu 1én tir nhiéu ngudn
khéac nhau, hoc duoc cac dac trung phirc tap cua cac mbi de doa, tir d6 nang cao do chinh

xac va hiéu qua so v6i cac phuong phép phat hién truyén thong.

Bén canh chirc niing phat hién, ing dung con hd trg phan tich, phan loai va truc
quan hoa cac mbi de doa an ninh mang theo timg tang, gitip nguoi quan tri hé thong dé
dang theo ddi, danh gia mtrc d6 nguy hiém va dua ra cac bién phap phong chéng kip
thoi. Dé tai hudng t6i viéc xay dung mot giai phap an ninh mang thong minh, c6 kha

ning mé rong va tmg dung thyc tién trong cac hé théng mang hién dai.

Sinh vién thyc hién: Ngé D6 Nguyén Hai Son Huéng dan: Nguyén Ning Hung Van 1



Dé tai: Xdy dung wng dung phat hién va phan tich cac méi de doa an ninh mang dwa vao hoc sdu.

DAI HOC DA NANG CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG PAI HQC BACH KHOA Doc 1ap - Tu do - Hanh phiic
KHOA CONG NGHE THONG TIN

NHIEM VU PO AN TOT NGHIEP

Ho tén sinh vién: Ngé D6 Nguyén Hai Son S thé sinh vién: 102200191

Lop: 20TCLC _DT4 Khoa: Cong ngh¢ thong tin Nganh: An toan thong tin

1.

Tén dé tai do an: Xdy dung trng dung phat hién va phén tich cdc méi de doa an ninh
mang dua vao hoc sdu.
Pé tai thudc dién: O C6 ky két théa thudn s hivu tri tué déi voi két qud thiee hién

Cdc so liéu va dit liéu ban dau: Khong co.

4. Ngi dung cdc phan thuyét minh va tinh todn:

o N S

- Tong quan dé tai: Muc tiéu, y nghia, cong nghé, kyj thudt sir dung va két qud ky
vong.

- Co 56 Iy thuyét: Cdc nén tang, khdi niém va phwong phdp dp dung trong dé tai.

- Phan tich va thiét ké hé thong: Yéu cau chirc ndng/phi chire ndng va thiét ké bang
cdc biéu do.

- Trién khai thuc té: Méi truong trién khai va két qua dat duoc khi van hanh.

- Két lugn va hwéng phdt trién: Panh gid két qud va dé xudt cdi tién.

- Tai liéu tham khdo: Danh muc nguén sit dung trong dé tdi.

Cdc bdn vé, do thi (ghi ré cdc logi va kich thuée ban vé): Khéng cé

Ho tén nguwoi huwéng dan: TS. Nguyén Niang Hung Véan

Ngay giao nhiém vu do én: ... foea /2025

Ngay hoan thanh d6 an: ... /e /2026

Pa Nang, ngay  thing  nam 2026

Truwéng Bo mon Nguoi huéng dan

Sinh vién thyc hién: Ngé D6 Nguyén Hai Son Huéng din: Nguyén Nang Hing Van i



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

LOINOI PAU VA CAM ON

Em xin giri 10i cdm on chan thanh va sau sac dén cac thay co trong Khoa Cong
nghé thong tin, ciing nhu tat ca cac thay co trong truong Dai hoc Bach khoa — Pai hoc
Pa Nang da diu dat, day dd va truyén dat kién thirc, kinh nghiém quy bau cua minh

trong sudt qua trinh em hoc tap va nghién ciru tai trudng.

Em xin bay t6 tinh cam va long biét on chan thanh ciia em téi thay gido TS.
Nguyén Ning Hung Van, ngudi di timg budc huéng dan, gitp d& em tan tinh trong
qua trinh thyc hién d6 an tot nghiép ctia minh. Nho d6 em ¢6 thé hoan thanh d6 an ding
tién d6 va tich lity cho minh nhiéu kién thic quy bau.

Con xin gui 101 cam on to 1on nhét dén cha, me va gia dinh. Cha, me va gia dinh
da luon ¢ bén con, la ngu@)n dong luc khong mét mai va 1a chd dua tinh than virng chic
gitip con vuot qua nhitng khé khian dé hoan thanh dd 4n nay.

Mic du di c¢b gang hoan thanh d6 an tot nhat nhung thoi gian va kién thirc con co
han nén s€ khong tranh khoi nhiing thiéu sot nhat dinh, rat mong dugc sy cam thong
va tan tinh chi bao, gop ¥ cia quy thiy cb gido cling nhu tit ca cac ban dé két qua cua

em dugc hoan thién hon.

Mot lan nira em xin chan thanh cam on!

Ng6 D6 Nguyén Hai Son

Sinh vién thyc hién: Ngé D6 Nguyén Hai Son Huéng din: Nguyén Nang Hiung Van  iii



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

CAM DOAN

Em xin cam doan:

1. Noi dung trong dd an ndy 1a do em thuc hién dudi sy huéng dan truc tiép cua TS
Nguyén Ning Hung Van.

2. Cac tham khao dung trong d6 an déu duoc trich dan rd rang tén tac gia, tén cong
trinh, thoi gian, dia diém cong bo.

3. Néu co nhitng sao chép khong hop 1€, vi pham quy ché dao tao, em xin chiju hoan
toan trach nhiém.

Da Ning, ngdy thing nim 2026

Sinh vién thuc hién

Ng6 P4 Nguyén Hai Son

Sinh vién thyc hién: Ngé D6 Nguyén Hai Son Huéng din: Nguyén Nang Hung Van iy



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

MUC LUC

TOM TATcueuuerneinsenscsssessesssssassessssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss i
NHIEM VU DO AN TOT NGHIEP.......uueeereecrerenesesesesssesessssesessssesssssessssssesses ii
LOT NOI DAU VA CAM ON ..cuuiuiencrnscnssensssenssesssssssessssssssssssssssssssssssssssssssssssssess iii
CAM DOAN ..iiiiniinsnninsnnsssssissssisssssssssssssssssssssssssssssssssssssssssssassssssssssssssassssassssassssassss iv
MUC LUC ..uuiciiininsneisinsessensssisssisssissstsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss \4
DANH SACH HINH ANH....cuoumimreuncnnscnssesssssssessssssssssssssssssssssssssssssssssssssssssssssssss X
DANH SACH BANG BIEU ...uceuneeuenerennennensensssssssssesssessssssssssssssssssssssssssssssssssesssess xii
DANH SACH CAC KY HIEU, CHU VIET TAT ..ocierercrererenensesesssesesssesessssens xiv
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1. Tinh cAp thiét ClA @8 tA6.cerererereerereererresessesessessesessesessesessessssessesessesessessssessssesses 2

2. Muc tiéu va ¥ NZhTa clia @@ A cevererererereerereeressesessesessessssesssessesessessssessssessesessese 3

2 LY L T 3 T TR 3

2.2 Y NZNTA et 3

3. POi trong va pham Vi clia @€ tAi...ceerereererrererrereesesresessessssesessessesessesessessssessesessess 4
31 DOT TGN e, 4

3.2 Phamm Vi @ Ai...-eeueeeeiercireiiecie ittt 4

4. BO CUC CUA DAO CAO «.veverecrererrcrernsesenensesessssesessssesessssessssssessssessssssesessssssessssssesessesens 5
CHUONG 1: CO SO LY THUYET wcuucuernrinscnncnnescnssessssnsscsssssssssssossessssessesssssssss 7
1.1 Tong quan an ninh mang va cic moi de doa pho bitn .......c.eeeveerrerrerneeneensene 7
1.2 Gi6i thiéu hé thong IDS/IPS va phat hién tan cong dwa trén bat thuong.....8
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1.4 Gi6i thiéu hoc sau cho dif liEU CHUBGI....cceeeceerererececrererereenesesesensesesesesesnsene 12
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DANH SACH CAC KY HIEU, CHU VIET TAT

Tir Viét tat ciia Dién giai
ACCS Australian Centre for Pon vi/nhém gin voi viéc cong bd
Cyber Security UNSW-NBI5.
APL Application Programming | Giao dién truy cap chirc ning hé thong
Interface (HTTP endpoints).
AWS Amazon Web Services Nén tang cloud; boi canh trién khai.
CORS Cross-Origin Resource Co ché kiém soat truy cap cross-origin
Sharing trong trinh duyét.
CPU Central Processing Unit B xtr ly trung tdm cuia may chu.
Dinh dang t€p bang, thudong dung
CSV Comma-Separated Values o
xuat/nhap dir liéu.
Co so dir liéu dung luu cau hinh, két
DB Database ) ,
qua, review...
DNS Domain Name System Giao thirc phan giai tén mién (dns.log).
EC2 Elastic Compute Cloud Dich vu may chu 4o cua AWS.
) B¢ sot: du doan am nhung thuc té
FN False Negative
duong.
. B4o dong nham: du doan duong nhung
FP False Positive ‘.
thuc té am.
N Ty 1& bao dong nham theo 16p am;
FPR False Positive Rate .
dung trong ROC.
. Bién thé RNN c¢6 cong, gon hon
GRU Gated Recurrent Unit
LSTM.
) Giao dién d6 hoa cho nguodi dung van
GUI Graphical User Interface .
hanh.
HyperText Markup A L P
HTML Ngon ngir danh dau hién thi trang web.
Language
Hypertext Transfer . )
HTTP Giao thuc web (http.log).
Protocol
HTTPS HTTP Secure HTTP chay trén TLS (ma hoa).
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Intrusion Detection and

Khai ni€m bao trum IDS/IPS theo

IDPS } NIST; gém giam sat, phan tich, canh
Prevention System L
bao va phan ung.
) ) Hé théng phat hi€n xam nhap, sinh
IDS Intrusion Detection System | | )
canh bao.
Intrusion , VU S .
] ] Céch viéet gop de chi ca IDS va IPS
IDS/TPS Detection/Prevention . o
trong cung ngtr canh.
System
IETF Internet Engineering Task | T6 chtic ban hanh chuan Internet (vi du
Force IPFIX).
Giao thuc mang; dia chi IP dung dinh
IP Internet Protocol <
danh nguon/dich.
IPFIX IP Flow Information Chuan IETF dé xuat ban ghi ludng;
Export RFC 7011 mo ta giao thirc IPFIX.
IPS Intrusion Prevention Hé thong phong chdng xam nhap, co
System thé chin/giam thiéu tin cong.
) ) ) Dinh dang di liéu co cau trac; Zeek co
JSON JavaScript Object Notation R
thé xuat JSON.
Token x4c thuc/phién dang nhap khi
JWT JSON Web Token ]
go1 APL
Bién thé RNN c¢6 céng, hoc phu thudc
LSTM Long Short-Term Memory N
dai han.
Autoencoder dung LSTM dé tai tao
LSTM-AE | LSTM Autoencoder x. L .
chudi phuc vu phat hién bat thuong.
Long Short-Term Memory | Cach viét gop hai bién thé RNN ¢6
LSTM/GRU ' .
/ Gated Recurrent Unit cong.
MAE Mean Absolute Error Do do 16i tuyét dbi trung binh.
Ham mat mat/do do 16i binh phuong
MSE Mean Squared Error .
trung binh.
) . Hoc may; bdi canh huan luyén/danh gia
ML Machine Learning L
mo hinh.
NEA Network Behaviour Phan tich hanh vi mang duya trén thong
Analysis ké&/dac trung luu lugng.
IDS trién khai & ting mang, giam sat
NIDS Network-based IDS

luu luong.
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IPS trién khai ¢ ting mang, can

NIPS Network-based IPS L . s
thiép/ngian chan luu lugng.
NLP Natural Language Xu Iy ngon ngtr ty nhién; dugce lién h¢
Processing v6i embedding/token hoa.
Gia tri/token chua ting c6 trong
ooV Out-of-Vocabulary ] .
codebook; anh xa vé UNKNOWN.
PAD Padding Token dém dé chuan hoa do dai chudi.
Dir liéu/tép bat goi (packet capture
PCAP Packet Capture o P ) g (Ii o P - )
dung cho phan tich sau & muc goi.
. Duong cong Precision—Recall (hitu ich
PR Precision—Recall ) ] . .
khi dit li€éu mat can bang).
RAM Random Access Memory B0 nhé chinh cua hé théng.
Phén quyén dya trén vai trd
RBAC Role-Based Access Control )
(admin/user...).
REST Representational State Phong cach thiét ké API dya trén tai
Transfer nguyén va HTTP method.
Tai liéu tiéu chuan/dic ta k¥ thuat do
RFC Request for Comments A <
IETF cong bo (vi du RFC 7011).
Ho mang no-ron héi tiép cho dit liéu
RNN Recurrent Neural Network ..
chuoi.
Receiver Operating . .
ROC . Duong cong TPR-FPR theo ngudng.
Characteristic
Cach viét gop duong ROC va dién tich
ROC/AUC | ROC curve & AUC o
dudi duong cong.
SEQUENCE | Sequence boundary token | Token danh du bat dau/két thuc chudi.
SIEM Security Information and Heé thong thu thap—turong quan—quan tri
Event Management log/su kién an ninh.
. . Doi/trung tdm van hanh an ninh, xu ly
SOC Security Operations Center | s
canh bao va di€u tra.
Co ché server déy dit 1iéu mot chiéu
SSE Server-Sent Events qua HTTP dé cap nhat gan thoi gian
thue.
Tén goi/di san cho 16p ma ho4; trong
SSL Secure Sockets Layer Zeek thuong dung ssl.log cho luu

luong TLS/SSL.

Sinh vién thuc hién: Ngo DS Nguyén Hai Son

Huéng din: Nguyén Ning Hung Van xvi




Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

Transmission Control

TCP Giao thirc van chuyén huéng két ndi.
Protocol
Transmission Control ) P oo e
Céch viet gop khi noi chung vé hai giao
TCP/UDP Protocol / User Datagram o .
thirc van chuyén.
Protocol
, Co ché ma ho4 ting véan chuyén; khién
TLS Transport Layer Security o N
payload kho phan tich ndi dung.
TN True Negative Dy doén dung 16p am (binh thuong).
P True Positive Dy doan dting 16p duong (tan cong/bat
thuong).
Ty 1é bat diing duong; thudng t
TPR True Positive Rate y e bat dune ng, ong tong
duong Recall/Sensitivity.
) Viét tat thuong gip cho dau thoi gian
TS Timestamp
(ts) trong log.
) , Trudong TTL (tudi tho goi) trong IP;
TTL Time To Live . i
cling dung dé ndéi vé thoi han chan tam.
Giao thuc van chuyén khong huéng két
UDP User Datagram Protocol ..
noi.
i ) Ma dinh danh duy nhét (trong Zeek,
UID Unique Identifier ] . ..
UID dinh danh tirng két noi).
UML Unified Modelling Ngon ngit mo hinh hoé (use case,
Language sequence, class diagram...).
University of New South o o
UNSW- Tap dir liéu benchmark c6 nhan phuc
Wales network benchmark p NN
NBI5 vu IDS/bat thuong ¢ tang mang.
(2015)
UTC Coordinated Universal Mii gid chuan dung khi chuan hoa thoi
Time gian log.
VRAM Video RAM B0 nhé trén GPU.
) o Lo héng chen script khi hién thi dit liéu
XSS Cross-Site Scripting

trén web; can escape khi render.
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TOM TAT DE TAI

Trong boi canh cac hé théng mang va hé thong mdy tinh ngay cang phat trién va
két ndi rong rii, cac mdi de doa an ninh mang ciing gia ting ca vé sd lwong 14n muc 46
phirc tap. Nhiéu hinh thirc tan cong khong con thé hién qua mot hanh vi don 1é ma dugc
biéu hién thong qua chudi hanh vi lién tiép, dién ra dong thoi ¢ nhiéu ting khac nhau
cua hé théng. Do @6, viéc phat hién va phan tich cac mdi de doa an ninh mang mat cach

tu dong, chinh xéc va kip thoi 1a mét yéu cau cép thiét.

Dé tai “Xdy dung iing dung phat hién va phan tich cdc méi de doa an ninh mang
dira vao hoc sdu” tap trung nghién ctru va xay dung mot img dung phat hién bat thuong
trong an ninh mang duya trén dit liéu chudi, 4p dung cho tang mang. Trong dé tai, bo dir
liéu an ninh mang tiéu biéu 1a UNSW-NB15 (luu lwong mang) duge st dung dé huin

luyén va danh gia mo hinh.

Ung dung dugc xay dung dua trén mé hinh hoc sau DabLog, st dung mang Bi-
directional LSTM két hop Autoencoder nham hoc cau tric hanh vi binh thudng cua cac
chudi sy kién va phat hién cac chudi bat thudng thong qua sy sai 1éch so vi mo hinh da
hoc. Phuong phap nay cho phép khai thac mdi quan hé theo thoi gian va ciu tric cua
chudi sy kién, tir 46 nang cao hiéu qua phat hién cac méi de doa so vai cac phuong phap
truyén théng.

Sinh vién thyc hién: Ngoé D6 Nguyén Hai Son Huéng dan: Nguyén Nang Hung Van 1



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

MO DAU

1. Tinh cép thiét ctia dé tai
Trong bbi canh cong nghé thong tin va truyén thong phat trién manh mé, cac hé
thong mang va hé thong thong tin ngay cang duoc trién khai véi quy mé 16n, tinh lién
két cao va do phuc tap ngay cang ting. Cung vé6i nhitng loi ich mang lai, cac hé thong
nay ciing phai d6i mat véi nhiéu mdi de doa an ninh mang ngay cang tinh vi, da dang
va kho kiém soat. Cac cudc tin cong khong chi dién ra tai mot diém don 1é ma thuong
xuat hién dudi dang chudi hanh vi lién tiép, anh huong dong thoi dén nhiéu ting khéac

nhau ctia hé théng nhu ting mang, ting hé diéu hanh va tang tng dung.

Trong qué trinh van hanh, hau hét cac hoat dong ciia hé thong déu duoc ghi lai
dudi dang dir liéu nhat ky (log). Dir liéu log phan anh chi tiét trang thai, hanh vi va méi
quan hé giita cac su kién xdy ra trong hé thong theo thoi gian. Do 6, log déng vai trd
quan trong trong viéc giam sat, phat hién bat thudng va phan tich cac sy ¢b an ninh
mang. Tuy nhién, khdi luong log phat sinh trong cac hé théng hién dai 1a rat 16n, c6 tinh
tuan tu, khong déng nhét va chtra nhiéu nhiéu, khién viéc phan tich thu cong hodc dua

trén cac luat dinh san tr¢ nén kém hi¢u qua va khdé mé rong.

Céc phuong phap phat hién xdm nhap truyén thong, dua trén chit ky tan cong
hoic tap luat chuyén gia, thuong chi hiéu qua ddi vdi cac mdi de doa da biét trude. Khi
d6i mat v6i cac hanh vi tin cong méi hodc cac bat thuong mang tinh cau tric, cac
phuong phap nay dé bo sot hodc dwa ra nhiéu canh bao sai. Trude nhitng han ché do, tri
tu€ nhan tao, dac biét la cac phuong phap hoc may va hoc sau, da dugc nghién ctru va

ung dung rong rai trong linh vuc an ninh mang.

Hoc sau cho phép mo hinh ty dong hoc cac dac trung tiém an tir dir liéu 1on va
phtc tap, dic biét phu hop voi dit liéu log dang chudi sy kién theo thoi gian. Bang cach
hoc hanh vi binh thuong ctia hé thong, cidc md hinh hoc siu ¢ thé phat hién céc sai léch
bat thuong ma khong can phu thude hoan toan vao tri thirc chuyén gia hay chir ky tan
cong. Piéu ndy mé ra hudng tiép can hiéu qua cho bai toan phat hién va phan tich cac
moi de doa an ninh mang trong moi truong thuc té.

Xuat phat tir yéu cau thyc tién néu trén, em quyét dinh Iya chon dé tai “Xay dung

ung dung phat hién va phan tich cadc moi de doa an ninh mang dya vao hoc sau”, viéc

nghién ctru va xay dung mot ing dung phat hién va phén tich cic mdi de doa an ninh
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mang dua trén tri tué nhan tao va hoc sau la can thiét. Ung dung khong chi hé tro phat
hién sém cac dau hi¢u bat thuong tur dir 1iu log ma con gitp ngudi quan tri hé thong
hi€u rd hon moi quan h¢ gitra cac su ki¢n, tir d6 nang cao hi¢u qua gidm sat va xu 1y su

cb an ninh mang.
2. Muc tiéu va y nghia ciia dé tai
2.1 Muc tiéu

Muc tiéu ctia dé tai “Xay dung ung dung phat hién va phén tich cac mdi de doa
an ninh mang dya vao hoc sau” 1a nghién ctru va xay dung mot iing dung c6 kha nang
phat hi¢n va phan tich cac mdi de doa an ninh mang dua trén dit liéu chudi, thong qua

viéc ap dung céc ky thuat hoc sau hién dai. Cu thé, dé tai hudng tdi cac muc ti€u sau:

- Nghién ctru co so ly thuyét vé an ninh mang, phat hién bat thuong va hoc sau
trén dir liéu chudi, 1am nén tang cho viéc xay dung hé thong phat hién mdi de
doa.

- Xay dung quy trinh xtr Iy va chudn hoa dit liéu an ninh mang cho ting mang va
tﬁng hé théng, nham chuyén ddi dir liéu tho thanh dang chudi sy kién phu hop
cho mo6 hinh hoc sau.

- Ap dung mo hinh hoc sdu DabLog dwa trén mang Bi-directional LSTM va
Autoencoder dé hoc cau tric hanh vi binh thuong va phat hién cac chudi bat
thuong.

- Thiét ké va trién khai mot ing dung cho phép huan luyén mo hinh, phét hién bat
thuong, danh gia két qua va truc quan hoa dir liéu phuc vu phan tich an ninh
mang.

- Panh gia hiéu qua cta hé thong thong qua cac chi sé phu hop, tir d6 phén tich uu
diém va han ché ctia phuong phap duoc dé xuat.

2.2 Y nghia
Dé tai c6 y nghia ca v& mat hoc thuét va thuc tién trong linh vyc an ninh mang.Vé

mit hoc thuat, dé tai giup cung cd va mé rong kién thirc vé an ninh mang, phat hi¢n bat
thuong va hoc sau, dic biét 1a cac mo hinh xir Iy dir liéu chudi. Viéc nghién ctru va ap
dung mé hinh DabLog gitip minh hoa cach két hop giita hoc sdu va dir liéu an ninh
mang, gop phan 1am rd tiém ning cua cac phuong phap hoc sau trong viéc ning cao

hiéu qua phat hién mdi de doa.

V& mit thyc tién, ung dung duoc xay dung trong dé tai co kha nang hd tro nguoi

quan tri va ngudi phan tich an ninh trong viéc giam sat va phat hién sém céc hanh vi bat
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thudng & ting mang va ting hé thong. Mic du dugc trién khai trong pham vi mot do an
hoc tap, hé théng vin c6 thé 1am nén tang tham khao cho viéc phat trién cac giai phap
an ninh mang théng minh trong thuc té.

Ngoai ra, dé tai con gitip nguoi thuc hién rén luyén k¥ ning nghién ctru, phan
tich bai toan, thiét ké hé théng va trién khai mo hinh hoc sau trén dir liéu thuc té, tao
tién dé cho viéc hoc tap va nghién ctru chuyén sau hon trong linh vyc an ninh mang va
tri tu¢ nhan tao trong tuong lai.

3. Doi twong va pham vi cia dé tai

3.1 Poi twong

Péi tuong cua dé tai 1a cac mdi de doa an ninh mang duoc biéu hién thong qua
dir liéu chudi phat sinh trong qué trinh van hanh cua hé thong mang va hé théng may
tinh. Cu thé, dé tai tap trung nghién ctru va xtr ly cac loai dir li¢u luu lwong mang va céc
ban ghi két ndi, phan anh hanh vi truyén thong giita cac thuc thé trong hé théng. Dir liu
nay duoc khai thac thong qua bo dit liéu UNSW-NB15, bao gom ca luu luong binh
thuong va luu lwong tan cong, duoc sir dung dé nghién ctru va phat hién cac hanh vi bat

thuong o ting mang.
3.2 Pham vi dé tai

Pé tai “Xay dung tng dung phat hién va phan tich cic mdi de doa an ninh mang
dua vao hoc sau” dugc thyc hi¢n trong pham vi nghién ctru va ing dung ¢ muirc co ban
dén trung binh, pht hop v6i quy mé mét dd an hoc tap. Cu thé, pham vi st dung cta dé

tai bao gom:

- Ung dung tap trung vao viéc phat hién va phan tich mot sé méi de doa an ninh
mang pho bién, chang han nhu tin cong mang, truy cap trai phép, hanh vi bat
thuong trong Iuu lugng mang hoac hé théng, dua trén dir li¢u thu thap dugc.

- Hé thong dugc xdy dung nham moé phong va minh hoa nguyén 1y hoat dong cua
mot ung dung an ninh mang st dung hoc sau, chua hudng téi viéc trién khai trén
cac hé théng 16n hodc moi trudng san xudt thuc té.

- Pétaisu dung cic tap dir liéu mau hoic dir lidu cong khai phuc vu cho viéc huin
luyén va danh gid mo hinh hoc sau, khong xtr Iy dit li€u nhay cam hoac dir liéu
bao mét thuc té.

- Pham vi tng dung chu yéu danh cho muc dich hoc tap, nghién ctru va tham khao,

giup sinh vién hiéu rd hon vé cach ap dung hoc sau trong linh vyc an ninh mang.
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Chua di sdu vao cac van dé nang cao nhu tdi wu hoa hiéu ning & quy mé 16n, tich
hop véi cac hé thong bao mat thuong mai hay trién khai thoi gian thyc trong moi
truong doanh nghiép.

Thong qua pham vi sir dung nay, dé tai nham cung cap mot nén tang co ban dé

nghién ciru va phat trién cac giai phap an ninh mang thong minh, déng thoi c6 thé lam

co s& cho viéc mé rong va nang cap trong cac nghién ciru hodc ung dung thuc tién sau

nay.

4. Bo cuc cua bao cao

Ngoai phin mé dau trinh bay 1y do chon dé tai, muc tiéu nghién ciru, ¥ nghia

khoa hoc va thyc tién cuia dé tai, cing v6i pham vi va d6i twong nghién ctru, ndi dung

chinh cua bao cao duge to chirc thanh 04 chuong nhu sau:

Chuong I: chuong nay trinh bay cac khai niém va nén tang 1y thuyét lién quan
dén dé tai. Noi dung tap trung 1am rd cac van dé co ban trong linh vuc an ninh
mang, phat hién méi de doa va bat thuong, ciing nhu céac kién thirc nén vé hoc
sau dugc su dung trong bai toan an ninh mang. Chuong I doéng vai tro lam co sé
khoa hoc dé hiéu va trién khai cic phuong phap duoc dé xuit trong cac chuong
tiép theo.

Chuong II: chuong nay trinh bay chi tiét cac phuong phap duge sir dung trong
d6 an dé xay dung va huan luyén mé hinh phat hién méi de doa an ninh mang.
Noi dung bao gdm cac phuong phéap xtr Iy dir liéu dau vao ¢ ting mang, k¥ thuat
trich xuét va biéu dién dic trung, md hinh hoc sau dugc lya chon, cling nhu quy
trinh huan luyén va danh gia mo hinh. Bén canh d6, chuong nay ciing mé ta cach
thirc trién khai mo hinh di hudn luyén 1én méi truong may chit nham phuc vu
cho viéc van hanh hé théng trong thyc té.

Chuong III: chuong nay tap trung vao viéc phan tich yéu cau hé thong va thiét
ké kién trac tong thé cua ing dung phat hién va phan tich mdi de doa an ninh
mang. Noi dung bao gdm xac dinh cac thanh phan chinh cta hé théng, ludng xir
1y dir ligu, mbi quan h¢ gitra caic mo-dun, cting nhu thiét ké kién trac phﬁn mém
va cac thanh phén trién khai nham dam bao tinh mo rong, hiéu nang va do on
dinh cua hé thong.

Chuong IV: chwong nay trinh by qué trinh hién thuc hoa hé thng dua trén thiét
ké da dé xuat. Noi dung bao gém viée xdy dung cac mo-dun xtr Iy dit liéu, huan
luyén va tich hgp md6 hinh hoc sau, trién khai hé théng trén may chu, cling nhu

mo ta cac chirc nang chinh cua Gng dung. Chuong niy ciing trinh bay két qua
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thuc nghiém, qua trinh chay thir va ddnh gi4 hiéu qua hoat dong ctia hé thong
trong vi¢c phat hién va phan tich cac mébi de doa an ninh mang.

- Phén két luan va huéng phat trién: phan cudi ciia béo cio tong két cac két qua
dat duoc trong qué trinh nghién ctru va trién khai dé tai, danh gia mac d6 hoan
thanh so v&i myc tiéu ban dau da dé ra. Dong thoi, phan nay ciing néu bat nhiing
dong gop cuia dé tai vé mit 1y thuyét va ing dung thuc tién trong linh vyc an ninh
mang. Bén canh d6, cac han ché con ton tai va hudng phat trién trong tuong lai
ctia hé thong ciling duoc trinh by nham mé rong va nang cao hiéu qua ciia dé tai

trong cc nghién ciru tiép theo.
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CHUONG 1: COSO LY THUYET

1.1 Tong quan an ninh mang va ciac moi de doa phd bién

Trong bbi canh chuyén doi sb va két ndi lién thong ngdy cang sau rong, ha ting
cong nghé thong tin cua co quan, doanh nghiép thudng xuyén phai déi mat véi nhidu
riii ro tir khong gian mang. An ninh mang c6 thé hiéu 1a tap hop cac giai phap k¥ thuat
va quan tri nham bao vé hé thong thong tin trudc cac hanh vi truy cap trai phép, pha
hoai hodc lam dung tai nguyén, qua dé6 dam bao ba thudc tinh co ban: tinh bao mat
(thong tin khong bi 16), tinh toan ven (dit liéu khong bi sira d6i trai phép) va tinh sin
sang (dich vu hoat dong on dinh, lién tuc). V& mat khai niém, can phan biét mbi de doa
(threat) va tin cong (attack). Mdi de doa la kha nang tiém an gay hai cho hé thong (vi
du: su tOn tai cta botnet trén Internet, 1 héng phén mém chua v4, hodc ké tin cong cod
dong co), con tAn cong 1a hanh vi cu thé khai thac diém yéu dé dat muc tiéu nhu chiém
quyén, danh cip dit liéu hoac 1am gian doan dich vu. Trong thuc t& van hanh, cting mot
moi de doa c6 thé dan t6i nhiéu kiéu tan cong khac nhau tuy theo muc tiéu va phuong

thirc cua doi tugng tan cong.

Céac mdi de doa phd bién trong méi truong mang thudng c6 thé quan sat qua hanh
vi luu lwong va nhat ky (log). Tht nhét 13 tn cong tir chéi dich vu (DoS/DDoS), trong
d6 d6i tuong tan cong tao lugng truy cap 16n bat thudng nham lam can kiét tai nguyén
cia may chii hodc duong truyén, dau hiéu dién hinh 1a s6 luong két ndi/tée do goi tin
tang dot bién trong mot khoang thoi gian ngan, gy suy giam chat luong dich vu. Thir
hai 12 do quét va trinh sat (scanning/reconnaissance), tirc ké tdn cong thim do cong dich
vu, phién ban ing dung, hoic cac diém m& dé chuan bj khai thac, hanh vi nay thuong
biéu hién qua nhiéu két ndi nga"m t6i nhiéu céng/dich khéc nhau, 1ip lai theo mau. Thu
ba 13 tAn cong do mat khau (brute force/credential abuse), thudng xuat hién dudi dang
nhiéu l1an ding nhap that bai hodc thir nhiéu tai khoan trong thdi gian ngan. Bén canh d6
1a cac nhom tan cong nghiém trong hon nhu khai thac 16 hong (exploitation) dé thyc thi
ma, ma doc va diéu khién tir xa (malware/C2) dé duy tri hién dién trong hé thong, va ro

ri dit li€u (data exfiltration) qua cac kénh hop 1€ hoac dugc nguy trang.

Mbt dic diém dang cht y cua an ninh mang hién nay 1a tinh dong va khé dy doan
ctia hanh vi tin cong. Nhiéu chién dich tdn cong khong con dién ra theo mot hanh vi
don 1é ma theo chudi budc lién tiép: trinh sat, xdm nhép, leo thang, di chuyén ngang,

danh cap dir liéu. Do d6, néu chi dya vao mét dau hi€u tai mdt thoi diém, h¢ thong co
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thé bo sot nhitng cudc tan cong tinh vi hodc phat sinh nhiéu canh bao sai. Pay chinh 1a
1y do cac hudng tiép can hién dai ngay cang chu trong dén phan tich dit liéu theo chudi
su kién theo thoi gian (sequential events), két hop hoc méy/hoc sau dé nhan dién cac
mau bat thudng. Trong pham vi dd an nay, ngudn dit liéu dugc khai thac 1a nhat ky mang
tir Zeek (va cac dic trung/flow trich xuat twong tng). Zeek cung cap thong tin co ciu
tric vé két nbi, giao thirc va sy kién mang, nhd d6 cho phép md hinh hoa hanh vi mang
dudi dang chudi sy kién. Tir nén tang 1y thuyét néu trén, cac phan tiép theo s& trinh bay
cac hudng phat hién xam nhap, dac biét la tiép can dua trén bat thuong va hoc sau cho

dir liéu chudi, 1am co sé cho phwong phéap dé xuit & Chuong I1.

1.2 Gi6i thiéu hé thong IDS/IPS va phat hién tin cong dua trén bat thuwong

Trong céac gidi phap phong thu mang, IDS (Intrusion Detection System) va IPS
(Intrusion Prevention System) 14 hai thanh phin quan trong nham phat hién (va c6 thé
ngan chin) cac hanh vi xam nhap [1]. Theo cach tiép can chuin hoa ctia NIST, khai niém
thuong duge ding ¢ mirc tong quat 1a IDPS (Intrusion Detection and Prevention
System), bao ham ca chirc nang giam sat, phan tich, canh bao va thyuc thi phan ing nhu
chan luu luong hodc ¢d 1ap ngudn tin cong. Vé ban chat, IDS tap trung vao viéc phat
hién va sinh canh bao dé nguodi quan tri/nhan sy SOC danh gid, trong khi d6 IPS duogc
trién khai “trén duong truyén” (in-line) hodc & vi tri ¢ quyén can thiép, nham ngin chin
theo chinh sach (vi du: drop goi tin, reset két ndi, dua dja chi vao danh sach chan). Viéc
chuyén tir IDS sang IPS gitip giam thoi gian phan tng, tuy nhién ciing lam ting yéu ciu

v€ d¢ chinh xac vi chan nham c6 thé anh hudng dich vu.

Hinh 1.1: Vi du kién trac cam bién IDPS mang kiéu inline [1].
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Xét theo vi tri trién khai va loai su kién giam sat, IDPS thuong duogc phan thanh
cac nhom chinh: Network-based (NIDS/NIPS) giam sat luu lugng mang, Host-based
(HIDS/HIPS) giam sat nhat ky va hanh vi trén may chu, ngoai ra con c6 nhom Wireless
va Network Behaviour Analysis (NBA) tap trung vao hanh vi, dac trung luu lugng &
murc théng ké [2]. Cach phan loai nay gitp lya chon ding ngudn di liéu va co ché trién

khai phu hop muc tiéu bao v¢.

Vé ky thuat phat hién, c6 hai huéng tiép can tiéu biéu. Thir nhét 1a phat hién dya
trén chit ky (signature-based): hé thong so khép su kién/luu luong v6i cac mau da biét
(rules/patterns). Cach 1am nay hiéu qua véi cac tdn cong phd bién va co hanh vi dic
trung, dong thoi dé giai thich két qua vi c6 “luat” twong ung. Vi du dién hinh 14 Snort
st dung tap luat dé nhan dién hoat dong doc hai va sinh canh bao, déng thoi ¢6 thé van
hanh theo ché do IDS/IPS tuy cu hinh.

Thir hai 12 phat hién dya trén bat thuong (anomaly-based detection): hé thong
xay dung “hd so hanh vi binh thudng” (normal profile) tir dit liéu quan sat theo thoi gian
(ngudi dung, may chi, két ndi, tng dung...), sau d6 dung cac phuong phéap thdng ké/hoc
may dé phat hién nhimg sai 1éch dang ké so v6i hanh vi thuong 1&. NIST mé ta hudng
tiép can nay nhu vi¢c tao profile tir hoat dong dién hinh r6i so sanh hoat dong hié¢n tai

v6i profile dé nhan ra bat thuong.

So sanh hai hudng tiép can, signature-based thudng c6 ti 18 canh bao sai thap dbi
v6i cac mau da biét nhung han ché trong viéc phat hién bién thé méi/zero-day, nguoc
lai, anomaly-based c6 kha ning nhan dién hanh vi méi la nhung dé phat sinh false
positive néu ngit canh thay doi (gid cao diém, su kién dic biét, thay doi cdu hinh hé
thdng) [1]. Vi vay, trong méi truong thuc té, hé thong thudng can co ché ngudng, xép
hang mirc do bat thuong, va quy trinh review dé can bang gitra d6 nhay va tinh 6n dinh

van hanh.

Trong d6 an, viéc sir dung Zeek déng vai tro nhu mot thanh phan NIDS/NBA:
Zeek phan tich luu lugng va xuat ra cac nhat ky c6 cau triic (vi du conn.log ghi lai thong
tin két ndi, ngoai ra con c6 dns.log, http.log, ssl.log...), tao nguén dit liéu dau vao thuan

loi cho budc trich xuat ddc trung va mo hinh hoa chudi su kién. [3]

Vé dit liéu phuc vu nghién ctiru/danh gia mo hinh phat hién xdm nhap, mot lua
chon phé bién trong hoc thuat 1a cac bd dir li¢u benchmark. Vi dy, UNSW-NB15 duoc
UNSW Canberra cong bd, tao tir luu lugng binh thudng két hop hanh vi tn cong tong
hop, c6 nhiéu nhom tan cong va kém nhan phyc vy huan luyén/danh gid mé hinh IDS.

[4]
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1.3 Tong quan dir liéu phuc vu phat hién xAm nhép
Trong cac hé théng phat hién/phong chéng xam nhap (IDS/IPS), dir liéu quan sat
1a nén tang quyét dinh kha niang nhan dién tdn cong. V& nguyén tic, IDPS c6 thé thu
thap va luu vét nhiéu loai thong tin khac nhau (mang, may chu, ing dung), nham phuc
vu déng thoi hai muc tiéu: phat hién (dua trén mau chit ky hodc sai 1éch hanh vi), diéu
tra va truy vét khi c6 su ¢6 [1]. NIST ciing nhan manh viéc IDPS thuong ghi log chi tiét
cho cac su kién/phién két ndi va dung chiing dé xac minh canh bao, diéu tra va twong
quan véi cac ngudn log khac.
1.3.1. Di liéu mirc goi tin
Dir liéu mirc goi tin (packet/PCAP) ghi lai toan bo goi di qua diém giam sat
(header va c6 thé ca payload) [1]. Uu diém cta dang nay 1a d6 “giau thong tin”, cho
phép phan tich sau (vi du tai dung phién, kiém tra ndi dung tmg dung). Tuy nhién, nhugc
diém la:
- Dung lugng rat 16m, kho luu trix dai han & mang tdc dd cao.
- Payload ngay cang bi mi hoa (TLS), khién phan tich noi dung han ché, nhiéu hé
thong thyc té chuyén hudng sang khai thac metadata va hanh vi.

Trong pham vi d6 an trién khai theo huéng van hanh, dir liéu goi tin thuong phu
hop cho diéu tra chuyén sau theo mu, con hé théng giam sat lién tuc thudng uvu tién

flow/log dé t6i wu tai nguyén.

1.3.2. Di¢ liéu mirc luong

Flow records (NetFlow/IPFIX) c6 thé hiéu 13 ban ghi tom tat thong ké cho mot
“ludng” luu lugng (thudng duoc dinh danh bang bd khod 5-tuple nhu IP ngudn/dich,
port ngudn/dich, giao thirc), kém cac chi sé nhu tong sd goi, tong byte, thoi diém bat
dau/két thiic [4]. Cac chudn/giai phap pho bién gom NetFlow (Cisco) va IPFIX (chuin
IETF hoa co ché xuat thong tin flow). Cisco mé ta NetFlow nhu cong nghé cung cip
thong ké vé cac goi “chay qua” thiét bi, phuc vu giam sat va phan tich mang/an ninh.
Vé mit chuan hod, RFC 7011 xac dinh IPFIX 1a giao thirc truyén thong tin flow tir bo
xuét (exporter) tGi bo thu (collector) dua trén ban ghi dit liéu va ban ghi khuén miu

(template). Dit liéu flow c6 wu diém ndi bat:

- Nhe hon rat nhiéu so véi PCAP, phut hop luu trit va xir 1y thoi gian dai.
- Hitu ich dé phat hién bat thuong theo hanh vi thdng ké (ting dot bién luu lugng,

quét cong, beaconing...).
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Tuy vay, han ché 13 flow chu yéu phan anh tong hop, khong chira noi dung tng
dung, do d6 can két hop thém log su kién hodc dac trung nglr canh dé tang kha nang
phéan biét.

1.3.3. Dir liéu mirc sw kién

Trong trién khai NIDS hién dai, mot huéng hiéu qua 1a str dung log sy kién (event

logs) c6 cau trac do hé thong giam sat sinh ra [4]. V&i Zeek, dit liéu dau ra 1a cac log

theo tung loai giao thirc/sy kién, trong do:

- conn.log dugc xem 1a mot trong cac log quan trong nhét, mé ta thong tin két ndi
cho ca TCP va UDP.
- Bén canh d6, Zeek con cung cap nhiéu log cbt 16i khac nhu dns.log, http.log.. .,

phan anh tuong tac & muc ung dung va giup tang tinh giai thich cta canh bao.

Uu diém cua log Zeek 12 giau ngir nghia hon flow (vi c6 trudng theo giao thic),
nhung van nhe hon PCAP va thuan loi cho thiét ké hé théng van hanh: d& luu theo ngay,
dé truy van, dé dung dashboard va tuong quan giita ngudn/dich/thoi diém.

Log File

Description

TCP/UDPACMP conne

chons

g EnvironmentVRPC

Field Descriptions
Conni::Info
DCE_RPC::Info
DRCP: :Info
DNP3::Info
DNS::Info
FTP::Info
HTTP::Info
IRC::Info
KR8::Info

LDAP: :Messagelnfo

LDAP: :Searchinfo
Modbus: :Info
Modbus : : MesmapInfo

Tracks changes to Modbus holding registers

A

AWVSQL MySOL::Info

Hinh 1.2: Mot phan danh sach cac file log giao thitc mang do Zeek sinh ra. [4]
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1.3.4. Di¢ liéu theo chudi thoi gian va dpng co “sequential”

Mot dic diém quan trong cua dit li¢u an ninh mang 1a tinh tuan tu theo thoi gian.
Nhiéu hanh vi tin cong khong thé hién rd & mot ban ghi don 1¢, ma 10 dién khi quan sat
chudi sy kién (vi du: nhiéu két ndi ngén t6i nhiéu cong — thir dang nhap that bai lap lai
— két nbi dai bat thuong — ting luu lwong ra ngoai). Vi vy, trong thuc hanh phat hién
bat thuong, dir li¢u thuong dugc td chuc lai theo:

- Cira s6 thoi gian (time window): gom sy kién theo khoang (vi du 1 phut/5 phit/30
phut).
- Chudi su kién theo thuc thé: theo IP nguén, theo cap két ndi, theo host, hodc theo

“phién” logic.

Cach t6 chirc ndy gitip mé hinh hoc duge “ngit canh trude—sau”, giam bo sot cac mau

tan cong co tinh giai doan.

1.3.5. Cdc thdch thirc chit lwong div liéu trong bai todn IDS

Khi str dung flow/log cho phét hién bat thuong, mét s6 khé khan thuong gip

gom:

- Mat can bang 16p: dit liéu binh thuong chiém da s, khién mé hinh dé thién léch.

- Troi khai niém (concept drift): hanh vi “binh thudng” thay d6i theo thoi gian (gio
cao diém, cap nhat hé thong, thay doi chinh sach), giy ting canh bao sai néu
khéng c6 co ché hiéu chinh.

- Pdng bo thoi gian va twong quan ngudn: log tir nhiéu thanh phan c6 thé 1éch
timestamp, can théng nhat chuan thoi gian dé xau chudi su kién.

- Gidi han quan sat do ma hoa: giam thong tin payload, lam ting vai tro cua
metadata (flow + log giao thuc).

Céac van dé nay la co s¢ dé o Chuong II lya chon chién lugc biéu dién dir liéu va
tiéu chi canh bao (vi du ngudng/xép hang bat thuong), dong thoi & Chuong III-1V cin
c6 quy trinh review va phan ung phu hop.

1.4 Gi6i thiéu hoc sau cho dir liéu chudi

Dir liéu trong an ninh mang (dic biét 1a log/flow) thudng mang tinh chudi theo
thoi gian, trong d6 y nghia cua mot sy kién phu thudc vao ngir canh trudc — sau. Vi vay,
thay vi chi xem tirng ban ghi doc 14p, cic mo hinh hoc sau cho dit liéu chudi huéng t6i
viéc hoc mot biéu dién “trang thai” tich luy theo thoi gian dé nam bat quy luét hanh wvi.
Céch tiép can nay dugc trinh bay hé thong trong chuong vé mé hinh hoa chudi ciia sach

Deep Learning (Goodfellow, Bengio, Courville) [5], trong ¢ RNN 14 16p m6 hinh nén
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tang va cac bién thé ¢ co ché “cong” nhu LSTM/GRU dugc gidi thidu dé khic phuc
han ché khi hoc phu thudc dai.

Vé nguyén 1y, Recurrent Neural Network (RNN) 1a mang no-ron c6 két ndi hoi
tiép, cho phép md hinh duy tri mét trang thai an (hidden state) dugc cap nhat tuan tu khi
doc ting phan tir cua chudi [5]. Khi “trai” theo thoi gian (unroll), RNN tuong dwong
mot chudi cac khéi tinh toan giong nhau ding chung tham s, trong d6 dau ra & thoi
diém tt phu thude vao dau vao hién tai va trang thai ¢ thoi diém 7—1. Nho ciu trac nay,
RNN phu hop véi cac bai toan nhu du doan phan tir tiép theo, phan loai chudi, hodc hoc

biéu dién ciia hanh vi theo tién trinh thoi gian.

Pé khic phyc van dé trén, Long Short-Term Memory (LSTM) dugc Hochreiter
va Schmidhuber dé xuét v4i y tudng cot 18i 1a bo sung mot 6 nhé (cell state) va cac cong
(gates) nham kiém soat viéc ghi—quén—doc thong tin [6]. Thay vi dé trang thai an bién
ddi tu do theo moi nhiéu dong cta chudi, LSTM hoc cach “md/dong” cac céng dé gilr
lai thong tin quan trong trong thoi gian dai va chi cap nhat khi can thiét. Cong trinh goc
nhan manh LSTM duoc thiét ké dé giai quyét bai toan hoc phu thudc dai von lam cho
cac phuong phap dua trén lan truyén ngugc trong RNN truyén théng hudn luyén rat

cham hodc kém hiéu qua.

Bén canh LSTM, Gated Recurrent Unit (GRU) 1a mot bién thé ¢ co ché “cong”
nhung kién tric gon hon, thuong gop/don gian hoa mot s thanh phan so véi LSTM.
GRU dugc gidi thiéu trong dong nghién ctru RNN Encoder—Decoder va sau d6 dugc
danh gia thyc nghiém rong rii, cho thiy GRU c6 thé dat hi¢u ning twong dwong LSTM
trén mot sd bai toan mod hinh hoa chudi, déng thoi co wu diém vé don gian hoa tham sé
va trién khai.

Bang 1.1: So sanh tong quan nhanh RNN, LSTM va GRU.

- i RNN (truyén
Ti€u chi P LSTM GRU
thong)
Lo . B ) Don gian hon
Muc do phuc tap | Pon gian nhat Phirc tap hon
LSTM
L 2 . L 3 (Forget, Input,
So6 cong (gates) Khong c6 cong 2 (Update, Reset)
Output)
A s R Hidden state + Cell ,
Trang thai bo nhd | Chi Hidden state at Chi Hidden state
state
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Khé nang ghi nho o .

- Kém Rat tot Tot
dai han

A A . Dé bl . , X . , 2
Van dé gradient o ) Giam dang ké Giam dang ké

vanishing/exploding
S6 tham s6 it nhat Nhiéu nhét ft hon LSTM
Téc d6 huan luyén | Nhanh Cham hon Nhanh hon LSTM
Nguy co x X
. Thap Cao hon Thap hon LSTM

overfitting
Hiéu qua voi chudi . » i I . » i
di Khong hi¢u qua Rat hi¢u qua Hi¢u qua

ai
Ung dung dién Chudi ngan, bai NLP, log analysis, | NLP, anomaly
hinh toan don gian time-series dai detection, real-time

Trong bdi canh phét hién bat thudng/an ninh mang, cac moé hinh RNN ¢é cong
(LSTM/GRU) déc biét phu hop khi dir liéu dugc td chtrc thanh chudi sy kién theo thuc
thé (vi du theo IP ngudn, theo phién, theo ctra s6 thoi gian). Khi d6, mé hinh c6 thé hoc
“nhip” hanh vi binh thuong (tﬁn sudt, trat tu su kién, su chuyén trang thai) va phat hién
céc sai 1éch theo tién trinh—diéu kho dat dugc néu chi dung dic trung tinh timg béan ghi.
Phén nay 1a co s& 1y thuyét dé Chuong II trinh bay cach chuyén doi log/flow thanh chudi

va Iya chon kién tric hoc sau cho bai toan phat hién bat thuong.

1.5 Autoencoder cho phat hién bit thuong

Autoencoder 1a mot dang mang no-ron hoc biéu dién (representation learning)
theo co ché ma hod — giai mé (encoder—decoder). Muc tiéu ctia autoencoder 1a hoc mot
ham nén dit liéu dau vao x sang khong gian tiém an z = f(x) va sau d6 tai tao lai x' =
g(z) sao cho x’ gan véi x nhat theo mot ham mat mat tai tao (reconstruction loss). Khai
niém va cac bién thé (undercomplete, sparse, denoising, ...) dugc trinh bay c6 hé thong
trong Deep Learning (Goodfellow, Bengio, Courville) [5], noi autoencoder dugc xem
nhu mot cong cu hoc dac trung hi¢u qua khi dit 1i€u co cAu triic va nhiéu. Trong thuc té,
autoencoder thuong duoc ding dé giam chiéu va trich xuat dic trung tir dit liéu chiéu
cao. Cong trinh kinh dién ciia Hinton & Salakhutdinov cho thay deep autoencoder c6
thé hoc ma hoa chiéu thp hitu ich cho dir liéu phuc tap, tao nén tang cho viéc dung tang

tiém an nhu mot “dic trung hoc duoc” thay vi dic trung thu cong.
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Hidden layer (code)

Input
Reconstruction

Hinh 1.3: Céu tric tong quat ciia mot autoencoder [5].

Anh xa mot dau vao x thanh mot dau ra (goi 1a ban tai tao) r thong qua mot biéu
dién ndi bo hay ma hod tiém an h. Autoencoder gém hai thanh phan: bo ma hoé f (anh

xa X = h) va by giai ma g (dnh xa h - r). [5]

T co ché “tai tao”, autoencoder c6 thé duoc khai thac cho phat hién bat thuong
theo huéng khong/it giam sat. Lap luan co ban 1a: néu mé hinh dugc huan luyén chu
yéu trén dir lidu binh thudng, né s& hoc tét ciu tric va quy luat ctia dir liéu binh thuong,
tir d6 tai tao tot cac mau binh thuong. Nguogc lai, v6i cac mau bat thuong (khac phan
phdi, khac ciu tric), mo hinh thudng tai tao kém, dan t6i sai sb tai tao (reconstruction
error) 16n hon. Khi d6, ta dinh nghia mot diém bat thuong (anomaly score) dua trén sai
s tai tao (vi du MSE/MAE hoic tong sai khac theo timg dic trung), va so sanh véi mot
ngudng dé quyét dinh canh bao. Cach tu duy “reconstruction-based” nay 1a nén tang

pho bién trong cac hé thong anomaly detection dung autoencoder.

Mot van dé quan trong khi 4p dung autoencoder cho phét hién bt thuong 13 xac
dinh ngudng. Trong trién khai thyc té, ngudng thuong dugc higu chinh duya trén tap dir
liéu kiém dinh/validation (wu tién dit liéu binh thuong), chang han chon theo percentile
ctia phan phdi sai s6 tai tao hodc tdi wu theo muc tiéu van hanh (giam false positive
nhung van giit d6 nhay). Véi dit liéu chudi va méi trudng bién thién theo thoi gian, viée
theo ddi phan phdi sai sd va cap nhat ngudng theo timg giai doan ciing 1a mot hudng

thudng dugc can nhic dé giam anh hudng ciia concept drift.

Pbi véi dir lidu chudi (log/flow theo thdi gian), autoencoder thudng duoc hién
thuc dudi dang sequence-to-sequence autoencoder str dung RNN ¢6 cong (dién hinh 1a
LSTM Autoencoder). Khi d6, encoder doc mot chudi do dai ¢ dinh va nén thanh biéu
dién tiém an, decoder ¢ géng tai tao lai toan bo chudi ban dau. Néu chudi phan anh

hanh vi binh thudng, sai s tai tao s& thip, con chudi chira hanh vi bat thuong (chang
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han trinh tu su kién hiém gap hoac bién doi dot ngot), sai sO & tang va trd thanh tin hiéu
canh bao. Hudng tiép can LSTM-AE kiéu “reconstruction-based threshold” da dugc str
dung trong nhiéu bai toan anomaly detection theo time-series, bao gdm ca ngit canh an
ninh (vi du phét hién DDoS theo chudi dic trung da bién).

Vé uu diém, autoencoder phii hgp véi bai toan an ninh mang khi dir liéu nhin
han ché: mé hinh c6 thé hoc tir dit liéu binh thuong nhiéu hon dit liéu tdn cong, va cho
phép xay dung mdt thudc do “mirc d§ khac thuong” lién tuc thay vi phan loai ciing ngay
tir dau. Tuy nhién, han ché dang cht y 14 néu dir liéu huin luyén da “lan” nhiéu bat
thudng hodc hanh vi binh thudng thay d6i manh theo thoi gian, autoencoder c6 thé hoc
tai tao ca cac mau khong mong mudn, lam giam kha ning phan biét. Do d6, trong thiét
ké hé thong thuc té, autoencoder thudng duogc két hop véi tién xir Iy/chuan hoa tot, quy

trinh review, va co ché giam sat drift d&é quyét dinh thoi diém tai huan luyén.

1.6 Khai ni¢m biéu dién su ki¢n/log

Trong bai toan phat hién bat thuong dua trén hoc sau, chat lugng cua bude biéu
dién dit liéu c6 anh huong truc tiép dén hiéu qua mé hinh. Di liéu tho (raw logs) thudng
bao gdm nhiéu trudng dang chudi, s6, dia chi mang, trang thai phién, ... va c6 thé bién
thién manh theo thoi gian. Do d6, trudc khi dwa vao mé hinh, can chuyén log vé dang
chudi sy kién roi rac (discrete events) va sau d6 anh xa sang biéu dién s hoc (numeric

representation) sao cho vira giit dugc thong tin hanh vi, vira giam nhiéu va do thua.

1.6.1. Khdi ni¢m log c6 cdu triic va dii ligu ddu vao tir Zeek

Trong hé thong cua d6 an, ngudn dit liéu chinh 13 log Zeek. Uu diém ciia Zeek 1a
xuat log theo schema rd rang, c¢6 thé ¢ dinh dang TSV truyén thong hodc JSON, giup
viéc doc — chuin hod — trich xuét truong dir licu 6n dinh hon so véi log dang tu do. Tai
liéu Zeek mé ta co ché log format, header metadata va schema hd tro viéc hiéu y nghia
timg trudng. Vi du, conn.log 14 log nén tang phan anh cac két ndi TCP/UDP, Zeek ciing
cung cip tai liéu huéng dan cach sir dung thong tin trong conn.log va cach tra ctru day

da truong dir liéu qua Conn::Info.

Tuy nhién, du di ¢ ciu tric, log Zeek van c6 nhiéu truong “dd phan giai cao”
(nhu IP/port/uid) khién s6 luong gia tri khac nhau rat 16n. Néu dua truc tiép cac gia tri
nay vao md hinh nhu nhan roi rac, khéng gian dic trung s& bi rat thua va kho hoc. Vi

vay, budc tiép theo thuong 13 chudn hod thanh sy kién thong qua log key.
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1.6.2. Khdi ni¢m log key va muc tiéu cua viéc tao su kién
Log key (c6 thé hiéu nhu event key hodc template/event type) 1a mot nhan dai
dién cho “loai su kién”, nham gom cac ban ghi c6 cung ban chit hanh vi vé cung mot

ma su kién, dong thoi tach phan bién thién (tham s6) khoi phan on dinh:

- Véi log c6 ciu triic nhu Zeek, log key thuong duoc xy dung bang cach chon
mot tdp truong co tinh khai quat (vi du giao thuc, dich vy, trang thai két ndi,
nhém hanh vi), va (tuy muc tiéu) rdi rac hoa mot sé truong sd. Cach nay giap
giam ) lugng “loai sy kién” va lam rd hinh thai hanh vi theo thoi gian.

- Véi log dang tu do (free-form logs), log key thuong duoc tao bang log
parsing/template extraction: bién thong diép log thanh mot “mau” (template)
bang cach giit lai phan hang (constant tokens) va thay cac tham sb bién thién
(IDs, s6, dudong dan...) bang ky hiéu dai dién. Thuat toan Drain 12 mot phuong
phap tiéu biéu, thiét ké dé parse log theo ludng (streaming) bang cy phan tich
d6 sau cd dinh.

Trong nghién ctru phat hién bt thuong tir log, mot hudng rat pho bién 1a:

- trich template.
- 4nh xa template thanh event ID.

- mo hinh ho4 chudi event IDs.

DeepLog 1a mot vi du kinh dién theo huéng coi log nhu “chudi ngdn ngir” va hoc
mo hinh chudi dé phat hién bat thudng.

1.6.3. Khdi ni¢m codebook va tinh nhit qudn

Sau khi co log key, hé théng can mot codebook (tir dién ma hoa su kién) dé anh
xa mdi log key sang mot chi s6 nguyén (event ID). Codebook c¢6 vai tro dic biét quan
trong trong trién khai thyc té vi:

- Pam bao nhit quén giita giai doan huan luyén va giai doan van hanh (inference).
- Cho phép xir I cac sy kién méi bang co ché unknown/out-of-vocabulary (OOV),
tranh 18i khi gip log chua ting xuét hién.

Trong huén luyén mo hinh, quy trinh nay duoc thuc hién dudi dang xay dung
codebook va sir dung cac token dic biét (vi du pad/begin/end/unknown) dé chuan hoa

chuoi va phuc vy huan luy¢n/suy luén 6n dinh.
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1.6.4. Khdi niém Embedding

Néu chi dung one-hot cho event ID, vector dau vao sé rat 1on va thua. Thay vao
d6, mo hinh thuong dung embedding (tir event ID sang vector dac trung lién tuc), mot
ma tran tham s hoc duoc, bién mdi event ID thanh mot vector day (dense vector) c6 s6
chiéu nho hon nhiéu. Y tudng “biéu dién phan tan” (distributed representation) da duoc
khai thac rong rii trong NLP, cac cong trinh nhu Word2Vec cho thay viéc hoc vector

lién tuc gitip nam bat quan hé ngir nghia gifra cac token.

O goc do trién khai, 10p Embedding trong Keras/TensorFlow 1a co ché chuan dé
anh xa chi s6 nguyén sang vector dic trung c¢b dinh, thong qua tham sb input_dim (kich
thude tir vung) va output_dim (s chiéu embedding). Trong bdi canh log an ninh mang,

embedding gitip mo hinh:

- Hoc quan hé “gan nhau” gitra cac loai su kién c6 hanh vi tuong tu.
- Giam nhiéu do s6 lugng loai su kién Ién.

- Tao dau vao phi hop cho cidc md hinh chudi (nhw LSTM autoencoder).

1.7 Khai niém d¢ do ctia mo6 hinh

Dé danh gia chat lugng mot mo hinh phan loai/phat hién bat thudng trong an ninh
mang, bao cao thuong sir dung cac chi sb dinh lugng dua trén so sanh gitra nhan thuc
va két qua du doan. Nén tang ctia cac chi s6 nay 12 ma tran nham 1an (confusion matrix),
trong d6 phan tir C; ; biéu dién s6 mau thudc 16p that i nhung duge du doén thanh 16p j
[7]. Vi bai todn nhi phan (binh thudng/bat thuong hodc binh thudng/tan cong), ma tran

nham 1an quy vé bon lugng co ban:

- TP (True Positive): du doan tin cong va thuc té tin cong.

- FP (False Positive): du doan tdn cong nhung thyc té binh thuong (bao dong gia).
- TN (True Negative): dy doan binh thudng va thyuc té binh thudng.

- FN (False Negative): du doan binh thuong nhung thyc té tin cong (lot tin cong).

Tur cac dai lugng trén, Accuracy (d0 chinh xac téng thé) dugc hiéu 1a ty 1€ du
doan dung trén toan bd mau, tic:

TP + TN (1.1)
TP + TN + FP + FN

Accuracy =

Accuracy d& dién giai va phu hop khi dit liéu can bang, tuy nhién trong an ninh
mang, dit liéu thuong mat can bang manh (binh thuong chiém da sd), nén mot mé hinh
c6 thé dat Accuracy cao nhung van bo sot phan 16n tin céng (FN cao). Vi vdy, Accuracy

thuong chi dugc dung nhu chi s6 tham khdao, can di kém cac chi s6 nhan manh 16p
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“duong” (tin cong/bat thudng). Hai chi s6 quan trong nhat trong bdi canh nay la

Precision va Recall. Theo dinh nghia chuan trong tai liéu scikit-learn:

- Precision do mirc “dang tin” ctia canh bao, trong tt ca nhimng gi hé thong béo 1a
tan cong, c6 bao nhiéu phﬁn tram 13 tan cong that, 1a ty 1€ mau du doan duong
thuc sy 1a duong:

TP (1.2)

TP + FP
- Recall (con goi 14 sensitivity/TPR) do kha ning “bat di” tan cong, trong tt ca

Precision =

cac tan cong that, hé théng bt duge bao nhiéu phén tram, 1 ty 1& mau duong that
duoc phat hi¢n:
TP (13)

TP + FN
Trong van hanh an ninh mang, Precision cao gitp giadm tai cho nguoi tryce (it canh

Recall =

bao nham), con Recall cao gitip giam rui ro bo lot tAn cong. Tuy muc tiéu hé théng (wu
tién khong bo sot hay wu tién giam bao dong nham), diém lam viéc (operating point) co
thé dugc lwa chon bang ngudng quyét dinh khac nhau [7]. Dé tong hop dong thoi
Precision va Recall, F1- score dugc dung rong rai nhu trung binh diéu hoa, 1a mot diém
can bang gitra bat dugc tdn cong (Recall) va do tin cdy canh bao (Precision):

2 X Precision X Recall 2TP (1.4)

Precision + Recall  2TP + FP + FN
F1-score tang khi ca Precision va Recall déu tot, va giam manh néu mét trong hai

F1 — score =

yéu. Pay 1a chi s6 phit hop dé so sanh m6 hinh trong diéu kién mét can bang khi ta can

mot thudc do gon, nhung van phan anh “danh d6i” giita bao dong nham va bo sot.

Vi cac md hinh xuit ra diém so (probability/score) thay vi nhin ctng, danh gia
theo nhiéu ngudng 14 can thiét. ROC curve biéu dién quan hé giita TPR (Recall) va FPR
qua cac ngudng, AUC (Area Under ROC Curve) tom tit kha niang phan biét cia mo
hinh trén toan bd dai ngudng. ROC/AUC dugc trinh bay kinh dién trong bai “An
introduction to ROC analysis” ctia Fawcett, dong thoi duoc hd tro truc tiép trong scikit-
learn (roc_curve, roc_auc_score). Tuy nhién, trong bai todn mat cAn bang, nhiéu nghién
ctru khuyén nghi st dung thém Precision—Recall curve (PR curve) va cac bién thé dién
tich dudi dudng cong, vi PR tap trung truc tiép vao chét luong 16p duong (tdn cong/bat
thuong). Saito & Rehmsmeier chi ra PR plot thuong “thong tin hon” ROC plot trong
truong hop dir liéu mat can bang, do ROC c6 thé cho cam giac “dep” ngay ca khi

Precision & muc thap. [7]
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Trong thyc hanh, scikit-learn thuong ding Average Precision (AP) dé tom tat PR
curve (gan twong ung PR-AUC theo cich x4p xi chuan hod), va cung cép ham
average precision_score cung vi du minh hoa PR curve. Ngoai ra, khi dit liéu mat can
bang manh, bio cdo ciing c6 thé bo sung Balanced Accuracy (trung binh Recall theo céc
16p) nham tranh viéc 16p da s6 chi phdi két qua. Truong hop phuong phép cua hé thong
dua trén xép hang Top-N (du doan ding néu nhan that ndm trong N nhin c6 diém cao
nhat), c6 thé ghi thém Top-k accuracy nhu mét chi sé phii hop véi co ché ra quyét dinh
theo thir hang. [7]

1.8 Nghién ctru lién quan vé phat hién bat thuong tir log/chudi sw Kién

1.8.1. Béi cinh dit ligu

Trong bai toan phat hién mdi de doa dua trén hanh vi, dit liéu mang thuong dugc
quan sat dudi dang log/flow c6 cau triic, cho phép mé hinh hoa trinh tu su kién theo thoi
gian. Hé sinh thai Zeek cung cip nhiéu loai log theo ting giao thirc; trong d6 conn.log
phan anh téng quan két nbi 16p 3—4 (ai két ndi t6i ai, trang thai két ndi, thoi lugng, luu
luong...), http.log bd sung ngir nghia ting ing dung (phuong thirc, host, URI, ma phan
héi...), va ftp.log hd tro nhan dién cac mau truyén tép/ding nhap dic thu cua FTP. Viéc
két hop ba ngudn log nay gitip vira mé hinh hoa hanh vi nén (baseline connectivity) vira

tang kha nang “giai thich” canh bao khi can truy vét theo ngir canh tng dung.

Trong huéng tiép can duya trén chudi (sequence-based), log tho thuong dugc triru
tugng hoa thanh cac “token” roi rac (vi du log key/event id), rdi ghép thanh chudi theo
subject (dinh danh phién/dinh danh thuc thé theo thiét ké ciia hé thong) va theo cira so
thoi gian. Tir d6, bai toan phat hién bat thuong chuyén thanh bai toan hoc “ngir phap”
ctia chudi sy kién: chudi binh thuong c6 mau chuyén tiép 6n dinh, con chudi tan cong/dot

bién c¢6 xu hudng pha vd mau.

1.8.2. Nhém hoc mdy truyén théng duwa trén ngoai lai

Céc phuong phap nhu One-Class SVM (OC-SVM) va Local Outlier Factor

(LOF) 1a Iira chon phd bién khi can baseline manh va dé trién khai

- OC-SVM hoc “ving” ciia dir liéu binh thuong, diém nam ngoai ving bi xem 1a
bat thuong.
- LOF danh gia mirc “la” bang cach so sanh mat d6 1an can; diém c6 mat do thap

bat thudng so v6i hang xém thudng bi coi 1a ngoai lai.
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Piém chung ctia nhom nay 1 can bién dit liéu dau vao thanh vector dic trung
(feature vector), vi du: tin sudt xuat hién log key trong mot cira sb, thong ké

bytes/duration, hodc dic trung n-gram don gian. Uu diém va han ché:

- Uu diém: chay nhanh, it phu thuc kién trac DL, phu hop lam baseline va hiru
ich khi dic trung thong ké da di manh.

- Han ché: néu chi dung dic trung tong hop/dém, mo hinh dé mét thong tin thi tu
(ordering) cua chudi, trong khi nhiéu hanh vi tan cong thé hién rd qua méu trinh

tur (vi du: chudi tham do — truy cap dich vu — tai xudng).

1.8.3. Nhom dwa trén tdi tao voi Autoencoder, GRU-AE, Transformer-AE

Nhém reconstruction-based gia dinh mé hinh c6 thé hoc cau trac cta dir liéu binh
thudng dé tai tao lai dau vao; khi gap dir liéu bat thudng, sai sb tai tao ting 1én va duoc
dung lam diém béat thuong (anomaly score). Véi dir liéu chudi sy kién, cac bién thé
thuong gap:

- GRU-AE / LSTM-AE (Seq2Seq Autoencoder): ma hoa chudi thanh biéu dién an
r0i giai ma dé tai tao chudi.
- Transformer-AE: dung attention dé hoc phu thudc xa trong chudi va tai tao lai
chudi/biéu dién.
Uu diém: truc quan, c6 thé “giai thich” & mirc sai s6 theo budc thoi gian, phu
hop khi mau binh thuong 6n dinh.

Han ché quan trong trong van hanh: phu thuéc manh vao viéc chon ngudng
(threshold) trén phan phéi score, khi méi truong thay d6i theo ngay/ca hoic khi dich vu

thay d6i, phan phdi score c6 thé drift khién ting canh bao gia néu van giit ngudng tinh.
1.8.4. Nhém dw dodn, xép hang theo chudi

Khac véi tai tao toan chudi, nhom dy doan (prediction), xép hang (ranking) theo
chudi xem chudi su kién nhu “ngdn ngit rdi rac”: tir ngit canh trude d6, mé hinh du doan
su kién tiép theo. Néu su kién quan sat c6 xac suét thép hodc nim ngoai top-k du doan,
chudi c6 xu hudng bat thuong. DeepLog 1a mot hudng tiéu biéu theo co ché du doan
chudi log [7].

Trong dd an, hudng tiép can theo DabLog 1 chiéu tap trung hoc biéu dién chudi
su kién (tir log key/event id) va danh gia bat thudng theo muc “khép” cua timg bude
trong chudi. Ct 18i cia hudng nay 1a tan dung tinh th tw va “mau chuyén tiép”

(transition patterns), diéu dic biét phu hop khi dir liéu da duoc gom theo subject va cia

Sinh vién thyc hién: Ngoé D6 Nguyén Hai Son Huéng dan: Nguyén Nang Hung Van 21



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

sO thoi gian. Mot yéu cau van hanh quan trong cia md hinh chudi roi rac 1a quan ly
codebook (tir dién anh xa log key — event id) va xtr Iy OOV/UNKNOWN d¢é tranh sai

1éch gitra giai doan huan luyén va trién khai.

1.8.5. Nhom Transformer, BERT-like va cdc hwong ndng cao cho log
Céc md hinh BERT-like cho log (vi du LogBERT) thuong dung co ché attention

va bai toan tién huan luyén kiéu “dy doan token bi che” dé hoc ngit canh dai, phi hop
khi log da dang va c6 nhiéu phu thudc xa. Tuy nhién, chi phi huan luyén/suy luan thuong
cao hon va can dir liéu di 16n dé 6n dinh. Trong pham vi trién khai hé thong phat hién
gan thoi gian thyc, cac md hinh BERT-like thuong duoc can nhac nhu mot huéng mo

rong hodc ding cho tang phan tich sau (triage) hon 14 ting canh bao nhanh.

1.8.6. Tom tit so sdanh va ly do lwa chon hwéng ciia do dn
Tong hop cac hudng trén cho thay:

- OC-SVM/LOF la baseline hop 1y do don gian va hiéu quéa trong nhiéu
thiét 1ap, nhung dé mat thong tin thir tu néu vector hoa tho.

- GRU-AE/Transformer-AE c6 kha nang hoc cau trac chudi theo tai tao,
nhung nhay vdéi drift va phu thudéc chon ngudng.

- prediction/ranking (DeepLog, DabLog) khai thac tryc tiép tinh trinh tyr va
phu hop véi dit liéu chudi sy kién da triru tugng hoa thanh log key. Do do,
d6 an lya chon hudng DabLog 1 chiéu dé can bang giira nang luc hoc miu
chudi va kha ning trién khai, dong thoi cin bo sung baseline (OC-
SVM/LOF) va cac mo hinh AE (GRU-AE/Transformer-AE) trong thuc
nghiém dé déi chiéu cong bang va lam rd loi thé/gidi han cia mé hinh dé

xuat.

Trong van hanh an ninh mang, dir lidu quan sat thudng ¢ dang log/flow c6 céu
trac (vi du Zeek hodc cac flow da chuan hoa), pht hop dé moé hinh hoa trat ty su kién
theo thoi gian. Tir goc nhin hanh vi, nhiéu pha cta tdn céng thé hién thanh chudi mau
(sequence patterns): thim do — két ndi bat thuong — thir dang nhap/khai thic — ting
lwu lwong/di chuyén ngang. Vi vay, cac phuong phap khai thac mau chuyén tiép giira sy
kién (transition patterns) thuong c6 loi thé hon cac mé hinh chi nhin thdng ké tong hop,
dic biét khi muc tiéu 1a phat hién som cac dién bién léch chuan trong mot cira so thoi

gian ngan.

Bang 1.2 tong hop cac huéng tiép can chinh trong phéat hién bat thuong tir

log/chubi su kién theo 3 truc:
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Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.
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Dé tai: Xdy dung wng dung phat hién va phan tich cac méi de doa an ninh mang dwa vao hoc sdu.

Tt bang 1.2, huéng prediction/ranking theo chudi phu hop véi dit liéu da triru
tuong thanh log key/event id va dugc nhom theo subject + time bucket nhur trong do 4n.
Db 4n Iya chon DabLog 1 chiéu nham can bang giira:

- Nang luc hoc miu chuyén tiép cua chudi su kién.
- Kha ning trién khai 6n dinh (m6 hinh gon, suy luan nhanh, d& déng goi theo
batch).

Tuy nhién, dé chimg minh loi thé mot cach thuyét phuc, thuc nghiém can bd sung
t6i thiéu cac baseline khac ho nhu Isolation Forest va OC-SVM/LOF trén cing cach
chia train/test va cting quy tic tao subject.
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CHUONG 2: PHUONG PHAP PE XUAT TRONG PHAT HIEN CAC
MOI PE DOA AN NINH MANG DUA VAO HQC SAU

2.1 Phat biéu bai toan va gia dinh phat hi¢n bat thuwong theo chudi

Trong dd an nay, bai toan dugc dat ra trong bdi canh giam sat hoat dong mang
theo thoi gian nham phét hién sém cac hanh vi bat thuong c6 kha ning lién quan dén
tan cong. Dt liéu quan sat (tir log/flow) duwoc mé hinh hoa duéi dang chudi sy kién theo
thir tu thoi gian. Cach phat biéu nay phii hop véi mo hinh phat hién bat thuong trén dir
liéu tuan tu: mdi hoat dong mang tai thoi diém t dugc xem nhu mot sy kién va mot
khoang thoi gian lién tiép tao thanh mot chudi sy kién. Goi e, 1a su kién tht t (dugc
trich tir log Zeek sau tién xur 1y va ma hod), khi d6 toan bd hoat dong trong mot giai doan

dai duoc biéu dién boi:

E ={ej, ey, ...,e,} (2.1)
Tu E, ta xdy dung cac chudi con (sub-sequences) theo ctra sO trugt d6 dai L:

Si=1{e,eir1,r€i11-1}, i=1,..,n—-L+1 (2.2)
Muc tiéu cua hé théng 13 xac dinh cac chudi con S; twong tng cac khoang thoi
gian/phién/nhom theo thyc thé nhu IP) c6 hanh vi bat thuong so voi phan con lai cua dir
lidu, dong thoi (khi can) chi ra nhitng su kién bat thudng bén trong chudi dé phuc vu
phan tich va phan Gmg. Dé bai toan co thé giai dugc trong thuc té van hanh IDS, phuong
phap phat hién bat thuong thudng dya trén hai gia thiét co ban:

- Céc chudi con bat thudng xuat hién hiém trong hanh vi binh thuong.
- Pic trung/hinh thai cta chudi bat thuong khac biét dang ké so véi chudi binh
thuong.

Tir d6, bai toan phat hién bat thuong trong d6 an dugc phat biéu & dang quyét dinh:

- Xay dyng mot ham cham diém/danh gia mirc d6 bat thuong A(S;) cho mdi chudi
S;.
- Xac dinh nhan:
(1 néu A(S;) = 7 (batthwong) (2.3)
Yi= { 0, néuA(S;) < t(binh thudng)
trong d6 t 1a ngudng canh bao dugc lya chon theo muc ti€u van hanh (gidm bao dong

nham hodc giam bo sot).
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Hinh 2.1: Tong quan quy trinh phuong phéap dé xuét.

Phuong phap dé xuat ciia d6 4n dugc thiét ké theo hudng phat hién bat thuong
dua trén chudi su kién va phuc vu trién khai van hanh (c6 budce review va phan tng chan
IP). Quy trinh tong quat gdm hai pha: pha hoc mé hinh va pha phét hién sinh canh bao.

A. Thu thap va chuan hoa dir liéu dau vao.

O hé¢ thong trién khai, nguén dir liéu chinh 14 log Zeek (dic biét cac log phan anh
két ndi va su kién giao thirc), c6 ciu triic rd rang va thuan lgi cho viéc trich xuat truong
thong tin. Zeek mo ta conn.log nhu log ghi lai cac yéu t6 16p 3—4 “ai ndi chuyén véi ai,
khi ndo, trong bao lau, ding giao thirc nao...”, phi hop dé mé hinh hoa hanh vi theo
thoi gian. O pha huan luyén/dénh gia trong méi trudng nghién ctru, c6 thé sir dung bo
dir liéu benchmark UNSW-NB15 (flow dugc gan nhan) dé kiém ching y twong va tinh
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chinh tham s6. Trong trién khai, cac truong thoi gian/IP/port duge chuan hoa dinh dang

va mui gio, dong thoi loai bo/dién gia tri thiéu dé dam bao pipeline tién xir 1y 6n dinh.

Hinh 2.2: Minh hoa nguén di liéu conn.log tir Zeek.
B. Triru tugng hoda ban ghi thanh “sy kién”.

Ttr mdi ban ghi log/flow, hé théng tao ra mét log key dai di¢n cho “loai su kién”
(vi du dua trén mot sb truong then chét va/hodc rdi rac hod), nham giam d6 thua va 1am
nodi bat cau triic hanh vi. Cac log key nay sau d6 duoc anh xa sang event ID thong qua
mot codebook (tir dién ma hod), kém cac token dic biét nhu BEGIN, END, PAD,
UNKNOWN dé dam bao nhat quan gitta huan luyén va suy luan. Viéc triru twong hoa
gitip giam nhidu do bién thién gia trj lién tuc (vi du duration/bytes) va 1am tang kha ning
tong quat hoa khi gap hanh vi méi. Trong thuc té, log key thudng duoc xay dung theo
dang “mau hanh vi” cia mot sy kién, vi du ghép cac trudng nhu protocol, service, state
va mot sd thudc tinh roi rac hod dé giir lai thong tin phan biét nhung van tranh bung nd
) lugng gia tri. Vigc ¢ dinh cAu hinh tao key (tap trudong, cach roi rac hod) gitp event
ID 6n dinh giita cac lan chay va giam nguy co léch biéu dién khi méi trudng thay ddi
nhe. Ngoai ra, co ché UNKNOWN déng vai tro “van an toan” dé tiép nhan céc kiéu su
kién hiém hodc mdi ma khong 1am hong chudi dau vao.

C. Tb chirc dir liéu thanh chudi theo cira s6 thoi gian va theo “dbi twong theo doi”.

Céc su kién dugc nhom theo mot “subject” (thuc thé theo doi) va theo time bucket
(vi dy theo ngay—gio—khoang phut), tao thanh cac chudi S; nhu di phét biéu ¢ 2.1. Cach
nhom nay gitp hé thong nhin thay trat ty sy kién trong mot khoang hoat dong cu thé (vi
du theo IP trong m¢t khung thoi gian), thay vi chi nhin cac ban ghi roi rac. Ngoai subject
theo IP, hé thong co thé md rong theo cac subject khac (vi du 5-tuple hodc UID cia
Zeek) tuy muyc ti€u phat hi¢n va dac thu mang. Dé han ché viéc tron 1an cac phién hoat
dong khong lién quan, hé théng c6 thé dat thém diéu kién cat chudi khi khoang cach
thoi gian gitra hai sy kién vugt mot ngudng (session gap), hoac gidi han sb su kién toi
da trong mdt bucket. Khi s6 su kién vuot seqlen, ap dung chién luoc cét (truncate) theo

“mdi nhat” dé uvu tién tin hiéu gan thoi di€ém canh bao, hodc dung cira s6 trugt dé gitr
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ngit canh lién tuc. Viée t chic theo subject va bucket ciing thuan loi cho budc tong hop
canh bio, vi ¢ thé thong ké miss/score theo timg ddi twong trong timg khoang thoi gian
c¢d dinh dé so sanh theo ngay/gid.

Hinh 2.3: Ham nhém céc sy kién theo mot “subject” theo windown_size.

D. Hoc md hinh chudi bang LSTM Autoencoder.

Mo hinh trung tam la LSTM Autoencoder dang encoder—decoder: encoder nén
chudi su kién, decoder tai tao lai chudi muc tiéu, ham mat mat dung categorical cross-
entropy trén phan phdi softmax theo timg budc thoi gian. Cach hoc ndy nham mé hinh
hoé “mau chudi binh thuong”, tir d6 nhan biét chudi 1éch chuan & pha suy luan. (Trong
huén luyén/trién khai, m6 hinh dung nhiéu tang LSTM va c6 tuy chon RepeatVector dé

tao kién trac encoder—decoder.)
E. Cham diém bat thudng va quyét dinh canh bao theo tiéu chi Top-N/rank.

Khi suy ludn, mo6 hinh xudt ra xac suat du doan cho tung budc thoi gian. Mot
chudi duoc coi 1a bat thudng néu ton tai budc ma nhin/su kién thyuc té khong nam trong
nhom dyu doén co xéac suét cao (dinh luong béng rank chuin ho4 so véi kich thudce tir
vung), vuot qua ngudng cau hinh. Pay 13 cach ra quyét dinh theo “xép hang” thudng
dung trong phat hién bat thudng chudi log, twong thich vai gia thiét “bat thuong 14 hiém
va khac biét dang ké”. Ngoai diéu kién rank, c6 thé bd sung diéu kién vé khoang céach

embedding dé giam nham 1in khi mé hinh dy doén sai nhung “gan nghia”.
F. Tong hop két qua thanh ban ghi canh bao phuc vu van hanh.

Céc “prediction-miss” dugc tong hop theo subject/time bucket dé tao chi sé nhu:

sO miss, tong s6 budc, ty 1¢ miss (%), cac thong ké diém (min/avg/max), va dai chi s
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trong chudi... Sau d6 canh bao dugc ghi vao CSDL (SQLite) va cung cip qua API cho
GUI, cho phép nguoi dung loc theo ngay/trang thai review, xem chi tiét, va thuc hién
chan IP (dtng dinh hudng IDPS: phat hi¢n + phan tng).
2.3 Dir liéu va nhan

Trong dd 4n nay, dir liéu dugc khai thac theo hai huong song song: dir li¢u van
hanh thyc té dé trién khai hé thong canh bao va dir liéu chuan/benchmark dé kiém chung
mo hinh trong méi trudng c¢6 nhin. Cach to chirc nay phu hop véi dic thu bai toan an
ninh mang: dit liéu thuc té thuong thiéu “nhén chuan”, trong khi dit liéu benchmark giup

danh gia dinh luong rod rang.

2.3.1. Nguén dit ligu vdn hanh tiv Zeek

O murc trién khai, hé thong thu thap log Zeek (network security monitor) va xem
day 1a ngudn dir liéu dau vao chinh cho qua trinh phét hién. Zeek sinh ra nhiéu loai log
theo giao thuc/su kién, trong d6 conn.log phan anh hoat dong 16p 3—4 (“ai két nbi t6i ai,
lac nao, trong bao 1au, dung giao thirc ndo...”) va thuong duoc ding 1am “xuong séng”
dé mo hinh hod hanh vi theo thoi gian. Danh muc céc log chuan ma Zeek c6 thé sinh ra
(nhu conn.log, dns.log, http.log, ssl.log, files.log, ...) dugc liét ké r0 trong tai liéu chinh

thirc [4], gitp qué trinh lya chon ngudn trudng dit liéu 6n dinh va ¢ thé mo rong,

Trong hé théng, cac ban ghi sau xir Iy dugc nhom theo subject (vi du theo IP va
time bucket) dé tao chudi sy kién phuc vu suy luan. Két qua phat hién dugc luu xuéng
CSDL va hién thi trén giao dién dudi dang ban ghi canh béo, vi du cac trudng ip,
miss/total, miss_pct, thong ké score_*, va trang thai xir Iy review_status. (Phan cau triic
ban ghi nay s& dugc mo ta chi tiét & Chuong III khi trinh bay thiét ké CSDL va ludng

nghiép vu review/chan IP.)

2.3.2. Dir liéu benchmark cé nhén phuc vu huén luyén va dinh gid

Tap dir liéu UNSW-NBI15 dugc cong bd vao ndm 2015 bai Cyber Range Lab
thudc Australian Centre for Cyber Security (ACCS) [3]. Pay la mdt trong nhitng bd dit
lidu dugc sir dung rong rdi trong nghién ciru phat hién xAm nhap va phat hién bat thuong
trong mang may tinh, do két hop giita luu lugng mang hop 1¢ (benign traffic) va cac
hanh vi tin céng duoc sinh tong hop bang cac cong cu tao luu luong va kich ban tin
cong (vi du nhu IXIA PerfectStorm). Trong tap dir liéu ndy, mdi ban ghi twong g voi
mot ludng mang (network flow), dai dién cho mot chudi cac géi tin dugc quan sat gitra

mot dia chi IP nguén va mot dia chi IP dich trong mdt khoang thoi gian nhat dinh.
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0 Nour Moustafa UNSW-NE15S dataset CSV Files

D3 sup dol Nguo: Sua Kich thadc Wy Bang cha s Hoxt 0y

Hinh 2.4: B6 dit lidu UNSW-NBIS5 [3].

Béang 2.1: Giai thich churc nang cta céc t&€p va thu muc trong bd dir licu UNSW-NBI15.

Tép/Thu muc

Giai thich chirc nang

Training and Testing
Sets/ (thu muyc)

Chtra 2 tap con da chia sin dé huan luyén va kiém thir mo
hinh dung dé chay thi nghiém ML nhanh ma khong can ty

chia dir liu.

NUSW-
NBI1S5_features.csv

“Data dictionary” cho bd dir liéu: li¢t ké cac truong/dac
trung (features) cia UNSW-NB15 (tén feature, mo
ta/nhom/kiéu tuy phién ban). Dung dé hiéu y nghia timg

cot, chon feature, tién xu ly, viét bao céo.

NUSW-NBI15 GT.csv

Ground truth table: bang nhan chuan/ddi chiéu nhan theo
kich ban sinh tin cong. Thuong dung khi can xac thuc nhin,
hoac khi ban xir 1y lai dir liéu tir mirc su kién/kich ban dé

géan nhan cho ban ghi.

The UNSW-NBI15
description.pdf

Tai liéu mo ta bo dir liéu: bdi canh tao dir liéu, nhoém tan
cong, cach sinh feature, y nghia nhan/dinh dang. Dung dé
trich dan va mé ta dataset trong chuong dir liéu/thiét ké thuc

nghiém.

UNSW-NBI5 1.csv

1 trong 4 file chira toan b ban ghi dir liéu dang CSV (céc
feature + nhén), dung lam dit liéu gdc dé huan luyén/danh

gia khi mudn dung full dataset.
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UNSW-NBI15 2.csv | Tuong tu _1.csv: phan dit liéu thir 2 cta tap tong.
UNSW-NB15 3.csv

UNSW-NBI15 4.csv

Tuong ty _1.csv: phan dif liéu thi 3 cia tap tong.

Tuong ty _1.csv: phan dif liéu thi 4 cia tap tong.

UNSW-NB15 bao gdm tong cong 2.540.044 ludng mang, trong d6 ¢6 2.218.761
ludng binh thudng (87,35%) va 321.283 ludng tan cong (12,65%). Cac ludng tan cong
duoc phan thanh chin loai gém: Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode va Worms. Luu lugng mang dugc thu thép thong qua céac
cong cu bat gbi (vi du: tepdump), sau d6 duoc xir 1y dé trich xuét 49 dic trung & mirc
ludng, duoc xay dung dya trén cac cong cu phan tich luu luong nhu Argus va Bro/Zeek,
két hop vai cac thuat toan sinh ddc trung bo sung. Dé dam bao kha ning tai lap két qua
va thuan tién cho vi€c so sanh vdi cac nghién cilru trudc, nhiéu cong trinh su dung bo
chia dir liéu chuan do nhém tac gia UNSW-NB15 cong bd cong khai, bao gom 175.341
ludng cho tap huin luyén va 82.332 ludng cho tap kiém thir. Bang 2.1 trinh by phéan b
cac 10p trong bo chia nay, cho thay sy mat can bang 16p nghiém trong giita cac loai tin
cong, day 1a mot thach thirc quan trong trong qua trinh huan luyén va danh gia cac mo

hinh phat hién xam nhap va bat thuong.

Bang 2.2: Phan b 16p trong bo chia huan luyén/kiém thir thudng dung ciia UNSW-

NB15

Lép S6 mau huan luyén Ty 1€ S6 mau kiém thir Ty 1€

(%0) (%0)
Normal 56.000 31,94 37.000 44,94
Analysis 2.000 1,14 677 0,82
Backdoors 1.746 1,00 583 0,71
DoS 12.264 6,99 4.089 4,97
Exploits 33.393 19,05 11.132 13,52
Fuzzers 18.184 10,37 6.062 7,36
Generic 40.000 22,81 18.871 22,92
Reconnaissance 10.491 5,98 3.496 4,25
Shellcode 1.133 0,65 378 0,46
Worms 130 0,07 44 0,05
Tong: 175.341 100 82.332 100
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Duéi day 14 y nghia cac nhan (label) nay trong bd dir liéu an ninh mang kiéu
UNSW-NBI15 (thudng dung dé phéan loai luu lwong mang thanh “binh thuong” va céac

nhom tan cong):

- Normal: luu lugng hop 1€,binh thuong nhu duyét web, DNS, SSH quan tri hgp
1€, tai file hop phap, truy cép dich vu dung cach.

- Analysis: nhém hanh vi “phan tich/tham do sau” dé hiéu hé théng, vi du: port
scan nang cao, service enumeration, OS fingerprinting, kiém tra banner/version
dé chuén bi khai thac.

- Backdoors: tin cong cai “cira hau” dé quay lai sau ndy, vi du: mé mot cong bi
mat/tién trinh an, tao tai khoan la, cai trojan dé co thé truy cap trai phép vé sau.

- DoS (Denial of Service): lam dich vu qua tai hodc khong phuc vu dugc nguoi
dung that. Vi du: giri cuc nhiéu request/packet (SYN flood, UDP flood, HTTP
flood) khién web/app bi treo hodc cham.

- Exploits: khai thac 186 hong dé chiém quyén hoic thyc thi 1énh. Vi du: khai thac
16i buffer overflow, SQL injection, RCE, khai thac CVE cua dich vu dé chay ma
trén may nan nhan.

- Fuzzers: “Fuzzing” = ban dir liéu ngiu nhién/bién di vao dich vu dé lam no
16i/rung, hodc tim 16 hong. Vi du: giri chudi input ky la/dd dai bat thuong vao
server dé gay crash hodc 16 16i xtr li.

- Generic: nhom tan coéng “chung chung” (thudng lién quan mat mi) ma khong
phu thudc nhiéu véao ung dung cu thé. Vi du: tin cong vao thuat toan/handshake
(nhu brute-force/dung dd/khai thac diém yéu mat ma), hodc hanh vi c6 mau
chung kho ga‘in vao mét dich vu cu thé.

- Reconnaissance: trinh sat/thu thap thong tin trudc khi tin cong. Vi du: ping
sweep, scan dai IP, do céng, tim host séng, tra ctru DNS, kiém tra service/duong
dan pho bién.

- Shellcode: ma nhé ding dé mé shell hodc thyc thi 1énh sau khi khai thac thanh
cong. Vi du: payload tao reverse shell, bind shell, hodc doan ma chay 1€nh hé
théng sau khi vuot qua bao vé.

- Worms: sdu may tinh tu 1ay lan qua mang. Vi du: malware tu quét mang dé tim
may dé bi khai thac rdi ty nhan ban sang may khac (lan nhanh, khong can ngudi

dung bam).
B6 dir licu UNSW-NB15 1a mdt trong nhiing tap dir li€u chuan dugc su dung
rong rai trong nghién ctru phat hién xam nhap va phat hién bat thuong ¢ ting mang.

Trong dd an nay, bg dit liéu dugc sir dung dé mo hinh hoa hanh vi luu lugng mang, trong
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d6 mdi ban ghi dai dién cho mot két ndi hodc 1u6ng mang dugc mo ta béng tap cac thude
tinh do luong duoc. Mdi ban ghi trong UNSW-NB15 phan 4nh mot twong tac mang cu
thé, bao gém thong tin két ndi co ban nhu dija chi nguén, dia chi dich, céng, giao thuc
va thoi lugng, ciing véi cac thdng ké luu luong nhur s6 lugng goi tin, sb byte truyén, toc
d6 va cac chi s6 lién quan dén huéng truyén. Ngoai ra, bd di liéu con cung cp cac dic
trung hanh vi duoc thiét ké dé phan anh cac mau dang ngo, chang han nhu hanh vi quét

cong, tan suat két ndi bat thudong hoac sy mat can doi trong ludng truyén dir licu.
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Hinh 2.5: Cau tric cac dong log trong bo dit liéu UNSW-NBI5.

Bo dit liéu nay dic biét phu hop voi tang mang do né chtra sy pha tron giira hanh
vi hop 1& va hanh vi tan cong, dong thoi cac dic trung chu yéu ¢ dang ¢ cdu tric. Piéu
nay cho phép ap dung cac phuong phap hoc may truyén thong, cac mo hinh hoc sau xir
Iy vector dic trung, ciing nhu cic pipeline két hop tién xir Iy ddc trung va md hinh héa
theo chudi khi cac ban ghi duoc gom nhém theo cira s6 thoi gian hodc phién giao tiép.
Trong d6 an, cac ban ghi mang duoc xir Iy thong qua budc tién xtr Iy dé chuyén do6i
thanh dang dau vao phu hop cho mdé hinh. Céc thudc tinh dang phan loai dugc ma hoa,

trong khi cac thudce tinh s6 dugc chuan héa hodc tiéu chuan hoa.

Béang 2.3: Théng ké sb lugng mau trong cac tép dit liéu UNSW-NBI15 duoc st dung.

Tép dir licu Tong s6 Luong binh Ludng tin Ty 1é tin
ludng thwong cong cong (%)
UNSW-NBI15_1.csv 700.000 677.785 22.215 3,17
UNSW-NBI15 2.csv 700.000 647.251 52.749 7,54
UNSW-NBI15 3.csv 700.000 542.575 157.425 22,49
UNSW-NBI15 4.csv 440.044 351.150 88.894 12,70
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Téng cong; 2.540.044 | 2.218.761 321.283 12,65

2.3.3. Khdi ni¢gm nhan trong dé dn va cdch sir dung

Trong d6 an, can lam rd “nhan” theo hai cap do:
A. Nhén chuan trong dif liéu benchmark.

Vi UNSW-NB135, nhin thudng bao gdm: nhan nhi phan (normal/attack) va nhan
da 16p theo nhom tan cong. Nhin nay duoc sir dung dé:

- Danh gia dinh luong cac chi s6 nhu Precision/Recall/F1, ROC-AUC/PR-AUC.

- So sanh tham s6 va lya chon cu hinh mé hinh phu hop trude khi dua vao trién
khai.

B. Nhan van hanh (thuc té) trong h¢ théng trién khai.

Véi log Zeek trong méi truong that, nhan dang khong sin cé. Vi vy, d6 an s
dung co ché phat hién bat thudng dé sinh canh bao, sau d6 dwa vao quy trinh review cia

nguodi van hanh dé tao ra nhin van hanh theo thoi gian. Cy thé:

- eview_status (vi du pending, va cac trang thai sau khi duyét) dugc xem nhu nhan
phan hoi ciia chuyén vién/ quan tri.

- review by, review_at 1a siéu dir liéu phuc vu truy vét va danh gia chat lugng quy
trinh van hanh.

Céach thiét ké ndy c6 hai loi ich: hd tro ra quyét dinh thyc té (loc, uu tién, chan
IP) va tao ra tap dir liéu phan hoi dé cai thién mé hinh vé sau (theo hudéng human-in-
the-loop hodc ban gidm sat).
2.4 Tién xir Iy va tao chudi

Quy trinh phat hién bét thuong theo chudi phu thudc manh vao cach bién dbi log
tho thanh chudi sy kién rdi rac co y nghia. Vi nguon log Zeek, loi thé 1a dir liéu da co
cdu tric va schema rd rang, thuan loi cho chuin hoé va tao “su kién” mot cach nhat
quan.
2.4.1. Lwa chon nguén log va truwong thong tin

Budc dau tién 1a chon cac log phan anh hanh vi mang cdt 18i va cac truong co
gia tri mo ta tién trinh hoat dong. Thong thudng:

- conn.log cung cap btrc tranh két ndi nén tang (thoi diém, dinh danh két ndi, hai
dau giao tiép, giao thirc, thoi lugng, bytes, trang thai két ndi...), pht hop dé mé
hinh hod hanh vi theo thoi gian.
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- Khi can ting ngir canh, co thé bd sung cac log giao thirc nhu DNS/HTTP/SSL
tuy muc ti€u giam sat, Zeek li¢t ké danh muc log va mo t4 truong theo schema

dé tham chiéu thong nhat.

Nguyén tic lwa chon truong 13 wu tién tin hiéu hanh vi 6n dinh
(proto/service/conn_state, nhom két qua giao thirc, hudng byte...) thay vi cac trudong cd
d6 bién thién qua 16n gy bung nd sb lwong gia tri (vi du UID duy nhat cho ting két
ndi).

2.4.2. Lam sach va chudn hod dir liéu

Tién x1r ly nham dam bao dir li¢u dau vao “sach” va c6 thé so sanh theo thoi gian:

- Chuan hoa thoi gian: chuyén ts vé dinh dang thong nhét va dam bao sip xép diing
thir tu thoi gian.

- Xu ly thiéu dir liéu: Zeek c6 co ché truong réng/khong ton tai tuy dinh dang
TSV/ISON va schema, cin quy udc gia tri mic dinh (NA/0/UNKNOWN) nhat
quan.

- Chuan hoa kiéu dir liéu: sd (duration/bytes) vé dang sd, truong phan loai
(proto/service/conn_state) vé chudi chuan (lowercase/trim) dé tranh “tring nghia
khac dang”.

- Giam nhiéu va cuc tri: ¢6 thé roi rac hoa (binning) mot sb truong lién tuc
(duration, bytes) theo cac khoang, nham giam nhay cam vé6i dao dong nhé nhung

van gitr duoc tin hiéu “ting/giam bat thuong”.
2.4.3. Tao log key tir ban ghi

Muc tiéu cua log key (event key) 1a anh xa mot ban ghi log/flow thanh mdt token
roi rac dai dién cho “loai sy kién”, gitp chudi su kién c6 khong gian roi rac 6n dinh va
tranh bung nd sé luong gia tri do cac trudng lién tuc (bytes, duration) hodc dinh danh
duy nhat (UID). Véi log ¢6 cau trac nhu Zeek hodc dit liéu flow da chuan hod, log key
dugc xdy dung bang cach két hgp nhém truong phan loai c6 ¥ nghia hanh vi
(proto/service/state/...) va mot s6 truong sd sau khi roi rac hoa (binning) theo khoang

hoic theo phép chia nguyén (key divisor) dé giam nhay cam vé6i dao dong nho.
V& mat hinh thire, véi mot ban ghi 7, log key duoc tao theo dang chudi ghép co
phan tach rd rang:

skey(r) = proto | service | state | http_mthd | ftp_login | pkt_bin | --- (2.4)
trong d6 cac thanh phan pkt_bin, byte_bin 14 gia tri d roi rac hoa (vi dy chia nguyén

theo key divisor, hodc phan bin theo quantile). Nguyén tic chung Ia giir tin hiéu hanh
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vi On dinh (giao thuec, dich vy, trang thai két ndi, hanh vi HTTP/ETP ¢ mirc tho) va loai

bo/giam d6 phan giai cac trudng bién thién manh.

Bang 2.4: Trudng st dung dé tao log key va quy tic chuan hoa/roi rac hoa.

Nhom truwong

Trudong

Xir ly truwde khi
ghép vao key

Ly do chgn

Phan loai ¢t 15

proto, service

lowercase/trim; néu
rong —

unknown_service

Phan anh loai giao

tiép va dich vu

chuan hoa vé tap gia

Tin hiéu manh dé

Trang thai phién | conn_state/state tri hitu han; néu phan bi¢t phién bat
rong — state_unk thuong
phuong thic dua vé
. phuong thure/dd sau | nhan roi rac; Tang nglr canh ing
HTTP (néu co) . . o
giao dich trans_depth co thé dung web
bin theo {0,1,2+}
, . < Bit miu diang
< is_ftp login, dua vé nhan {0/1} A N
FTP (n€u co) - o nhap/truyén tép bat
ct ftp cmd hodc bin I¢nh .
- thuong
. o roi rac hoa theo o )
. A tong go6i/tong bytes . , Gitr tin hiéu “muc
Cuong do luu ) key divisor (chia L
(vi du spkts+dpkts, A 5 dd” ¢ do phan giai
luong nguyén) hoac theo .
sbytes+dbytes) . tho
quantile
UID, timestamp tho, . .
. . N N A . Tranh tao key qua
Truong loai bd | port ngudn thay déi | khong dua vao key . )
hanh thua, kho tong quat
nhan

Pé dam bao tinh tai lap, cau hinh tao key duoc dong bing theo tham sb (vi du
logkeys va key divisor) v chi thay ddi c6 kiém soat gita cac phién ban. Vi du, véi
key divisor = 100, dac trung téng g61 duogc roi rac hoa theo dang:

spkts + dpkts

100
nhd vy token 6n dinh hon trudc bién thién nhé va gitp mé hinh tap trung vao ciu triic

(2.5)

pkt_bin =

chudi thay vi nhiéu.
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t p_cm
t flw http =
trans _dept
pxisum
AtSum Jdax
appendipktsus
ys
pro state
pro t ¢
pro t
pre e

t A p_cmd cr_f
ha ct_flw http mthao
trans d« h i
spkts)) t dokts
te, service, 1is_ftp _login, ct_ftp ood, ct_filw
te, service, is_Ttp_login, ct_fip_omd, ct_11
te, service, 1s_ftp_login, ct_ftp_omd, ct_flw_
s Service, 1is_ftp_login, ct_ftp _oad],

. Service, is_ftp_login!,

Mttp mtha
lw_Attp aiha

http_mthd, t

inl.strip 9

§).8rip ) ‘e’

t fivw http mthd) .strip LN

thi.strip 9

‘‘‘‘‘‘‘

Hinh 2.6: Poan ma tao log key.

2.4.4. Xay dung codebook va ma hoa sw kién

Sau khi tao log key, hé thong anh xa mdi log key sang mot event id thong qua
codebook (tir dién ma hoa). Codebook dugc xay dung chi tir tp hudn luyén dé tranh ro
ri thong tin, sau d6 duoc dong bang khi dwa vao van hanh. Trong trién khai thuc té,
codebook can cé co ché xir 1y su kién méi/hiém thong qua token <UNKNOWN> nham

dam bao suy luan khong bi 16i khi méi trudng thay d6i (dich vu méi, hanh vi méi, log

moi).

Béang 2.5: Token dac biét va y nghia.

Token dac biét

Y nghia

Khi xuat hién

<PAD>

DPém cho chudi ngan hon seqlen

Khi déng goi batch/cira s6

hodc qua hiém

<SEQUENCE> | Panh diu d4u chudi (Tuy chon) néu dung marker

</SEQUENCE> | Panh dau cudi chudi (Tuy chon) néu dung marker
Su kién ngoai tir vung (OOV Khi log key khong ndm

<UNKNOWN> | S¥ Kiénng mg (OOV) g key khong

trong codebook

bé giam nhiéu do cac su kién cuc hiém, codebook ap dung ngudng tan suét tdi
thiéu min_freq: cac log key c6 tan suat nho hon min_freq trong tap huan luyén s& duoc
gdp vé <UNKNOWN>. Cach 1am nay gitp giam kich thudc tir vung, ting 6n dinh

embedding va han ché viéc mo hinh “hoc vet” cac token hiém.
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2.4.5. Tao chudi theo time bucket va civa so truwot

Sau khi mdi ban ghi dugc ma hoa thanh event ID, dit liéu duoc t6 chirc thanh
chudi theo hai quyét dinh thiét ké:

- Quy tic nhom (grouping) theo thuc thé theo ddi: Vi du theo IP ngudn, theo cip
IP—dich vy, hoac theo mdt “subject” da chuin hoa. Quy tdc nhom can nhat quan
dé chudi phan 4nh hanh vi lién tuc ctia cing mot d6i tuong.

- Quy téc chia theo thoi gian (time-bucket) va do dai chudi L: Trong mdi bucket,
sép xép su kién theo thoi gian va tao chudi con do dai cb dinh L béng clra sO

truot:

Si ={ei €iv1, -, €141} (2.6)
Néu chuoi ngan hon L thi dém PAD, n€u dai hon thi cat hoac truot dé sinh nhi¢u mau.
Céch chia log theo thu muc/ngay hodc xoay vong log theo gio la dac tinh thuong gap
khi van hanh Zeek, thuan lgi cho viéc gom dir li€u theo ngay/bucket va tai hién lai hanh
vi theo thoi gian.

< Codebooe Lvert O shear
PRTEE B b g ey~ swwt £

i

Ninh hoa cit chadi theo seqlen v siride
Mrd hoe time Buche! theo wndow ses

Sk | P st )
122 gy [b - V7] N gy !

Hinh 2.7: So d6 ludng hoat dong tir log Zeek dén sliding window tao chudi S;.

2.4.6. Tach tdp dir li¢u va tranh ro ri theo thoi gian
Vi dit liéu chudi, can han ché viéc tron ngau nhién néu muc tiéu 13 danh gia gan

v6i van hanh. Thuc hanh phu hop 1a:

- Téch train/validation/test theo thoi gian (vi du train ¢ giai doan trudc, test & giai
doan sau) dé giam ro ri mau tuong ty.
- Véi dir li¢u theo subject, han ché dé cung mot doan hanh vi “rat gén nhau” xuét

hién dong thoi & train va test.
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2.4.7. Pinh dang dau ra ciia khdu tién xi ly

Két qua cia muc 2.4 thuong gom:

- Tap chudi event ID (d3 pad/cit) va (tuy thiét k&) chudi muc tiéu cho bai toan tai
tao/dy doan budc tiép theo.
- Codebook + cau hinh tién xtr 1y (binning, L L, bucket size, quy tic grouping) dé
dam bao tai lap khi trién khai.
2.5 Xay dung tir dién ma hoa va co ché embedding
2.5.1. Vai tro ciia codebook trong biéu dién chudi sw kién

Sau khi mdi ban ghi log dugc triru twong hoa thanh log key (loai sy kién), can ¢o
mot co ché anh xa théng nhat tir log key sang chi sé nguyén (event ID). Tir dién 4nh xa
nay duoc goi la codebook. Codebook dam bao:

- Cung mot log key ludn dugc ma hoa thanh cung mot event ID.
- Dit lidu & céac giai doan huan luyén/dénh gid/van hanh c6 thé dugc ma hoa nhét
quan.

- HO tro kiém soat su kién “méi” thong qua quy uéc OOV (out-of-vocabulary).

2.5.2. Thiét ké tap token dic biét va quy wéc mi hod
Trong dir lidu chudi, d6 dai chudi thyc té thay d6i theo thdi gian va theo dbi twong
theo doi, vi vay can cac token dic biét dé chuin hoa dau vao mé hinh. Thuc hanh phé

bién la bo sung toi thiéu cac token sau:

- <PAD>: dung dé dém chudi ngan hon d6 dai chuan L, gitp tao tensor dong kich
thude khi huan luyén/suy luan.

- <UNKNOWN>: dai dién cho su kién chua ting xuat hién trong codebook, gitp
hé théng khong “v&” khi gip log moi.

- <SEQUENCE>/</SEQUENCE>: danh diu bat dau/két thiic chudi, thuan loi khi

can md hinh ho4 ranh giéi chudi 1 rang.

Quy udc token dac biét va viéc dung codebook nham dam bao tinh 6n dinh cua
pipeline biéu dién chudi va da dugc mo ta nhu mot phan ctia qua trinh chuan hoa dir liéu
dau vao trong tai liéu huan luyén. Cac token nay ciing hd trg co ché masking va giap
mo hinh phan biét rd “dir li€u that” véi “vung dém”, tir d6 cai thién tinh nhét quan va

do tin cay cua suy luan.
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Function: to construct

PAD <pad>'

BEGIN '<sequence>
END </sequence>'
UNKNTWN

selfr,

self.encode, sel

‘cunknown>'

Asinstance |

seif.dec

n

erved selT,.PAD,
preservedc
ode il x ¢

self.encode k: 4 f

self.types

2 sequence with add-ons: begin-sequence, end-sequence,

Self.BEGIN, Self,END, self,.UNKNOWN):

ovelpreserved

1, Kk self.decode. 1ten: !
{self.PAD, self.BEGIN, self.END, self.UnNsNomwN)

Hinh 2.8: Thém cac token dat biét vao Codebook.

2.5.3. Quy trinh xdy dung codebook

Lf.PAD, self.BEGIN, self.END, self.UNKNOWN] + sorted

self.types)

Codebook dugc tao tir tap log key xuét hién trong dir liéu huan luyén (hoic giai

doan “fit” ban dau) theo quy trinh chuan:

- Thu thap tap log key sau tién xir 1y va triru twong hoa.

- Pém tan suat va (néu can) loai bd céc log key qua hi€ém dé giam nhiéu va kich

thudce tor vung.

- Gan chi sb cho timg log key theo mét thr ty xac dinh (vi du theo tan sudt giam

dan hoac theo thir tu tir di€n) va chén cac token dac biét vao cac chi so dau tién

dé co dinh.

- Pong biang codebook va luu kém metadata (kich thudc tir vung, tham s tién xur

1y, phién bén).

Piém quan trong ctia budc nay 13 tinh tai 1ap: cung mot codebook phai duoc ding

lai khi ma hoa dit liéu ¢ giai doan van hanh dé tranh sai 1éch nghia cta event ID gitta

cac lan chay.

2.5.4. Qudn Iy OOV va chién lwoc cap nhit codebook

Trong van hanh, log key méi c6 thé xuét hién do thay ddi dich vu, ciu hinh, hodc

hanh vi ngudi dung. Khi do:
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- Néu log key khong c6 trong codebook, anh xa vé UNKNOWN dé van tao duoc
chudi hop 18.

- Viéc cép nhat codebook can duoc kiém soat theo phién ban: khi thay doi
codebook, mé hinh va codebook phai duoc cap nhat ddng bd, néu chi cap nhat
codebook ma khong cap nhat mé hinh, embedding s& khong con twong thich vé

y nghia va kich thudc tir vung.

2.5.5. Co ché Embedding

Sau khi sy kién d3 dugc ma hoa thanh event ID, can chuyén doi sang dang vector

s6 thuc dé mé hinh hoc sau xir 1y hi¢u qua. Embedding thuc hién phép anh xa:

event_id € {0, ...,V | =1} - v € R¢ (2.7)
trong d6 | V| 1a kich thudc tir vung (sd event ID) va d 1a sb chiéu embedding.

IXd ' m&i hang 1a vector bicu dién

Embedding duoc hoc nhu mot ma tran tham s6 E € RI”
cho mét event ID, khi gip event ID, mé hinh thyc hién phép “tra ctru” (lookup) dé lay
ra vector tuong tng. Co ché ndy giup giam biéu dién thua kiéu one-hot va cho phép mé
hinh hoc quan hé g?m nhau gitra cac loai sy ki¢n c6 hanh vi twong tu. Lop Embedding
trong Keras/TensorFlow 1a hién thuc pho bién ciia co ché nay véi cac tham s6 input_dim

va output_dim.

Chols evert 1D (3 vho) Embeddng ayer fookup) Chul voctor sau arbeddng (G )
Kajfu, x, x x A —p o f=Wx —_— Exlo.o o L]
x_1 4 ohi 58 nguydn) E « ANLe} e e ANG)
J
_ J -
'
'
chon x| '
l V: Kich thuoo i wung sy kn (50 krong event 1D)
d: 50 chéu embeddaing (kich thuie vecior)
Ma ¥ ambadding W s RYVxd) . > s
Hang thar « 1 s rn@dsiinaacai. s s O 55 0 o0 v darnh cho padkding ki dung masking

N BANg 18 vector cua mdt avent 1D

Hinh 2.9: Ma tran embedding va phép lookup event ID — vector.

2.5.6. Lién hé giiva codebook va embedding trong trién khai mé hinh
Gitra codebook va embedding tdn tai rang budc chat che:
- Kich thuéc embedding phu thudc | V | (kich thudc codebook).

- Y nghia ctia mdi hang trong ma tran embedding phu thudc ding thir tw gan chi
sd trong codebook.

Do d6, khi lvu mé hinh dé trién khai, can luu kém codebook (va metadata tién

xtr 1y) nhu mét phan bat budc dé dam bao suy luan nhat quan theo thoi gian.
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2.6 Kién tric mé hinh hgc sau deé xuat

2.6.1 Gidi thiéu mé hinh DeepLog va DABLog

Trong nhitng nim gan day, phat hién bat thuong duya trén log hé thong (log-based
anomaly detection) da tr¢ thanh mot hudng nghién clru quan trong trong linh vuc an
ninh mang va quan tri hé thong. Thay vi phu thudc vao cac luat thu cong do con ngudi
xdy dung, cac phuong phép hoc sau cho phép mo hinh héa hanh vi binh thuong cta h¢
théng mot cach ty dong va phat hién cac hanh vi bat thuong dua trén sy sai 1éch so véi
hanh vi da hoc. Trong s6 cac phuong phap tiéu biéu, DeepLog va DABLog 1a hai mé

hinh dai dién cho hudng tiép can hoc chudi log dua trén deep learning.

DeepLog la mot m6 hinh phét hi¢n bat thuong dua trén log, st dung mang no-
ron hdi tiép LSTM dé hoc cac phu thudc theo thoi gian cua chudi su kién log. Y tudng
cot 16 ctia DeepLog 1a gia dinh rang trong diéu kién van hanh binh thuong, cac sy kién
log s€ xuét hién theo nhitng chudi co tinh quy luat. M6 hinh dugc huin luyén dé du doan
su kién log tiép theo dua trén cac su kién truée do; néu su kién quan sat dugc khong
nam trong tap cac dy doan co xac suat cao, hé théng s& coi ddy 1a mot dau hiéu bat

thuong.

DABLog (Deep Attention-Based Log anomaly detection) dugc dé xuat nhu mot
mo hinh mé rong ciia DeepLog nham khac phuc han ché khi xir 1y cac chudi log dai va
phuc tap. Thay vi st dung co ché attention tudng minh nhu trong cic moé hinh NLP
truyén théng, DABLog tich hop co ché attention mot cach gian tiép (implicit attention)
thong qua qua trinh hoc biéu dién c6 hudng dan béi critic. Cach tiép can nay cho phép
mo hinh tap trung nhiéu hon vao céc su kién log c6 anh huong 16n dén quyét dinh phat
hién bat thudng, tir 6 nang cao hiéu quéa phat hién trong cac hé thong log quy mé 16n.

[er.4]
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Hinh 2.10: Kién triic mé hinh DeepLog.
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Hinh 2.10 minh hoa kién trac tong quat cia mé hinh DeepLog. Céc log tho trudc
hét duoc tién xur ly va chuyén ddi thanh cac log template, sau d6 dugc anh xa thanh cac
chi s6 (ID). Chudi cac ID nay dugc dua vao mang LSTM nhiéu ting dé hoc mdi quan
hé theo chudi giita cac su kién log. Pau ra cia LSTM dugc dua qua 16p dense dé sinh
ra phan bd x4c suét cta su kién log tiép theo. Mot co ché danh gia dua trén xép hang
(rank-based critic) duogc sir dung dé xac dinh liéu su kién quan sat dugc c6 thugc nhom
du doan hop 1€ hay khong; néu khong, su kién d6 sé duoc danh diu 1a bat thuong.

Kién tric md hinh hoc siu dé xuét duoc xay dung theo hudng cia DabLog, mot
phuong phap phat hién bat thuong cho chudi sy kién roi rac bang cach két hop
autoencoder theo thoi gian va bg phan loai su kién theo tirng budc. Hinh 2.11 trinh bay
kién trac cia mo hinh DABLog. Sau buéc embedding, chudi log duoc dua vao mot
autoencoder dé hoc biéu dién tiém an cua chudi su kién. Biéu dién nay sau do dugc st
dung cho nhiém vu phan loai va danh gia bat thuong thong qua classifier va critic.
Khong gidng nhu DeepLog, DABLog sir dung mot co ché phan hdi nguoc
(reverse/feedback loop) tir critic dé diéu chinh qua trinh hoc biéu dién. Thong qua co
ché nay, cac su kién log quan trong s& c6 anh hudng 16n hon dén ham mat mat va qué
trinh cap nhat tham sd, tir 6 dong vai tro twong duwong véi mot co ché attention gian
tiép. Cach tiép can nay giup mo hinh tap trung vao céc sy kién log mang tinh quyét dinh

ma khong can mét 16p attention tuong minh.
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Hinh 2.11: Téng quan vé kién tric ctia DabLog.
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Béang 2.6: So sanh m6 hinh DeepLog va DABLog.

Tiéu chi

DeepLog

DABLog

Kién truc chinh

LSTM + Rank-based critic

Autoencoder + Classifier
+ Critic

Co ché attention

Khong co

Attention gian tiép (critic-
guided)

Hoc tuén tu, trong $6 déng

Tai trong sb su kién log

Cach hoc chudi log \
deu quan trong
Kha ning xit Iy chudi . Lz
N Tot Rat tot
dai
Do chinh xac phat hi¢én | Cao Cao hon
o . Twong d6i cao trong chudi .
Ty 1€ false positive - Thap hon
dai
Khé nang giai thich Thap Cao
Do phuc tap mo hinh Trung binh Cao
Thoi gian huan luyén | Lau Lau hon

Ung dung phu hop

Hé thong log quy mo vira

Heé thdng log 16m, phtc tap

Tir bang so sanh c6 thé thay rang DeepLog 1a mot mo hinh nén tang hiéu qua
trong phat hién bét thuong duya trén log, dic biét phu hop véi cac hé thong c6 chudi log
khong qué dai va cdu trac tuong dbi 6n dinh. Tuy nhién, do cac su kién log trong chudi
dugc xur Iy voi mirc do quan trong twong dwong nhau, mé hinh c6 thé gip han ché khi
ap dung cho cac hé théng phirc tap hoic chudi log dai.

DABLog khic phuc han ché nay bang cach si dung co ché attention gian tiép
thong qua critic-guided representation learning, cho phép mé hinh tap trung nhiéu hon
vao céac su kién log mang tinh quyét dinh. Nho d6, DABLog cai thién do chinh xac va
giam ty 1 canh bao sai trong cac moi truong thuc té quy mo 16n. Tuy nhién, lgi ich nay

di kém voi chi phi tinh toan va do phtrc tap moé hinh cao hon so véi DeepLog.

2.6.2. Embedding layer

DPau vao cua mo hinh 1a chudi chi s6 nguyén X = [x, x5, ..., x. ], trong d6 x, 1a
event id tai budc thoi gian t, va L 1a d6 dai chudi sau khi chuan hod bang padding hoic
cat. Tap event id duoc sinh tir codebook, codebook anh xa mdi token sy kién roi rac

sang mot chi s6 duy nhét trong mién [0,V — 1], véi V 1a kich thudc tir vung sy kién.
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Embedding layer bién mdi event id thanh vector day c6 s6 chiéu d thong qua ma
tran tham s6 W € RV*4. Khi d6 e, = W[x,], va diu ra ciia embedding 13 chudi vector
E = [ey, ey ...,e,] € RF?. Vige chuyén tir biéu dién roi rac sang khong gian lién tuc
gitip mo hinh hoc duge quan hé gan xa giira cac sy kién, thay vi chi coi cac event id 1a

cac nhan doc lap.

Pé xu 1y padding, thuong quy udc mot chi sé danh riéng cho PAD, vi du PAD
béng 0. Khi bat masking, cac vi tri c6 x; = 0 s€ bi tao mask dé cac 16p phia sau c6 thé
b6 qua trong qua trinh tinh todn va cap nhat. Quy udc niy kéo theo yéu ciu codebook
khong gan 0 cho su kién hop 18, va tham sb input dim can tinh dung theo cach danh s6

cua tr vyng.

2.6.3. Deep LSTM Autoencoder

Khéi autoencoder gdm encoder va decoder, dung LSTM xép chong dé ting ning
luc biéu dién. Muc tiéu cta khdi nay la hoc biéu dién ngit canh theo thoi gian cua chudi
su kién, va tao ra biéu dién phu hop dé decoder sinh ra chudi trang thai phuc vu phan
loai theo timg budc. Encoder nhan chudi embedding RX*¢ va bién d6i thanh biéu dién
ngit canh. V&i cdu hinh nhiéu tang, cac ting trung gian thudng dit return sequences
bang True dé truyén toan bo chudi trang thai an sang ting ké tiép, giup cac ting sau hoc

quan hé phirc tap hon theo thoi gian.

Autoencoder — Y = [x;3 x5, x4]
Predictor t »Y> = [x4 X5 x4/
Y=1[y y2 vl
Encoder ¢ -
. A A
~ ! ) " A ) I ™ ;3 E"! A 2 4 A 2 §C
o 1 4 S 1 4 1™ 4
§ | = N\ » E E
5 3 . A . 8
§ h", g hlg g E '* g h"’, § Ix'IJ g
-~ ~ & E
o B 2] |3
A
Decoder
[x; X3 x3/

Hinh 2.12: Deep LSTM Autoencoder Network.
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Tai nat thét, c6 hai lya chon kién trac. Lua chon thir nhat 1a léy vector trang thai
tom tit cua toan chudi, goila h € R™, roi dua qua RepeatVector dé lip h thanh chudi
dai L, tao tensor REX™ lam dau vao cho decoder. RepeatVector nhén tensor 2D va tra ra

tensor 3D bang cach ldp n lan theo tryc thoi gian.

REX™ 161 decoder

Luya chon thtr hai 13 giit dang chudi ¢ ndt that, tc encoder tra
nhan tryc tiép chudi nay. Lya chon nay giit nhiéu thong tin theo thoi gian hon, nhung
phu thudc cach thiét ké s6 tang va kich thudc an dé tranh qua khop. Decoder 1a mot hodc
nhiéu ting LSTM dit return sequences bang True dé sinh ra chudi trang thai an R-X",
trong d6 r 1a s6 chiéu trang thai cia decoder. Chudi trang thai ndy dugc chuyén sang

Event classifier dé tao phan phdi xac suét trén tir vung su kién theo ting budc thoi gian.

2.6.4. Event classifier, softmax theo tirng bwdc thoi gian

Event classifier nhan dau ra theo chudi tir decoder, va tai mdi budc thoi gian t
sinh ra mot phan phoi xac suat trén toan b V sy kién. V€ mat toan hoc, voi trang thai

decoder s; € R", bo phan loai tao:

p; = softmax(W.s; + b,) (2.8)
Trong d6 p, € RV va tong cac phan tr bang 1. Trong Keras, trién khai dién hinh la
TimeDistributed boc mot 16p Dense c6 softmax, dé cuing mét 16p Dense duoc 4p dung
cho moi 1at thoi gian cua tensor dau vao. TimeDistributed 1a wrapper 4p mot layer 1én
ting 14t thoi gian, va coi chiéu thir hai 1a chiéu thoi gian. Pau ra ciia khdi nay 1a tensor
xac suat RE¥V | duogc sir dung truc tiép boi Anomaly critic. Cach thiét ké dau ra theo timg
budc thoi gian ciing twong thich véi huéng moé hinh hoa chudi sy kién kiéu du doan

phan phdi cho su kién tai mdi budc. [7]

2.6.5. Anomaly critic

Anomaly critic 1a khéi hau xir 1y, nhan vao hai ludng thong tin. Ludng thir nhat
1a chudi phan phdi softmax RX*V tir Event classifier. Ludng th hai 1a chudi su kién
quan sat X cung cac thong tin ngilr canh, nhu subject va time bucket. Nhi€ém vu cua critic
1a bién cac phan phdi theo thoi gian thanh cac dai lwong phuc vu canh bao, gém diém
bat thudng theo timg budc, va cac thong ké tong hop theo chudi. Vi du cac thong ké
thuong ding gdm sd budc bat thuong, ti 18 phan trim bat thuong, va cac théng ké min,
trung binh, max cua diém theo budc. Cac ban ghi tong hop nay dugc thiét ké dé dé luu
trit va dé loc trén giao dién van hanh. Critic co thé to churc theo hai nhanh tinh diém.
Nhénh xép hang dya trén thir tu x4c suat cta sy kién quan sat trong danh sach dy doan.

Nhénh khoang cach dya trén quan hé trong khong gian embedding hoac khong gian biéu
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dién 4n. Cong thirc tinh diém va quy tac dit ngudng dugc trinh bay & muc 2.7, phan nay

chi mo ta vai tro va giao di¢n vao ra cua critic.
2.7 Ham mat mat va tiéu chi phat hién bat thudng

2.7.1. Ham mdit mdt categorical cross entropy

Pau ra cua Event classifier tai mdi budc thoi gian ¢ 1a mot phan phdi softmax p,
trén tap tr vung sy kién co kich thudc V. Nhan muyc tiéu tai bude t dugce biéu dién dudi
dang one hot y,, trong d6 phan tir diing ctia su kién quan sat bang 1 va cac phan tir con
lai bang 0. Him mat mat tai mot bude thoi gian dugc dinh nghia bang categorical cross

entropy.

4 (2.9)
Ly =— Z Vek 10g(Dr k)
k=1

V&i mot chudi do dai L, mat mat cia mot mau thuong duoc ldy trung binh hoic 13y tong

theo thoi gian.

1< (2.10)
=1y

L t

t=1
Khi c¢6 padding, cc budc twong tng token PAD can dugc loai khéi tinh toan mat mat
bang masking, nham tranh viéc mo hinh hoc theo cac phan dém khong mang y nghia
hanh vi.
2.7.2. Tiéu chi bit thwong theo xép hang
Tai mdi budc thoi gian t, tir phan phdi p, co thé l1dy ra tap TopN(p,), 1a N su

kién c6 xac suét cao nhat. Goi x; 1a su ki€n quan sat thuc té tai bude t. Khi d6 méot bude

duge xem 1a dy doan trugt, néu x; khong thudc tap Top N.

1, x; € TopN(p;) (2.11)
0, x; € TopN(p;:)

Céch kiém tra Top N 1a mét tiéu chi dién hinh trong cac mo hinh phét hién bt thuong

miss; = {

tir chudi log theo hudng du doan sy kién tiép theo, tiéu biéu nhu DeepLog. Ngoai cach
dém truot nhi phan, c6 thé sur dung thudc do mém dua trén thi hang. Goi rank; 1a thu
hang cta x, khi sap xép Dt k> glam dan, khi d6 c6 thé chuan hoa.

rank, — 1 (2.12)

V-1
Gia tri cang gan 0 thi cang pht hop véi dy dodn ctia mo hinh, gi tri cang gan 1 thi cang

score; =

bat thuong. O murc chudi, mét tiéu chi don gian la téng s6 trugt va ti 18 truot.
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L miss (2.13)
miss = Z miss; , miss_pct = I x 100
t=1

Sau d6 ddt ngudng T dé két luan chudi bat thudng, vi du canh bao khi misspe = T, hodc
khi trung binh score, vugt ngudng. Viéc chon N va T phan anh danh doi giita bo sot va

canh bao nham, phén lua chon tham s duoc trinh bay ¢ muc 2.8.

2.7.3. Tiéu chi bit thwong theo ngwing khodng cdach

Tiéu chi Top N d6i khi danh dau bt thuong ngay ca khi du doan sai nhung cac
ung vién dy doan van gén vé mat ngir nghia sy kién. bé tang do tin cay, co thé bd sung
mot tiéu chi khoang cach trong khong gian biéu dién. Mot cach pho bién 1a dung khoang
cach trong khong gian embedding. Goi V (k) la vector embedding cua su ki¢n k. Tai
budc t, 1ay tap Top N nhur trén va dinh nghia khoang cach nho nhét gitra su kién quan
sat va cac ung vién du doan.

4 = e Topn(po 1 VD) =V | 2.19)

Khi d, 16n hon mot ngudng 8, budc t duoc xem 14 bat thudng theo nghia khoang cach,
ké ca khi mo hinh da dy doan mot s6 ing vién c6 xac suit cao. Ngudng & thuong duoc
thiét 1ap theo phan phdi d, trén dir liéu binh thudng, vi du chon theo percentile dé kiém
soat ti 1é canh bao nham.

2.7.4. Két hop tiéu chi xép hang va khodng cdch

Hai tiéu chi c6 thé két hop theo quy tic logic hodc theo diém tong hop. Mot cach
dé trién khai 1 canh bao budc t khi dong thoi xay ra truot Top N va khoang cach vuot
nguong.

abnormal, = 1[x; & TopN (p;)] - 1[d; = §] (2.15)
Cach két hop nay c6 xu hudng giam canh bao nham trong cic truong hop du
doan sai nhung van gan vé y nghia, ddng thoi giit kha ning bat cac sai 1éch 13 rét vé cu
tric chudi.

Trong thiét 1ap tham chiéu, baseline predictor-based dugc xem nhu mot bién thé
theo huéng DeepLog/nLSALog, trién khai boi mang LSTM 2 téng, mot bd phan loai da
16p, va rank-based critic dé két luan chudi 1a binh thuong/bat thuong. Baseline sir dung
softmax cho 16p phan loai va (tuong tuy DabLog) dung embedding hoc dugc thay vi one-
hot tryc tiép. Panh gia dugc trinh bay duéi dang xu hudng Fl-score theo ngudng xép
hang chuan hoa:
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N (2.16)
= —x 1009
PN K| %)

tuong duong chon Top-N trén tong sb log keys | K | .

P: = [P1. P2, P3s P4s PSs P6s P7 PR PO << PV

»
sorted (P;) = [Ps. P9. P1s P3: P2s P6: P7 P8: P4s -+« PV

Top-N are normal keys abnormal

Hinh 2.13: M6t vi du vé tiéu chi dua trén tht hang.
2.8 Thiét 1ap huin luyén va siéu tham so6

2.8.1. Moi trwong tinh todn va phin cieng hudn luyén

Qua trinh huan luyén dugc thuc hién trén may c6 mot GPU NVIDIA RTX 4090
v6i 24GB VRAM, CPU AMD EPYC 7H12 64 Core, RAM 126GB, va dung luong dia
927GB. Cau hinh nay cho phép huan luyén mé hinh chudi véi batch size tuong d6i 16m,
ddng thoi giam dang ké thoi gian huan luyén so v6i cdu hinh chi dung CPU.

Bang 2.7: Bang c4u hinh ph?m cung huan luyén, gém GPU, VRAM, CPU, RAM,

Disk.
Hang muc Ciu hinh
GPU NVIDIA GeForce RTX 4090
S6 luong GPU 1
VRAM 24 GB
CPU AMD EPYC 7H12, 64-Core Processor
RAM 126 GB
Dung lugng dia 927 GB
Hé diéu hanh Linux

2.8.2. Nhom siéu tham so dit liéu, cira so thoi gian va dj dai chuoi

Nhém tham sb ndy quyét dinh mé hinh nhin thay dir liéu duéi dang chudi nhu

the nao, va anh huong tryc tiép té1 mac nglt canh ma mo hinh hoc duogc.

Window size 1a d6 rong cira s6 thoi gian dung dé gom sy kién thanh mot doan

hoat dong. Khi window size nhd, chudi phan anh hanh vi rat cuc bo theo thoi gian, mo

hinh nhay véi bién dong ngan nhung c6 thé bo s6t mau bat thuong can quan sat 1au hon.
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Khi window size 16m, chudi bao quat hanh vi dai hon, ting kha ning nim bit mau tan
cong theo giai doan, nhung dé tron nhiéu hoat dong khac nhau vao cung chudi va lam

ting nhiéu.

Seqlen 1a @6 dai chudi theo sb su kién duoc dung dé dua vao mo hinh. Seqlen
nho 1am mo hinh tap trung vao miu ngan va giam chi phi tinh toan, nhung giam kha
nang hoc phu thudc dai. Seqlen 16n gitip mo6 hinh hoc dugc nglr canh dai hon, nhung
tang b nhé va thoi gian huan luyén, dong thoi lam gradient kho on dinh hon trong mang
héi tiép.

Céc tham s window size va seqlen c6 quan hé v6i nhau. Window size quyét dinh
pham vi thoi gian ciia chudi, seqlen quyét dinh s6 lugng sy kién mo hinh xir 1y trong
chudi d6. Khi window size ting nhung seqlen khong ting, chudi s& thua hon theo thoi
gian. Khi seqlen ting nhung window size khong ting, chudi s& day hon va tap trung hon

theo thoi gian.

Ngoai ra, lya chon hai tham s6 nay nén dua trén dac trung luu luong thuc té (téc
do6 sinh sy kién, chu ky hoat dong, va loai tan cong muyc tiéu). Trong trién khai van hanh,
c6 thé do tham s bang cach so sanh phan bd s sy kién mdi ctra s6 va ty 1& chudi bi cat
(truncation) hodc phai dém (padding). M6t chién lugc thuce dung 1a thir mot vai cdu hinh
theo “ludi nho” (grid) rdi chon diém can bang giira chat lugng phat hién va chi phi tai

nguyén khi chay lién tuc.

Hinh 2.14: Minh hoa cach window size tao time bucket va cach seqlen cit hodc truot

dé tao cac chuoi con.
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2.8.3. Nhém siéu tham so biéu dién, kich thwdc tiv vieng va embedding

Nhom tham sb nay quyét dinh mirc do chi tiét cia khong gian su kién, va cach
su kién dugc dua vao LSTM dudi dang vector lién tuc. Kich thudce tir vung V phu thude
cach tao log key va cach loc cac su kién hiém, V cang 16n thi mo hinh phan biét dugc
nhiéu loai hanh vi hon, nhung 16p softmax s& ning hon va dit liéu sé& thua hon, dan dén
nguy co hoc kém cho céc su kién it xuat hién. VV nho gitip mé hinh hoc 6n dinh hon do
dir liéu it thwa, nhung d& mat kha nang phan biét cac tinh huéng khac nhau néu log key

bi gom qua manh.

Kich thudc embedding d 14 sé chiéu vector biéu dién cho mdi sy kién, d nho lam
biéu dién bi nén manh, d& underfit néu s6 loai hanh vi da dang, d 16n ting kha ning biéu
dién va giup mo hinh hoc quan hé phirc tap gitta cac sy kién, nhung ting tham s, ting
nguy co qua khdp, va tang chi phi tinh toan. Tt goc do van hanh, V va d con anh hudng
tryc tiép t6i bo nhé GPU. Lop embedding c6 ma tran kich thuéc V X d, va 16p softmax
c6 ma tran trong sd ty 18 v6i r X V, trong d6 r 1a sb chiéu trang thai decoder. Vi vay,

viéc chon V va d can can bang gitra do chi tiét, tai nguyén, va kha nang tong quat.

2.8.4. Nhém siéu tham sé kién triic LSTM autoencoder
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Hinh 2.15: Hai bién thé kién trac LSTM Autoencoder, c6 RepeatVector va khong
RepeatVector.

Sinh vién thyc hién: Ngoé D6 Nguyén Hai Son Huéng dan: Nguyén Nang Hung Van 52



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

Nhom tham sb nay quyét dinh nang luc biéu dién ciia mé hinh theo thoi gian, va
anh huong téi kha nang tai tao chudi theo nghia xac suat & dau ra. Hidden units 1a s6
chiéu trang thai 4n cia mdi ting LSTM. Gia tri ndy cang 16n thi mé hinh cang c6 kha
nang giir thong tin va hoc quan hé phi tuyén phirc tap, nhung tang tham sd va tang nguy
co qua khép néu dir liéu khong du da dang. Hidden layers 1a sb tang LSTM xép chong
trong encoder va decoder. Tang s6 tang gitip mo hinh hoc biéu dién phan cip, ting dudi
hoc mau cuc bo, tﬁng trén hoc quan h¢ triru tugng hon. Tuy nhién khi s6 tﬁng tang, viéc

huén luyén khé on dinh hon va dé xay ra qua khép néu khong c6 diéu chuan phu hop.

Tuy chon RepeatVector quyét dinh dang nit that. Khi bat RepeatVector, encoder
nén chudi thanh mot vector va decoder nhan chudi dugc tao bang cach lap vector nay
theo thoi gian. Thiét ké nay lam “biéu dién nén” c6 vai tro rd rang va thuong giup mo
hinh hoc mot dang tém tit 6n dinh. Khi khong dung RepeatVector, nut that gitr dang
chudi va decoder nhan truc tiép chudi biéu dién, diéu nay giir nhiéu thong tin theo thoi

gian hon nhung thuong doi hoi diéu chuan tét dé tranh mo hinh ghi nho.

2.8.5. Nhém siéu tham sé téi wu hod

Nhom tham sb nay quyét dinh cach mé hinh duoc tdi uu va anh huong t6i toc do

hoi ty, d6 6n dinh, va nguy co qua khép.

Epochs 13 s6 vong ldp qua toan bd tip huan luyén. Khi epochs qua it, mé hinh
chua kip hoc cau trac chudi, ddn dén underfit. Khi epochs qué nhiéu, mé hinh c6 thé
hoc qua sat dir liéu huan luyén, dan dén giam kha ning tong quat, dic biét trong dit liéu

c drift theo thoi gian.

Batch size 14 s6 mau trong mdi lan cap nhat gradient. Batch size 16n gitp gradient
6n dinh hon va tan dung GPU tdt hon, nhung yéu cdu VRAM cao. Batch size nho lam

cap nhat nhiéu hon, c6 thé giup thoat khoi nghiém kém nhung dé lam loss dao dong.

Early stopping 1a co ché dirng huén luyén khi chi s6 theo ddi khéng con cai thién,
thuong theo validation loss. Co ché nay gitp tranh chay qua nhiéu epoch din dén qua
khép, dong thoi chon checkpoint tét nhét theo kha nang tong quat. Patience quyét dinh
s6 epoch cho trude khi dimg, patience nho dimg sém hon va giam thoi gian, patience

16n cho mo6 hinh thém co hdi cai thién nhung tang thoi gian va nguy co overfit.

2.8.6. Nhém tham sé lién quan tiéu chi phdt hién va hiéu chinh sau huén luyén

Maic du tiéu chi phat hién da trinh bay ¢ muc 2.7, trong thuc nghiém huén luyén
can coi cac tham s6 nhu Top N, rank threshold, va ngudng khoang cach 1a cac tham s6

hiéu chinh dé chon diém lam viéc ctia hé thong. Nhimng tham sb nay khong truc tiép
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tham gia t6i wu loss, nhung quyét dinh mirc nhay cta canh béo va tic dong t6i Precision
va Recall trong danh gia. Do dir liéu bat thuong thudng mat can bang, viéc chon tham
sO nén yu tién cac thuéc do nhu PR-AUC/F1 thay vi chi nhin Accuracy. Ngoai chat
luong, tham s6 con can phut hop nang luc van hanh (s6 canh bao SOC c6 thé review mdi

ngay).

Top N cang 16n thi xac suat su kién that nam trong top du doan cang cao, do d6
gidm miss, giam canh bao nham, nhung ting nguy co bé sét bat thuong tinh vi. Rank
threshold cang nho thi tiéu chi cang nghiém, canh bao nhiéu hon. Ngudng khoang cach
cang nho thi nhanh khoang cach cang “kho thoa” va lam gidm canh bao nham, nhung
c6 thé bo sot néu embedding chua hoc du tét. Vi vay, nén hiéu chinh theo mot dai gia tri
hop 1y trén tap validation va quan sat PR curve dé chon diém can bang. Khi trién khai,
can theo doi drift (vi du ty 1& miss nén ting) dé kip diéu chinh tham sé khi hanh vi mang
thay doi.
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CHUONG 3: PHAN TiCH VA THIET KE HE THONG

3.1 Khio sat bai toan thue té va yéu ciu hé thong

3.1.1 Béi canh vdn hanh, pham vi hé théng, gia dinh thiét ké, dir ligu vao ra

Hé théng duoc xay dung trong bdi canh mang c6 luu lugng ra vao lién tuc, kho
kiém soat hoan toan bang luat tinh. Viéc phat hién dya trén chir ky c6 thé bo sét cac
hanh vi méi hodc bién thé. Vi vay hé théng tap trung vao phat hién bat thuong dua trén
chudi su kién, sau d6 hd trg quy trinh van hanh gdm quan sat, duyét canh béo, va phan
mg chin IP khi can. Pham vi hé thong tap trung vao 16p giam sat mang va 16p img dung
phuc vu véan hanh. Nguén dw liéu chinh 14 log Zeek, dugc thu thap theo thoi gian va
dugce xtr 1y theo lich. Hé théng khong thay thé toan bo giai phap SIEM, ma dong vai tro
nhu mot thanh phan phét hién bat thuong va hd tro phan ing nhanh, véi dir lidu va giao

dién du dé truy vét lai su kién géc.

Gia dinh thiét ké gdm. My giam sat c6 thé chay Zeek 6n dinh va xuat log theo
c4u tric chuan. Qua trinh suy luan chay theo lich theo ngay hodc theo cac mdc dinh ky,
va két qua duoc luu lai dé truy van nhanh. Nguoi van hanh cé tai khoan dang nhap va
c¢6 quyén duyét canh bao. Chirc nang chin IP dugc thyc hién c6 kiém soat, va moi thao

tac dugc ghi nhan dé kiém toan.

pyulamS ot
ngest Sows today s

ngest_cdetect lodwy sh
4
Zook g8 Trch sudthow T wir iy
ingivwy O) >~ Tao time Suchm! 2 Chuln 20h
oM oy, hip Jog, dns kg 200030 _wraw_Duchad 30mopw Loe
h 4
Tan g key Too chuls Suy kadn md hirh
Codobook i wndow sie, segon S oad dabiog Mmoo
ogkey -» evort o shdng window softman theo buoe
v
Tong hop canh b S0 "
g hap Ganh ) Otte OB Backend AP va GUI
ok scom, hresholks s Sows, dotoct rurs e
Y2 oy, review, Dhock
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Hinh 3.1: So d6 ludng hoat dong ctia Detect.
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Dt li¢u dau vao gom:

Log Zeek theo ngay, vi du conn log va céc log giao thirc khac néu sir dung.
Codebook va mo hinh da dugc huan luyén, dung dé ma hod su kién va suy luan
nhat quan.

CAu hinh xir Iy nhu window size, seqlen, va cac tham s6 phuc vu phat hién, dugc
lwu theo phién ban dé tai lap.

Dt li¢u dau ra gom:

danh sach canh bao bat thuong theo ngay va theo subject, kém céc chi sé nhu
miss, total, miss pct, score min, score avg, score max, va trang thai xur ly review.
Nhat ky thao tdc van hanh, g@)m duyét canh bao va thao tac chan hodc bo chan
IP.

Danh sach IP bi chén va trang thai hi¢u luc, dé co ché firewall ap dung hodc gd
b6 khi can.

Bang 3.1: Tom tat dit liéu dau vao va dau ra.

, N Dinh dang N B Muc dich s
Nhom dir li¢u Nguon 2. Tan suat
dién hinh dung
Theo phut N i
. . Nguon su kién
TSV hoac hoac theo file + .
. de tién xur 1y,
Log mang Zeek JSON theo Xxo0ay vong, .
A tao chuoi va
schema log tong hop theo A
. suy luan
ngay
Tao phan phbi
R M0 hinh hoc . . du doan
Mo hinh suy 2 . . Céap nhat theo
A sau da huan File m6 hinh o softmax theo
luén ) phién ban . .
luyén tung budc thoi
gian
Ma hoa log
Pipeline tién o Pong bd véi key thanh
Codebook o File tr dién o o
xu ly mo hinh event id, xur ly
UNK va PAD
L . JSON hodc ... | Quydinh
P | Cau hinh h¢ g Thay doi khi . .
Cau hinh xu ly . bién moi o window size,
thong . hi¢u chinh
truong seqlen, Top N,
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rank threshold,
nguong
khoang cach
, , 1k . Hién thi, loc,
Canh bao bat . Bén ghi trong . o
. Khoi inference Theo lich chay | duyét va truy
thuong CSDL p
vet
o ) . Kiém toan
Nhat ky thao Ban ghi trong ) o )
) Backend Theo thao tdic | duyét canh bao
tac CSDL .
va chan IP
) , Thuec thi phan
) . Béan ghi CSDL ) .
Danh sach Backend va R ) ung chan va
5 va tap luat Theo thao tac S
chan IP firewall quan tri vong
firewall doi
o1

3.1.2 Yéu cdu chirc ning

H¢ thong can hd trg ddy du chu trinh van hanh tir thu thap log mang dén phat
hién bat thudng va xir Iy sau canh béo. Cac yéu cau chirc ning duwoc mo ta theo nhom
dé thuan loi cho thiét ké kién trac, dir liéu, API va giao dién. Bao gom:

- Nhoém chirc nang thu thap dir liéu va xir Iy theo lich: hé thong tiép nhan log Zeek
theo ngay hoic theo méc dinh ky. Hé thong thyc hién tién xtr 1y va chuan hoa
theo cting cAu hinh d dung khi xay dung mé hinh, gom tao log key, mi ho4 event
id bang codebook, tao chudi theo subject va time bucket, xtr Iy UNK va PAD, va
chuan hoa do dai chudi.

- Nhoém chire nang suy luan va sinh canh bao: hé thong chay suy luan trén céc
chudi d4 tao, sau d6 tinh diém bét thuong theo tiéu chi cdu hinh va tong hop thanh
ban ghi canh bao theo subject va theo thoi gian. Canh bao can chira cac trudng
da dé loc nhanh va truy vét, gdbm thoi gian, IP, subject, mac do bat thuong theo
cac thong ké tong hop, va lién két téi chi tiét phuc vu diéu tra.

- Nhoém chtic ning tra ctru, loc va xem chi tiét trén giao dién: Giao dién cung cap
danh sach canh bao theo ngay, hd trg loc theo trang thai duyét va tim kiém theo
tir khoa. Nguoi van hanh ¢ thé mé chi tiét dé xem day du truong dir liéu, sau d6
cap nhat trang thai duyét. Trang thai duyét duoc luu dé phan anh vong doi xu ly
canh bao.

- Nhém chirc ning quéan 1y danh sach chan IP: hé thong cho phép thém, g&, bat tat
chan IP, ¢6 luu 1y do, thoi diém va nguoi thao tac. Néu tich hop firewall, danh
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sach chan hiéu luc duoc d@)ng bo xuéng téng firewall dé thuc thi. Moi thao tac
chédn va gb chan déu duge ghi nhan dé truy vét.

- Nhoém chtrc ning tra ciru log va hd tro diéu tra: hé théng cung cp kha ning tra
ctru log hodc flow theo ngay, theo IP va theo mot sd trudng co ban, nham hd trg
xac minh canh bao va ddi chiéu ngir canh trudc khi quyét dinh phéan {mg.

- Nhoém chirc ning xac thuc, phan quyén va quan tri: hé thong yéu cau dang nhap
trudce khi truy cdp. Céac thao tdc nhay cdm nhu duyét canh bao, chan IP, quan ly
tai khoan can duoc phan quyén ro rang. Hé thong luu nhat ky thao tac tdi thiéu

cho dang nhap, duy¢t, chan va go chan dé phuc vu kiém toan.

3.1.3 Yéu cdu phi chirc nang
Yéu cau phi chtc ning dugc xac dinh dé dam bao hé thong van hanh 6n dinh
trong moi truong thuc té, xur 1y duoc dir liéu theo lich, truy van nhanh trén giao dién, va

kiém soat dugc rii ro bao mat khi c6 chirc nang duyét va chan IP.
A. Hiéu nang

H¢ thong can dap tng hai nhom tai chinh, tai xir 1y theo lich va tai truy van tir
giao dién. Khéi xir 1y theo lich can hoan thanh suy luan va ghi canh bao theo ngiy trong
khoang thoi gian chdp nhan dugc dé két qua san sang cho ngudi van hanh trong ngay
lam viéc. Backend API can phan hoi nhanh cho céc thao tac phd bién nhu tai danh sach
canh bao theo ngay, loc theo trang thai duyét, mo chi tiét ban ghi, va thao tac cip nhat
trang thai duyét. Truy van theo ngdy va theo trang thai can duoc tdi uu bang chi muc dé

tranh quét toan bang khi dir li¢u tang theo thoi gian.
B. Do tin cdy va tinh sin sang

Hé théng can dam bao khong mat dit lidu canh bao khi co 16i tam thdi & mot
thanh phan. Cac budc ingest va suy luan cin c6 co ché ghi log 15i va co thé chay lai theo
ngay ma khong tao trung dit liéu, hodc co quy tic tranh tring rd rang theo khoa dinh
danh. Backend can xir Iy dugc céc tinh hudng 18i phd bién nhu hét phién dang nhap,
thiéu tham s6, truy van ngay khong ton tai dit liéu, va tra vé thong bao ro rang dé giao
dién hién thi phu hop.

C. Bao mat

Hé théng cin yéu cdu ding nhap trudc khi truy cdp cac man hinh va APL Cac
thao tac nhay cam nhu duyét canh bao, chin IP, g& chan IP, va quan tri tai khoan cin
duogc kiém tra quyén & phia backend. Dit lidu x4c thuc can dugc bao vé, khong luu mat

khau dang 3, va gidi han quyén truy cip vao cac endpoint quan tri. Hé thong can ghi

Sinh vién thyc hién: Ngoé D6 Nguyén Hai Son Huéng dan: Nguyén Ning Hung Van 58



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

nhan céac sy kién bao mat co ban nhu ding nhéap thit bai, truy cap endpoint khong du
quyén, va thao tac chin hodc g& chan IP.

D. Kha ndng mé rong

Hé théng can co kha nang mo rong theo dir li¢u va theo chirc nang. Theo dir liu,
khi s6 canh bao tang theo ngay, truy van danh sach theo ngdy van can gitr dugc toc do
chap nhan duoc nho chi muc va phan trang. Theo chirc ning, kién tric can cho phép b
sung thém ngudn log Zeek khac hodc bo sung loai canh bao méi ma khong pha vo ciu
trac dir liéu hién co, t6i thiéu giit tuong thich & mirc API va giao dién.

E. Kha nang bao tri va quan sat hé thong

Hé thong cin c6 log du dé truy vét ludng xir 1y, gom log cua ingest, log cua
backend API, va log thao tic nguoi ding. Cau hinh can tich khoi ma ngudn ¢ mirc co
thé, dé thay dbi lich chay hodc tham s6 loc hién thi ma khong phai sua nhiéu noi. Can

c6 co cheé sao luu co s¢ dit liéu theo chu ky dé gidm rui ro mat dir 1i€u van hanh.
F. Tinh dung duogc

Giao dién can hd tro loc theo ngay va theo trang thai duyét, c6 tim kiém nhanh,
c6 xem chi tiét ban ghi, va phan hdi 16 khi khong c6 dir li€u. Trang théi b loc va thao

tac duyét cAn phan anh nhét quan sau khi tai lai dit liéu dé tranh nham 13n khi van hanh.
3.2 M6 hinh tiac nhan va ca sir dung

3.2.1 Cdc tic nhin trong hé thong

Trong pham vi so do ca stir dung, tac nhan chi xét cac vai tro c6 con ngudi tuong

tac truc tiép v4i hé théng. Do d6 hé thong o hai tic nhan chinh

- Nguoi van hanh: nguoi van hanh sir dung hé thong dé theo ddi canh bao theo
ngay, loc theo trang thai xir Iy, xem chi tiét canh bao va thyc hién duyét canh béo.
Muc tiéu 13 xac nhan canh béo, uu tién xir Iy va tao trang thai xir Iy nhat quan.

- Quadn tri vién: quan tri vién thyc hién toan bd chirc nang cua ngudi van hanh,
dong thoi c6 thém quyén thao tic nhay cam nhu quan 1y danh sach IP chin, chin
va g& chan IP, quan 1y tai khoan va phan quyén nguoi ding, theo déi nhat ky thao
tac.
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3.2.2 So dé ca sir dung tong qudt ciia hé thong
Phén nay trinh bay hai so db ca sir dung tong quat, mot cho Ngudi van hanh va
mot cho Quaén tri vién. Quan tri vién ké thira toan b ca sir dung cta nguoi van hanh va

bd sung céc ca quan tri.

Hinh 3.2: So dd ca st dung tong quat.

3.2.3 Pic td ngin cdc ca si dung chinh

Phén nay dic ta cac ca sir dung quan trong theo dang bang, twong tu mau bao cdo
ban giri. Cac ca dugc chon 1a nhing ca anh hudng tryc tiép dén quy trinh van hanh, gém
dang nhap, xem danh sach canh bao, xem chi tiét va duyét canh bao, quan Iy IP chin,
va quan ly tai khoan.

A. Ca st dung dang nhép dugc mo ta nhu Bang 3.2.

Béang 3.2: Pac ta ca st dung “Pang nhap”.

Thudc tinh Noi dung
Tén ca su dung Dang nhap
Tac nhan Nguoi van hanh, Quan tri vién

Sinh vién thyc hién: Ngoé D6 Nguyén Hai Son Huéng dan: Nguyén Nang Hung Van 60



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

Mo ta Cho phép nguoi ding ding nhap dé truy cap hé thong va thuc
hién céc chtic ning theo quyén
Piéu kién kich hoat | Ngudi dung truy cap hé thong nhung chua cé phién hop 1€, chon

chuc nang dang nhap

Tién dicu kién

Tai khoan da dugc tao va dang ¢ trang thai cho phép sur dung

Ludng chinh 1 Nguoi ding nhap tén dang nhap va mat khau.

2 Nhan dang nhap.

3 Hé thong kiém tra thong tin.

4 Néu hop 1¢, hé théng tao phién va chuyén vao trang chinh
Két qua Nguoi dung truy cdp dugc cac man hinh tuong Gng vdi vai trd
Trudng hop 16i Sai tai khoan hoc mat khau.

Tai khoan bi vo hi€u hoa.
Phién hét han hoic 161 hé théng, hé thong thong bao va yéu cau

dang nhap lai

B. Ca str dung xem danh séch canh b4do dugc mo ta nhu Bang 3.3.

Bang 3.3: Dic ta ca st dung “Xem danh sach canh bao”.

Thudc tinh

Noi dung

Tén ca st dung

Xem danh sach canh bao

Tac nhan Nguoi van hanh, Quan tri vién

Mo th Cho phe’p’ xemﬂ danh sach canh bao theo ngay, loc theo trang thai,
va tim kiém dé wu tién xur ly

Diéu kién kich hoat | Ngudi ding da dang nhap, chon man hinh canh béo

Tién dicu kién

Dir li¢u canh béo ctia ngay dugc xu ly da co6 trong co s¢ dir li€u

Ludng chinh

1 Nguoi dung chon ngay can xem.

2 Hé thong tai danh sach canh bao theo ngay.

3 Nguoi dung loc theo trang thai review hodc tim kiém theo tir
khoa.

4 Hé thong cap nhat danh sach theo bo loc

Két qua

Hién thi danh sach canh bao phu hop bd loc, sdn sang m& chi

tiét

Trudng hop 16i

Khoéng c¢6 dir li¢u cho ngay da chon.
Li két ndi hoic hét phién, hé thdng thong bao va yéu cau thao

tac lai

C. Ca st dung xem chi tiét va duyét canh bao dugc mo ta nhu Bang 3.4.
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Bang 3.4: Pic ta ca sir dung “Xem chi tiét va duyét canh bao”

Thudc tinh

No6i dung

Tén ca st dung

Xem chi tiét va duyét canh béo

Tac nhan Nguoi van hanh, Quan tri vién

. Cho phép mé chi tiét mot canh bao va cap nhat trang thai duyét
Mo dé phan anh két qua xac minh
Didu kién kich hoat Nguoi dung dang xem danh sach canh béo, chon mét ban ghi dé

xem chi tiét

Tién dicu kién

Bén ghi canh bao ton tai va chua bi xoa.

Nguoi ding c6 quyén cap nhat trang thai review

1 Nguoi diing mé chi tiét canh bao.
2 Hé thong hién thi day du trudng dit lidu.

Ludng chinh 3 Nguoi dung chon trang thai duyét.
4 Hé théng ghi nhan trang thai méi, ngudi duyét va thoi diém.
5 Danh sach dugc cép nhat theo trang thai mai

Két qua Canh bao chuyén trang thai va dugc ghi nhan dé kiém toan
Canh bao khong tdn tai hodc bi thay doi.

Truong hop 16i Nguoi ding khong du quyén. Li ghi CSDL, hé thong thong bao

that bai

D. Ca str dung quan ly IP chan dugc mo ta nhu Bang 3.5.

Béang 3.5: Pac ta ca su dung “Quan ly IP chan”.

Thudc tinh

No6i dung

Tén ca st dung

Quan ly IP chan

Tac nhan Quan tri vién

Mo th Cho phép thém, g& hoac bat tat chan IP, luu 1y do va trang thai
hiéu lyc

Diéu kién kich hoat Quan tri vién dang nhap va mo man hinh IP da chan

Tién dicu kién

Quan tri vién co quyén thao tac chian. Hé théng cho phép cap

nhat trang thai chan

Ludng chinh

1 Nhap IP va ly do, chon thém chan.

2 Hé thong kiém tra dinh dang IP va ghi vao CSDL.

3 Khi g& hoic tat chan, hé thong cap nhat trang thai va ghi nhan
thoi diém.

4 Danh sach IP chan cap nhat
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Danh sach chan phan dnh dung trang thai méi va co6 lich sur thao

Két qua )
tac
IP khong hop 1¢. IP da ton tai.
. .. Khoéng ghi dugc CSDL.
Truong hop 161

Khong dong bd dugc xudng firewall khi co tich hop, hé thong

thong bao 16i

E. Ca str dung quan ly tai khoan dugc mo tad nhu Bang 3.6.

Béang 3.6: Pac ta ca st dung “Quan ly tai khoan”.

Thugc tinh Noi dung
Tén ca su dung Quan 1y tai khoan
Tac nhan Quan tri vién

M6 t4 Cho phép tao tai khoan, phan vai trd, vo hi¢u hoa tai khoan va
O 1a . A A
quan tri quyén truy cap

Diéu kién kich hoat Quan tri vién dang nhap va mo man hinh quan ly tai khoan

Tién dicu kién H¢ thong c6 co ché luu nguodi dung va vai tro trong co sé dit ligu

1 Quan tri vién nhap thong tin tai khoan mdi hodc chon tai khoan
can sira.

Luéng chinh 2 Chon vai tro va trang thai.

3 Hé thong kiém tra hop 1& va cap nhat CSDL.

4 Danh sach tai khoan dugc cap nhat

Két qua Tai khoan dugc tao hodc cap nhat diing theo phan quyén

Thong tin khong hop 1€.
. .. Trung tai khoan.

Truong hop 161 A i .
Khoéng du quyén.

Ldi ghi CSDL, hé thong thong béo that bai

3.3 Kién tric tong thé h¢ thong

Kién triic hé théng dugc thiét ké theo hudng tach rd ludng xir Iy dir liéu theo lich
va luéng phuc vu van hanh qua giao dién. Ludng theo lich chiu trach nhiém thu thap
log, chuan ho4, tao chudi va suy luan dé sinh canh béo. Luéng van hanh chiu trach nhiém
truy van dir liéu, hién thi, duyét canh bdo, va thyc hi¢n céc thao tdc quan tri nhu chan
IP. Cach tach nay gitp hé thong dé bao tri, giam anh hudéng 1an nhau giita xtr 1y ning

theo lich va truy cap twong tac ctia nguoi dung. Cac khéi chirc nang trong kién trac gom:
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Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

- Khéi thu thap dir liéu nhan log Zeek theo ngay hoac theo lich dinh ky. Nhiém vu
chinh 1a xac dinh dung pham vi thoi gian can xu 1y, doc log, va dua dir liéu tho
sang budc chuan hoa. Khéi nay can dam bao tinh lién tuc, tranh doc tring hodc
bo sot khi chay theo lich.

- Khéi xir 1y, chudn hod va tao chudi chuyén dir liéu tho thanh dang chudi sy kién
phu hop cho mé hinh. Cac budc dién hinh gdm chuan ho4 thoi gian, tao log key,
anh xa qua codebook dé thanh event id, nhom theo subject va time bucket, roi
tao chudi d6 dai chuan bang padding hodc cira s6 trugt. Khoi nay quyét dinh tinh
nhat quan giira huan luyén va suy luan vi sir dung cing quy tic tao log key va
codebook.

- Khdi md hinh inference nhan chudi event id va sinh phan phdi du doan theo ting
budc thoi gian, sau d6 cung cap dir liéu trung gian cho budc tong hop canh bao.
Khéi ndy dugc trién khai tach roi khoi giao dién dé dam bao chay 6n dinh theo
lich va khong bi anh hudng bdi tai truy cap nguodi dung.

- Khdi tong hop canh bao va luu trir thyc hién tinh chi sé bat thuong, tong hop
theo subject, tao ban ghi canh bao, va ghi xudng co so dit lidu. Pay 1a khdi bién
dau ra mé hinh thanh dir liéu van hanh, wu tién luu cac théng ké gon thay vi luu
toan bd phan phdi duy doan dé tiét kiém dung luong.

- Khéi luu trir, CSDL luu cic bang canh bao, bang flow hodc nhat ky lién quan,
bang ngudi dung va phan quyén, bang danh sach IP chin, va bang audit thao tac.
CSDL déng vai tro trung tam chia sé dir liéu gitta ludng xir 1y theo lich va ludng
truy van qua AP

- Backend API Node.js cung cap endpoint cho giao dién. Cac chirc ning gém xac
thuc, truy van danh sach canh bao theo ngay va theo bd loc, tra chi tiét canh bao,
cap nhat trang thai duyét, quan Iy danh sach IP chdn, va quan tri tai khoan khi c6
quyén. Backend dong thoi ghi audit cho cac thao tac nhay cam.

- Giao dién Web GUI cung cap cac man hinh diéu huéng theo nhom chirc ning,
hién thi danh sach canh bao, loc theo ngay va trang thai duyét, xem chi tiét, thao
tac duyét va quan tri. Giao dién khong xir Iy ning vé suy ludn ma chi goi API va
hién thi két qua.

- Khéi phan tng, chan IP 1a tuy chon, thyc thi & téng firewall. Khi duoc bat, hé
théng d@)ng b0 danh sach IP hiéu luc dé ap dung luét chan. Viéc chan can co kiém

soat quyen va co6 ghi nhan lich sir d€ gidm rui ro van hanh.
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3.4 Thiét ké dir liéu

3.4.1 Muc tiéu thiét ké dir ligu

Thiét ké dir liéu tap trung vao ba muc tiéu chinh:

- Thu nhét, luu dugce canh bao va trang thai xtr Iy dé phuc vu van hanh theo ngay

va theo nguoi duyét.

- Thir hai, ho trg truy van nhanh cho giao di¢n, dac biét 1a loc theo ngay, theo trang

thai review, theo IP, va mo chi tiét ban ghi.

- Thu ba, dam bao truy vét duoc ngudn gde dir liéu, gdm thoi gian, subject, va cac

chi s6 tong hop da sinh ra canh béo.

3.4.2 Chi tiét cdc béing co s6 dir ligu

3
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|

i
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fjie

"

{

dwin: ntegor

sicpb. rieger

dicpb: inmegar

smeanss ron

dmeansz: real
trans_depth: riager
ros_bdy len: nleger
sjit: real

djn: row

stime: imager

It integer

sintpkt real

intpkt real

tcprtt: roal

synack: ronl

ackdat real
Is_sm_lps_ports: intoger
ct_state i wtager
ct_fiw_hittp_mihd: nleger
is_Mp_login inseger

et fip_emd. imeger
Ct_srv_src: mteger
ct_sev_dst nteger

et _dst im rteger
ct_src_Mm: nteger
ct_src_dport_ltm: intoger
el _dst_sport Hm: indeger
ct_dst_src_Itmy imeger
aftack cat toxx

label mteger

i integer
created _at joxt
server_Ip: text
bucket_key laxt
n_seq: imeger
n_miss: imegor

—_— f—.

4« review_by® =

detect_subjects blocklist
i imeger Ip ot
run_id: imoger Is_blocked: nieger
creoted at foxt st suiect K% feot soen: et
server_ip toxt last_seen: xi
bucket_key. lext last_reason: jext
client_ip: toxt last_subject_id integer
dst_ip dext
chiont b tex
events: toxt
total windows meger
miss_count: nlegor
miss rate can
score_min eal detect reviews
score_avg: ron
score_max: roal W Greated_at: el
decislon tex! /l n subject_|d inmeger
points: real - Yot
reasons_json toxt note; dex!
roview stalus toxt
review_note: text

Hinh 3.3: Chi tiét cac bang trong co s& dit liéu
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Co s dir liéu cta hé thong s& gdm cac bang sau:
- Bang users: quan 1y tai khoan dang nhap va phan quyén.

Béng 3.7: Bang Users.

Trudong Kiéu Y nghia
id integer khoa chinh
username text duy nhat
password_hash text mat khau di bam
role text admin hodc user
enabled integer 1 hoat dong, 0 vo hi¢u
created at text thoi diém tao
deleted at text thoi diém xo04 mém

- Bang blocked ips: quan ly danh sach IP chdn thu cong trén giao dién.

Bang 3.8: Bang blocked ips.

Trudong Kiéu Y nghia
ip text khoa chinh
reason text 1y do chan
created_at text thoi diém thém vao danh sach
created by text nguoi thyc hién
enabled integer 1 dang chin, 0 tam g& hodc tat

- Bang blocklist: Iuu trang thai chan theo luéng phat hién va review, phuc vu tu
dong ho4 bat tat theo két ludn.

Bang 3.9: Bang blocklist.

Truwong Kiéu Y nghia
p text khoa dinh danh IP
is_blocked integer 1 dang chan, 0 khong chan
first _seen text thoi diém ghi nhan lan dau
last seen text thoi diém cap nhat gan nhat
last reason text Iy do cap nhat trang thai gan nhat
L , id subject gan nhét lién quan dén quyét
last_subject id integer dinh

- Bang detect_runs: luu thong tin mdi lan chay phat hién tan cong theo lich.
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Béang 3.10: Bang detect runs.

Trudong Kiéu Y nghia

id integer khoa chinh

created_at text thoi diém chay

server_ip text may thuc thi hodc may gidm sat
bucket key text khoa bucket thoi gian

n_seq integer s6 chudi duoc xir 1y

n_miss integer s6 chudi hodc ctra s6 bi danh dau

- Bang detect_subjects: luu két qua phat hién tin cong theo timg subject trong mot

run.
Béang 3.11: Bang detect subjects.
Truwong Kiéu Y nghia
id integer khoa chinh
run_id integer lién két t6i detect_runs
created_at text thoi diém tao ban ghi
server_ip text may thuc thi hodc may gidm sat
bucket key text khoa bucket thoi gian
client ip text IP ngudn
dst ip text IP dich
client id text dinh danh client néu c6
events text chudi sy kién hoic thong ké su kién
total windows integer tong sd cira so
miss_count integer s cira sO bi danh dau
miss_rate real ty 1& bat thuong
score_min real diém nho nhat
score_avg real diém trung binh
score_max real diém 16n nhat
decision text nhin quyét dinh
points real diém wu tién dé sap xép
reasons_json text giai thich dang json
review_status text pending, true_attack, false positive
review_note text ghi cha duyét

- Bang detect_reviews: luu lich sir duyét va ghi chii cho cac subject phat hién tan

cong.
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Bang 3.12: Bang detect reviews.

Trudong Kiéu Y nghia

created_at text thoi diém duyét

subject_id integer lién két toi detect_subjects

verdict text pending, true_attack, false positive
note text ghi chu duyét

- Bang detect_anomalies: luu canh bao bat thudng theo ngay dé tra ciru va duyét.

Bang 3.13: Bang detect_anomalies.

Trudng Kiéu Y nghia

id integer khoa chinh

day text ngay dang YYYY-MM-DD

ts text thoi diém dai dién cua canh bao
subject text khoa nhém, thuong gom ip va bucket
ip text IP lién quan

miss integer sO budc bi danh dau

total integer tong s6 budc

miss_pct real ty 1¢ phan trim

score_min real diém nho nhat

score_avg real diém trung binh

score_max real diém 16n nhat

seq_from integer chi s6 bat dau trong chudi

seq_to integer chi s6 két thiic trong chudi
review_status text pending, true_attack, false positive
review_by text nguoi duyét

review_at text thoi diém duyét

raw_line text dong gbc dé hd trg tim kiém

- Bang flows: luu dit liéu flow theo ngay dé tra ctru, loc va thong ké trén giao dién.

Béang 3.14: Bang flows.

Trudng Kiéu Y nghia

id integer khoa chinh

day text ngay dang YYYY-MM-DD
srcip text IP ngudn
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sport integer cong nguon

dstip text IP dich

dsport integer cong dich

proto text giao thtrc

state text trang thai két n6i

dur real thoi lugng

sbytes integer byte tir ngudn

dbytes integer byte toi dich

sttl integer ttl nguon

dttl integer ttl dich

sloss integer loss phia nguén

dloss integer loss phia dich

service text dich vu

sload real tai phia nguon

dload real tai phia dich

spkts integer g6i phia ngudn

dpkts integer g0i phia dich

swin integer tcp window nguén
dwin integer tcp window dich

stcpb integer tcp base seq ngudn
dtcpb integer tcp base seq dich
smeansz real kich thuéc géi trung binh ngudn
dmeansz real kich thudc goi trung binh dich
trans_depth integer dd sau giao thic ung dung
res bdy len integer d6 dai body phan hoi
sjit real jitter nguon

djit real jitter dich

stime integer thoi gian bat dau epoch
Itime integer thoi gian két thiic epoch
sintpkt real khoang cach goi nguon
dintpkt real khoang cach goi dich
teprtt real rtt

synack real synack

ackdat real ackdat

is_sm_ips_ports integer co dic trung
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Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

ct_state ttl integer thong ké trang thai ttl

ct flw_http mthd integer thdng ké http method
is_ftp login integer co ftp login

ct ftp cmd integer thong ké ftp cmd
ct_srv_src integer thong ké service theo src
ct srv_dst integer thong ké service theo dst
ct _dst Itm integer thong ké dst Itm
ct_src_Itm integer thong ké src Itm

ct src_dport Itm integer thong ké src dport Itm

ct dst sport Itm integer thong ké dst sport Itm

ct dst src Itm integer thong ké dst src Itm
attack cat text nhom tan cong néu co
label integer nhan 0 hodc 1

3.5 Thiét ké ludng xir ly
3.5.1 DFD mirc ngii canh va mirc 1

Phan nay mo ta ludng xtr 1y dit liéu cta hé thong theo hai mirc. Mtc ngir canh
gitip nhin tong quan hé théng nhan dir liéu gi va tra ra gi. Mrc 1 di sdu cac tién trinh
chinh theo kién trac da chét, gém thu thap log, chuan hoa tao chudi, suy luan, téng hop
canh béo, luvu CSDL, va phuc vu truy van trén GUL Luéng dir liéu téng quan cua hé
thong dugc mo ta bang DFD muc ngit canh.

3.5.2 Sequence diagram cho luong ingest va suy lugn theo lich
Ludng ndy mo ta cach hé thong tu dong xir 1y dir liéu theo ngay hoic theo méc

dinh ky. Trong tam 1a thir ty cac budce tir doc log, chuan ho4 va tao chudi, chay inference,

tong hop canh bao, dén ghi két qua vao CSDL dé giao dién truy van duoc.
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Pé tai: Xdy dung irng dung phdt hién va phan tich cac méi de doa an ninh mang dwa vao hoc sdu.
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Hinh 3.4: Sequence diagram ingest va suy luan theo lich.
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Pé tai: Xdy dung irng dung phdt hién va phan tich cac méi de doa an ninh mang dwa vao hoc sdu.

3.5.3 Sequence diagram cho luong duyét canh bdo va chin IP

Ludng ndy mo ta thao tac ctia nguoi dung trén giao dién, tip trung vao hai hanh
dong quan trong. Mot 1a duyét canh bao dé cap nhat trang thai xu ly. Hai 1a chén hodc
g chan IP khi c¢6 két luan phu hop. Trinh ty duoc md ta theo vai trd quan tri vién vi day
1a vai tro c¢6 day du quyén, v6i ngudi van hanh thuong chi thyc hién dén bude duyét

canh bao.
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Hinh 3.5: Sequence diagram duy¢t canh bao.
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Pé tai: Xdy dung irng dung phdt hién va phan tich cac méi de doa an ninh mang dwa vao hoc sdu.
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Hinh 3.6: Sequence diagram chan IP va dong b trang thai.

98._.3&, .:.ﬁ.o»e..%?.;ﬁ o.mssd_.ﬂn tu!!.o.n ..:cn.;e i UPIA by uend

ey Buisy 0g Buop ea di uty) (weibeq asuanbeg

Hudng dan: Nguyén Niang Hung Van 73

Sinh vién thuc hién: Ng6 D Nguyén Hai Son



Pé tai: Xay dung iing dung phdt hién va phan tich cdc méi de doa an ninh mang dira vao hoc sdu.

3.6 Thiét ké bao mat va phan quyén

3.6.1 Xdc thwc nguwoi dung

Co ché xac thyc sir dung mo hinh ding nhap bang username va password, sau
khi x4c thuc thanh cong s& cap mot JWT dé dung cho céc yéu cau tiép theo. Backend
kiém tra thong tin dang nhap trong bang users, so sanh mat khau bang berypt, sau d6 tao
JWT chura id, username, role, va thoi han hiéu luc 12 gio. Moi API nghi¢p vu déu yéu
cau header Authorization theo dang Bearer token, néu thiéu hodc token khong hop 16 thi

tra vé 161 401.
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Hinh 3.7: Sequence dang nhap va cap JWT.
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Pé tai: Xdy dung wng dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc sdu.

3.6.2 Quan ly phién va vong doi token

Phién 1am viéc duoc quéan 1y theo hudng stateless. Token 1a bang chimg xéc thuc,
khong can luu trang thai phién phia server. Khi token hét han hodc bi sai chir ky,
middleware xac thuc tra vé 401 va giao dién chuyén nguoi dung vé trang dang nhép.
Cach lam nay don gian, pht hop hé thdng chay mot may chi, va giam rai ro phién bi
ket do luu trang thai. Trong thiét ké trién khai, khod bi mat JWT duogc ciu hinh bang
bién moi trudng JWT SECRET dé tranh hardcode. Mat khau quan tri mic dinh ciing
duogc dat qua bién mai truong dé bat budc doi sau 1an khai tao dau.

3.6.3 Phén quyén theo vai tro

Phan quyén duogc thiét ké theo RBAC véi hai vai tro, admin va user. Middleware
authRequired dam bao moi API nghiép vu déu c6 token hop 18. Middleware adminOnly
kiém soat céac thao tac nhay cam, gém quan ly tai khoan, thao tac chan IP, va cac API

quan tri. Phan quyén duoc thiét ké theo RBAC véi hai vai tro, admin va user.
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Hinh 3.8: So dd kiém tra quyén ¢ backend.
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Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

Bang 3.15: Phan quyén theo vai tro.

Nhom chirc nang user | admin
Xem danh sach canh bao tin cong co co
Xem danh sach canh bao bat thuong co co
Duy¢t canh bao, cap nhat review status co co
Xem danh sach IP da chan co co
Thém IP chin, bat tit chin khong co
Quan 1y tai khoan, tao user, khoa user, x04 mém user khong co
Import dit liéu quan tri, vi du import zeekcsv vao bang flows khong co
Xem log Zeek theo ngay, xem tail file co co

3.6.4 Cdc bign phdp bdo mdt bo sung 6 mirc thiét ké
Phéan nay tong hop cic diém ting cuong dé hé théng van hanh an toan hon khi

trién khai thuc té:

- Gidi han bé mat tdn cong trén API: ciu hinh CORS theo danh sach origin tin cay
thay vi mé rong mac dinh. Gidi han kich thudc JSON request nhu hién tai dé
giam rui ro gui payload 16n.

- Giam rui ro do mat khau: bo sung rate limit cho API dang nhép, va co ché ting
thoi gian cho khi dang nhap sai nhiéu 1an. Két hop chinh sach mat khéu du dai,
va bit budc ddi mat khau quan tri mac dinh sau khi khéi tao.

- Antoan truy cap file log: cac API doc file da c6 kiém tra dinh dang ngay va chin
path traversal bang co ché join an toan, diéu nay can duoc giit nhu nguyén tic
bat budc. Chi cho phép doc cac file c6 dudi hop 1¢ va nam trong thu muc log theo
ngay.

- Bao vé token phia trinh duyét: vu tién trién khai HTTPS ¢ tang reverse proxy dé
bao vé token khi truyén trén mang. Khi hién thi dit liéu JSON trén giao dién, can
escape ndi dung trudc khi render HTML dé giam rui ro XSS, dac biét khi co
truong dir lidu dén tir log.
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CHUONG 4: XAY DUNG VA TRIEN KHAI HE THONG

4.1 Cong nghé sir dung va mdi truwong trién khai
4.1.1 Ha ting trién khai hé thong

Heé théng dugc trién khai trén may chi ddm may AWS EC2 chay Ubuntu Server.
Backend dat trong thu muc ~/detectweb backend, co s¢ dir liéu SQLite Iuu tai file
app.db, giao dién Web dang static dat trong /var/www/detectweb_gui. Ludng dit liéu
dau vao 13y tir Zeek logs theo ciu triic thu muc niam, thang, ngdy, va tir thu muc buckets
ctia bo xuat UNSW theo ngdy. Cac dudng dan dit liéu dugc cdu hinh qua bién moi trudng
trong backend:

ZEEK ROOT tro dén thy muc chua log Zeek, mac dinh

/home/ubuntu/zeek logs.

- UNSW _BUCKETS tré dén thu muc buckets dang CSV, mac dinh
/home/ubuntu/unsw_exporter/buckets.

- BASE_PATH hd tro trién khai dudi subpath khi dat sau reverse proxy, vi du
/detectweb.

- JWT_SECRET, ADMIN USER, ADMIN PASSWORD phuc vu bao mat va

khai tao tai khoan quén tri ban dau.

4.1.2 Moéi trwong vdan hanh dich vu

Backend dugc xay dung bang Node.js va Express, chay nhu mot dich vy nén dé
dam béao tu khoi dong lai khi may chu reboot. Cac truy van dit liéu va thao tac duyét,
chin IP déu thyc hién qua HTTP API. Hé thong c6 co ché cap nhat gan thoi gian thyc
cho phan xem log bang SSE, backend theo ddi thay d6i file bang chokidar rdi day phan

n6i dung méi xudng trinh duyét.

Bang 4.1: C4u hinh van hanh chinh.

Thanh phan MGéi trwong chay | Vai tro

cung cap API, doc log, truy van DB,
review, chan IP, SSE

luu users, blocked ips, flows,

Node.js backend EC2 Ubuntu

SQLite app.db cung may EC2 detect anomalies, detect subjects,

detect _runs, detect reviews, blocklist
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) . ) hién thi, loc theo ngay, thao tac review,
Web GUI static cung may EC2 )
goi API

thwy muc theo| _ . | o
Zeek logs . dir liéu goc phuc vu xem log va doi soat

ngay
UNSW buckets dir liéu flow theo ngay phuc vu tra ctru va

thu myc buckets | .
CSvV import vao DB

4.1.3 Méi trwong hudn luyén mé hinh hoc siu

Qua trinh huin luyén mo6 hinh dugc thuc hién offline trén may chu GPU riéng,
tach khoéi mdy trién khai van hanh dé tranh anh huéng hiéu nang giam sat. Cau hinh
phan ctng dung dé train gdm 1 GPU RTX 4090 v6i 24GB VRAM, CPU AMD EPYC
7H12 64 core, RAM 126GB, va dung lugng dia 927GB. Méi trudng phan mém huin
luyén sir dung Python, TensorFlow va Keras, két hop spaCy dé xir Iy embedding theo
thiét ké mo hinh, artefact mo hinh duoc luu dudi dang file .keras sau khi huan luyén.

RTX 4090 . Knd dng
1x RTX 4090
© na-0l v SLA 99.9%
1 1 500 aigier
y GPU Coumt 1x
24G8
AMD EPYC TH12 B4-Core Proces
3 RAM 126GB & Disk 892768
o OS5 Base: Linux
6440 MBS 6206 MBis
671 Mbps 788 Mbps

Hinh 4.1: Thong tin cdu hinh may dung dé huan luyén thué tai EZYCLOUDX. [10]

4.1.4 Cong nghé va thw vién chinh

Cac thanh phﬁn phén mém dugc lwa chon theo tiéu chi gon nhe, dé trién khai, va
da cho van hanh trén mt may chu. Cac cong nghé va thu vién chinh dugc sir dung dugc
ligt 1€ dudi bang.
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Béang 4.2: Cong ngh¢ va thu vién st dung.

Nhom Cong nghé Muc dich

giam sat luu lugng va sinh log mang

Thu thap log man Zeek
u thap log mang phuc vu phan tich

Backend Express xay dung HTTP API

giam rui ro cau hinh web, kiém soat truy

Bao mat HTTP Helmet, CORS .

cap
Log hé thong Morgan ghi log truy cap API
Xéc thuc JWT, beryptjs dang nhap, phan quyén theo vai tro

. truy van nhanh, don gian khi trién khai

CSDL better sqlite3 o

mot may
Theo doi file chokidar, SSE cap nhat log gan thoi gian thyc trén GUI

p . xay dung va train LSTM autoencoder,
Huén luyén mo hinh | TensorFlow, Keras ,
softmax theo budc

NLP embedding spaCy hd trg embedding theo thiét ké mo hinh

4.2 Xay dung khdi thu thap va truy xuat log Zeek

4.2.1 Nguon dit liéu diu vao tiv Zeek

Heé thong st dung Zeek nhu thanh phan thu thap dir liéu mang & 16p cam bién.
Zeek quan sat luu luong, trich xuat cac sy kién mang va ghi ra log theo cau triic chuan,
dam bao dir lidu co thé truy vét lai theo thoi gian va theo timg loai hoat dong. Trong qua
trinh van hanh, log Zeek déng vai tro 1a dir liéu nén. Dit liéu ndy phan anh trang thai
mang theo timg phién két ndi, timg truy van, va ting giao thirc, gitp tai hién bdi canh

khi c6 nghi van bat thuong.

Vé mit t6 chire, log Zeek thuong duge ghi theo nhiéu loai tép, mdi loai phan dnh
mot goc nhin ciia mang. Vi du conn log mo ta két ndi tong quat, dns log md ta truy van
tén mién, http log mo ta giao dich web. Tur goc do thiét ké hé théng, viéc duy tri cac tép
log theo loai cho phép chon dung ngudn khi diéu tra, ddng thoi cho phép hé thong mé
rong dan pham vi phan tich. Ban dau c6 thé uu tién conn log dé bao quat luu lugng, sau
d6 bo sung thém log tmg dung khi can ting d6 giai thich cho canh bao.

Log Zeek trong hé théng dugc dung cho hai myc tiéu. Tht nhat 12 tra ctru, doi
soat khi c6 canh bao, nham xac minh nhanh dién bién lién quan dén IP va thoi diém bi

danh du, tir d6 phan loai true attack hodc false positive. Thir hai 14 dung 1am dau vao
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cho detect, tire dit liu Zeek sau tién xir ly va chuin hoa s& dugc bién doi thanh chudi
su kién dé chay suy luan va sinh canh bao.

Thiét ké nay dam bao vong lap van hanh khép kin. Cling mot ngudn dir liéu vira
phuc vu phat hién ty dong, vira phuc vu xac minh thu cong. biéu nay giup tang tinh nhét
quan, giam tranh cdi vé ngudn gbc canh bao, va hd tro danh gia chat lugng mé hinh theo
dit liéu thuc té.

~ -
Zoak sensor (ndm géliphién) J

'

f N

Zeek logs 1heo ngay (conn.leg, hitp leg, ...)

\ s

i % \\n

Nhanh A: Detect pipeline Nhanh B: Tra ciruw/'ddi soat

\ J \ J

v .

( ) ( 3\

\
[Tiddn xur ly =+ 180 log key / codebook -+ evert ID
-+ time-bucket & siding window — inference

GUI tra ciru Zeek logs (danh sach file, tad, tim kiém)
|

\ J
- . J - g --

gdanh sach canh bao (36 soa)

. il / N

Téng hop canh bao (mess, score, Xac minh canh bdo / ddu tra thu céng
subject) - Luu SOLie

\ /

Hinh 4.2: Minh hoa vai tro kép ctia log Zeek, vira 1a dau vao detect vira 1a ngudn tra
clru.

4.2.2 Quy wéc to chirc thw muc log theo ngay

Dé phuc vu van hanh theo ngay va giam rili ro truy cdp nham pham vi, log Zeek
dugc t6 chuc theo cau trac thu muc phan cap theo thoi gian. Cach t6 chirc theo nim,
thang, ngay gitip ba viéc. Mot 1a ddng bo truc tiép voi bo loc ngay trén giao dién. Hai 1a
giéi han khoi lugng dir liu mdi 1an truy van, vi ngudi van hanh thuong lam viéc theo
ting ngay. Ba 1a hd tro luu trit 14u dai va sao luu theo timg don vi thoi gian, thuan loi
khi can dbi soat lai su ¢ trong qua khtr. Trong trién khai, thu muc gdc chtra log duoc

c4u hinh bang bién méi truong ZEEK_ROOT. Bén trong thu myc nay, hé thng tao cac
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thu muc con theo nim, thang, ngdy. Vi du véi ngay 2026-01-16, dudng dan dir lidu
tuong tng c6 dang. ZEEK ROOT/2026/01/16/.

Hinh 4.3: Minh hoa vé cac file dit liéu ma zeek da trich xut.

Bén trong thu muc ngay la céac tép log Zeek theo loai, vi du conn log, dns log,
http log. Cac file c6 thé & dinh dang TSV maic dinh ctia Zeek hoac dang JSON néu cau
hinh nhu vay, tuy nhién phan truy xuét file ctia hé thong coi log nhu vin ban dong, do

d6 c6 thé doc tail theo s6 dong dé hién thi nhanh.

Viéc t6 chire theo ngay dugc rang budc truc tiép voi co ché chon ngay trén GUL
Khi nguoi dung chon ndm, thdng, ngay, backend s€ anh xa lua chon nay sang dung
duong dan thu muyc ngay dé liét ké danh séach file. Truong hop chon thang 1a ALL hodc
ngay 1a ALL, backend khong doc toan b file ndi dung, ma chi ding dé phuc vu danh

sach ngay va thang, nham tranh tai qua 16n va tranh thao tac vugt pham vi.

Mot yéu cau quan trong trong quy udc thu muc 13 tinh 6n dinh. Khi hé thong
detect chay theo lich, n6 can biét chinh xac thu muc log ciia ngay can xir Iy. Do d6, thu
muc ngdy can duoc tao ding chuan, va Zeek phai ghi dit liéu vao ding thu muc. Khi co
co ché xoay vong hodc luu trit, can dam bao dit liéu khong bi di chuyén sang noi khac

trudce khi pipeline detect hoan thanh ingest cua ngay do.

Dé hd tro kiém soét truy cap file, backend chi cho phép truy xuat file nam trong
pham vi ZEEK_ROOT va chi cho phép tén file dang basename. Piéu nay gitip ngin viéc
truyén tham s6 dudng dan bat hop 1€, dong thdi dam bao cac API xem log chi truy cap
dugc dir liéu Zeek theo ngay, khong thé truy cap tuy ¥ ra cac thu muc khac trén may

chu.
4.2.3 Thiét ké backend cho truy xudit danh sdch va néi dung log

Khéi truy xuat log duoc thiét ké theo nguyén tic tich nho theo nhu cau van hanh.
Nguoi ding thuong khong can tai toan b file log vi dung lwong 16n va it phi hop dé
doc truc tiép trén trinh duyé¢t. Thay vao do, hé théng uu tién hai thao tac phé bién. Mot
1a liet ké ding cac file log co trong ngay dé ngudi dung chon loai log can xem. Hai 1a
doc nhanh mét phan noi dung theo kiéu tail dé quan sat cac dong gan thoi diém hién tai

hodc gan thoi diém canh béo.
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V& mit trién khai, backend doéng vai tro cau nbi gitta cAu trac thu muc Zeek va
giao di¢n. Backend nhan tham sb ngay tur bd loc, anh xa sang thu muc ngay trong
ZEEK_ROOT, sau d6 thuc hién thao tac hé thong tép va tra vé dit liéu dang JSON. Céach
tiép can nay c6 ba loi ich. Thir nhét, giao dién khong can biét dudng din ndi bo ctia may
cha. Thir hai, backend cé thé ap dung kiém tra hop 1¢ dau vao va giéi han pham vi truy

cap. Thu ba, ¢6 thé mo rong thém co ché cache va gidi han toc do néu log 1on.

Nhom API diéu hudng thoi gian, dé bo loc ngay hoat dong on dinh va khong phu
thudc dir li€u gia 1ap ¢ phia trinh duy¢t, backend cung cép cic API dé liét ké nam, thang,
ngay hién c6. Khi mo giao dién, client goi API nam dé biét cac nim c6 log. Khi chon
mot nam, client goi API thang. Khi chon thang, client goi API ngay. Ludng nay gitup bo
loc ludn dong bo vai dit lidu thyc té trén dia.

Nhom API liét ké danh sach file trong ngay, sau khi nguoi dung chon ngay,
backend tra vé danh séach file log trong thu muc ngay. Danh sach nay ding dé tao mot
menu chon loai log. Viéc tdch API li¢t ké file khdoi API doc ndi dung giup giao dién tai
nhanh hon, dong thoi tranh viée backend phai doc file khi ngudi dung chi méi can danh
sach. Trong thiét ké, danh sach file nén tra vé cac thudc tinh t6i thiéu. Tén file va kich
thude 13 du dé ngudi dung wéce lwong mire d6 16n nho. Co thé bod sung mtime dé biét file
dang cip nhat. Phan nay khong bat budc nhung hiru ich khi diéu tra sy ¢b theo thoi gian
thuec.

Nhom API doc ndi dung theo kiéu tail, doc noi dung theo tail 1a thao tac trong
tam vi phu hop voi viéc doc log trén web. Backend nhan tham sé date, file, va limit
dong. Backend chi doc phan cudi file va tra vé N dong cubdi, dong thoi co thé tra thém
téng sb dong hodc offset dé hd tro ché d6 theo ddi SSE & céc phén sau. Thiét ké tail theo
dong c6 wu diém 1a don gian va phi hop véi log dang line based. Tuy nhién can luu y
truong hop dong rat dai, backend can c6 gidi han kich thudc doc dé tranh tra vé payload
qua 16n. Vé phia giao dién, tail gitip ngudi van hanh quan sat nhanh céac sy kién moi
nhat va ddi chiéu thoi gian voi canh bao.

Pinh dang dit liéu tra vé, cac API tra vé JSON dé giao dién render linh hoat. Véi
API tail, ngoai mang dong, nén tra thém thong tin file va ngay dé giao dién dam bao
khong bi nhadm khi nguoi ding chuyén ngay. Khi khong cé dir liéu, backend tra danh

sach rong, giao dién hién thi trang thai khong co dit liéu thay vi bao 16i.

Bang 4.3: Danh sach API truy xuat log Zeek.

API Muc dich Tham s6 chinh
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GET /api/zeek/years liét ké nam co log khong
GET /api/zeek/months liét ké thang theo nam year
GET /api/zeek/days liét ké ngay theo thang year, month
GET /api/zeek/files liét ké file log theo ngay | date

. . doc N dong cudi cua file o
GET /api/zeek/tail log date, file, limit

4.2.4 Co ché bdo vé truy xuit file log

Truy xuat log Zeek qua API 1a thao tac doc file trén méy chu, vi vay can kiém

soat chat dé tranh doc vuot pham vi, tranh gay qua tai, va dam bao chi nguoi dung hop

1€ moi truy cép duogc. Thiét ké bao vé tap trung vao ba lop, kiém tra dau vao, khoa pham

vi dudng dan, va gidi han tai nguyén:

Kiém soat ddu vao Backend chi chap nhan tham s6 date ding dinh dang YYYY-
MM-DD. Tham s file chi chdp nhan tén file dang basename, khong chta ky tur
phan tach thu myc hoic chudi didu huéng. Dong thoi chi cho phép phan mé rong
pht hop nhu .log hodc .json. Cac yéu cau khong hop 18 bi tir chdi trude khi truy
cap hé thong tép.

Khoa pham vi trong ZEEK_ROOT: backend ghép ZEEK_ROOT véi dudong dan
ngay va tén file, sau d6 resolve dudng dan tuyét ddi. Chi khi duong dan resolve
nam trong ZEEK ROOT méi cho phép doc. Néu resolve ra ngoai pham vi,
backend tra 18i va khong doc file. Lp nay ngan path traversal ngay ca khi c6 dau
vao bi lach.

Gidi han tai nguyén va kiém soat truy cap: API doc ndi dung dung co ché tail
theo s6 dong, kém gidi han t6i da cho limit va gidi han kich thudc tra vé dé tranh
payload 16n. Cac endpoint truy xuét log yéu cau JWT, chi nguoi dung dang nhap
moéi goi duogc. Cé thé bd sung rate limit cho cac endpoint tail va SSE dé giam rui
ro bi goi lién tuc.

An toan khi hién thi trén trinh duyét: ndi dung log dugc render dang text, tranh
render HTML tryc tiép. Khi c6 tim kiém hodc highlight, vn phai dam bao dung
textContent hoic escape dé tranh XSS.

Bang 4.4: Tong hop rii ro va bién phép.

Rui ro

Bién phap

doc file ngoai pham vi

validate date, basename file, kiém tra resolve nam trong
ZEEK ROOT
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qua tai do doc nhiéu tail theo dong, gidi han limit va kich thudc tra vé, rate limit

truy cap trai phép bat budc JWT, phan quyén theo vai trd néu can
XSS khi hién thi render text, escape khi highlight

4.2.5 Cdp nhdat gan thoi gian thwe bang SSE

Dé hd trg theo ddi log dang tang ma khong phai ti lai trang lién tuc, hé thong sir
dung SSE d¢ day dir liéu méi tir backend vé trinh duyét. SSE phti hop cho kich ban log
viewer vi két ndi mot chiéu tr server t6i client, don gian hon so v&i websocket, va hoat
dong tét voi HTTP thong thuong.

- Céch thiét 1ap ludng SSE: khi ngudi ding chon ngay va chon file log can theo
ddi, giao dién mé mot két ndi SSE t6i backend, kém token xac thue. Backend gii
két ndi mo va tra vé cac event theo dinh dang text event stream. Néu token hét
han hoic khong hop 18, backend dong két ndi va giao dién quay vé trang thai yéu
cau dang nhép lai.

- Céch phat hién thay ddi file va ldy phan dir liéu méi: Backend theo ddi file log
bang co ché watcher. Khi file thay d6i, backend khong doc lai toan bo file ma chi
doc phén moi dua trén offset da Iuu. Dt liéu moi dugc tach theo dong, sau do
giri vé client theo tirng g6i nho dé tranh 1am nghén trinh duyét khi log ting nhanh.
Thiét ké offset gitip hai viéc. Mot 1a giam tai I O vi chi doc phan tang thém. Hai
1a dam bao khong giri lap dong khi file thay dbi nhiéu lan lién tiép.

- Dinh dang event va cach giao dién hién thi: mdi lan c6 dong mdi, backend giri
event append chira danh sach dong. Giao dién nhan event va ndi thém vao ving
hién thi dang pre. Khi ngudi dung doi file hodc do6i ngay, giao dién dong két ndi
SSE cii va mé két ndéi méi twong ung, tranh tron dir li¢u.

Dé tranh tang bo nhd khi theo di lau, giao dién chi giir lai mot sé lwong dong
gan nhat, vi du 2000 dong, va tu loai bo cac dong cii hon.

4.3 Xay dung module tién xir 1y va tao chudi

4.3.1 Muc tiéu va vi tri ciia module trong ludng xir Iy

Module tién xir 1y va tao chudi cé nhiém vu bién dit liéu tho tir Zeek thanh dir
lidu ¢6 cu tric twong thich voi dinh dang UNSW NB15, sau d6 t6 chuc lai thanh chudi
su kién theo tung doi tuong theo doi dé dua vao bude suy luan moé hinh. Dt li¢u dau ra
cua module nay phuc vu déng thoi hai nhu cau, Ivu lai cac ban ghi dang flow dé tra ctu,

va cung cap chudi dau vao o6n dinh cho qué trinh detect.
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Zeek JSON logs theo ngay D

Trich xuét flow, chuén hoa trréng theo schama UNSW
* window_size quyét dinh do
Phiin bucket theo mac thdi gian va window_size, 180 bucket CSV rdng bucket theo thei gian, vi
theo cura sO trrgt | dy 30 phit, bucket truot tao
+ nhidu clra 58

Tach theo IP va hudng, 120 flow_to_this.csv va flow_from_this.csv

* \ Codebook dung trong suy
ludin phai trang woi hudin
Gom nhdm theo subject. tao chudi log key skeystr luyén, 86 mapping event 1D
{ nhéit quan
Load codebook, map log key sang event 1D

sagien 1a 30 dai chubl dua
Siding window theo seglen 64 180 cac chudicon S_| vao md hinh, co thé cat hodc
trugt dé tao nhidu chudi con

Dong pdi batch chudi event 1D, lam Au vao cho suy ludn va 1dng
hgp canh bao

Hinh 4.4: So d6 tong quan module tién xir 1y va tao chudi trong pipeline.

4.3.2 Trich xudt tir Zeek sang bdn ghi flow theo dinh dang UNSW

Ngudn dit liéu gbc 1a cac log 16i ciia Zeek nhu conn.log, http.log, ftp.log. Cac log
nay c6 thé duoc cau hinh xuat JSON dé dé parse va xir Iy dong theo dong. Churong trinh
trich xuét doc tdng dan theo offset dé tranh doc lai toan bo file khi log lién tuc tang.
Trang thai offset dugc luu trong mot file state riéng, gitip churong trinh ¢6 thé khoi dong
lai ma khéng mat tién do. Cach doc ting dan nay ciing xt 1y dugc tinh hubng log bi
rotate hodc bi truncate, khi kich thudc file nho hon offset thi offset duoc reset. O budc
loc, chi giit traffic inbound di vao may cha. Dia chi IP may chu duogc lay tu dong tir
default interface. Cac ban ghi bi loai néu 1a IPv6, multicast, broadcast, hodc src la
private. Ngoai ra cac service nén nhu dhep, arp, dns ciing duoc loai dé giam nhiéu va
tap trung vao hanh vi tmg dung c6 rai ro cao hon. O budc anh xa truong, mdi ban ghi
conn duoc chuyén thanh mét dong CSV theo danh sach trudng cia UNSW, trong d6 cac
truong quan trong dugc dién truc tiép tir Zeek. Vi du srcip, sport, dstip, dsport, proto,
state, service, spkts, dpkts, stime. Cac truong lién quan HTTP va FTP duoc bd sung
bang cach join theo uid, nhu trans_depth, ct flw_http mthd, is_ftp _login, ct ftp _cmd.

Nhin label duoc dat 0 dé phan anh di liéu thyc té chua c6 nhan tin cong.
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Bang 4.5: Anh xa trudng chinh tir Zeek sang UNSW.

Ngudn Zeek Truwong UNSW dich Y nghia
conn.id.orig_h srcip IP ngudn
conn.id.orig_p sport cong ngudn
conn.id.resp_h dstip IP dich
conn.id.resp_p dsport cong dich
conn.proto proto giao thirc
conn.conn_state state trang thai két n6i

. . dich vu, dat mac dinh “-”
conn.service service * x

néu rong
conn.orig_pkts, conn.resp_pkts | spkts, dpkts sO g6i hai chiéu
conn.ts stime thoi gian epoch giay
http.trans_depth trans_depth do sau giao dich HTTP
c6 phuong thuc HTTP thi
http.method ct flw_http mthd )
- gan 1
ftp.user, ftp.password, . : ey
is_ftp login suy ra trang thai login

ftp.reply code
ftp.command ct ftp cmd dém s6 1énh FTP theo uid

4.3.3 Co ché bucket hod theo civa sé truot

Sau khi tao dong CSV, dir liéu duogc ghi vao thu myc buckets dudi dang céc file
nho theo mdc thoi gian. Tén file mang dinh danh ngay gio phit theo mui gio Asia Ho
Chi Minh, vi duunsw_YYYYMMDD HHMM.csv. Co ché nay gitp hai viéc, giam kich
thudc mdi file dé xir Iy nhanh, va cho phép detect hoat dong theo cira so truot gan thoi
gian thuc. Hé théng chi giit lai cac bucket nim trong cira sO gan nhat
WINDOW_MINUTES phut. Céc bucket cti hon s€ bi xoa dinh ky béi ham prune. Nho

d6 dung lugng dia khong tang vo han va detect ludn tap trung vao dir liéu mai.

Hinh 4.5: Minh hoa bucket file theo dong thoi gian.

4.3.4 Té6 chire lai div liéu theo IP dé tao dau vao detect
Dt li¢u bucket CSV sau d6 dugc gom lai theo IP dé tao cAu trac thu muc tuong
ty dit lieu UNSW, tirc mdi IP c6 mot thu muc riéng, bén trong cé cac file

flow from_this.csv va flow to_this.csv. Cach to chirc nay phu hop véi cach mé hinh
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doc dit liéu, vi mdi 1an detect co thé tap trung vao cac chudi lién quan dén mét IP muc
tiéu. Trong van hanh, chuong trinh auto runner chay theo chu ky va goi budc split trudc
khi goi detect. Budc split tao ra cac file theo IP, budc detect doc tir thu muc cua [P may

chu va file flow_to_this.csv, nghia la tap trung vao cac flow inbound di vao may chu.

Bang 4.6: Cau triic thu muc sau khi split theo IP.

v datasets  unsw-nbi15s

4.3.5 Tao chudi sw kién va dinh nghia subject

Tt cac dong flow, chudi sy kién dugc xay dung bﬁng cach chuyén mdi dong
thanh mot khoa sy kién skeystr. Khod nay dugc sinh tir ham trich dac trung theo kich
ban logkeys va hé s6 key divisor, nham roi rac hod cac gia tri va dua vé khong gian biéu
dién phu hop véi codebook. Cac sy kién dugc gom nhém theo subject dé phan anh ngi
canh theo thoi gian va cdp giao tiép. Subject dugc tao tir srcip, dstip, va mdc thoi gian,
cu thé theo dang from src to dst on day hour half. Trong d6 half dugc tinh bang minute
chia 30, nho viy mdi subject twong Gng voi mot cira s6 nira gid. Cach gom nhom nay
1am cho chudi c¢6 ¥ nghia van hanh r rang, dé ddi soat véi thoi gian canh bao va dé quy
vé client_ip. Pé tranh nhiéu do chudi qua ngin, cac subject ¢ sb event dudi ngudng tdi

thiéu s& bi bo qua. Quy tic ndy gitp giam false alarm do mau qua it thong tin.

Béang 4.7: Vi du subject va y nghia.

Subject miu Dién giai
fromAtoBon 16140 ludng tir A vao B trong ngay 16, gio' 14, nira gio dau
fromAtoBon 16 14 1 ludng tir A vao B trong ngay 16, gio 14, nira gio sau

4.3.6 Diéu phéi chay dinh ky va dim béio khong chong lin

Qua trinh tao dit liéu va detect duoc diéu phdi bang systemd timer theo chu ky.
Chuong trinh auto runner khoi tao model va codebook mét lan, sau do 1ap vo han theo
chu ky 60 gidy, mdi vong thyc hién split va chay detect mot 1an. Cach lam nay giam thoi
gian khdi tao lai model va giir nhip phét hién 6n dinh. Trong detect c6 co ché khoa don

instance bang file lock dé tranh hai lugt chay chong 1én nhau khi hé thong bi tré hoic
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timer kich hoat lai sém. Co ché nay gitp két qua ghi ra file predict va ghi xuéng SQLite

nhat quén, tranh tinh trang ghi d¢ hodc corrupt file trung gian.
4.4 Huin luyén md hinh

4.4.1 Té chike dir ligu, xdy dwng tdp huén luyén va tip kiém thiv

Dit liéu huan luyén xuét phat tir tip UNSW NB15, day 1a bo dit liéu chun trong
nghién ctru phat hién xam nhép, dugc xay dung bdi Australian Centre for Cyber Security
va cong bd rong rii cho myc dich hoc thuat. Trong pipeline hudn luyén, dit lidu duoc to
chire theo thu myc IP, bén trong mdi IP ¢6 céc file CSV theo huéng ludng, dién hinh 1a
flow from_this.csv va flow to_this.csv. Quy udc ndy phi hop véi cach biéu dién theo

“thyc thé giao tiép”, giup gom céc sy kién theo timg IP va theo cira so thoi gian.

Tap huan luyén duoc liy tir nhém IP normal theo vai trd “senders” trong UNSW
NB15, cac chudi duoc doc tir flow from_this.csv. Mdi dong CSV duoc anh xa thanh
mot khoa sy kién dang chudi, khoa nay dugc sinh boi ham trich déc trung theo kich ban
logkeys va phép rdi rac hoa theo tham s6 key divisor. Cac khoa sy kién sau d6 duoc
gom lai thanh chudi theo mdt dinh danh subject c6 cdu tric “from srcip to dstip on day
hour window”, trong d6 window 1a chi s6 cira s0 thoi gian tinh theo phut chia cho
window_size. Cach gom nhom nay dam bao chudi phan anh ngit canh lién lac va bién
dong theo thoi gian, déng thoi tao diéu kién ddi soat vé sau theo ngay va theo khung
gio.

Tap kiém thir dugc xay dyng tir flow_to_this.csv cia mot phan IP normal va mot
phan IP victims. Mot subject dugc xem 1a bat thudng khi chudi nhin chira nhan tin cong
va s6 lugng event ¢ nhin tin céng 16n hon 0, cac subject con lai duoc xem 13 binh
thudong. Co ché nay tao ra tap kiém thir hdn hop, cho phép danh gia kha niang tach 16p

gitta normal va abnormal trén cung mot quy trinh suy luén.

4.4.2 Lénh chay huén luyén va ciu hinh tham sé

Qua trinh huan luyén dugc thyc hién théng qua script thuc nghiém exp-

unswnb15.py véi ché do ad, 1énh chay nhu sau:

python3 exp-unswnbl5.py ad \
-1 datasets/unsw-nb15/\
-0 out/unsw-nb15/train_30epoch 1034\
-m dablog \
--epochs 30\

--window-size 30 \
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--key-divisor 100 \
--use-gpu 0
Trong d6, cac tham sb chinh c6 ¥ nghia nhu sau:

- Tham s -i chi thu myc dit lisu UNSW NB15 theo cu trac mdi IP 1a mot thu
muc con, bén trong chita cac file ludng theo hudng. Tap huin luyén mic dinh
doc tir flow_from _this.csv, tap kiém thir méic dinh doc tir flow_to_this.csv.

- Tham sd -o chi thu muc dau ra, thu muc nay luu model da huin luyén, codebook
va cac file phuc vu danh gia nhu predict, subjectranks, auroc, auprc.

- Tham s6 -m dablog chon mé hinh Dablog, twong tng kién trac LSTM
autoencoder sau va 16p softmax theo ting budc thoi gian.

- Tham s6 --epochs 30 dit sé vong 1ap huan luyén. Viéc dimg som van c6 thé xay
ra do callback early stopping theo loss, tuy nhién trong lan chay minh hoa mé
hinh huén luyén dua s6 epoch va duoc luu lai ¢ cudi qua trinh.

- Tham s6 --window-size 30 quy dinh cach gom cac sy kién vao cung mot subject
theo cira sO thoi gian 30 phut. Trong code, subject duoc tao theo dang from src
to dst on day hour minute div_window, trong d6 minute div_window la
datetime.minute // 30. Tham sb nay anh huong truc tiép toi 0 dai chudi, mat do
su kién trong mot subject va tinh nhat quan theo ngit canh thoi gian.

- Tham s6 --key-divisor 100 quy dinh mtrc roi rac hoa khi tao logkey. Trong ham
tao khoa, tong sd goi spkts + dpkts duoc chia nguyén cho 100 dé tao thanh mot
dac trung dang bac thang, muc ti€u la giam nhiéu va 1am khoa 6n dinh hon gifra
cac phién luu luong.

- Tham sd --use-gpu 0 gidi han TensorFlow sir dung GPU c6 chi s6 0, phut hop véi
moi truong chi c6 mot GPU.

4.4.3 Tham sé méc dinh quan trong va tic dong téi moé hinh
Ngoai cac tham s truyén tir dong 1énh, mot s6 tham sé mic dinh trong script co

anh huong tryc tiép té1 dau vao va dau ra cua mo hinh:

- Tham s6 seqlen mic dinh bang 10, day 1 d dai cira s6 chudi khi dong géi batch.
Két qua 1a dau ra softmax c6 dang None, 10, vocab_size, phil hop v6i bang tom
tat kién trac da trinh bay trudc do.

- Tham sb logkeys mic dinh bang 0, twong ung kich ban tao khoa sb 0 trong
module key. Kich ban nay st dung tap thudc tinh gém proto, state, service,
is_ftp login, ct ftp cmd, ct flw_http mthd, trans depth, is_sm ips ports va
thém dic trung tong goi da roi rac hoa. Cach chon khod nay giup két hop tin hiéu

Sinh vién thyc hién: Ngoé D6 Nguyén Hai Son Huéng dan: Nguyén Nang Hung Van 89



Pé tai: Xay dung iing dung phdt hién va phan tich cdc méi de doa an ninh mang dira vao hoc sdu.

giao thirc va trang thai, dong thoi dua thém mot thanh phan phan dnh cuong do
luu lugng & mirc tho.

- Tham sb stats_step mic dinh bang 0.01 dugc dung & giai doan kiém thir dé tao
danh sach misses du day cho phan tich rank score. Trong céu hinh model, gié tri
nay dugc gan cho rank_threshold khi tao file predict. Piéu nay c6 nghia trong
budc sinh misses, chi can nhin ding khong nam trong nhom rat nho cac dy doan
dau 14 cira s6 d4 bi danh dau. Thiét ké nay phuc vu myc tiéu danh gia va dung
dudng ROC, PR theo rank, khong phai 1a ngudng trién khai cudi cling.

4.4.4 Mé td bing tom tit kién triic mé hinh
A. Bang m6 hinh téng thé Model functional 1

Model: 'i‘unctiml‘l'

Layer (type) [ Output Shapge Paras # l Connected to

Label_Input ( t | {
. .
Latel Esbed { ) | , ) 3 Label _Inputielie

not_equal N | ’ Label _Input{e]{n]

Ll ) | - } Label Esbed[e][e]),
rot _equall@lie]

Total parass: {453.64 KB)

Trainable params: (453,44 KB)
Non-trainable parass: 0 (0.80 B)

Hinh 4.6: Bang m6 hinh tong thé Model functional 1.

Bang Model functional 1 mé ta ludng di liéu tir ddu vao dén dau ra ciia hé thong

suy luan:

- Layer dau vao 1a Label Input, c6 dang tensor hai chiéu véi kich thuéc (None,
None). Gié tri None thtr nhat biéu thi batch size thay d6i tuy theo cau hinh huan
luyén. Gia tri None thir hai biéu thi do dai chudi theo thoi gian cé thé thay doi,
tuy nhién trong thi nghiém chudi dugc dong géi theo do dai c6 dinh seqlen. Tur
bang mo hinh con & phan sau c6 thé suy ra seqlen bang 10.

- Lép Label Embed 1a Embedding, c6 dau ra (None, None, 64). Piéu nay cho thay
mdi chi s6 sy kién trong codebook dugc anh xa sang vector lién tuc 64 chiéu. S
tham sb cia Embedding 1a 18,624. Gia tri nay bang 291 nhan 64, do d6 c6 thé
xac nhan kich thuéc codebook trong 1an huin luyén 1a 291 token, mdi token co
embedding 64 chiéu.

- Lép not equal 1a NotEqual, tao ra mask theo thdi gian nham danh dau vi tri dém.
Pau ra (None, None) thé hién mask c6 cing chiéu thoi gian véi chudi dau vao.
Mask nay duoc ndi vao khdi RNN dé hd trg bo qua cac phan padding khi tinh

toan.
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- Khéi RNN 1a mot mo hinh con dang Sequential. Pau ra (None, 10, 291) ¢6 ¥
nghia. Mdi mau dau vao dugc 4anh xa thanh mot chudi 10 budce thoi gian. O mbi
budc, mo hinh tra vé phan phdi xac suit trén 291 token ctia codebook. Tong tham
s6 ctia mé hinh téng thé 1a 116,131, trong d6 toan bo tham s6 huan luyén déu
nam trong Embedding va khdi RNN.

B. Bang md6 hinh con Model RNN

Madel: "W~

[ Layer (type) ] Output Shape Paran »

| Lsm 1 | | ¥ |

.....

Totel parems! 1350 8% xb)
Trainabile parsms: 350.0% W)
Mon-trainable paramse: 10.90 0

Hinh 4.7: Bang m6 hinh con Model RNN.

Bang Model RNN mo té chi tiét kién triac Deep LSTM Autoencoder va 16p phan

loai theo thoi gian:

Tang LSTM 1 c¢6 dau ra (None, None, 64). Pay 1a ting encoder thit nhat, giir
chudi hidden state theo thoi gian véi sb chiéu 64. Viéce giit chudi theo thoi gian
cho phép tﬁng encoder ké tiép hoc quan h¢ dai han gitra cac budce su kién.

- Tang LSTM 2 c6 dau ra (None, 32). Pay la tang nén, 1ay trang thai cudi dé tao
vector biéu dién ngit canh 32 chiéu. Vector nay co thé xem nhu latent
representation ctia cira sd chudi dau vao. Lép RepeatVector co dau ra (None, 10,
32).

- Lép nay nhéan ban vector latent 32 chiéu thanh chudi 10 budc, twong tmg seqlen
bang 10. Pay 1a budc chuyén tir encoder sang decoder, tao diéu kién cho decoder
tai tao lai chudi theo chiéu thoi gian.

- Tang LSTM 3 c6 dau ra (None, 10, 32). Pay la ting decoder thir nhat, duy tri
chiéu biéu dién 32 trong qua trinh tai tao chudi.

- Tang LSTM 4 c6 dau ra (None, 10, 64). Pay 1a ting decoder thir hai, mé rong
chiéu biéu dién 1én 64 dé ting nang luc biéu dién trudc khi di vao 16p phan loai.

- Lop Softmax dugc trién khai dudi dang TimeDistributed, c6 dau ra (None, 10,

291). TimeDistributed cho phép ap dung cung mdt 16p Dense 1€n tirng budc thoi

gian. Softmax bién vector 64 chiéu tai mdi budc thanh phan phdi xac suat trén

291 token. Nho @6 mé hinh c6 thé tdi vu hoa bang categorical cross entropy theo
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timg budc va suy ra do bat thuong bang rank score trong giai doan kiém thtr va

trién khai.

Tong tham s6 cia khéi RNN 1a 97,507. Gia tri nay khop vé6i tham s ctia hang
RNN trong bang mé hinh tong thé, ching t6 toan bd phan hoc sdu nam trong mé hinh
con nay.
4.4.5 Két qua hudn luyén

Qua trinh huin luyén dugc thyc hién véi 30 epoch. Trong cac epoch cudi, mod

hinh héi tu 6n dinh, d6 chinh x4c trén tap huan luyén duy tri xap xi 0.998 dén 0.999,

d6ng thoi ham mat mat giam xudng mirc rat thap.

O epoch 30, log cho théy accuracy dat 0.9992 va loss dat 0.0038, m6 hinh dugc
luu ra file out/unsw-nb15/train_30epoch 1034/dablog model.keras.

Cpech 17)20
Iasa/Tesa B - e LN lass: 4.
Epech INO
81/ 7e8s e Gonlatep - scc: B.9000 - losc: §.000s
Epech 1V
A8/ 3%a Smalutep scc: 0,998 loss: 2. 902
t -
“81/7e8 Ma - - » ¢ o lows: 4.009
Epech 1108
/e e /ot » .0 Loks: 5.4
Epcch 31700

P vt " LB e | ETYY M
(£ Ve
AP ) e fiistm - » 5.0 - loss: 0.000
Epech 24/D
INS3/781 Ma Gmalstep » LR lass: 4.0058
Lpoeh W
IS/ Te82 ¥a o - scc: 0.0 loss: 4.5
Fpect Je 3%
M1/ 7e81 Ma Am - scc: B.9%00 laws: 9.00%
ipech 27)%%
781/ 7em1 Ma S - pret BV -~ Luwa: A2
Ipach IWN
aa/rema e Sen /e ML b Loss! #.80e)
Epech 29/20
RIS VR TS s = e LR loss: 4.0
Lpech JVR
AL ERRL S ) B dmcistep -~ scc: 0.99%2 lass: 4.0

mede]l seved 10 oulimew RIS/ Treln Meooeh J00A/ debleg sodel, saras

Hinh 4.8: Tién trinh huan luyén theo epoch, thé hién loss va accuracy, ciing dong luu

model.

Thoi gian huan luyén mdi epoch quan sat duoc khoang 33 dén 35 gidy, voi 7451
step mdi epoch. Chi bao nay phan anh tdc d6 xtr 1y tét va da phu hop dé lap lai nhiéu

1an khi can tinh chinh tham sd.

Ngoai ra, thong ké chudi ctia tp huin luyén cho thay s6 luong chudi huan luyén
14 5000. D6 dai chudi trung binh khoang 388.46 event, do dai nho nhat 91, 16n nhat
1192, d6 léch chuan khoang 104.04. Thong ké nay cho thay dit liéu huan luyén tap trung

vao céac chuoi c6 do dai vira phai, phu hgp vdi co ché cat cura so seqlen trong huan luyén.
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Trainset Stats

{
"n_seq™: 5009,
"avp_len*: 388.44602,

"max_len": 1192,
"nin_len*: 91,
"std_len®: 104.039544648404773

}
Hinh 4.9: Thong ké tap huan luyén, gdm n seq, avg len, min len, max len.

4.4.6 Két qud kiém thir va ddnh gid

Sau khi huan luyén, mé hinh duoc chay kiém thir trén tap test. Thong ké tap test
cho thay n seq 1a 1981. Do dai chudi trung binh khoang 352.65 event. P dai nho nhat
1, 16n nhat 18453, d6 léch chuan khoang 562.89. Viéc max len rat 16n cho thay tap test
chira mot sb subject c6 mat do su kién cao, day 1a diéu kién kho va phii hop dé kiém tra

dd bén viing cua co ché phat hién.

Hinh 4.10: Log kiém thir, gdm thong ké testset, batch shape, va prototype misses.

Trong pha suy luan kiém thir, batch duoc dong géi theo seqlen bang 10, log hién
thi batch shape theo dang, dau vao c6 kich thudc 684790 nhan 10, va du ra one hot
tuong ung 684790 nhan 10 nhan 291. Qua trinh derive anomalies ghi nhan prototype
misses 1a 29886, day 14 s6 lugng vi tri bi danh dau miss theo tiéu chi rank trong toan bo

cac cira s6 kiém thtr, ding lam co so tong hop diém bat thudong theo subject.

Sau khi suy ra cac diém bat thudng theo subject, chat lugng mé hinh duoc danh
gia thong qua cac d6 thi ROC, Precision Recall, duong bién thién Precision Recall F1
theo ngudng, cing véi phan b rank score theo 16p. Cac d6 thi nay giup kiém tra dong
thoi hai khia canh, kha ning tach 10p tong quat cta rank score, va kha ning chon ngudng

trién khai pht hop véi yéu cau van hanh.
A. Puong ROC va y nghia AUROC

Hinh 4.11 1a duong ROC, truc hoanh 1a FPR, tuc ti 1€ canh bao nham trén 16p
binh thuong, truc tung 1a TPR, tirc ti 1¢ phat hién ding trén 16p bat thuong. Mbi diém

trén duong cong tuong rng vai mot gid tri ngudng rank score khac nhau.
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ROC curve (AUROC = 0,9588)

Yue Positive Rate (TPR)

v ' v ' v v ' Y
0.00 0.02 0.04 0.00 0.08 010 012 0.14
False Positive Rate (FPR)

Hinh 4.11: Buong ROC va AUROC.

Hinh v& duoc xem 1a tot khi duong cong tién sat goc trén bén trai, nghia 1a dat
TPR cao trong khi FPR van thap. Trong két qua nay, duong ROC ting nhanh 1én ving
TPR rat cao ngay & mirc FPR nho, cho thiy chi can chap nhan mot lwong nho canh bao
gia thi da thu duoc phan 16n bat thuong. AUROC bang 0.9588 phan anh kha ning phan
biét tong quat tot. Néu mo hinh hoat dong chua t6t, duong ROC s& gan dudng chéo,
AUROC xép xi 0.5, nghia 1a gan nhu khong hon doan ngau nhién.

B. DPuong Precision Recall va y nghia AUPRC

Hinh 4.12 1a dudng Precision Recall, truc hoanh 1a Recall, truc tung la Precision.
Puong cong ndy dic biét quan trong khi dit liéu bi mat cAn bang giita 16p binh thudng
va bat thuong, vi ROC dbi khi van cao ngay cé khi precision khong tét.

Precision-Recall curve [AUPRC = D.B8385)

Hinh 4.12: Puong Precision Recall va AUPRC.
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Mot mé hinh tét s& duy tri precision cao khi recall tang, nghia 14 bat dugc nhiéu
bat thuong nhung van gitr duoc ti 1é dung cao. Trong két qua nay, AUPRC bang 0.8385
cho thdy do chinh xac tong hop theo mién recall 1a tot, va duong cong duy tri ving
precision khoang 0.8 dén 0.9 trong mot dai recall rong. Néu mo hinh chua tdt, duong
precision s& tut nhanh khi recall tang, va AUPRC s& thap, thuong tién gan vé ti 1é duong

tinh cua tap dir liu.
C. Puong Precision Recall F1 theo ngudng va cach doc diém thr 0.45

Hinh 4.13 biéu dién Precision, Recall va F1 khi quét ngudng rank score tir 0 dén

1. Truc hoanh 13 ngudng, truc tung 13 gia tri cta cac chi sb.

Precision / Recall / F1 theo nguong

1.0 4
" x - S - e —
e P =535 —
08 d Prec«0.870 . |,\
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| F1=0.913 \ \W
| |
! 1
064 |
) |
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o \
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\
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|
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Recall '.I
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Hinh 4.13: Duong Precision Recall va AUPRC.

Trong hinh, duong recall thuong giam khi ngudng tang vi ngudng cao lam hé
thong “kho tinh” hon, dan dén bo sot nhiéu hon. Nguoc lai, precision thudng ting khi
ngudng ting vi chi giit lai cdc mau rat chic chin, lam giam canh bao gia. F1 14 trung
binh diéu hoa cuia precision va recall nén thuong c6 mot ving dat cuc dai, day 1a diém
can bang. Piém danh dau thr 0.3 cho thay precision bang 0.870, recall bang 0.960, F1
bang 0.913. Viéc recall van rat cao tai ngudng nay ching té6 mé hinh van bét duoc da s6
bat thuong, dong thoi precision du tot dé han ché canh bao gia, phi hop muc tiéu trién
khai ban dau. Néu mo hinh chua tét, thudng s& thay F1 khong tao duoc dinh rd rang,
hodc dinh nam & ving ngudng rat thap kém precision thap, diéu nay ham y hé thong

phai d¢anh doi bang rat nhiéu canh bao gia méi dat dugc recall.

D. Phén b rank score theo 16p va boxplot so sanh
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Hinh 4.14 1a histogram phan b rank score theo 16p normal va abnormal. Truc
hoanh 1a rank score, tryc tung 14 tin suat. Y nghia ctia do thi nay 1a kiém tra murc do tach

biét ctia hai phéan bo.

Phén bo rank score theo lop

Norma
Abnormal

80 4

60

Tan suat

40

0 —eee, — —_— p—— o— v
0.0 02 04 06 D8 1.0

Rank score

Hinh 4.14: Histogram phéan b rank score theo 16p.

Mo hinh hoat dong t6t khi phan bd abnormal dich 16 sang phia phai, tip trung &
ving rank cao, trong khi phan bd normal tap trung & ving rank thap. Trong hinh, normal
tap trung manh & gan 0, con abnormal tap trung ¢ khoang 0.8 dén 1.0. Vung chong lan
nho phan anh kha nang phan biét tét. Néu mo hinh chua tot, hai phan bd s& chong lan
16n, hoic abnormal khong dich sang viing cao, khi d6 bat ky ngudng nio ciing sé& tao ra
nhiéu FP hogc nhiéu FN.

So sanh rank score (boxplot)
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Hinh 4.15: Boxplot so sanh rank score gitra normal va abnormal.
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Hinh 4.15 1a boxplot so sanh rank score, mdi hop thé hién trung vi, t& phan vi, va
cac diém ngoai lai. Boxplot tot khi trung vi ctia abnormal cao hon rd rét, hop it chong
lan, va khoang bién thién ctia abnormal hep hon normal. Trong két qua nay, abnormal
c6 trung vi cao va twong ddi tap trung, trong khi normal c6 trung vi thap va c6 mot sd
ngoai lai kéo dai 1én ving cao, phii hop v6i hién twong van con mot sd subject binh

thudng nhung ¢6 hanh vi hiém.
E. Phan tich false negatives theo loai tin cong

Hinh 4.16 liét ké cac loai tin cong xuat hién trong nhom false negatives. Truc
hoanh 14 loai tin cong, tryc tung 1a sb 1an xuét hién trong FN. Muc ti€u cua hinh nay Ia
chi ra cdc nhom kho phat hién, tir d6 dinh hudng cai tién trong twong lai, vi du bd sung
logkey, ting seqlen, hodc thay ddi chién lugce chon ngudng.

Top 8 loai tan cong trong False Negatives (n=17)

Sé lan xuat hién trong False Negatives

Hinh 4.16: Top loai tAn cong trong false negatives.

Do thi nay khong dung dé két luan mé hinh tot hay xAu mot cach truc tiép, ma

dung dé giai thich gi¢i han. Tuy nhién, néu tong s6 FN nho va chi tip trung vao mot vai
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nhom, didu d6 cho thdy mo hinh di bao phu tot phan 16n hanh vi bat thuong, va phan

con lai c6 thé cai thién theo hudng dic thu.

4.4.7 So sdnh giiva DeepLog va DabLog hudn luyén trén UNSW-NBI5
Pé so sanh cong bang giita Baseline (DeepLog-style) va DabLog 1 chiéu, d6 4n

co dinh cac diéu kién sau:

Cung pipeline tao chudi theo subject va cuing window_size.

Cung cau hinh roi rac hoa log key theo logkeys va key_divisor.

Cung seqlen khi dong goi cira so.

Cung cach danh gia theo rank score/miss va tong hop theo subject.

Trén mdi cu hinh s6 lwong log key, hé thong quét ngudng T trén rank score dé tim diém

lam viéc t6i vu theo F1-score, phan anh can bang gitra giam bao dong nham va gidm bo

sot.
" r > ﬁ—v—’*. ,,,,,,,,,,,,,,,, 'W!'-ww
..... T T Y CLLT LT TT PP PP TPy
® Proposed Dablog 3 ® Proposed Dablog
B Baselne Predictor B Saseline Predictor
A Top-Freguency Mode! A Top-Freguency Model
(a) 366 khoa. (b) 706 khod.

Hinh 4.17: Hai d6 thi F1 theo py trén UNSW-NBI5.

Hinh 4.17 md ta so sanh giita DabLog va Baseline (DeepLog-style) khi huan
luyén trén UNSW-NB15 véi hai cau hinh s luong log keys khac nhau: (a) 366 keys va
(b) 706 keys. Trén dd thi, truc x 13 py va truc y 1a F1 — score. Ngoai hai mé hinh chinh,
tai liéu con dua thém mot doi ching don gian 1a frequency model, danh dau bat thuong
néu chudi chura sy kién khong thudc Top-N keys xuét hién thudng xuyén nhat. Quan sat
cho thay ca hai mé hinh déu c6 dudng cong F1 muot va ving plateau rong, ham y di
lidu UNSW-NBI15 ¢6 it diém dit liéu qua hiém (infrequent) trong bdi canh biéu dién
theo keys. Pong thoi, F1 cia Baseline va DabLog kha twong dong, tuy nhién DabLog
van nhinh hon nhe trén ca hai ciu hinh 366 keys va 706 keys. Vi vay, trong thuc nghiém
trén UNSW-NB15, DabLog dugc két luan 14 c6 loi thé hon baseline.
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4.5 Tich hop mé hinh vio hé thong

4.5.1 Nap mé hinh va codebook vao hé théng

Trong trién khai, mo hinh va codebook duoc nap mot lan khi tién trinh suy luan
khaoi dong, sau d6 tai sir dung cho cac vong chay tiép theo dé giam thoi gian khdi tao.
Quy trinh nap goém hai thanh phan chinh. Thir nhét 1 codebook, codebook anh xa chudi
khoa sy kién sang chi sb nguyén, bao dam céac token khi suy luan dugc ma hoa giéng
huin luyén. Codebook dugc doc tur file json da luu sau huén luyén. Thir hai 1a m6 hinh
Keras, kién tric gdm embedding va deep LSTM autoencoder kém tang softmax theo
tung budc thoi gian. Khi nap, mo hinh dugc dung dung clu trac, sau do6 tai trong s6 da
huan luyén tir file weights. Khi nap xong, hé théng giit model va codebook trong bo

nhé, nhé @6 modi vong chay chi thuc hién budc tao batch va dy doan.

4.5.2 Té chivc dau vao suy ludn theo subject va civa so thoi gian

Pau vao truc tiép ciia suy ludn 14 cac dong dit liéu flow da chudn hod, mdi dong
twrong ing mot phién két néi. Tir mdi dong, hé thong tao mot mo ta subject ¢ ¥ nghia
van hanh, gdm client ip va mdc thoi gian theo dang ngay, gio, nira gio. Cac dong duoc
gom nhom theo subject, sau d6 m&i nhom dugc chuyén thanh chudi sy kién, mdi su kién
1a mot token rdi rac duoc tao tir cac thudce tinh tiéu biéu cta flow nhu giao thuc, trang
thai, dich vu, cong dich, va cac thong ké luu luong di dugc rdi rac hoa theo key divisor.
Viéc roi rac hoa gitp giam nhiéu va giam s6 lugng gia tri lién tuc, dong thoi lam cho
khong gian token 6n dinh gitta dit liéu huan luyén va dit liéu thyc té. Dé tranh canh bao
kém tin cay khi dit liéu qu4 it, hé thong loai cac subject c6 s6 luong su kién thap hon
ngudng t6i thiéu, vi du 20 sy kién, chi giit cac subject dii dai ¢ mo hinh quan sat duoc

ngtr canh.
4.5.3 Déng géi batch, chay dw dodn, va suy ra bt thwong

Sau khi tao cac chudi theo subject, hé thong dong goi batch theo seqlen, tirc s6
budc thoi gian mdi cira s6. Mdi cira s6 dugc mo hinh dy doan phan phdi xac suat trén
toan bo khong gian nhan su kién tai timg budc thoi gian. Tiéu chi bt thudng ¢ muc cia
s6 dua trén rank, tirc mic d6 bat ngod cua sy kién that so voi cac du doan ciia mo hinh.
Khi sy kién that bj diy xudng nhom xéc suét thp, rank ting, ctra s6 d6 dugc xem la
miss. Tham s6 rank threshold trong trién khai quyét dinh murc nhay, rank threshold cang
nho thi cang nhay, ttrc cang dé danh ddu miss. Tir danh sach céc ctra s6 bi miss, hé thong
téng hop vé mic subject dé tao chi sd van hanh. S6 cira s bi miss, téng s6 ctra s cua

subject, ty I¢ miss rate. Thong ké di€m score theo cac cua s6 bi danh dau, gom gia tri
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nho nhét, trung binh, 16n nhat, gitip GUI ¢6 thém tin hié¢u dé sap xép va loc. Chi sé dién

giai, nhu s6 su kién quan sat, va cac 1y do theo ludt dé hd tro quyét dinh canh béo.

4.5.4 Ghi két qud vao SOQLite va lién két véi Backend

Két qua suy luan dugc ghi vao SQLite theo 2 mtrc. Mttc 1an chay, luu vao bang
detect runs, gém thoi diém chay, server ip, bucket key, s6 chudi, sb lugng miss, phuc vu
theo di lich sir van hanh. Mrc subject, luu vao bang detect subjects, gém client ip, dst
ip, bucket key, s6 su kién, tong cira s6, miss count, miss rate, score min, score avg, score
max, quyét dinh va diém, kém 1y do duéi dang json dé GUI hién thi chi tiét. Ngoai ra,
khi subject dat mirc nguy co cao theo luat, hé thong cap nhat bang blocklist dé ghi nhan
ip can chin hodc trang thai da chan, Backend va GUI dung bang nay dé hién thi danh

sach IP da chan va hd tro thao tic quan tri.

4.5.5 Téi wu v@n hanh va an toan khi chay lip

DPé bao dam 6n dinh khi chay theo lich, khoi suy luan cé cac co ché van hanh
sau. Khod mot tién trinh tai mot thoi diém, tranh hai vong chay chdong 1én nhau gay ghi
dé file va ghi tring CSDL. Xoay vong file két qua du doan, kiém tra tinh toan ven file
nén trudce khi dung lai, giam rii ro hong file khi bi ngat giita ching. Bat tat ghi CSDL
bang bién mdi trudng, gitp chuyén sang ché do chi log khi can kiém tra nhanh. Don rac
bd nhé theo chu ky, han ché tang bd nhd khi chay lau.

4.6 Xay dung Backend API

4.6.1 Quy wéc thiét ké va co ché phin quyén

Backend cung cép cac HTTP API theo phong cich REST, dir liéu trao doi sir
dung JSON, céc thao tac xem log dung thém co ché streaming SSE dé cap nhat gan thoi
gian thuc. Moi API nghiép vu déu yéu ciu xac thuc, ngoai trir endpoint kiém tra séng
va endpoint dang nhap. Co ché xac thuc stir dung JWT theo mé hinh Bearer Token. Sau
khi dang nhap thanh cong, hé thong tra vé token, phia GUI gin token vao header
Authorization: Bearer <token> cho céc request tiép theo. Thoi han token duoc cu hinh
12 gio, payload chua id, username, role dé phuc vu phin quyén. Phin quyén dugc t6
chuc theo 2 vai tro chinh, admin va user. Vai tro admin dugc phép quan tri tai khoan,
thém hodc bat tit danh sach IP chin. Vai trd user duoc phép xem dir li¢u, xem canh béo,
thuc hién review canh bao. Hé thong 4p dung cac nguyén tic kiém soat ddu vao ¢ muc
API, gdom rang budc dinh dang ngay YYYY-MM-DD, gi¢i han limit dé tranh truy van

qua 16n, loc tén file bang basename dé han ché path traversal.
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4.6.2 Nhom API xdc thuc va qudn tri nguwoi dung

Nhom API nay phuc vu dang nhap va quén tri tai khoan dé van hanh hé thong.

Piang nhép tra vé JWT, quan tri nguoi dung chi cho phép vai trd admin.

Béang 4.8: Cac API xac thyc va quan tri nguoi dung.

. . Phén Piu vio Diu ra
Endpoint Method Muc dich X , ,
quyeén chinh chinh
) , Dang nhap, . username, | token, role,
/api/auth/login | POST P Public
cap JWT password username
) Danh sach . x
/api/users GET o Admin query rong | users
nguoi dung
. username,
. Tao nguot )
/api/users POST . Admin password, | ok
dung
role
, . Bat tat tai ,
/api/users/:id | PATCH ] Admin enabled ok
khoan
) ) X04 mém ) )
/api/users/:id | DELETE . ) Admin path id ok
tai khoan

Mot s6 rang budc quan trong, tén dang nhép bi gidi han theo regex, mat khau tdi thiéu
6 ky tu. Hé théng khong cho phép tir khoa hodc tw xo4 chinh tai khoan dang ding nhap

dé tranh khod nham trong véan hanh.

4.6.3 Nhom API xem log Zeek, bucket UNSW, va Zeek CSV

Nhom API nay phuc vu diéu tra, d6i soat theo ngay, dong thoi hd trg xem nhanh
dir liéu dau vao lién quan dén cac canh bao. Thiét ké phéan tach theo 3 ngudn, log Zeek
theo cdy thu muc ngiy, bucket UNSW da chuan hoa, va Zeek CSV theo ngay dé GUI
tai dang file.

Béang 4.9: Cac API xem log Zeek, bucket UNSW, va Zeek CSV.

. . Phin | Piu vio | Piura
Endpoint Method Muc dich N , ,
quyén chinh chinh
/api/zeek/years GET Liét ké nam User rong years
. Liét ké thang theo
/api/zeek/months GET § User year months
nam
. Liét ké ngay theo year,
/api/zeek/days GET § ] User days
nam thang month
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) Danh sach file log
/api/zeek/files GET . User date files
theo ngay
p . ‘. date, .
. . Lay n dong cuoi lines,
/api/zeek/tail GET ) User file, )
cua log o size
limit
. Danh séch file x
/api/buckets/files GET User rong files
bucket
) ) Léy n dong cudi file, lines,
/api/buckets/tail GET User o )
bucket limit size
. files[ {na
) ) Tra manifest file
/api/zeekcsv/manifest | GET . User date me,path
theo ngay
i
) ) Tail Zeek CSV date, lines,
/api/zeekcsv/tail GET . User o
theo ngay limit file
/api/admin/import/zee POST Import Zeek CSV Admin query importe
kesv vao DB flows date d, day

Dang tra vé cia cac API tail thuong gom lines 1a mang chudi, kém size hodc file dé phia

GUI hién thi trang thai. Cac API liét ké thu muc tra vé mang té€n thu muc hoac tén file,

gitp GUI tao bd loc nam thang ngay.

4.6.4 Nhém API phuc vu tra civu flows va thong ké

Nhom API nay doc dir licu flows trong SQLite, phuc vu diéu tra theo IP, hudng

luu lugng, giao thirc, dich vy, trang thai. Két qua tra vé ¢cb phan trang dé GUI tai dan

khi dir li¢u 16n.

Bang 4.10: Cac API phuc vu tra ciru flows va thong ké.

Phin Diu vao .
Endpoint Method | Muc dich N , Dau ra chinh
quyeén chinh
Liét ké IP
/api/flows/ips GET xudt hién | User | date ips[]
trong ngay
date, ip,
Tim kiém direction,
/api/flows/search | GET flows co User | proto, service, | total, rows][]
b0 loc state, limit,
offset
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Théng ké
/api/stats/by hour | GET sd flows | User | date series[ {hour,n}]
theo gio
Top IP

/api/stats/top_ips | GET nguoén va | User | date, limit top_src, top_dst
dich

Trong d6, /api/flows/search hd tro direction gom src, dst, any dé loc theo IP ngudn, IP

dich, hoic ca hai. Thong ké theo gid dung epoch stime, quy d6i mui gio UTC+7 dé biéu

dién ding theo van hanh.

4.6.5 Nhém API cinh bdo bdt thuwong, review, va danh sach IP chin

Nhom API nay 13 18i van hanh. Canh bao bat thuong dugc truy van theo day, hd
tro tim kiém nhanh theo IP hoidc subject. Tac vy review cdp nhat review_status,
review by, review_at dé tao vong phan hdi gitta mé hinh va van hanh. Danh sach IP

chin tach riéng, cho phép admin thém mai va bat tat.

Béang 4.11: Cac API canh bao bat thuong, review, va danh sach IP chan.

Piu A
) , Phén . Dau ra
Endpoint Method | Muc dich N vao ]
quyen , chinh
chinh
Danh sach date, otal
otal,
/api/detect/anomalies GET canh bao User limit, ,
. items| |
theo ngay offset, q
) ) ) Review id,
/api/detect/anomalies/review | POST i ) User ok
canh bao status
. . Xem danh < .
/api/blockedips GET ) _ | User rong items[ ]
sach IP chan
Thém IP
. . chdn hodc .| 1p,
/api/blockedips/add POST A | Admin ok
cap nhat ly reason
do
) . Bat tit trang ) ip,
/api/blockedips/toggle POST L Admin ok
thai chan enabled

O phia dit liéu canh bao, items[] tra vé cac thong ké nhu miss, miss_pct, score_min,
score_avg, score_max, va doan chi so chuoi seq_from, seq_to. Cac truong nay giap giai

thich mutrc d6 bat thudng, dong thoi lién két vé dir liéu gbe dé ddi soat khi can.

Sinh vién thyc hién: Ngo D6 Nguyén Hai Son Huéng dan: Nguyén Ning Hung Van 103



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

4.6.6 Nhom API streaming SSE va endpoint giam sdt

Pé hd trg xem log gan thoi gian thue trén GUI, hé théng cung cip endpoint SSE.
Khi client dang ky stream theo type, date, file, server ghi nhan offset hi¢n tai va chi gui
phan log méi phat sinh. Co ché nay giam tai so véi polling lién tuc, dong thoi phu hop

v6i nhu cau quan sat thay doi trén log.

Bang 4.12: API streaming SSE va endpoint gidm sat.

) , Phin | Diu vao Piu ra
Endpoint | Method Muc dich N , ,
quyén chinh chinh
event ready,
. SSE stream log Zeek type,
/api/stream | GET S User append,
hoac bucket date, file
error
/api/health | GET Kiém tra song Public | rong {ok:true}

SSE tra dit liéu theo event. Event ready bdo stream d3 sin sang va offset ban dau. Event

append mang theo cac dong mai lines[], gitip GUI ndi tiép vao vung hién thi.
4.7 Xay dung giao dién Web/GUI

4.7.1 Muc tiéu va cdch té chive giao dién
Giao dién Web duoc xdy dung nham phuc vu giam sat va diéu tra theo ngay, tap
trung vao ba nhom thao tac chinh, xem danh sach canh bao, xem chi tiét ting ban ghi,

va thuc hién xac minh thu cong dé gidm canh bao sai.

Giao dién dugc trién khai theo kiéu trang don, diéu hudng bang hash route, gitp
chuyén doi nhanh gitta cac man hinh ma khong can tai lai toan bg trang. Cac man hinh
duogc t6 chirc theo nhom chirc ning rd rang, canh bao, log Zeek, danh sach IP da chin,
thong ké, va quan tri tai khoan. M&i man hinh déu sir dung chung cac diéu khién loc

theo ngay, tim kiém, giéi han s6 dong hién thi, va co ché lam méi dir liu.
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UMSW-NNIS Adren =

Log Zeek (CSV)

Trang this

Hinh 4.18: Man hinh tong quan giao dién chinh.

4.7.2 Thanh diéu hwong va cdc diéu khién ding chung

Giao dién cung cap thanh diéu huéng cb dinh dé truy cap nhanh cac man hinh
chinh, gdm Canh bao tin cong, Canh bao bét thuong, Log Zeek (CSV), Cac IP di chin,
Thong ké, Quan 1y tai khoan. Trang thai hé théng dugc hién thi & cudi thanh diéu hudéng
nham phan hoi nhanh cac su kién nhu tai dix liéu thanh cong, 16i goi API, hodc canh bao
quyén truy cap. Bo diéu khién chung ¢ phan dau trang gdm bo loc ngay, 6 tim kiém,
gidi han s6 ban ghi, nut tai lai, va tuy chon tu 1am mai theo chu ky. Trong do, loc ngay
duoc thiét ké theo nam, thang, ngay, hd trg ché d6 xem theo nim béng cach chon thang

la ALL, khi d6 bo chon ngay sé& bi khoa dé tranh sai 1éch ngit nghia.

2026 «~ o 16 v M of . Roload Logout

Hinh 4.19: B0 loc ngay va thanh cong cu chung.
4.7.3 Man hinh Canh béo tan cong

Man hinh canh béo tin cong hién thi danh sach cac ddi twong bi nghi ngd theo
két qua tong hop tir cac 1an chay suy luan theo ngay. Dit liéu duoc trinh bay dang bang,
moi dong tuong tmg mot subject, gitip ngudi van hanh wu tién xtr Iy nhanh theo murc do
bat thudng. Cac cot chinh trong bang gom, thoi gian, server ip, ip ngudn, loai quyét

dinh, diém score, trang thai review, va nut chi tiét. Trang thai review dung dé danh dau
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tién d6 xur 1y thu cong, gitip thong ké lai ti 18 false positive trén cac canh bao di duoc

xac minh.

UMS® - WENE Aovrin ' . L]

Cénh béo tin chng

¢\ e M 1Y

Trang i

Hinh 4.20: Bang danh sach canh bao tin cong.

4.7.4 Man hinh Cinh bdo bit thwong

Man hinh Canh béo bat thuong c6 cau tric twong tu, nhung tap trung vao bat
thudng theo chudi su kién. Bang hién thi cac truong quan trong phuc vu diéu tra nhanh,
gom thoi gian phat hién, ip, ti 16 miss trén tong cira so, score trung binh, subject, va
review status. Vi cac ban ghi dang chudi, thong tin miss, total, seq_from, seq_to la co

s& dé truy vét doan chudi gy bat thudng va dbi soat lai véi log Zeek theo ciing ngay.

Canh bao bét thudng

Hinh 4.21: Bang danh sach canh bao bat thuong.
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4.7.5 Hpp thogi chi tiét va co ché review

Khi nhan “Chi tiét” & bat ky man hinh nio, hé théng mo hop thoai chi tiét va hién
thi toan bo ndi dung ban ghi ¢ dang JSON co dinh dang, kém phan header gom date
filter, review status, va id dugc bam dé tao dinh danh 6n dinh theo noi dung canh béo.
Co ché nay giup thong nhét thao tac review ma khong phu thudc truc tiép vao khoa

chinh cuda co s¢ dir liu.

@ : )

Chd tiét cdni bio bat thusting

sate_filter: 2026-01-13%
review _siatus: pending
19: a_Z2Bal9e528

id 2646,
“day": "28026-81-15",

ts™: Y2026-81-15723:59:37",
"subject™: "14,165,247.221215-23-1",
“ip "14,165,.247.21"
"miss™: 1859,

“total™: 1850,

*miss pct: 106,

score ain": 9.38,
“score_avg": 0.4,
“score_sax™: 0.4,

“*seq _from": @,

*soq to": 1849,

“review_status": “pending™,
*review_by": null,
“review_at": null

Hinh 4.22: Hop thoai chi tiét canh bao va thanh review.

Thanh review bar trong hop thoai cung cép ba lya chon, Pending, True attack,
False positive. Khi nguoi van hanh chon trang thai mdéi, giao dién cdp nhat ngay va phan
anh lai & bang danh sach va trang thong ké. Truong hop danh déu False positive, néu tai
khoan dang dang nhap la admin va ban ghi c6 ip, hé thong c6 thé goi API dé g& chan ip
twong tmg nham tranh duy tri chan sai.

4.7.6 Man hinh Log Zeek
Man hinh Log Zeek (CSV) phuc vu diéu tra theo flow, hd trg loc nhanh theo ip,

proto, service, state, va port. Thiét ké bd loc theo dang panel gitip ngudi van hanh thu
hep pham vi quan sét, sau d6 tai danh sach ban ghi phu hop va hién thi theo bang. Cac
cot chinh gbm ts, src ip, src port, dst ip, dst port, proto, service, state, va nat chi tiét. Khi
bam chi tiét, giao dién md hdp thoai va hién thi dﬁy da truong cua flow, phuc vu doi

soat truc tiép vai cac canh bao bat thuong theo cung ip va khung thoi gian.

Sinh vién thyc hién: Ngo D6 Nguyén Hai Son Huéng dan: Nguyén Ning Hung Van 107



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

Log Zeek (CSV)

Hinh 4.23: Man hinh Log Zeek véi bd loc va bang flow.

4.7.7 Man hinh Cac IP di chan
Man hinh C4c IP di chin hd tro quan 1y danh sach dia chi IP da dugc dua vao

trang thai chan trén hé théng. Muc tiéu cia man hinh nay 1a giup ngudi van hanh theo
ddi cac quyét dinh chin, tra ciru nhanh theo ngay, dong thoi cung cap thao tic g& chin
khi x4c minh lai cho thdy d6 1a canh bao sai hodc khong can chin nita. O phan dau trang,
hé théng hién thi bd loc theo Date va trang thai Trang thai. Trang thai mac dinh co thé
dat la Pang chan, nham tap trung vao cac IP hién con hi€u luc. Bén canh d6 1a 6 Tim
kiém dé loc nhanh theo IP hodc ndi dung lién quan, va bo chon ) dong hién thi, vi du

200 dong, phuc vu quan sat nhiéu ban ghi trong mot 1an tai.
Khdi thao tac quan tri nam ngay dudi b loc, gém hai trudng nhap ligu:

- Trudng IP, cho phép nhap dia chi IP can chin tha cong.
- Truong Ly do, ghi nhan nguyén nhan chin, vi du manual block, hodc md ta ngan

phuc vu truy vét sau nay.

Sau khi nhap, nat Thém vao danh sach chan tao ban ghi méi hodc cap nhat ban ghi twong

ung. Giao dién c6 thong bao “Chi admin mdéi thém go chan dugc”, nham nhan manh co
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ché phan quyén, nguoi ding thuong chi c6 quyén xem, tai khoan admin méi c6 quyén
thay d6i trang thai chian. Danh sach IP dugc trinh bay dang bang, gdm cac cot chinh:

- Thoi gian, thoi diém ban ghi chan duoc tao hodc cap nhat

- IP, dia chi IP bi chan

- Ly do, ly do chdn do h¢ théng hodc nguodi van hanh cung cép

- Ghi chi, thong tin bo sung, thudng ding dé luu nguoi thyc hién nhu by admin

- Hanh dong, cung cap hai nat Chi tiét va G& chin

Nt Chi tiét dung dé mé hop thoai xem ddy du thong tin ban ghi, phuc vu ddi soat trong
qua trinh xt ly sy kién. Nut G chan chuyén IP khoi trang thai dang chan, phuc vu tinh

hudng xac minh lai va giam tac dong khong can thiét dén luu luong hop 1¢.

Cac IP di chan

Hinh 4.24: Man hinh Céac IP da chan.

4.7.8 Man hinh Thong ké
Man hinh Thong ké tong hop nhanh hiéu qua van hanh theo ngay, trong d6 co

phén dém sd canh béo theo loai va phén FP rate trén cac canh bao da duoc xac minh.
Cach tinh FP rate dua trén cac canh bao da duoc gén nhan True attack hoac False
positive, gitip phan anh chat lugng canh bao sau khi dd c6 su can thiép cua ngudi van
hanh. Ngoai ra, hé thdng thong ké theo period dang day cho ba nhom, canh bao tin cong,

canh bao bat thuong, va s6 IP bi chan, hd tro quan sat xu hudng.
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Hinh 4.25: Man hinh thong ké FP rate va sb lugng theo ngay.

4.7.9 Man hinh Qudn ly tai khodn

Quan ly tai khoan 200 ding

Tao user

Hinh 4.26: Man hinh quan ly tai khodn va céc tab trang thai.

Man hinh Quan 1y tai khoan danh cho admin, hd trg tao user méi, phan role user

hodc admin, va quan ly vong doi tai khoan theo ba trang thai, dang hoat dong, da bi vo

hiéu ho4, va da xod. Moi dong hién thi username, role, trang thai, thoi diém tao, 1an dang

nhap gan nhét, va cac nit thao tac twong tng nhu vo hiéu hod, kich hoat, hodc xoa. Thiét

ké tach ba tab trang thai gitip giam nham 1an khi van hanh, déng thoi han ché ri ro thao

tac sai trén tai khoan dang hoat dong.
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4.8 Trién khai, van hanh va giam sat

4.8.1 M6 hinh trién khai trén mdy chii

Hé théng duoc trién khai theo mo hinh mét may chu, chay trén EC2 Ubuntu. Cac
thanh phan chinh gom:

- Backend Nodejs cung cap API
- Giao dién Web GUI phuc vu van hanh
- Céc tién trinh Python d¢ tao bucket tir Zeek va chay suy luan

- Co s¢ dir liéu SQLite Iuu flows, canh bao, review, va danh sach IP chan.

Céu trac trién khai tach theo thu muc, Backend dit trong ~/detectweb_backend,
GUI dat trong /var/'www/detectweb_gui, dir liéu log va bucket dat theo cdy thu muc

ngay dé dé d6i soat va tdi wu truy van theo thoi gian.
4.8.2 Co ché dich vu va lich chay tw dong

Dé bao dam hé thong chay 6n dinh va ty dong theo thoi gian, cac thanh phan

duogc cau hinh chay duéi dang systemd service va systemd timer:

- Nhoém thu thap va chuan hoé dir liéu: Zeek ghi log theo thoi gian thuc, chuong
trinh exporter doc log va tong hop thanh bucket theo chu ky, vi du mdi 30 phut.
Exporter chay nhu mét service luén hoat dong, hoac duoc kich hoat theo lich néu
can giam tai nguyén.

- Nhom suy luan va ghi canh bao: Tién trinh auto detect runner chay theo lich, doc
bucket mdi nhat, goi module detect dé tinh diém bat thuong, sau d6 ghi két qua
vao SQLite. Cach t6 chirc nay giup tach biét suy luan khoi Backend, tranh lam
cham API va gitp dé thay thé mé hinh.

- Nhom ingest vao CSDL: Céc script ingest flows va ingest detect anomalies chay
theo lich hing ngay, dua dir liéu dau vao va két qua suy luan vao bang tuong tng,
tao dir liéu 6n dinh cho GUI truy van theo ngay.
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Hinh 4.27: Céc dich vu chay tu dong theo lich.

4.8.3 Vin hanh log, theo doi 16i, va truy vét sw co

Hé théng st dung journald dé luu log cua cac service. Log Backend giup theo
ddi request, 16i xac thyc, 18i truy van SQLite. Log exporter gitp phat hién tinh hudng
thiéu file Zeek, 18i parse, hodc thiéu quyén truy cdp thu muc. Log detect runner gitp
quan sat tién trinh suy luan, sb lugng subject, sb lugng miss, va cac canh béo bat thuong

theo ngay. Khi xdy ra sy cd, quy trinh truy vét uu tién theo thir tu:

- Mot 1a kiém tra trang théi service, dé xac dinh thanh phan nao dimng bét thuong.

- Hai la kiém tra log 200 dong gan nhét cta service d6, dé xac dinh 18i cau hinh,
18i quyén, 15i file, hodc 15i dit lidu.

- Baladdi soat dir liéu dau vao, béng cach xem bucket theo cung thoi diém va xem
log Zeek tuong ung.

4.8.4 Sao luu, phuc hoi, va qudn Iy phién béin div liéu

Do sir dung SQLite, dir liéu van hanh tap trung trong file app.db. Hé thdng ap
dung sao luu dinh ky theo nguyén tic, sao luu truéce khi migrate, sao luu theo ngay d6i
v6i dir liéu dang tang, va luu t6i thiu mot s6 ban gan nhat dé co thé quay lui khi phat
sinh 16i.

Sao luu dugc thuc hién béng cach tao ban copy theo timestamp, vi du
app.db.bak.YYYYMMDD HHMMSS. Quy trinh phuc hdi gdm dirng Backend dé tranh
ghi dong thoi, thay file app.db bang ban sao luu, sau d6 chay kiém tra nhanh mot s6 truy
van théng ké, va khoi dong lai Backend. Ngoai CSDL, thu muc log Zeek va bucket cling
can chinh sach luu giit. Log Zeek thudng ting nhanh, do d6 can giit theo vong doi, vi
du 7 ngay hodc 14 ngay tuy dung luong dia. Bucket la dir li¢u trung gian phuc vu detect,

6 thé gilr 1au hon mdt chut dé phuc vu diéu tra, nhung van can don dep theo lich.
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4.8.5 Quy trinh cdp nhdt mé hinh va ngwong phat hién

Cap nhat mo hinh dugc thyc hién theo quy trinh c6 kiém soat dé tranh lam gian

doan van hanh va tranh thay doi ngudng gay ting canh béo gia. Gom c6 4 budc chinh:

- Budc chuan bi: mé hinh méi dugc huan luyén va luu cing codebook. Can bao
dam codebook tuong thich véi dir liéu tao chudi trong hé thong, néu thay doi
cach tao token thi phai cdp nhat dong thoi module tao chudi.

- Budc kiém tra trudc trién khai: chay suy luan thir trén mot khoang dir liéu Zeek
da luu, so sanh s lwgng canh bao va phan b score v6i mo hinh dang chay. Néu
sO canh bao ting dot bién, can xem lai ngudng va co ché loc subject quéa ngan.

- Budc trién khai: dat mo hinh méi vao thu muc quy wéc, cap nhat duong dian
model va codebook trong cau hinh detect. Khoi dong lai tién trinh suy luan, theo
ddi log it nhat mot vai chu ky chay dé bao dam khong 15i load model va khong
16i ghi SQLite.

- Budc hiéu chinh ngudng: ngudng rank score c6 thé chon theo dinh F1 trén tap
kiém thur, d@)ng thoi can kiém chung lai trén dir li€u thuc té dé can bﬁng gitra FP
va FN. Trong van hanh, c6 thé ap dung chién luoc hai ngudng, ngudng thap dé
dua vao danh sach theo ddi, ngudng cao dé day 1én canh bao wu tién, cach nay

gitip gidm 4p luc xir Iy canh bao nhung van giit kha ning phat hién sém.
4.9 Kiém thir

4.9.1 Muc tiéu va pham vi kiém thir

Kiém thtr duoc thuc hién nhim bao dam hé théng van hanh 6n dinh theo chu ky,
dir liéu dau vao tir Zeek duge xur 1y ding thanh bucket, module suy luan ghi két qua
dung vé SQLite, Backend API tra vé dung dinh dang cho GUI, va cic thao tac review,
chin IP hoat dong dung theo phan quyén. Bén canh phan dénh gid mo hinh & muyc 4.4.7,
muc nay tip trung vao kiém thir mirc hé thong va phan mém, gom kiém thir don vi, kiém

thir tich hop, kiém thir hiéu nang, va kiém thir an ninh co ban.

4.9.2 Kiém thir don vi

Kiém thir don vi tip trung vao cac ham va module c6 tinh quyét dinh dén tinh

dung dan cua dir liu va tinh an toan cua API. Cac nhém ndi dung dugce kiém thtr gom:

- Thir nhét, kiém thir chuan hoé dit liéu va tao khod su kién. Dit liéu flow sau khi
chuan ho4 phai tao ra token 6n dinh, ding dinh dang, va twong thich v&i
codebook. Truong hop thiéu truong, gia tri réng, hodc gia tri vugt mién hop 18
phai duoc xir 1y theo quy ude, khong gay 18i diy chuyén trong qua trinh suy luan.
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- Thu hai, kiém thir cic ham ma hoa chudi va dong géi ctra s6. Véi ciing mot chudi
dau vao, budc tao cira s6 theo seqlen phai cho két qua nhét quan, sb ctra s6 khép
v6i ky vong, padding ding khi chudi ngan hon seqlen, va mask khong 1am sai
1éch vi tri du doan.

- Thu ba, kiém thir 16p bao vé API va kiém tra dit liéu dau vao. Cac ham kiém tra
dinh dang ngay, gioi han limit, loc tén file, va kiém tra quyén theo role phai chan
dugc cac request sai dinh dang va cac request vuot quyén. Cac 18i phai tra vé
dung ma trang thai va thong diép gon, dé GUI xir 1y duoc.

- Thu tu, kiém thir thao tac ghi doc SQLite & mirc ham. Céc truy van insert, update,
select quan trong nhu luu canh bao, cap nhat review, thém IP chdn, g& chan, phai

bao dam khong tao ban ghi trung, va khong ghi sai trang thai enabled.

Bang 4.13: Danh sach kiém thir don vi.

Nhom ham Dir liéu vao Ky vong Tiéu chi dat

. ) flow thiéu trudng, | van tao token hgp | khong 13i, token
Chuan hoa flow

flow gia tri la 1€ ding dinh dang
. x s x. s0 cira s6 khop
Tao ctra so theo chudi ngan, chuoi P . ) .
N sO ctra sO dung cong thuc, padding
seqlen dai )
ding
Kiém trangay va | ngdy sai dinh dang, | . = . tra 16i, khong truy
o oL bi tir choi .
limit limit 16n van DB
) \ , , A tra 16i, khong thay
Phan quyén user goi APl admin | bi tr choi ..
déi DB
. A status doi, review
o id hop ¢, status ) L . ) ,
Ghi review cap nhat diing by va review at c6

hop 1€

gia tri

4.9.3 Kiém thir tich hop

Kiém thir tich hop kiém tra ludng di xuyén qua nhiéu thanh phan, myc tiéu la xac

nhan cac module ghép ndi dung va dir liéu khong bi bién dang khi di qua céc 16p:
Ludng tich hop chinh duoc kiém thir theo thir tu.

- Ludng dir liéu dau vao. Zeek sinh log, exporter tao bucket, bucket dugc phat hién
va dua vao module detect, két qua canh bao dugc ghi vao SQLite. Tiéu chi dat 1a
sau mot chu ky chay, bang canh bao c6 ban ghi mdéi theo ngay, va cac truong

thdng ké nhu miss, total, score trung binh c6 gié tri hop 8.

Sinh vién thyc hién: Ngo D6 Nguyén Hai Son Huéng dan: Nguyén Ning Hung Van 114



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

- Luéng API va GUI. GUI goi API dang nhap, nhan token, truy van danh sach canh
bao theo ngdy, md chi tiét, thuc hién review, va thiy trang thai cip nhat ngay
trong danh sach. Tiéu chi dat 1a thao tac review khong lam tai lai trang, dir li¢u
sau refresh van giit dung trang thai.

- Luéng chan IP. Tr man hinh canh bao hoac man hinh IP da chan, admin thém
mot IP vao danh sach chin, kiém tra IP xuét hién trén bang, va kiém tra trang thai
enabled d6i dung khi g& chan. Tiéu chi dat 1a DB cap nhat dung va giao dién phan
anh ding ngay sau thao tac.

- Luéng xem log. GUI chon ngay, xem danh séch file, tail log, va quan sat cap nhat
gan thoi gian thue néu bat stream. Tiéu chi dat 1a khong bi 16i quyén truy cap file,

khong bi doc nham thu muc, va stream chi day phan moi.

4.9.4 Kiém thir hi¢u ning
Kiém thir hiéu ning tap trung vao ba diém nghén, tao dit liéu va ghi DB, truy van

API phuc vu GUI, va thoi gian suy luan theo bucket:

- Vi pipeline dit liéu, tiéu chi chinh 12 mét chu ky xur Iy khong bi tré so véi lich,
khong tang b nhd theo thoi gian, va khong tao backlog file bucket chua xtr 1y.
Céc chi s6 theo ddi gdm thoi gian chay exporter mdi chu ky, thoi gian suy luan
mdi chu ky, va sb subject dugc xtr 1y.

- V6i Backend API, tiéu chi chinh 13 thdi gian phan hdi 6n dinh khi truy van danh
sach canh bao va danh sach flows theo ngay, dac biét khi limit dat lon. Céac phép
do tap trung vao p50 va p95 thoi gian dap tmg, va d6 6n dinh khi refresh lién tuc
trén GUL

- Véi stream log, tiéu chi chinh 1a khong lam ting tai CPU bat thudng, khong ro ri
két ndi, va dir liéu append khong bi tring dong hodc mat dong khi file log tang
nhanh.

Bang 4.14: Tiéu chi kiém thir hiéu ning.

Hang muc Chi s theo déi Tiéu chi dat

thoi gian mdi chu ky, s6 6n dinh theo chu ky,
Exporter tao bucket )
file tao khong backlog

. thoi gian mdi bucket, s6 hoan thanh trong khoang
Suy luén detect ) . .
subject thoi gian cho phép

6n dinh khi refresh, khong

timeout

API danh sach canh bao thoi gian phan hoi p95
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API tim flows thoi gian phan hoi p95 on dinh theo limit hop 1y

i khong tang dan, khong ro
Stream log CPU va s0 két ndi mé

1i

4.9.5 Kiém thir an ninh co bin

Kiém thir an ninh co ban tap trung vao xac thyc, phan quyén, va giam rui ro tir

dir li€u dau vao:

Vé x4c thue, hé théng duoc kiém tra theo cac tinh huéng, dang nhap sai mat khau,

token hét han, token bi sira, va goi API khong kem token. Tiéu chi dat 1a hé théng
tir chdi dang, khong tra dir liéu nhay cam, va khong tao tac dung phu 1én DB.

- V& phan quyén, cac API quan tri nhu tao user, bat tit user, va thém g& chan IP
chi dugc phép voéi role admin. Tiéu chi dat 1a user thuong khong thé goi cac API
nay, ké ca khi cd tinh thay doi route trén trinh duyét.

- V& dau vao, cac tham sb nhu date, limit, file name, ip dugc kiém tra rang budc
va dugc xu ly an toan. Tiéu chi dat 1a khong truy cép duogc file ngoai thu muc
cho phép, va khong gay 15i truy van DB khi nhap chudi bat thudng.

- V& céu hinh HTTP, kiém tra cac header bao vé co ban, va cau hinh CORS diing
ngudn truy cap du kién. Tiéu chi dat 1a trinh duyét khong chip nhan truy cap trai

phép tir ngudn khong dugc phép.

4.9.6 Tong hop két qud va nhin xét

Két qua kiém thir cho thiy cac ludng tich hgp chinh hoat dong ding, dir liéu duoc
ghi nhan theo ngay, giao dién truy van 6n dinh, va vong thao tac review cap nhat trang
thai nhat quan. Cac kiém thtr an ninh co ban bao dam API khong bi truy cap khi thiéu
token hodc sai role. V& hiéu niang, hé thong dap mg tot trong kich ban van hanh mot
may chil, tuy nhién khi ting manh sb luong flows theo ngdy, can uu tién tbi wu truy van
theo chi muc va gi6i han phan trang hop 1y dé gitr thoi gian phan hoi on dinh.

Bang 4.15: Tong hop két qua kiém thir.

Nhém kiém thir Két qua Ghi chi
Pon vi dat can bo sung thém ca bién cho dit liéu rong
Tich hop dat kiém tra theo nhiéu ngay khac nhau
Hi€u nang dat theo doi thém khi dir li¢u tang manh
An ninh co ban dat c6 thé b sung rate limit khi mé rong

Sinh vién thyc hién: Ngo D6 Nguyén Hai Son Huéng dan: Nguyén Ning Hung Van 116



Pé tai: Xdy dung ing dung phat hién va phan tich cac moi de doa an ninh mang dwa vao hoc séu.

KET LUAN VA HUONG PHAT TRIEN

D6 an di xay dung duoc mot hé théng hoan chinh phuc vu phat hién va phén tich
cic mdi de doa an ninh mang dua trén hoc sau, van hanh theo quy trinh end to end tur
thu thap dir liéu mang, tién xir 1y, suy ludn mo hinh, Iuu trit két qua, dén hién thi va hd
tro thao tc xac minh trén giao di€én Web. H¢ théng tan dung Zeek dé ghi nhan luu lugng
mang, chuyén ddi thanh dir lidu dang bucket, sau d6 ap dung mo hinh Deep LSTM
Autoencoder két hop phan loai theo ting budc thoi gian dé phat hién bat thuong theo
chudi sy kién. Két qua canh bao dugc quan 1y theo ngay trong SQLite, hd trg qua trinh

tra ctru, doi soat va phan ting thong qua co ché review va danh sach IP chan.

Vé mit hiéu nang md hinh, két qua kiém thir trén dir lisu UNSW NB15 cho thiy
mo hinh c6 kha ning phén tach 16p tot thong qua AUROC cao va AUPRC phu hop véi
dic thu mét can bang 16p. Viéc lya chon ngudng rank score theo tiéu chi cuc dai F1 giup
can bang gitra d6 bao phu phat hién va ti 1¢ canh béo sai, phit hop cho trién khai thyc té.

1. Két qua dat dugc

Sau qua trinh thiét ké, huan luyén mo6 hinh va trién khai trén hé théng thuc té, dé
tai da xay dung dugc mot pipeline hoan chinh tir thu thap log dén suy luan va hién thi
canh bao phuc vu van hanh. Du6i day 1a nhiing két qua chinh ma em dat duoc:

- Thiét ké va hién thyc hoa kién tric hé thong end-to-end vdi cac khéi rd rang: thu
thap Zeek, sinh bucket theo thoi gian, suy luan béng Python, luu trix béng SQLite,
Backend Node.js cung cip API va Web GUI phuc vu van hanh. Kién trac nay
gitip tach 16p chirc nang, thuan loi cho trién khai va béo tri.

- Xay dung pipeline dir li¢u theo thoi gian c6 kha nang chay tu dong, trong do
bucket dugc sinh theo chu ky va suy luan chay theo lich, gidm phu thudc thao tac
thii cong. Cach t6 chirc nay phu hop bdi canh van hanh lién tuc va hd trg kiém
soat ludng dit liéu theo ngay/gid.

- Hién thyc hoa co ché biéu dién chudi sy kién phuc vu mé hinh hoc sau, gom triru
tuong hoa ban ghi thanh event ID théng qua codebook, chuan hoa do dai chudi
bang céc token dic biét va ap dung masking dé dam bao tinh nhat quan gitra huan
luyén va suy luan.

- Trién khai m6 hinh hoc sau theo kién triic chudi, bao gdm embedding, Deep

LSTM Autoencoder va 1dp softmax theo budc thodi gian, tir 6 xay dung chi sb
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bat thuong dya trén rank/score, hd tro phat hién hanh vi léch chuén theo ngit canh
thoi gian.

- Thyuc nghiém va danh gia c6 co s¢ dinh lugng, st dung ROC, PR va duong
Precision—Recall-F1 theo ngudng dé lya chon diém lam viéc. Két qua danh gia
gitip viéc chon ngudng trién khai khong mang tinh cam tinh ma dya trén chi s6
do duoc.

- Xay dyng Web GUI phuc vu van hanh thuc té, gém cac man hinh canh bao, xem
log Zeek, quan 1y IP chin, thong ké va quan 1y tai khoan. Co ché review giup
dong vong phan hoi gitta canh bao ty dong va xac minh thu cong, gop phan giam
false positive trong van hanh.

- Trién khai trén may chu thuc té va van hanh thir thanh cong, chimg minh kha
nang tich hop giita md hinh hoc sau va hé théng giam sat mang & murc ing dung

trién khai, khéng chi dimng & thi nghiém offline.
2. Nhitng han ché

Do thoi gian thuc hién do an c6 han, méi truong phan cung trién khai con gidi
han, va dac thu dir li¢u mang thuc té bién dong manh theo bdi canh, h¢ thong van con

mot sO han ché sau:

- Chua giai quyét triét dé léch mién dir liéu (domain shift) gitta UNSW-NB15 va
log Zeek thuc té, nén d6 6n dinh cua ngudng co thé thay ddi theo giai doan van
hanh.

- Chua xay dung co ché ngudng thich nghi theo nén theo thoi gian, hién van thién
vé ngudng cd dinh nén c6 thé kém phi hop & cac thoi diém co bién dong tai hoic
thay d6i hanh vi nguoi dung.

- Kha ning giai thich canh bao con han ché, chil yéu ding & théng ké tong hop;
viéc chi ra nguyén nhan gbc van can diéu tra thi cong do pham vi d6 an chua cho
phép 1am sau phan explainability.

- Benchmark va danh gia dai han chua day du, chua chay nhiéu kich ban/dataset
va chua theo ddi nhiéu tuan/thang vi gidi han thoi gian va tai nguyén van hanh.

- Co ché phan tmg (chan IP) chua ¢ 10p an toan ning cao, nhu whitelist/TTL/phé
duyét nhiéu budc, do yéu cau trién khai thyc té can thém quy trinh van hanh va
kiém thtr i ro.

3. Huéng phat trién

Trong tam khong chi 1a cai thién chét lugng phat hi¢n, ma con tb1 uu trai nghiém

van hanh (giam nhiu canh bao, ting kha ning truy vét) va chuan hoa quy trinh trién
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khai dé hé théng c6 thé chay bén viing trong thoi gian dai. Dong thoi, cac cai tién ciing
huéng téi viéc giam phy thudc vao diéu tra tha cong bang cach 1am rd nguyén nhan
canh bao va ting muc d tu dong hoa phan ung. Trong thoi gian téi, dé nang cao do
chinh xac, tinh 6n dinh khi van hanh thuc té va kha nang mo rong cua hé théng, dé tai

dinh hudng phat trién theo cac nhom hang myc sau:

- Tha nhat, mé rong dir liéu hudn luyén va fine-tune theo dit liéu thuc té. Co thé
thu thap log Zeek truc tiép trong mdi truong trién khai, xay dung tap “normal”
theo timg giai doan (theo tudn/thang hodc theo ca lam viéc), sau d6 tinh chinh
mo hinh va/hodc cdp nhat codebook nham giam 1éch mién dit liéu va tang tinh
thich nghi.

- Thir hai, nghién ctru co ché ngudng thich nghi theo nén va theo ngir canh. Thay
vi mot ngudng cb dinh, c6 thé dung ngudng theo percentile theo ngay/gio, hoic
chién lugc hai ngudng (canh bao wu tién va theo ddi) dé phan tang mirc d6 rui ro,
giam nhiéu trong gio cao diém nhung vén gitr kha nang bat bat thudng.

- Thir ba, ting kha ning giai thich canh bao. B6 sung thong ké “top token bi miss”
theo cura s6, hodc anh xa nguoc token vé nhém hanh vi/ giao thuc/nhém truong
tao log key, tir 46 gitip ngudi van hanh hiéu nhanh yéu t6 gay bat thudng va rat
ngan thoi gian diéu tra trén log Zeek.

- Thu tw, nang cip giam sat va quan sat hé théng. Xay dung dashboard theo thoi
gian thyc cho sb lugng bucket, sb lugng subject, phan bd score, ti 1& canh bao
nham theo ngay; dong thoi bd sung canh bao van hanh khi pipeline bi tré, khi
exporter khong sinh bucket dung lich, hoac khi chit lugng dir liéu dau vao suy
giam.

- Thr nam, tang d6 tin cay va kha nang mé rong. Khi dir li¢u 16n, co thé chuyén
tr SQLite sang hé quan tri phu hop hon; tach riéng dich vu suy luan theo mé hinh
hang doi dé tranh nghén; va chuan hoa cac quy trinh backup, migrate, rollback
dé cap nhat mo hinh an toan.

- Tht s&u, hoan thién co ché phan ung. Trién khai chin tam thdi theo TTL, danh
sach an toan (whitelist), co ché phé duyét trude khi chin trong méi trudng nhay
cam; dong thoi mé rong phan ung sang tao ticket, giri thong bao, hodc tich hop
v6i SIEM dé dong bd quy trinh xtr 1y sy cb.

Két lai, cac hudng phat trién trén tap trung vao ba muc tiéu chinh: giam 1éch mién
dir liéu va tang thich nghi, ting kha niang giai thich dé hd trg van hanh, va nang do tin

cdy—md rong dé trién khai dai han trong méi truong thuc té.
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