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TOM TAT DO AN
Tén dé tai: Xay dung hé thong quan 1y chudi cung irng cho sian phadm néng nghiép
sach dua trén cong nghé blockchain.
Sinh vién thuc hién: Chau Chi Hiéu
S6 thé SV: 102210056 Lép: 21TCLC_DT1

Db an xay dung AgriBid - hé théng quan 1y chudi cung tmg cho san phim ndng
nghiép sach dya trén cong nghé blockchain, huéng t6i giai quyét bai toan minh bach
ngudn gdc va da dang héa hinh thtc giao dich (mua truc tiép, dau gia ting dan,

livestream ban hang) cho nong san theo 16 hang.

Vé mit k¥ thuat, hé thong gém bdn thanh phan: (1) Backend xay dung bang
NestJS/TypeORM/PostgreSQL/Redis/Bull/Socket.1O véi 27 module nghi€p vu va hon
100 endpoint REST dugc tai liéu hoa bang Swagger; (2) Frontend Client (Next.js
16/React 19) phuc vu Merchant va Farmer; (3) Frontend Admin (Next.js 14/MUI)
phuc vu quan tri vién; (4) hai smart contract Ethereum (AgriBidEscrow.sol,
AgriBidNFT.sol) xdy dung bang Hardhat/Solidity/OpenZeppelin, trién khai trén
Sepolia testnet, mint NFT (ERC - 721) lam ching chi truy xuat ngudn goc cho ting 16
hang da duoc duyét.

Hé thdng tich hop thanh toan da kénh (vi ndi bo, PayOs, VietQR), livestream
qua LiveKit/WebRTC, va ap dung cac co ché bao dam an toan giao dich tai chinh nhu
database transaction kém pessimistic locking va idempotency - key. Két qua kiém thir
cho thdy 84/84 unit test Backend PASS va 20/32 test case smart contract PASS, clng
kiém thir thu cong theo 8 use case chinh xac nhan cac ludng nghiép vu trong yéu hoat

dong dung thiét ké.

Tir khéa: chudi cung vmg, ddu gid néng san, truy xudt nguon géc, NFT, blockchain

Ethereum, NestJS, Next.js, PayOS, VietQOR.
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DAI HQC DA NANG CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PAI HOC BACH KHOA Doc 1ap - Tu do - Hanh phuc

KHOA CONG NGHE THONG TIN
NHIEM VU PO AN TOT NGHIEP

Ho tén sinh vién: Chau Chi Hiéu S6 thé sinh vién: 102210056

Loép: 21TCLC _DT1 Nganh: Cong ngh¢ thong tin Khoa: Cong ngh¢ thong tin

1. Tén dé tai do an: Xay dung hé théng quan 1y chudi cung tng cho san pham ndng
nghi¢p sach dua trén cong nghé¢ blockchain

2. Bé tdi thuéc dién: Cé ky két théa thudn sé hitu tri tué doi voi két qua thuc hién.
3. Cdc 56 liéu, dir liéu ban dau:

Khao sat hién trang cac san thuong mai dién tir va dau gia truc myén (Shopee, Lazada,
eBay, OpenSea); yéu cau vé quan 1y 16 hang nong san, dau gia tang dan, livestream
ban hang, vi dién ttr ndi bd va tich hop blockchain Ethereum dé truy xuat ngudn gdc.

4. Néi dung cdc phan thuyét minh va tinh todn.:
« Chuong 1: Tong quan vé dé tai.
« Chuong 2: Phan tich va thiét ké hé thong.
« Chuong 3: Trién khai hé théng va danh gia két qua.
« K&t lugn, Tai liéu tham khdo va Phu lyc.
5. Cac ban vé, do thi:

So do Use case tong quat, so d6 kién tric hé théng, so d6 thuc thé - quan hé (ERD) rit
gon, so dd tuan tir cho cac use case chinh (UC - 01, UC - 02).

6. Ho tén nguoi hudng dan: ThS Nguyén Cong Danh
7. Ngay giao nhiém vu do an: ..... /.....1 2026
8. Ngay hoan thanh d6 an: ...../ ..... / 2026
DPa Nang, ngdy ..... thang ..... nim 2026

Truwéng Bo mon Nguwoi hwéng dian

(Ky va ghi ro ho tén) (Ky va ghi ro ho tén)
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Xay dung hé thong quan 1y chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

LOI NOI PAU VA CAM ON

Em xin chan thanh cam on quy Thay C6 khoa Cong nghé thong tin, Truong Dai
hoc Bach khoa - Pai hoc Pa Ning di tan tinh giang day va truyén dat kién thirc trong
sudt qua trinh hoc tip, tao nén tang dé em hoan thanh dd an tot nghiép nay.

Pic biét, em xin gui 10i cam on sdu sic dén Thay Nguyén Cong Danh - gido
vién hudng dan, di truc tiép dinh huéng, gép ¥ va hd tro em trong sudt qua trinh
nghién ctru, phan tich, thiét ké va xay dung hé thong AgriBid.

Em cling xin cdm on gia dinh, ban be da luén déng hanh, dong vién va tao diéu
kién thuan lgi dé em tap trung hoan thanh dd an.

Do thoi gian va kinh nghiém thyc té con han ché, do 4n khong tranh khoi nhimng
thiéu sot. Em rat mong nhan dugc sy gop ¥ ctia quy Thay Co dé dd an duoc hoan thién

hon.

Em xin chan thanh cam on!
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Xay dung hé thong quan 1y chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

LOI CAM DOAN
Em xin cam doan dd an t6t nghiép “Xay dung hé théng quan 1y chudi cung tmg
cho san pham ndng nghiép sach dya trén cong nghé blockchain” 14 cong trinh nghién

ctru va xay dung cua riéng em, dudi sy hudng dan cua Thay Nguyeén Cong Danh.

Cac sb liéu, két qua khao sat ma nguodn (s6 module, s6 endpoint, s6 trang giao
dién, sb test case...) duoc trinh bay trong dd an 13 két qua khao sat truc tiép trén hé
thong do em xdy dung, khong sao chép tir bat ky cong trinh nao khac. Cac tai liéu

tham khao duoc trich dan 16 nguén géc tal muc Tai liéu tham khao.
Em xin chiu hoan toan trach nhiém vé tinh trung thuc ctia ndi dung do an.
Pa Nang, ngdy ..... thang ..... naim 2026
Sinh vién thuc hién

(Ky va ghi ro ho tén)

Chau Chi Hiéu
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Bang 2.1 Danh sach tac nhan ctia hé thong
Bang 2.2 Yéu cau chirc ning theo nhém nghiép vu
Bang 2.3 Use case cua nong dan
Bang 2.4 Use case cua ngudi mua
Bang 2.5 Use case cua quan tri vién
Bang 2.6 Dic ta use case UC-01: it gia trong phién dau gia (VND)
Bang 2.7 Dic ta use case UC-02: Tao phién dau gia
Bang 2.8 Dac ta use case UC-03: Checkout gié hang da ngudi ban
Bang 2.9 Dac ta use case UC-04: Duyét KYC nong dan
Bang 2.10 Dic ta use case UC-05: Duyét 16 hang va mint NFT truy xuat nguon
gbe
Bang 2.11 Dac ta use case UC-06: Phat livestream ban hang va xu ly heartbeat
Bang 2.12 Dic ta use case UC-07: Nap tién va yéu cau rut tién vi VND
Bang 2.13 Pic ta use case UC-08: Ap dung ma giam gia khi checkout
Bang 2.14 Céc co ché tich hop giita cac thanh phan hé thong
Bang 2.15 Bang dir li¢u users
Bang 2.16 Béang dir li¢u wallets va transactions
Bang 2.17 Bang dir liéu product batches
Bang 2.18 Bang dir liéu listings va auctions
Bang 2.19 Bang dir liéu bids
Bang 2.20 Bang dir liéu orders va order items
Bang 2.21 Béang dir li¢u live_sessions va cac bang van hanh khac
Bang 2.22 Bang dir li¢u categories va products
Bang 2.23 Bang dir li¢u addresses
Bang 2.24 Bang dir li¢u batch media
Bang 2.25 Bang dir li¢u carts va cart_items
Bang 2.26 Bang dir liéu vouchers va voucher redemptions
Bang 2.27 Bang dir liéu listing_reviews
Bang 2.28 Bang dir liéu platform fee statements va system_settings
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S6 hiéu Tén bang

Bang 2.29 Nhom man hinh chinh ciia hé thong

Bang 2.30 Sitemap Frontend Client (30 trang) va Frontend Admin (17 trang)

Bang 2.31 API xac thuc va hd so ¢4 nhan

Bang 2.32 API quan ly nguoi dung va KYC

Bang 2.33 API danh muyc va san pham tham chiéu

Bang 2.34 API dia chi giao hang

Bang 2.35 API 16 hang, media va truy xuat ngudn goc

Bang 2.36 API listing, danh gia va gio hang

Bang 2.37 API don hang

Bang 2.38 API dau gia va dat gia

Bang 2.39 API livestream

Bang 2.40 API thanh toan va vi

Bang 2.41 API payout, voucher, phi nén tang va giao dich

Bang 2.42 API quan tri, giam sat hé thong va blockchain

Bang 3.1 Moi truong va cong nghé cai dat

Bang 3.2 Céu triic ma nguon

Bang 3.3 Bién moi truong (.env) theo timg package

Bang 3.4 Két qua kiém thir Backend theo module/service

Bang 3.5 Phan nhoém 32 test case smart contract theo file/describe block

Bang 3.6 Phan tich nhom test case smart contract chua PASS

Bang 3.7 Két qua kiém thir theo céc use case chinh

Bang 3.8 Thoi gian phan hoi trung binh ctia mét s API tiéu biéu (mdi truong
development)

Bang 3.9 UGc lugng chi phi gas cua cac giao dich chinh trén smart contract
(Sepolia testnet)

Bang 3.10 So sanh AgriBid véi cac nén tang tham chiéu theo tiéu chi chtic ning

Bang K. 1 Ddi chiéu muc tiéu dé tai va két qua dat duoc

Bang PL.1 Bang tir viét tit va thut ngit
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DANH MUC HINH VE

S6 hiéu Tén hinh
|Hinh 2.1 Biéu dd Use case tong quat hé théng AgriBid
|H‘1nh 2.2 So db kién tric téng thé hé thong AgriBid
|Hinh 2.3 So dd thyc thé - quan hé (ERD) rat gon cua hé thdng AgriBid
|Hinh 2.4 So d6 tuan ty UC-01: Pit gia trong phién dau gia (VND)
IHinh 2.5 So d6 tuan ty UC-02: Tao phién dau gia (English Auction)
|Hinh 2.6 Ping nhap/Pang ky (diém bat dau moi ludng)
|Hir1h 2.7 Marketplace & chi tiét san pham/16 hang (khdm pha san pham)
|Hinh 2.8 Péu gia realtime & Livestream (twong tac mua dic thu)
|Hinh 2.9 G106 hang & Thanh toan (checkout, PayOS)
lHinh 2.10 Xac nhan chuyén khoan (upload + duyét bién lai CK)

inh 2.11 Truy xuat ngudn goc & Blockchain/NFT (sau khi mua, xem nguon

IH gbc san pham)
|Hinh 2.12 Hd so & lich sir vi (wallet, giao dich on-chain)
|Hinh 2.13 Phén chia doanh thu/% (goc nhin farmer nhén tién)
|Hinh 2.14 Quan 1y danh cho Farmer (16 hang, listing, don béan, rut tién)
IHinh 2.15 Admin Dashboard (goc nhin quan tri, cudi ludng)
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DANH MUC CAC KY HIEU, CHU VIET TAT

KY HIEU:
Ky hiéu Giai thich
ETH Ether - don vi tién dién tir cia mang Ethereum, ding dé thanh toan/dit gia
trong cac smart contract ctia hé théng.
VND Déng Viét Nam - don vi tién phép dinh dung cho thanh todn qua vi ngi bg,
PayOS, VietQR.
CHU VIET TAT:
Tir viét tit / thuit ngir Giai thich
c Know Your Customer - quy trinh xadc minh danh tinh nguoi ding

KY .
(Farmer/Merchant) trude khi cho phép ban hang trén hé thong.

NFT Non - Fungible Token - token khong thé thay thé, dung lam chung
chi truy xudt ngudn gdc duy nhat cho ting 16 hang nong san.
Chuén token khong thé thay thé (NFT) trén Ethereum, duoc

ERC - 721 . B L
AgriBidNFT.sol trién khai d€ mint chung chi 16 hang.
JSON Web Token - co ché xéac thuc dua trén token, dung cho

JWT
access token/refresh token trong NestJS (Passport JWT strategy).

RBAC Role - Based Access Control - kiém soét truy cap theo vai trd
(FARMER, MERCHANT, ADMIN), cai dat qua RolesGuard.
Representational State Transfer - kién tric giao tiép client - server

REST API '
qua HTTP theo tai nguyén (resource).

ABI Application Binary Interface - dinh nghia giao dién goi ham cua
smart contract, dung boi ethers.js.

RPC Remote Procedure Call - giao thirc giri yéu cau téi node Ethereum

(qua BLOCKCHAIN RPC_URL).

10

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Céng Danh



Xay dung hé thong quan 1y chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Tir viét tit / thuit ngir Giai thich
Atomicity, Consistency, Isolation, Durability - cic tinh chét ciia

ACID transaction co s¢ dir liéu, ddm bao toan ven cho nghiép vu tai

chinh.

KYC/Idempotency/ERD.. | Cac thuat ngit chuyén nganh khac duoc giai thich chi tiét tai Phu

luc PL.1 - Bang tir viét tit va thuat ngi.

11
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MO DAU

1. Ly do chon dé tai

Nong nghiép gitr vai trd quan trong trong nén kinh té Viét Nam, tuy nhién phan
16n ndng san hién nay van dugc tiéu thy qua nhiéu tang trung gian (thwong 1i, cho dau
mbi) trude khi dén tay ngudi mua. Piéu nay din dén ba van dé 16n: (1) ngudi noéng
dan khong chu dong duoc gia ban va thudng chiu thiét khi gia thi trudng bién dong;
(2) nguoi mua (dic biét 13 cac thuong l4i, doanh nghiép thu mua sé luong 16n) khod
tiép can truc tiép ngudn hang chéit lvong véi mirc gia canh tranh; (3) thong tin vé
ngudn gdc, quy trinh canh tic ctia ndng san gan nhu khong duoc luu trir minh bach,

gy kho khian cho viée truy xuat ngudn gde khi cé su ¢b vé chit luong [1].

Song song dd, cac xu hudng thuong mai dién tr mdéi nhu ban hang qua
livestream va du gia truc tuyén di ching minh hiéu qua trong viéc rat ngan khoang
cach gitta nguoi ban va nguoi mua, ting tinh twong tic va minh bach vé gia [2], [3].
Tuy nhién, tai Viét Nam hién chua c6 nhiéu nén tang két hop dong thdi ba hinh thic
giao dich (mua ban cd dinh, d4u gia kiéu English Auction, livestream ban hang) danh
riéng cho linh vic ndng san, cling nhu chua tmg dung cong nghé blockchain dé giai
quyét bai toan minh bach ngudn gbc va thanh toan.

Xuat phat tir thyc té trén, dé tai “Xay dung hé thong quan 1y chudi cung ung
cho san pham ndng nghiép sach dya trén cong nghé Blockchain” dugc Iyra chon nham
xay dung mot hé thdng thuong mai dién tr chuyén biét cho ndng san, cho phép nong
dan ban hang truc tiép t6i thuong ldi/ngudi mua théng qua ba kénh: Listing, Auction
(d4u gia kiéu English Auction) va Live Session (livestream ban hang), déng thoi hd trg
song song hai phwong thtrc thanh toan: tién phap dinh Viét Nam (VND) qua vi ndi
bo/PayOS/VietQR va tién dién tir Ethereum (ETH) thong qua smart contract, két hop
NFT dé chimg minh ngudn gbc 16 hang. Cac nghién ctru vé blockchain trong chudi
cung Ung ndng nghiép cho thdy cong nghé nay co tiém niang hd trg luu vét dir liéu,
ting tinh minh bach va han ché chinh sira thong tin sau khi da duoc ghi nhan [4]-[7],
[9].

Trong hé thdng AgriBid, blockchain va NET khong dugc sir dung dé thay thé

hoan toan co so dit lidu truyén théng, ma dong vai trdo bd sung mot 16p bang ching
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cong khai va khé bi chinh sira cho thong tin truy xuat ngudn gdc cta 16 hang [4]-[7],

[9]. Tuy nhién, blockchain khong tu dong bao dam rang dit liéu dau vao 1a chinh xéc

tuyét ddi; do d6, hé théng van can két hop véi cac co ché kiém soat off-chain nhur

KYC Farmer, duyét 16 hang, media minh chimg va trong twong lai c6 thé tich hop
thém dit liéu IoT hodc kiém dinh doc lap [6], [7].

2. Muc tiéu dé tai

bé tai hudng dén cadc muc ti€u cu thé sau:

Xay dung hé thdng backend (Nest]S, TypeORM, PostgreSQL, Redis/Bull,
Socket.IO) cung cap day di API cho ba kénh giao dich (Listing, Auction, Live
Session), hé théng vi dién tir n6i bo (VND), tich hop cong thanh toan PayOS va
VietQR chuyén khoan tryc tiép.

Xay dung giao di¢n nguoi dung (Next.js 16/React 19) cho Farmer va Merchant:
marketplace, trang chi tiét san pham/16 hang, trang dau gia realtime, trang xem
livestream, gio hang, thanh toan, portal quan ly cia nong dan.

Xay dung giao dién quan tri (Next.js 14 + MUI) cho Admin: duyét KYC, duyét
16 hang, quan 1y danh muc, giam sat don hang/dau gia, duyét yéu cu rut tién,
tinh phi nén tang.

Thiét ké va trién khai hai smart contract trén Ethereum (Hardhat, Solidity
0.8.28, OpenZeppelin): AgriBidEscrow.sol quan 1y vong doi déu gia bang ETH
theo mo6 hinh pull - payment, va AgriBidNFT.sol mint NFT (ERC - 721) lam
chting chi truy xuat ngudn gbc 16 hang.

Dam bdo an toan giao dich tai chinh thong qua database transaction kém
pessimistic locking, co ché idempotency - key cho cac API tao tai nguyén quan

trong, va co ché dong bo dit liéu hai chiéu giita backend va blockchain.

3. P6i twong va pham vi nghién ciu

3.1. Poi twong nghién ciru

Quy trinh nghiép vu mua ban néng san theo 16 hang, bao gdm quy trinh duyét
chat lugng, niém yét gia, dau gia ting dan va ban hang qua livestream.
M6 hinh vi dién tor ndi bd va cac nghiép vu lién quan: nap tién, gilr tién

(hold/freeze), giai phong tién, thanh toan, rut tién vé ngan hang.
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* Cong nghé xay dung ung dung web hién dai theo kién tric client - server:
NestJS, Next.js, PostgreSQL, Redis, Socket.10, LiveKit (WebRTC).
» Cong ngh¢ blockchain FEthereum: smart contract Solidity, thu vién

OpenZeppelin, ethers.js, vi MetaMask, mé hinh pull - payment va chuén token
ERC - 721.

3.2. Pham vi dé tai

Pham vi ctia dd 4n tip trung vao viéc xdy dung hé théng hd trg quan Iy mot sb
mat xich cdt 16i trong chudi cung (mg ndng san sach, bao gdm: quan 1y 16 hang nong
san, xac minh va duyét thong tin 16 hang, truy xuit ngudn gdc bang NFT, t6 chirc giao
dich giita nong dan va nguoi mua, hd tro dau gia, livestream ban hang, thanh toan va

quan 1y vi ndi bg.

Cu thé, dd 4n bao gdm bén thanh phan chinh: (1) Backend Nest]S voi 27
module nghiép vu nhu xac thuc, ngudi dung, 16 hang, listing, auction, bid, gié hang,
don hang, thanh toan, vi, giao dich, payout, phi nén tang, voucher, danh gia,
livestream, blockchain, dashboard quan tri, ciu hinh hé théng va giam sat hé thong; (2)
Frontend Client Next.js phuc vu Merchant va portal Farmer véi cdc nhdm chirc nang
marketplace, chi tiét 16 hang, d4u gia, livestream, gio hang, thanh toan va quan Iy ban
hang; (3) Frontend Admin Next.js + MUI phuc vu vai trd quan tri, bao gdm duyét
KYC, duyét 16 hang, quan 1y danh muc, giam sat don hang/dau gia va xir 1y payout;
(4) hai smart contract AgriBidEscrow va AgriBidNFT trién khai bang Hardhat, phuc
vu dau gia bang ETH va phat hanh NFT 1am chimng chi truy xuit nguén gdc cho timg
16 hang da duoc duyét.

Trong pham vi “quan 1y chudi cung timg”, dd an khong xay dung day du mot hé
théng quan tri chudi cung tng end-to-end bao gdm quan 1y kho, van chuyén lanh,
logistics, nha phan phéi, diém ban 1é va t6i uu hoa ton kho. Thay vao do, hé thong tap
trung vao cac khiu cd ¥ nghia truc tiép di voi bai toan minh bach va giao dich néng
san sach: quan 1y 16 hang tir phia Farmer, xac thyc thong tin 16 hang béi1 Admin, cong
khai ngudn gbc bang blockchain/NFT, két nbi Farmer véi Merchant, hd trg mua

ban/d4u gia/livestream va ghi nhan thanh toan. Cac van dé trién khai production nhu
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CI/CD, scaling, bao mat ha tang nang cao va tich hop logistics thuc té nam ngoai pham

vi cua do an.

4. Phwong phap nghién ciru

Phuong phap nghién ciru tai liéu: tim hiéu cic nén tang thuong mai dién tir
noéng san, dau gia tryc tuyén va cac tai lidu k¥ thuat vé NestJS, Next.js, blockchain
Ethereum, LiveKit, PayOS/VietQR.

Phuong phéap phén tich - thiét ké hudng ddi tuong: xac dinh actor, use case,
thiét ké co so dir liéu quan hé (ERD), thiét ké kién trac hé thdng nhiéu 16p (layered
architecture).

Phuong phap thuc nghiém: xay dung ting module theo hudng 1dp (iterative),
kiém thir API bang Swagger/Postman, kiém thir smart contract bang bo test Hardhat
(Mocha/Chai).

5. Céu triic d6 an
Ngoai phan M¢ dau, Két luan, Tai liéu tham khao va Phu luc, ndi dung chinh cua dd

an dugc trinh bay trong cac chuong sau:

Chuong 1 - Téng quan vé dé tai: trinh bay bdi canh, muc tiéu, pham vi, khdo sat
hé théng lién quan va co sé Iy thuyét/cong nghé st dung.

Chuong 2 - Phan tich va thiét ké hé thong: trinh bay phan tich yéu cau, dic ta
use case theo tirng tac nhan, kién trac hé théng téng thé, thiét ké co s& dir liéu va thiét
ké cac luéng nghiép vu trong yéu.

Chuong 3 - Cai dit va trién khai hé thong: trinh bay méi trudng, cong nghé, ciu

truc ma nguodn, cau hinh trién khai va mot s6 doan ma cai dat ti€u bicu.
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Chuong 1: TONG QUAN VE DE TAI

1.1. Gi6i thiéu chung vé h¢ thong AgriBid

AgriBid 13 mét nén tang thuong mai dién tir chuyén biét cho nganh nong
nghiép, cho phép nguoi nong dan dang ban ndng san theo tung 16 hang thu hoach va
lra chon mot trong cac kénh giao dich: ban gia ¢d dinh, ddu gia truc tuyén kiéu
English Auction, hodc gidi thiéu/ban truc tiép qua livestream (Live Session). Ngudi
mua 13 cac thuong 1ai/doanh nghiép thu mua c6 thé duyét marketplace, dat mua, tham
gia ddu gia hodc mua truc tiép trong phién live. Quan tri vién (ADMIN) chiu trach
nhiém duyét hd so KYC ciia néng dan, duyét chat luong 16 hang, quan 1y danh muc

san pham, giam sat giao dich va van hanh cac chinh sach phi, voucher, payout.

Diém khac biét noi bat ciia AgriBid so voi cac san thuong mai dién tir nong san
truyén thong 1a: (1) tich hop ddng thoi ba hinh thirc giao dich trén cting mot 16 hang
(mdi 16 chi thudc mot trong hai kénh Listing hodic Auction, riéng livestream chi ap
dung cho listing dang ACTIVE); (2) hd tro song song hai phuong thtrc thanh toan - vi
VND noi bo/PayOS/VietQR va vi ETH qua smart contract; (3) ing dung NFT (ERC -
721) lam “chimg chi” gan véi 16 hang dé ching minh nguén gdc, tao niém tin cho

nguoi mua [4]-[7], [9].

1.2. Khio sat hién trang va cic h¢ thong lién quan

1.2.1. M4 hinh tiéu thu néng sin truyén thong

Trong md hinh truyén thdng, nong san sau thu hoach thuong duoc ban cho thuong lai
tai vuon/rudng véi mirc gia do thuong 1ai quyét dinh, sau d6 qua chg ddu mdi rdi moi
t61 cac kénh phan phdi (cho 18, siéu thi, doanh nghiép ché bién). Mdi tang trung gian
lam tang chi phi va thoi gian, dong thoi ngudi tiéu dung cudi hau nhu khong c6 thong
tin vé ngudn gdc, quy trinh canh tac. Nguoi nong dan ciing khong c6 cong cu dé t6
chirc dau gia cong khai nham ban duoc gia tot nhat khi ¢6 nhiéu bén ciing quan tim t&i

mot 16 hang chét luong cao [1], [3].

1.2.2. Cdc nén ting thwong mai dién tir va diu gid hién cé
Cac san thuong mai dién tu phé bién (Shopee, Lazada, Chg Tét...) tap trung vao mo

hinh mua ngay v6i gia niém yét ¢ dinh, c6 hd tro livestream ban hang nhung khong
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¢ co ché du gia ting dan va khong chuyén biét cho nong san theo 16 (batch) gin voi
mua vu. Cac nén tang ddu gia qudc té (eBay) c6 co ché dau gia nhung khong tich hop
thanh toan bang tién dién tir 1an tién phap dinh trén cing mot hé thong. Cac nén tang
NET marketplace (OpenSea) tng dung tot smart contract va vi dién tir nhung khong co

nghiép vu logistics, vi VND, KYC nhu m6t san thuong mai dién tir ndng san can co.

1.2.3. Bang so sanh AgriBid vdi cdc nén ting twong tw

Dé 1am 6 hon khoang trong thi trudng ma dé tai hudng toi, Bang 1.1 so sanh AgriBid
v6i ba nhém nén tang tham chiéu theo céc tiéu chi: mo hinh giao dich, dbi tuong phuc
vu, phuong thirc thanh toan va kha ning truy xuit ngudn gbc. Cac thong tin trong bang
duoc tong hop tir khao sat chirc ning cong khai ciia cac nén tang tham chiéu tai thoi

diém thyc hién d6 an va dic ta chirc ning cia hé thong AgriBid.
Bang 1.1 - So sanh AgriBid vdi cac nén tang tham chiéu

Shopee/Lazada/TikTok | eBay (d4u | OpenSea

Tiéu chi AgriBid
Shop gia) (NFT)
S % Cé6 (mua
Mua bén gié co Co6 (Buy It .,
) o Co truc ti€p Co
dinh (Listing) Now)
NFT)
Diu gia kiéu Co6 (dang | Co, kém dat
English Khong Co auction coc & dong
Auction NFT) bang sb du
, C6, gan véi
Livestream ban o '
s Co (chuyén dung) Khong Khong listing, ghim
ang ,
san pham
Thanh toan tién Co (vi ndi bo,
. Co (theo
phéap dinh Co Khong PayOS,
khu vyec) _
(VND) VietQR)

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Cong Danh 6



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Shopee/Lazada/TikTok | eBay (d4u = OpenSea

Tiéu chi
Shop
Thanh to4n tién
) Khong
dién tr (ETH)
Truy Xuét
ngudn goc qua Khong

NFT

Chuyén biét
cho nong san Khong

theo 16/mua vu

Co ché KYC C6 (dinh danh ngudi

nong dan ban n6i chung)

Cép nhat
gia/dat gia .
' Mot phan (thong bao)
realtime qua

WebSocket

DPéng bing sd
du khi tham gia Khong ap dung

dau gia

Idempotency

cho API tao .
_ o Khoéng cong khai

phién/giao dich

quan trong

AgriBid
gid) (NFT)
Co (smart
Khong Co contract
Escrow)
| C6 (NFT gan
Co6 (cho tai '
Khong , v61 10 ndng san
san sO)
thuc)
Khong Khong Co
, Co, 1a diéu
Khong bat . ,
Co kién d¢ ban
buoc
hang
Co (cap Cé (Socket.1O,
Co (theo , .
nhat day ngay khi
block) . _
trang) c6 bid moi)
Kho Khong (ky €0
ong ong (ky
(frozenBalance

cong khai | quy qua vi .
quan ly ¢ tang

co ché on - chain)
backend)
Co (x -
idempotency -
Khong Tuy tng
_ key + bam
cong khai | dung vi/san
SHA - 256
request)

Béang so sanh cho thay: chua c¢6 nén tang nao hién c6 cung lac dap tng du cac ti€u chi

trén cho riéng nganh ndng san. Pay chinh la co s¢ dé xac dinh cac yéu cau chirc nang
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cbt 16i cho AgriBid & Chuong 2, ddng thoi khang dinh gia tri khac biét (USP - Unique
Selling Point) ctia dé tai: két hop ba kénh giao dich, hai phuong thirc thanh toan va co

ché truy xuét ngudn goc bang NFT trong cung mdt hé théng chuyén biét cho néng san.

1.2.4. Nhan xét va dinh huong ciia AgriBid

Tir khao sat trén, AgriBid duoc dinh hudng xiy dung nhu mot nén tang “lai”
(hybrid): ké thira trai nghiém mua sam/livestream cta cac sin TMDT phd bién, bd
sung co ché dau gia English Auction c6 quan 1y dit coc va dong bang s6 du vi nhu cac
san d4u gia chuyén nghiép, dong thoi Gmg dung smart contract Ethereum va NFT dé
giai quyét hai bai todn ma cac nén tang truyén thong chwa 1am tbt: thanh toan/dau gia
phi tip trung va truy xuit ngudn gdc ndng san minh bach, khong thé chinh sta [4]-[7],

[9].

Dinh huéng thiét ké ciing tuan theo nguyén tic “tach trach nhiém theo ngudn
dir liéu tin cdy” (data authority separation): véi cac giao dich VND, PostgreSQL Ia
nguén dir li€u chinh va moi rang budc nghi¢p vu (sé du, dat coc, hoan tién) duoc kiém
soat chit ché ¢ ting backend bang transaction va khéa hang; véi cac giao dich ETH,
smart contract dong vai tro “sd cai” khong thé thay doi, backend chi doc va phan chiéu
trang thai. Cach tiép can nay gitp hé thong vira giit duoc toc do xir Iy va chi phi thip
cua mot h¢ CSDL quan hé truyén théng cho phén 16n giao dich, vira tan dung dugc
tinh minh bach, khong thé gia mao cta blockchain cho cac giao dich co gia tri cao

hoic can bang chimg cong khai [4], [7].

1.3. Co s& 1y thuyét va cong nghé sir dung

1.3.1. Kién triic Client - Server va RESTful API

Hé théng duoc xay dung theo kién tric client - server nhidu 16p: tang giao dién
(Frontend Client/Admin) giao tiép v6i ting dich vu (Backend) thong qua RESTful API
(JSON) va kénh WebSocket cho dir liéu thoi gian thuc (d4u gid, chat, chi sb live).
Backend dong vai tro xtr Iy nghiép vu, x4c thuc, kiém soat truy cap va 1a ngudn di liéu
tin cdy (source of truth) cho phﬁn 16n nghiép vu VND; v6i nghi€p vu dau gia ETH,
blockchain Ethereum dong vai trd ngudn dit lidu tin cdy, backend chi dong b (mirror)

trang thai vé co s¢ dit liéu quan hé.

1.3.2. NestJS, TypeORM va PostgreSQL

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Cong Danh 8



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

NestJS (phién ban 11) 1a framework Node.js theo kién trac module hoa (module -
controller - service), hd trg Dependency Injection, decorator va tich hop tét voi
TypeScript, gitp t6 chirc 27 module nghiép vu (28 controller, tong cong khoang 155
endpoint REST) mdt cach rd rang, dé mé rong. TypeORM (*0.3) duoc dung lam ORM
4anh xa entity sang bang PostgreSQL, hd tro migration, quan hé
(OneToMany/ManyToOne/ManyToMany), va dic biét 1a co ché khoa hang
(pessimistic lock) thong qua QueryRunner - yéu t6 then chdt dé dam bao tinh nhat
quéan khi nhiéu nguoi ding cing thao tac trén vi hodc phién déu gia. PostgreSQL duoc
chon lam hé quan tri co s& dit liéu chinh nho tinh 6n dinh, hd tro transaction ACID va

kiéu dir liéu phong phu (numeric, jsonb, enum) [10]-[12].

1.3.3. Redis, Bull Queue va Socket.10

Redis dugc str dung cho hai muc dich: Iam broker cho hang doi tac vu nén Bull (lap
lich bat dau/két thiic phién dau gia, tuy dong hily don hang qua han thanh toan, ty dong
hoan tit yéu ciu rat tién da duyét...) va 1am adapter cho Socket.IO (@socket.io/redis -
adapter) dé déng bd sy kién realtime gitra nhiéu instance backend. Co ché Bull Queue
cho phép 1ap lich chinh xac thoi diém bat dau/két thic cua ting phién du gia (job start
- auction, end - auction) doc 1ap véi viéc c6 ngudi dung thao tac hay khong, dong thoi

hd tro retry khi job that bai [13].

1.3.4. Next.js, React va hé sinh thai Frontend

Frontend Client dugc xdy dung bang Next.js 16 (App Router) va React 19, str dung
TanStack Query dé quan ly dit li¢u bat déng bd, Zustand cho state cuc by, Tailwind
CSS 4 cho giao dién, va next - intl cho da ngon ngit (Tiéng Viét/Tiéng Anh). Frontend
Admin st dung Next.js 14 voi thu vién Material UI (MUI) theo template Materio, két
hop TanStack Query va Zod dé validate form. Viéc tach hai tmg dung frontend riéng
biét gitp t&i uu trai nghiém cho timg nhom ngudi dung: Client phuc vu
Farmer/Merchant, Admin phuc vu d0i van hanh [19].

1.3.5. LiveKit va WebRTC cho livestream

Tinh ning livestream ban hang str dung LiveKit - ha ting WebRTC mi ngudn md, cho
phép ndng dan phat truc tiép tir trinh duyét va ngudi xem tham gia phong live theo

thoi gian thuc. Backend sir dung livekit - server - sdk dé cap token truy cap phong
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(room) cho host va viewer. D& dam bao khong ton tai phién live “ma” khi két ndi cua
Farmer bi gian doan, hé théng ap dung co ché heartbeat: client giri tin hiéu “con séng”
mbi 30 gidy, backend chay bd quét dinh ky (sweep) mdi 30 gidy va tu dong chuyén
trang thai phién sang FORCE_ENDED néu qua 90 gidy khong nhan dugc heartbeat
[14].

1.3.6. Blockchain Ethereum, Solidity va OpenZeppelin

Phan dau gi4 bang tién dién tir va chimg chi truy xuit ngudn gc dugc xay dung trén
nén tang Ethereum bang ngdn ngit Solidity (phién ban 0.8.28), sir dung cac thu vién
chuan ctua OpenZeppelin (AccessControl, Pausable, ReentrancyGuard, ERC - 721) dé
dam bao an toan va tuin thu chuin. Hai smart contract chinh 1a AgriBidEscrow.sol
(quan 1y vong doi phién dau gia ETH theo mé hinh pull - payment: ngudi ding tu goi
1énh rut tién hoan/khoan thing thay vi hé théng tu day tién, gitp han ché 15 hong
reentrancy) va AgriBidNFT.sol (mint NFT chuan ERC - 721 lam chimg chi cho 16
hang d3 duogc duyét). Moi trudng phat trién, bién dich, kiém thr (Mocha/Chai) va trién
khai hop dong sir dung Hardhat 3, thu vién ethersjs v6 dung dé giao tiép giita
backend/frontend v&i mang Ethereum [9], [15]-[17].

1.3.7. M6 hinh tin cdy va gidi han ciia blockchain trong truy xudt nguéon géc

Trong hé théng AgriBid, blockchain va NFT khong duoc sir dung dé thay thé
hoan toan co s& dit liéu truyén théng, ma déng vai trd bo sung mot 16p bang chimg
cong khai va kho bi chinh sira cho thong tin truy xuit ngudn gbc ctia 16 hang. Néu chi
sir dung QR code két hop vai co so dir liéu tap trung, ngudi ding c6 thé truy cap thong
tin 16 hang mot cach thuan tién, tuy nhién toan bo dit liéu van phu thudc vao may chu
ctiia hé théng. Trong trudng hop co sé dir liéu bi can thiép, chinh sira hodc mét tinh
toan ven, ngudi mua kho co co sé doc 1ap dé kiém ching thong tin da duge cong bd

trude do [4]-[7].

Vo1 cach tiép can dua trén blockchain, moi 16 hang sau khi dugc Admin phé
duyét s& dugc gin v6i mot NET chuan ERC-721. NFT nay dong vai trd nhu mot
chung chi s6 duy nhat dai dién cho 16 hang, chira hoic lién két t6i metadata mo ta cac

thong tin quan trong nhu ma 16 hang, san pham, Farmer, thoi gian thu hoach, quy trinh
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canh tdc va cac minh chung lién quan. Sau khi NFT dugc mint va ghi nhan trén
blockchain, thong tin dinh danh cua ching chi truy xuét ngudn goc ¢ thé dugc kiém
tra cong khai, han ché kha ning sira d6i hodc thay thé di liéu sau khi 16 hang da duoc

phé duyét [4]-[7], [9].

Tuy nhién, blockchain khong ty dong bao dam rang dir liéu dau vao l1a chinh
xéc tuyét d6i. Néu thong tin ban dau do Farmer cung cap khong trung thuc hoic minh
chtng khong day du, viéc ghi nhan dit liéu d6 1én blockchain chi giup bao toan trang
thai da duoc cong bd, chir khéng ching minh ban than dir liéu 1a dung. Vi vay, mo
hinh tin cay cua AgriBid dugc xay dung theo hudng két hop giira kiém soat off-chain
va bang ching on-chain. O ting off-chain, hé thong ap dung KYC ddi v6i Farmer, quy
trinh Admin duyét 16 hang, quan 1y hinh anh/video minh chimg va kiém soat trang thai
16 hang trudc khi cho phép giao dich. O tang on-chain, NFT dugc dung dé tao bang

chtng truy xuit ngudn gbe kho chinh sira sau thoi diém phé duyét [5]-[7].

Do d6, blockchain trong dd 4n nay giai quyét chu yéu bai toan minh bach,
chdng stra d6i dit liéu sau khi phé duyét va ting kha ning kiém ching cong khai, cht
khong thay thé hoan toan quy trinh kiém dinh chat luong nong san ngoai thuc té.
Trong hudng phat trién tiép theo, hé thong c6 thé tich hop thém dir liéu tir thiét bi IoT,
cam bién moi truong, don vi kiém dinh doc 14p hodc co quan chimg nhan dé nang cao

d6 tin cay cta dir liéu dau vao trudce khi ghi nhan 1én blockchain [1], [5], [8].

1.3.8. Vi di¢n tiv Web3 va dong b on - chain/off - chain

O phia frontend, thu vién Wagmi va Viem duoc dung dé két ndi vi MetaMask, ky va
giri giao dich truc tiép toi smart contract AgriBidEscrow (dat gid, rat tién hoan, rat tién
thiang cudc). O phia backend, mot tién trinh BlockchainListener chay nén (poll log
theo chu ky, mic dinh 15 giy, theo timg khoang block va chd du sb block x4ac nhan)
dé léng nghe cac sy kién trén smart contract (BidPlaced, AuctionEnded,
AuctionCancelled...) va dff)ng b vao co so dit li¢u quan hé, ddm bao dir li¢u hién thi
trén giao dién ludn phan anh dung trang thai on - chain ma khong can nguoi ding tu

refresh vi.

1.3.9. Céong thanh todin PayOS va VietQR
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Dbi v6i thanh toan bang VND, hé thong tich hop PayOS - cong thanh toan tryc tuyén
hd tro tao link thanh toan/QR code va xac nhan qua webhook (c6 kiém tra chit ky s6) -
dung cho viéc nap tién vao vi va thanh toan don hang. Bén canh do, hé théng hd tro
hinh thtrc “VietQR chuyén khoan thang” (VietQR Level 2): ngudi mua quét ma QR
chuyén khoan truc tiép dén tai khoan ngin hang cua Farmer (khong qua vi trung gian),
sau d6 tai 1én bién lai chuyén khoan dé Farmer/Admin x4c nhan. Day 1a giai phap phu
hop véi thuce t& nhiéu nong dan mudn nhan tién truc tiép vao tai khoan ngan hang ca

nhan [18].

1.3.10. Bdo mdt va xdc thuc

Hé théng ap dung JWT (JSON Web Token) cho xac thuc, gdbm access token thdi han
ngan (15 phuat) va refresh token thdi han dai (7 ngay) luu dudi dang cookie httpOnly;
mat khau ngudi ding dugc bam bang berypt. Co ché RolesGuard kiém soat truy cip
theo vai tro (FARMER/MERCHANT/ADMIN) & cép controller. Dé chdng tan cong
brute - force va lam dung API, h¢ thé)ng st dung ThrottlerGuard gidi han tdc do
request. Cac API tao tai nguyén quan trong (tao listing, tao phién dau gia) dugc bao vé
bdi co ché idempotency - key két hop bam SHA - 256 ndi dung request, dam béao viéc

client giri lai request do 16i mang khong tao ra ban ghi trung lap [10].

Ngoai ra, dir li¢u nhay cam (mat khau, token noi bo, thong tin tai khodn ngan hang)
khong bao gid duge tra vé nguyén ven cho client: TransformInterceptor dam nhiém
viéc loc bd cac trudong nhay cam khoéi response trudc khi dong goi thanh envelope
chuin (status, data, message). Toan bd input cua client déu duoc kiém tra rang budc
bang class - validator (DTO) & tang controller trudc khi vao tang service, giup ngin
chin dit liéu khong hop 18 1am sai 1éch logic nghiép vu hodc gay 16i ¢ ting co s& di
liéu.
1.3.11. Cong cu va quy trinh phdt trién

Mi ngudn duoc quan 1y phién ban bang Git, to chic duéi dang nhiéu thu muc
du 4n doc lap (Backend, Client, Admin, Blockchain) trong cling mdt repository tong
(monorepo theo kiéu thu muc, khong dung workspace npm chia sé). Backend cung cip
tai liéu API ty dong bang Swagger (truy cép tai endpoint /api), giup viéc kiém thir thu

cong va trao doi gitra backend - frontend thudn tién hon trong qua trinh phat trién. Viéc
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kiém thtr smart contract st dung b cong cu Hardhat két hop Mocha/Chai dé viét test
case cho ting ham ctua AgriBidEscrow va AgriBidNFT (tao phién, dit gia, két thac
phién, rut tién hoan/thing, mint/transfer NFT), dam bao logic tai chinh trén smart

contract hoat dong dting trude khi trién khai 1én mang thir nghiém (testnet) [15].

V& moi truong van hanh, hé théng cung cp cac endpoint health - check (kiém
tra két ndi PostgreSQL, Redis, RPC blockchain) va endpoint metrics theo dinh dang
Prometheus, phuc vu vi¢c giam sat tinh trang hoat dong khi trién khai. CAu hinh moi
truong (bién méi truong) duogc tach riéng cho timg package: Backend cau hinh PORT,
céc bién DB_*, JWT SECRET, REDIS * BLOCKCHAIN * va khéa PayOS; Client
cdu hinh NEXT PUBLIC API URL, cac bién NEXT PUBLIC_BLOCKCHAIN *
va project ID ctia WalletConnect; Admin cdu hinh NEXT PUBLIC API URL tr6 t6i
cung host véi Backend (dé cookie refresh hoat dong diing trong méi truong phat trién).
Bang 1.2 tong hop cac cong nghé, thu vién chinh va phién ban cy thé dugc sir dung
trong timg thanh phan cua hé thong, trich xuat truc tiép tir cac tép package.json cia
bdn package trong ma ngudn (Backend, Client, Admin, Blockchain) va dbi chiéu véi

tai liu chinh thurc cua cac cong ngh¢ tuong timg [10]-[19]:

Bang 1.2 - Tong hop cong nghé sir dung theo timg thanh phan

Lop Cong nghé Phién ban Vai tro
_ Framework chinh, kién trtic
Backend | @nestjs/core ~1.0.1 o
module/dependency injection
ORM énh xa entity - bang
Backend | typeorm 70.3.28 o
PostgreSQL, quan ly migration
Backend pg 78.16.3 | Driver két n6i PostgreSQL
' . Két ndi Redis cho cache, rate -
Backend | ioredis 75.8.2 o .
limit, hang doi
Hang doi job nén (sweep don
Backend bull ~4.16.5 | hang, d6i soat phi, top - up

PayOS)
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4

Lép

Backend

Backend

Client

Client

Client

Client

Client

Client

Client

Admin

Admin

Admin

Cong nghé Phién ban
livekit - server - sdk A2.15.1
ethers 76.16.0
next 16.2.2
react 19.2.4
zustand 75.0.12
(@tanstack/react - query 75.96.1
tailwindcss 4
wagmi 73.6.8
viem 72.48.4
next N4.2.3
react 8.3.1
(@mui/material 75.15.19
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Vai tro

Cép token va quan 1y phong
livestream WebRTC

Tuong tac véi smart contract
Ethereum (doc su kién, giri giao

dich)

Framework React (App Router)

cho Frontend Merchant/Farmer

Thu vién dung giao dién nguoi

dung

Quan ly state phia client (gid
hang, phién ddu gia...)

Quan ly dit liéu bat dong b,
cache API

Styling utility - first

Két ndi vi MetaMask, goi hop
dong tir trinh duyét

Thu vién tuong tac blockchain

mirc thip cho wagmi

Framework React cho giao dién

quan tri

Thu vién dung giao dién nguoi

dung

Thu vién component Ul

(Material UI)
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4

Lop Cong nghé¢ Phién ban Vai tro

, Quan 1y dit liéu bat dong bo,
Admin (@tanstack/react - query 75.94.5

cache API
Admin tailwindcss "3.4.4 Styling utility - first

Thu vién trién khai/giao tiép hop
Blockchain | ethers 76.16.0 .

dong

Moi trudng bién dich, kiém thir,
Blockchain | hardhat 3.1.12

trién khai smart contract

_ Thu vién hop dong chuin
| @openzeppelin/contract
Blockchain "5.6.1 (AccessControl, ERC - 721,
S
Pausable...)
Co thé thdy hé sinh thai cong nghé cua AgriBid trai dai tr backend
(NestJS/TypeORM) dén hai frontend doc 1ap (Next.js, v6i cac phién ban khac nhau
cho Client va Admin do yéu cau giao dién khac nhau) va blockchain

(Hardhat/Ethers/OpenZeppelin). Diéu nay thé hién rd tinh chét full - stack va da nén

tang cua dé tai.
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Chwong 2: PHAN TiCH VA THIET KE HE THONG

2.1. Phén tich yéu cau hé thong
2.1.1. Tdc nhdn ciia hé théng

Bang 2.1 - Danh sach tac nhin cua hé théng

Tac nhan Mo ta

Nguoi ban nong san theo 16 hang; tao listing/phién ddu gid/livestream;

FARMER . L
quan ly don ban, vi, yéu cau rut tién; can dugc ADMIN duyét KYC
(Nong dan) .
trude khi dang ban.
MERCHAN . .
Duyét marketplace, mua ngay, tham gia dau gié (dat bid bang VND
T (Thuong
hodc ETH), xem livestream va mua trong phién live, quan 1y gid
1a1/Nguoi .
hang/don mua, danh gia san pham.
mua)
Duy¢t KYC nong dan, duyét/tir choi 16 hang (kich hoat mint NFT),
ADMIN , , )
. quan 1y danh muc san pham, voucher, cau hinh h¢ thong, gidm sat don
(Quan tri C _ : _‘ ‘
en) hang/dau gia/blockchain, duyét yéu cau rut tién, tao bao cao phi nén
vién

tang.
2.1.2. Yéu cdu chirc néing theo nhém nghiép vu
Bang 2.2 - Yéu cdu chirc ning theo nhom nghiép vu
Nhom chire ning M0 ta yéu cau
Ding ky/dang nhap (JWT access + refresh), d6i mat khau, cap
Xac thyc & hd so | nhat ho so, ndp hd so KYC (anh gidy td), Admin duyét/tir chdi
KYC.
Farmer tao 16 hang (san phém, danh muc, khéi luong/ s6 lugng,
Quan 1y 16 hang ngay thu hoach, quy trinh k¥ thuat, hinh anh/video); trang thai
(Product Batch) PENDING — READY_ FOR SALE/REJECTED — SOLD;

Admin duyét va (néu dat) mint NFT gan vdi 16.
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Nhom chire nang

Ban hang cb dinh
(Listing)

Péu gia (Auction)

Gi6 hang & Dat
hang

Thanh toan & Vi

Rat tién (Payout)
Livestream ban
hang

Danh gia san

pham

Voucher & Phi nén
tang

Blockchain &
NFT

M5 ta yéu ciu
Farmer niém yét gid/don vi va sb lugng kha dung cho mét 16 (1
batch - 1 listing); hd trg thanh toan qua vi noi bo, PayOS, VietQR

chuyén khoan thang; ap dung voucher giam gia.

Farmer tao phién du gia English Auction (gia khoi diém, budc
gié, tién dit coc, thoi gian bat dau/két thic); hé thong ty dong bt
dau/két thuc theo lich (Bull Queue); Merchant dit gia realtime
(WebSocket); hd tro song song dau gida VND (off - chain) va ETH
(on - chain qua AgriBidEscrow).

Thém/x6a/chon san pham trong gié (hd tro nhiéu ngudi ban);
checkout tir gio hodc mua ngay (buy - now); ap voucher; tao don

hang véi trang thai theo ddi xuyén sudt vong doi.

Vi VND ndi b6 (s6 du kha dung + sé du dang giit); nap tién qua
PayOS; thanh toan don hang qua vi/PayOS/VietQR; ghi nhan moi
bién dong vao so cai Transaction

(DEPOSIT/WITHDRAW/HOLD/RELEASE/PAYMENT).

Farmer tao yéu cau rut tién vé tai khoan ngan hang; Admin

duyét/hoan tat/tir chdi; job ty dong hoan tit cac yéu cau da duyét.

Farmer phét tryc tiép (LiveKit/WebRTC), ghim t6i da 24 listing
dang ban; nguoi1 xem mua ngay hodc thém gidé khong ro1 man live;

chat realtime; ty két thiic phién néu mat két ndi > 90 giay.

Merchant dénh gia (kém media) sau khi don hang hoan tat; thong
ké diém danh gia theo listing.

Admin tao voucher (giam theo s6 tién ¢6 dinh hodc theo %, giGi
han lugt ding/thdi gian); job sinh bao cdo phi nén tang hang thang
theo ting Farmer dua trén don hang COMPLETED.

Pong bd hai chidu giita backend va smart contract

AgriBidEscrow/AgriBidNFT; mint NFT cho 16 hang sau khi dugc
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Nhom chire nang Mo ta yéu cau

Admin phé duyét; cho phép tra ctru cong khai ching chi truy xuét
ngudn gbc theo NFT. Blockchain/NFT duge str dung nhu 16p bang
ching chéng chinh sira sau phé duyét, trong khi dit liéu dau vao
van dugc kiém soat théng qua KYC Farmer, quy trinh duyét 16

hang va media minh ching.

Quan trj & Giam | Dashboard tong hop s6 liéu; ciu hinh hé thong (key - value);
sat health - check va metrics (Prometheus) cho van hanh.
2.1.3. Yéu cau phi chirc ning

Tinh nhat quéan dir li€u tai chinh: moi thao tac lién quan tdi vi (dat gid, hoan
tién, thanh toan, nap/rt tién) phai dugc thuc hién trong database transaction kém
pessimistic lock (SELECT ... FOR UPDATE) trén dong dir liéu Wallet/Auction lién
quan, tranh race - condition khi nhiéu nguoi dung thao tac dong thoi.

Idempotency: API tao listing va tao phién ddu gid phai hd tro header x -
idempotency - key kém bim SHA - 256 ndi dung request, ddm bao retry do 15i mang
khong sinh dit li¢u trung.

Realtime: cap nhat gia dau gid méi nhat, tin nhan chat, trang thai phién live phai
duoc day t6i client trong thoi gian thuc qua WebSocket (Socket.IO, c6 Redis adapter
dé ma rong nhiéu instance).

Bao mat: xac thuc JWT (access 15 phut/refresh 7 ngay), md héa mat khau
berypt, kiém soat truy cdp theo vai tro (RolesGuard), giéi han tbc do request
(ThrottlerGuard), xac thuc chitr ky webhook thanh toan.

Kha ning mé rong & van hanh: kién trac module héa theo NestJS, tach hang
doi tac vu nén (Bull/Redis) khoi ludng request chinh, c6 endpoint health -
check/metrics phuc vu gidm sat.

Da ngon ngir: giao dién Client hd tro song song Tiéng Viét va Tiéng Anh (next -

intl), dinh tuyén theo locale.
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2.2. Pic ta Use Case theo tac nhan

e N

Hé thong AgriBid
| Quan Iy ho so & KYC
o Duyét 16 hang &
I Quan ly 16 hang mint NFT
Tao & quan Iy Listing
Xem & muaftham gia
~— trong Livestream
S~
FARMER - Tao & quan Iy Auction
&
/
B // ADMIN
_ T Tra ctru Marketplace Quan ly vi & giao dich //
— ) / /
R Mua hang (Listing) Giam sét giao dich / :
MERCHANT /

Quan Iy Payout /

/

H
W

Tham gia d&u gia

Quan ly gio & don mua
Bénh gia san pham

Hinh 2.1 - Biéu d6 Use case tong quat hé théng AgriBid

Danh muc & Voucher

Cé&u hinh & giam sat HT

-
A

Hinh 2.1 thé hién ba tac nhan FARMER, MERCHANT, ADMIN va c4c nhom use case
tuong Ung (riéng theo tirng tdc nhan va cac use case dung chung). Bang dudi day dac
ta cac use case chinh theo ting tac nhan, lam co s& dé thiét ké API va giao dién & cac
phan tiép theo.

2.2.1. Use case cia FARMER

Béang 2.3 - Use case cua nong dan

Use case Mo ta tom tit
Quan Iy ho so & Céap nhat thong tin ¢ nhan, tai khodn ngan hang (phuc vu
KYC VietQR), ndp anh gidy to ¢é Admin xdc minh KYC.
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Use case

Quan 1y 16 hang

Tao & quan ly
Listing

Tao & quan ly phién

dau gia

Phat livestream ban

hang

Quan ly don ban

Quan 1y vi & rut tién

Mo ta tom tit
Tao/stra/x6a 16 hang; tai Ién hinh anh/video minh chirng; theo

doi trang thai duyét
(PENDING/READY_FOR_SALE/REJECTED/SOLD).

Niém yét gid ban ¢ dinh cho 16 hang da duyét; cap nhat gié/sé
luong; huy listing.

Thiét 1ap gia khoi diém, bude gia, tién dit coc, thoi gian bat
dau/két thic; theo doi dién bién dau gia realtime; xem lich su
bid.

Khoi tao phién live, ghim/bo ghim listing dang gidi thiéu, giri
heartbeat, két thic phién, tro chuyén véi nguoi xem.

Xem danh sach don co6 san phém cua minh, cap nhat trang thai
van chuyén, duyét bién lai chuyén khoan VietQR ctia ngudi
mua.

Xem s6 du/lich st giao dich vi; tao yéu ciu rut tién (payout) vé

tai khoan ngan hang.

2.2.2. Use case cua MERCHANT

Use case

Duy¢t marketplace

Mua hang (Listing)

Tham gia d4u gia

Béang 2.4 - Use case ctia ngudi mua

M3 ta tom tit
Tim kiém, loc theo danh muc, xem chi tiét san pham/16 hang,
xem thong tin truy xuat ngudn gbc (NFT).
Thém vao gié hodc mua ngay; ap dung voucher; thanh toan qua
vi nd1 bo/PayOS/VietQR.
Xem gia hién tai, dat gid mdi (> gid hién tai + bude gid); theo
ddi s6 du bi dong bang; nhan thong bao khi bi tra gia vuot; (tuy
chon) dat gia bang ETH qua MetaMask.
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Use case Mo ta tém tit

Xem & mua trong Tham gia phong live, xem danh sach listing dugc ghim, mua

livestream ngay hodc thém gio khong ro1 man live, chat véi nguoi ban.

. Quan 1y san pham trong gié (nhiéu nguoi ban); theo ddi trang
Quan 1y gi6 hang & _ _ . _ ,
thai don hang; xac nhan da nhan hang; tai 1én bién lai chuyén

khoan VietQR.

don mua

Panh gia san pham | Viét danh gia kém hinh anh sau khi don hang hoan tat.
Nap tién qua PayOS; xem lich sir giao dich va s du kha
Quan 1y vi _
dung/dang gitr.
2.2.3. Use case cia ADMIN

Béng 2.5 - Use case cta quan tri vién

Use case Mo ta tém tit

Xem danh sach hd so KYC cho duyét, phé duyét hodc tir chdi

Duyét KYC
kem 1y do.
Xem chi tiét 16 hang cho duyét, phé duyét (kich hoat mint NFT)
Duyét 16 hang .
hodc tir chdi kem 1y do.
Quan 1y danh muc & , ., ‘ ‘
CRUD danh myc san pham, san pham goc, voucher giam gia.
voucher

Xem/can thiép don hang, duyét bién lai chuyén khoan VietQR
Giam sat giao dich | khi can, theo ddi phién dau gia, thir dong bo lai on - chain (retry

- chain - sync) khi 16i.

Quan ly Payout Duyét, hoan tat hoic tir chdi yéu cau rat tién ctia Farmer.
B4o cao phi nén Sinh bdo cdo phi hang thang theo Farmer dya trén don hang
tang COMPLETED, xem tong hop.

, _ Cap nhat ciu hinh hé thong (key - value), xem dashboard tong
Cau hinh & giam sat .7 . A
hop, kiém tra health - check/metrics, strc khoe két noi

hé thén
8 blockchain.
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2.2.4. Ddc td chi tiét mét sé use case quan trong

Phan nay dac ta chi tiét theo mau chuan (ma use case, tdc nhan, mo ta, diéu kién tién
quyét, ludng sy kién chinh, ludng r& nhanh/ngoai 18, hiu diéu kién) cho tim use case
c6 do phtrc tap nghiép vu cao nhét cta hé thong - ddy ciing 14 cac ludng duoc hién thuc

chi tiét & muc 2.5.
Piic ti use case UC - 01: Pit gia trong phién dau gia (VND)

Bang 2.6 - Dic ta use case UC-01: Pit gia trong phién dau gia (VND)
Tac nhan MERCHANT

Nguoi mua dit mot mic gia mai cho phién dau gia dang dién ra;
Mo ta hé thong xéac thuc, dong biang s6 du vi tuong Gmg va cap nhat gia

hién tai cua phién theo thoi gian thuc.

Nguoi dung da dang nhdp véi vai tro MERCHANT va da xac
minh KYC.
Phién d4u gia ton tai, c6 paymentMode = TRADITIONAL (VND)

Piéu kién tién ) ) : :
va dang ¢ trang thai HAPPENING (gitia startTime va endTime).

quyét ,
Nguoi dung da thiét 1ap dia chi giao hang mac dinh.

Nguoi dung khong phai 1a chi phién ddu gia (Farmer khong tu
d4u gia 16 cua minh).
1. Merchant nhap mirc gia dit (bidAmount) trén giao dién chi tiét
phién ddu gia.
2. Hé théng kiém tra: bidAmount > gia hién tai + budc gia
(stepPrice), hodc > gia khai diém néu chua c6 lugt dit nao.
Ludng sv kién 3. Hé thong md database transaction, khoa pessimistic_write trén
chinh ban ghi Auction va Wallet ciia nguoi dat gia.
4. Tinh sb tién can dong bang thém: néu 13 luot dit dau tién cua
nguoi dung trong phién, dong bang (bidAmount + depositReq);
néu di timg dat truée do, chi dong bang phan chénh 1éch so voi

murc dat cao nhat trudc doé cua chinh ho.
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5. Kiém tra s6 du kha dung (balance) > s tién can dong bing
thém; néu du, trir vao balance, cong vao frozenBalance, ghi mot
ban ghi Transaction loai HOLD (gia tri am).

6. Luu ban ghi Bid mdi; cap nhét currentPriceMinor ciia Auction

= bidAmount.

7. Commit transaction; phat sy kién realtime (Socket.IO) cap nhat

gia moi va lich st bid téi toan bo client dang xem phién.

3a. Phién khong ¢ trang thai HAPPENING hodc d3 hét endTime
— tra 161 400 “Phién du gia khong kha dung”.
Luong ré nhanh / | 5a. S6 du kha dung khong dii — rollback transaction, tra 16i 400
ngoai 1¢ “S6 du vi khong du dé dat gia”.
2a. bidAmount khong thoa diéu kién budc gia tdi thiéu — tra 16i

400 kém thong tin gia hop 18 téi thiéu.

Phién dau gia c6 currentPriceMinor va bidder dan dau méi; s6 du
. vi cua nguoi dat gid duoc cdp nhat (gidam balance, tang
Hau diéu kién . . o

frozenBalance); s6 cai Transaction ghi nhan khoan HOLD tuong

ung.
Pic ta use case UC - 02: Tao phién diu gia

Bang 2.7 - Pic ta use case UC-02: Tao phién diu gia
Tac nhan FARMER

Noéng dan thiét 1ap mot phién dau gia English Auction cho mot 16
M5 ta hang di dugc duyét (READY FOR_SALE), gém gia khoi diém,

budc gia, tién dat coc va thoi gian bat dau/két thuc.

Nguoi ding da ding nhap véi vai trd FARMER, hd so KYC ¢
. trang thai VERIFIED.
Piéeu kién tién
L6 hang (product batch) thudc s& hitu cuia Farmer, cé status =
READY FOR_SALE va chua gan véi bat ky listing/auction nao

khac.

quyét
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Néu paymentMode = TRADITIONAL, Farmer di cap nhat day du
thong tin tai khoan ngan hang (phuc vu thanh todn VietQR cho
nguoi thing).

Client gui kém header x - idempotency - key.

1. Farmer nhap thong tin phién: gia khai diém, budc gia, tién dat
coc, thoi gian bat dawkét thac, paymentMode
(TRADITIONAL/BLOCKCHALIN).

2. Hé théing kiém tra idempotency - key qua
IdempotencyService.reserve(); néu key dd COMPLETED, tra lai
response cil (replay) va két thuc.

3. H¢ théng kiém tra batch hop 1€ (thuoc Farmer, ding trang thai,

. chua duge dung cho kénh khac) va kiém tra rang budc dit lidu (gia
Luong su kién

chinh

khoi diém > 0, endTime > startTime > thoi diém hién tai, bude gia
> 0).

4. Tao ban ghi Auction vo1 status = WAITING,
onChainSyncStatus = NOT REQUIRED (néu TRADITIONAL)
hoic PENDING (néu BLOCKCHAIN).

5. Pay hai job vao Bull Queue 'auction - scheduler': start - auction
(chay luc startTime) va end - auction (chay luc endTime).

6. Panh dau idempotency record 134 COMPLETED kém response
tra vé.

2a. Idempotency - key dd ton tai nhung requestHash khac
(payload bi d6i) — tra 18i 400.

2b. Idempotency - key dang ¢ trang thai PENDING (request trung
Ludng ré nhanh / | dang xu ly) — tra 16i 409.

ngoai 1¢ 3a. KYC chua VERIFIED hoidc thiéu thong tin ngan hang (véi
TRADITIONAL) — tra 16i 403.

3b. L6 hang khong hop 1é (sai trang thai/da gan kénh khac) — tra
16i 400.
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Hau dieu kién

Mot ban ghi Auction méi & trang thai WAITING dugc tao; hai job
lap lich duoc dang ky trong Redis/Bull; 16 hang duoc danh dau

dang st dung cho kénh Auction.

Dac ta use case UC - 03: Checkout giéo hang da ngud¢i ban

Béang 2.8 - Dac ta use case UC-03: Checkout gié hang da ngudi ban

Tac nhan

Pieu kién tién

quyé"t

Luong su kién

chinh

MERCHANT

Nguoi mua thanh toan cing liic cac san pham trong gié hang (c6
thé thudc nhiéu Farmer khac nhau); hé thong tach thanh nhiéu don
hang riéng biét theo ting Farmer va ap dung nguyén tic tit ca

hodc khong.

Nguoi dung da dang nhap vai vai tro MERCHANT, gio hang c¢6 it
nhat mot san pham con kha dung (listing dang ACTIVE, du s6
lugng).

Nguoi dung da chon dia chi giao hang va kénh thanh toan
(INTERNAL WALLET /PAYOS/

BANK TRANSFER VIETQR).

1. Merchant chon cac cart_item mudn thanh toan va (tuy chon)

nhap ma voucher.

2. Hé théng nhom céc cart_item theo Farmer s¢ hitu listing twong
mg; voi mdi nhom, kiém tra lai gia va sb luong kha dung tai thoi
diém checkout.

3. H¢ théng mé transaction téng; vOi mdi nhom, tinh final Amount
(sau khi 4p voucher néu hop 1é cho nhém d6) va tao mot ban ghi
Order kém cac Orderltem tuong Ung.

4. Néu kénh thanh toan 1a INTERNAL WALLET: v6i mdi Order,
khoa pessimistic_write vi nguoi mua, kiém tra va trir tryc tiép s6
du, ghi Transaction loai PAYMENT, dat order.status =
CONFIRMED PAID.
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5. Néu kénh thanh toan 1a PAYOS: tao mdt link thanh toan PayOS
cho téng gia tri cac don, dat order.status = PENDING CONFIRM

cho dén khi nhan webhook xac nhan.

6. Néu kénh thanh toan 13 BANK TRANSFER VIETQR: véi
mbi Order, sinh externalOrderCode va thong tin chuyén khoan t6i
tai khodn ngan hang cua Farmer tuwong ung, dat order.status =
PENDING BANK TRANSFER.

7. Giam availableQuantity cua cac listing tuong ung, x6a cac

cart_item da thanh todn, commit transaction.

2a. Mot listing trong gid khong con da s6 lugng hoic da
CANCELLED — toan bd thao tac checkout bi huy (rollback), tra
16i 409 kém danh sach san pham bi anh hudng.
Ludng ré nhanh / | 4a. SO du vi khong du cho mét trong cac Order — rollback toan
ngoai I¢ bo transaction (khong tao Order nao).
la. Voucher hét luot sir dung/hét han/khong ap dung cho san phiam
trong nhom — bd qua giam gia cho nhém do va thong bao cho
nguoi dung.
Mot hodc nhiéu Order (mdi Order twong Gng mot Farmer) dugc
. tao véi trang thai phu hgp kénh thanh toan; gié hang duoc cap
Hau diéu kién , , ,
nhat (loai bé cac item da mua); néu thanh toan vi, s6 du va sé cai

Transaction dugc cap nhat ngay.

Pac ta use case UC - 04: Duyét KYC nong dan

Béang 2.9 - Dac ta use case UC-04: Duyét KYC nong dan
Tac nhan ADMIN

Quan tri vién xem xét hd so dinh danh (dnh CCCD/CMND, thong
Mo ta tin c4 nhan) do Farmer ndp va quyét dinh phé duyét hoic tir chdi,

lam diéu kién dé Farmer dugc phép ban hang.
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Diéu kién tién Nguoi dung ding nhap véi vai trdo ADMIN.
quyét Ton tai it nhdt mot hd so Farmer c6 kycStatus = PENDING.

1. Admin m¢ danh sach hdé so KYC dang chd duyét (loc theo
kycStatus = PENDING).

2. Admin chon mét hd so, xem anh gidy t& va thong tin ca nhan da
ké khai.

3a. Néu hod so hop 1&: Admin chon “Phé duyét” — hé théng cap

Ludng s Kién
nhat kycStatus = VERIFIED.

chinh
3b. Néu hd so khong hop 1&: Admin nhap 1y do tir chdi va chon

“Ttr chdi” — hé théng cap nhat kycStatus = REJECTED va luu
rejectionReason.
4. Hé thdng ghi log thao tac va (tuy cdu hinh) guri thong bao cho

Farmer vé két qua duyét.

2a. Hd so dd dugc Admin khac xir Iy trude d6 (khong con & trang

Ludng ré& nhanh / ' . . .
thai PENDING) — h¢ thong bdo ho so khong con hop 1¢ dé duyét

ngoai 1§ |
va lam mai danh sach.

Truong kycStatus cua user dugc cap nhat thanh VERIFIED hodc

. REJECTED; néu VERIFIED, Farmer du diéu kién tao 10

Héu dieu kién o o , .
hang/listing/auction/livestream; néu REJECTED, Farmer c6 thé

chinh stra va nop lai ho so.

Dic ti use case UC - 05: Duyét 16 hang va mint NFT truy xuét ngudn goc

Bang 2.10 - Pic ta use case UC-05: Duyét 16 hang va mint NFT truy xudt ngudn goc
Tac nhan ADMIN

Quan tri vién kiém tra thong tin va minh chimg (hinh anh/video,

M quy trinh k¥ thuat) cia mot 16 hang do Farmer khai bao; néu dat
0 ta . . :

yéu cau, h¢ thong ty dong mint mot NFT (ERC - 721) gan véi 16

hang 1am chtng chi truy xuat ngudn géc.
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Nguoi dung dang nhap vai vai tro ADMIN.
. L6 hang c6 status = PENDING, da dugc Farmer dinh kem dﬁy du
Dicu kién tién . _
batch_media (hinh d4nh/video) va mo ta quy trinh ky thuét.

e Farmer s¢ hitu 16 hang da khai bao dia chi vi (walletAddress) hop
1¢.
1. Admin m¢& danh sach 16 hang PENDING, xem chi tiét: thong
tin san pham, khéi lwong, ngdy thu hoach, quy trinh k¥ thuat va
media dinh kem.
2. Admin chon “Phé duyét”.
3. Hé thong goi BlockchainService.mintNFT(), giri giao dich tdi
Lu(‘A)ng su kién smart contract AgriBidNFT dé mint mot token méi vé dia chi vi
chinh ctia Farmer, kém metadata tham chiéu t&i batchld.

4. Khi giao dich on - chain dugc xac nhan, h¢ théng cap nhat
batch.status = READY FOR SALE, luu nftTokenld va txHash
vao ban ghi product_batches.

5. Farmer nhén thong bdo 16 hang da dugc duyét va co thé tao

Listing hoac Auction.

2a. Admin chon “Tir chdi”: nhép rejectionReason — hé théng cap
. nhat batch.status = REJECTED, khong thuc hién mint NFT;
Luong ré nhanh / , .
Farmer c6 thé chinh stra va nop lai.
ngoai I¢ , N
3a. Giao dich mint NFT that bai (161 mang/gas) — batch gilr

nguyén status = PENDING, hé thong ghi log 16i ¢ Admin thir lai.

L6 hang chuyén sang READY FOR_SALE kém nftTokenld hop
. 1€ (truong hop duyét) hodc REJECTED keém 1y do (trudong hop tir
HAu dieu kién . . -

cho6i); NFT tuong trng ton tai trén smart contract AgriBidNFT va

c6 thé tra ctru cong khai qua trang truy xuat ngudn goc.

Dac ta use case UC - 06: Phat livestream ban hang va xir ly heartbeat
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Bang 2.11 - Pac ta use case UC-06: Phat livestream ban hang va xur Iy heartbeat

Tac nhan

Picu kién tién

quyét

Luong su kién

chinh

Luong ré nhanh /

ngoai I¢

FARMER (host), MERCHANT (viewer)

Farmer khodi tao phién livestream dé gidi thiéu cac listing dang
ban; nguoi xem c6 thé mua ngay hoac thém gié ma khong roi man

hinh; hé théng tr dong két thuc phién néu mat két ndi kéo dai.

Farmer d& KYC VERIFIED va c6 it nhat mot listing dang
ACTIVE.

Trinh duyét cua Farmer hd trg WebRTC (camera/microphone).

1. Farmer goi API bat dau phién live (loai LISTING); hé théng tao
phong trén LiveKit va ban ghi live _sessions v&i status = LIVE,
luu providerRoomld.

2. Backend cép token host (livekit - token.service.ts) cho Farmer
dé két ndi WebRTC va phét hinh.

3. Farmer ghim (pin) t6i da 24 listing muén gioi thiéu; danh sach
pin duogc luu vao live session pins va phat realtime cho nguoi
xem.

4. Nguoi xem (Merchant) tham gia phong, nhan token viewer,
xem video truc tiép va danh sach san phim dang ghim; c6 thé mua
ngay (chuyén huéng téi luong VietQR Level 2) hoic thém vao gio
ngay trén giao dién live.

5. Client ctiia Farmer gui heartbeat (PATCH .../heartbeat) mdi 30
gidy dé cap nhat lastHeartbeatAt.

6. B quét ndi bo cua LiveSessionsService chay mdi 30 gidy, kiém
tra cac phién dang LIVE.

7. Khi két thuc chu dong, Farmer goi API end — hé théng cap
nhat status = ENDED, dong phong LiveKit.

6a. Néu mot phién LIVE khong nhan heartbeat qua 90 gidy, bo
quét tu dong cap nhat status = FORCE_ENDED, dong phong
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Hau dieu kién

LiveKit va giri thong bao cho ngudi xem rang phién da két thic
do mat két noi.
3a. S6 luong pin da dat 24 — yéu cau ghim thém bi tir chéi cho

dén khi Farmer bo ghim mot san pham khéc.

Ban ghi live sessions phan anh dung trang thai cudi (ENDED
hodc FORCE_ENDED); danh sach pin va lich sir chat dugc luu
lai; cac don hang phat sinh trong phién (néu cé) dugc tao theo

ludng UC - 03.

Pic ta use case UC - 07: Nap tién va yéu cau rut tién vi VND

Bang 2.12 - Dic ta use case UC-07: Nap tién va yéu cau rat tién vi VND

Tac nhan

Mo ta

Dieu kién tién

quyét

Luong su kién

chinh

MERCHANT/FARMER (nap tién), FARMER (rut tién), ADMIN
(duyét rit tién)

Nguoi ding nap tién vao vi ndi bd qua PayOS/VietQR dé c6 sb du
giao dich; Farmer c6 thé yéu cau rut sé du kha dung vé tai khoan
ngan hang, yéu cdu ndy can Admin duyét trudce khi tién thuc su

dugc chuyén.

Nguoi dung da dang nhap va cé vi (wallets) dugc khoi tao ty dong
khi dang ky.

Déi v6i rit tién: Farmer da lién két thong tin tai khoan ngan hang
nhén tién.

1. (Nap tién) Nguoi dung chon sé tién mudn nap, hé thdng goi
PayOS tao link thanh toan VietQR va tra vé cho client.

2. Nguoi dung quét mad/chuyén khoan; PayOS gui webhook POST
/payments/payos/webhook xac nhén giao dich thanh cong keéem
chir ky xac thuc.

3. Backend kiém tra chit ky webhook, d6i chiéu ma giao dich

(idempotent theo orderCode cua PayOS) va ghi ban ghi

transactions loai DEPOSIT, cong vao balance cua vi tuong ing.
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Ludng ré nhanh /

ngoai I¢

Hau dieu kién

4. (Rat tién) Farmer gii yéu cau rat tién véi sd tién <
availableBalance (= balance — frozenBalance); h¢ théng tao ban
ghi yéu cau rut (withdrawal request) ¢ trang thai PENDING va ghi
transactions loai HOLD, chuyén phan tuong mg tir balance sang

frozenBalance.

5. Admin xem danh sich yéu cau rit tién dang chd, kiém tra thong
tin va thuc hién chuyén khoan thii céng ra ngoai hé thng.

6. Admin xac nhan dd chuyén khoan — hé thong ghi transactions
loai WITHDRAW, trir frozenBalance va dong yéu cau ¢ trang thai
COMPLETED.

3a. Webhook PayOS giri trung lap (d xir Iy trudc d6) — hé thong
nhan dién qua orderCode di ton tai trong transactions va bd qua,
khong cong tién hai lan.

4a. SO tién yéu cau rut vuot qua availableBalance — hé théng tir
chdi ngay tai API, khong tao ban ghi yéu cau.

6a. Admin tr chéi yéu cau rat tién — hé théng ghi transactions
loai RELEASE dé hoan frozenBalance vé balance, chuyén trang

thai yéu cau sang REJECTED kém 1y do.
Sb du vi (balance/frozenBalance) va lich sir transactions phan anh
chinh xé4c trang thai nap/rat; moi thay d6i sé du déu c6 ban ghi

giao dich twong tng dé dbi soat.

Pic ta use case UC - 08: Ap dung mi giam gia (voucher) khi checkout

Bang 2.13 - Pic ta use case UC-08: Ap dung ma giam gia khi checkout

Tac nhan

SVTH: Chau Chi Hiéu -

MERCHANT
Merchant nhip ma voucher trong qué trinh checkout dé dugc
giam gia trén téng gia tri don hang, hé thong kiém tra diéu kién ap

dung va ghi nhan lugt st dung dé tranh dung vuot gidi han.
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Voucher ton tai, dang trong thoi gian hiéu luc (validFrom < hién
Piéu kién tién tai < validTo) va con lugt st dung (usageLimit chua dat).
quyét Gi6 hang/don hang dap Gmg diéu kién tdi thiéu cua voucher (vi du

gia tri don hang tdi thiéu).

1. Tai trang checkout, Merchant nhdp ma voucher va goi API ap

dung voucher cho don hang du kién.

2. Hé théng tra bang vouchers theo ma, kiém tra thoi han hiéu luc,
diéu kién gia tri don hang ti thiéu va sb luot sir dung con lai.

N " 3. Néu hop 18, hé thong tinh sb tién giam (theo phan trim hodc sd
Luong sw ki¢n

S tién co dinh, c6 thé gidi han mic gidm to1 da) va tra veé tong tién
chin

sau giam dé hién thi cho Merchant.

4. Khi Merchant x4c nhan dit hang, hé thong tao ban ghi
voucher redemptions lién két voucher vé6i order, dong thoi ting
bién dém luot st dung ctia voucher trong cung giao dich CSDL

v61 viée tao don hang.

2a. Ma voucher khong tdn tai, hét han, hodc da hét lugt su dung
— tra 161 400 kém thong bao cu thé, khong cho ap dung.
2b. Gia tri don hang chua dat muc t6i thiéu yéu ciu cta voucher
Luong ré nhanh / | — tra 16i kém thong tin mirc t6i thiéu can dat.
ngoai 1¢ 4a. Hai yéu cau checkout ddng thoi cung str dung voucher khi chi
con 1 luot — rang budc ting bién dém trong transaction CSDL
dam bao chi mot yéu cau thanh cong, yéu cau con lai nhan 16i hét

luot sur dung.

Pon hang dugc tao voi gia tri da trr khuyén mai; ban ghi
Hau diéu kién voucher redemptions va bién dém luot st dung cta voucher dugc

cap nhat nhat quan.
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2.3. Kién triic tong thé hé thong

~
AgriBid-Frontend/Client AgriBid-Frontend/Admin Vi MetaMask (Wagmi/Viem)
Next.js 16 + React 19 Next.js 14 + MUI Bat gia ETH, rut tien hoan{méng
Farmer / Merchant Quan tri vién trire tiép véri smart contract
l REST + Socket.lO l REST (cookie) Ky giao dich lru’cl\ép'Am Escrow
(G
AgriBid-Backend (NestJS 11) AgriBid-Blockchain
Blockchainsenvice
~27 module: auth, users, batches, listings, auctions, orders, Hardhat / Solidity 0.8.28
wallets, payments, payouts, live-sessions, blockchain, admin... AgriBidEscrow.sol (ETH pull-payment)

-l .

. RESTful AP + WehSocket Gateway (Socket.10) AgriBidNFT sol (ERC-721)

L Ethereum Sepolia testnet

¢ - ¢ < ¢
PostgreSQL 15 Redis LiveKit
Ngudn dir ligu chinh (VND) Bull Queue + SocketIO adapter WebRTC token / livestream

\ L J
REST +
webhoo —

> PayOS
Cdng thanh toan VND (webhook)

S —

Phan quyén ngudn dir liéu (data authority):
PostgreSQL = ngudn tin cay cho VND/don hang/vi « Ethereum = ngudn tin cdy cho bid/giae dich ETH (Backend chi mirrory
PayOS = xac nhan thanh tean qua webhook

Hinh 2.2 - So db kién trac tong thé hé thong AgriBid
Hé thdng AgriBid dugc t6 chirc thanh bdn thanh phan doc 1ap, giao tiép voi nhau qua
céc giao thirc chuan (Hinh 2.2):

* AgriBid - Backend (NestJS): trung tim xur ly nghi€p vu, expose RESTful API
va WebSocket gateway, két ndi PostgreSQL (luu trit chinh), Redis (Bull Queue
+ Socket.IO adapter), LiveKit (token livestream) va mang Ethereum (qua

ethers.js).

» AgriBid - Frontend/Client (Next.js 16): giao dién cho Merchant (marketplace,
dau gia, livestream, gi6 hang, thanh toan) va portal cho Farmer (quan ly 16
hang, listing, dau gia, livestream, don ban, vi); két ndi Backend qua REST +
Socket.IO, két ndi vi MetaMask qua Wagmi/Viem dé twong tac truc tiép voi
smart contract Escrow khi ddu gia ETH.

» AgriBid - Frontend/Admin (Next.js 14 + MUI): giao di¢n van hanh cho Admin,
két ndi Backend qua REST (cookie refresh).
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» AgriBid - Blockchain (Hardhat/Solidity): hai smart contract AgriBidEscrow
(d4u gia ETH, pull - payment) va AgriBidNFT (NFT truy xuat ngudn gbc),
dugc Backend goi (BlockchainService) va ling nghe su  kién
(BlockchainListener) dé dong bo vé PostgreSQL.

Vé phan quyén dit liéu ngudn (data authority): PostgreSQL 13 nguén dit liéu tin cay
cho ngudi dung, don hang, vi va cac phién ddu gia theo dudng VND; Ethereum la
nguodn dir lidu tin cdy cho cac bid/giao dich ETH, Backend chi “mirror” trang thai
thong qua BlockchainListener; PayOS 1 ngudn xac nhin thanh toan bén ngoai théng

qua webhook.

2.3.1. Kién triic ngi by Backend

M3 nguén Backend dugc to chirc theo chuin NestJS: thuy muc common chira guard,
interceptor, enum, DTO phan trang dung chung; database chita cAu hinh TypeORM va
migration; modules chira 27 module nghiép vu, mdi module theo mé hinh controller
— service — entity. Mot s6 module phuc tap (vi du orders) duoc tach thanh nhiéu
service chuyén biét (order - creation, order - payment, order - bank - transfer, order -
cart - checkout, order - settlement, order - voucher, order - pending - payment -
scheduler...) dmg sau mot service “facade” (orders.service.ts) dé giit controller gon
nhe. Cac thanh phan xuyén subt (cross - cutting concerns) gdm: TransformInterceptor
(chuan hoa envelope phan hoi API va loai bo truong nhay cam), HttpExceptionFilter
(chuan hoéa envelope 15i), ThrottlerGuard (gi6i han tan suat), JwtAuthGuard két hop

RolesGuard (x4c thuc va phan quyén).
2.3.2. So do luong tich hop

Bang 2.14 - Céc co ché tich hop giita cac thanh phan hé thong

Tich hop Co ché
Client/Admin — RESTful API (NEXT PUBLIC_API URL), xac thuc Bearer
Backend JWT / cookie refresh

Client — Backend . .
. WebSocket (Socket.10) cho cap nhat dau gia, chat live
(realtime)
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Tich hop Co ché

_ S Token cap phat tir API live - sessions, két n6i WebRTC truc
Client — LiveKit _,
tiép
Wagmi/Viem + GET /blockchain/client - config, ky giao dich

Client — Blockchain _ .
qua MetaMask t&1 AgriBidEscrow

Backend — BlockchainService (giri giao dich hé thong) va

Blockchain BlockchainListener (Iing nghe sy kién, ethers.js)

REST API tao link thanh todn + endpoint webhook cong khai
Backend — PayOS
POST /payments/payos/webhook

2.4. Thiét ké co s& dir liéu

Co so dit lidu dugc thiét ké theo mo hinh quan hé trén PostgreSQL, quan 1y bang
TypeORM. Cic bang duoc nhom theo bén mién nghiép vu chinh: (1) Nguoi dung & vi
(users, wallets, transactions, addresses); (2) San pham & 16 hang (categories, products,
product batches, batch media); (3) Giao dich (listings, auctions, bids,
auction_messages, carts, cart_items, orders, order items,
order bank transfer receipts, vouchers, voucher redemptions, listing reviews); (4)
Van hanh & Blockchain (live sessions, live session pins, live session messages,
payout_requests, platform fee statements, idempotency records, system_settings,
blockchain_events, blockchain_sync_states). Toan b entity ké thira BaseEntity véi co
ché x6a mém (deletedAt). Cac gia tri tién duoc luu dudi dang s nguyén don vi nho
nhat (minor unit - déng VND hodc wei ETH), phan biét biang cd enum

LedgerMinorUnit, gitp thong nhat cach luu trir cho ca hai loai tién té.
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2.4.1. M6 hinh quan hé tong qudt (ERD riit gon)

PK txld

FK walletld

type (DEPOSITIHOLDL...)
amountVnd, status
‘externalOrderCode, onChainTxHash

products | categories carts | cart_items

PK userld 11 PK walletld
username, emal, role FiCuserld (1-1)
waletAddress balance, frozenBalance
kycStatus, bank_*
status
A {farmer)
1N
addresses product batches
PK addressid PK batchid
FK userld FK farmerld, FK productid
recipientName, isDefault weightig, harvestDate

status (PENDING.../SOLD)
nftTekenid, tHash
FK categoryld via product

listings

11 (logi tri)

auctions

P listingld
FK batchid (1-1)

PK auctionld
FK batchid (1-1)

PK productld / categoryld
name, uni, parent (iree)

carts; PK carlld, FK userld (1-1)
cart_items: PK, FK carild,
FK listingld

isting trong can_tems

PK bidid PK orderld

pricePerUnt, availabieQty
paymenthode, status

startingPrice, stepPrice,
depositReq, currentPrice
onChainld, status,
onChainSyncStatus

vouchers | redemptions payout_requests

wouchers: PK voucherid, PK, FK farmerld (userld)
type, validFrom/To, usageLimit amount, status
woucher_redemptions: FK voucherld,

FIK orderld

FK auctionld, FK bidderld
bidAmounthinor, bidMinorUnit
bidTime:

FK buyerld
finalAmount, discount

status, paymeniChannel
extemalOrderCode

(1 buyer . N orders, theo Farmer)

PK, FK farmerld, period PK sessionid
totalFee, basedOn COMPLETED orders FK farmerld, sessionType
status, providerRoomid

blockchain_events / sync_states

txHash, eventame, payload fevents)
lastBlock (sync_states) -
chdng i  tring

listing_reviews idempotency_records
PK, FK listingld, FK orderld, scope, idempotencyKey, requestHash,
FK reviewerld, rating, media status (PENDING/COMPLETED),
responsePayload
Ghi chu:

- Toan b entity k& thira BaseEntity (id, createdAt, updatedAt, deletedAt - soft delete).

-Gl ] tién luu dang sB nguyén don vi nhd nhat (minor unit: VND dong hodc ETH wei), phan biét bang enum LedgerMinarUnit.

- product_batches chi thudc 1 trong 2 kenh (listings HOAC auctions) - quan hé loai trir; livestream (live_sessions) chi pin cac listing dang ACTIVE.
- auctions.onChainld / product_batches nftTokenld 1a cau ndi w&i smart contract AgriBidEscrow [ AgriBidNFT trén Ethereum.

- Céc quan hé FK don t6i usersiordersflistings (vd: bids.bidderld, orders.buyerld, carts.userld, order_items _. baich/listing/auction,

voucher_T ptionsflisting_|

| fee_t _Sessions —

dathé hign qua cac trrong FK trong tifng bang, khong vé riéng dé tranh 16i so da.

order_bank_transfer_receipts

PK, FK orderld
status, anh bién lai, audit

11N

order_items

PK orderltemld
FK orderld, FK batchid

FK listingld / auctionid
quanity, pricePerltemMinor

live_session_pins | messages

FK sessionld, FK listingld (pin)
FK sessionld, senderld (message)

Hinh 2.3 - So d thuc thé - quan hé (ERD) rat gon cua hé théng AgriBid

Hinh 2.3 minh hoa quan hé chinh giita cc thuc thé trong tam:

» users (1) - (1) wallets; users (1) - (N) addresses, product_batches (vi vai tro

farmer), bids, orders (véi vai tro buyer).

» wallets (1) - (N) transactions.

 product batches (1) - (1) listings HOAC (1) - (1) auctions (loai trir nhau - mot

16 chi thuoc mdt kénh).

* auctions (1) - (N) bids; auctions.on chain_id tuong tng id phién trén smart

contract AgriBidEscrow.

« orders (1) - (N) order_items; mdi order item tham chiéu t6i product_batches va

(tuy kénh) listings hodc auctions.
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product_batches.nft token id tuwong tUng tokenld trén smart contract
AgriBidNFT.
live sessions (1) - (N) live session pins, live session messages;

live sessions.primary listing tham chiéu listings.

2.4.2. M td chi tiét cac bang dir ligu chinh

Béang 2.15 - Bang dit lidu users

Trudng Kiéu dir liéu M5 ta
userld PK Khoéa chinh
varchar
username, email ' Dinh danh dang nhap
(unique)
passwordHash varchar Mt khau d3 bam berypt
enum
role ADMIN / FARMER / MERCHANT
UserRole
varchar(42,
walletAddress ' Dia chi vi MetaMask
unique)

Tén thu hudng, ngan hang, sb tai khoan,
bank * varchar _

ma ngan hang - phuc vu VietQR

PENDING / VERIFIED / REJECTED +
kycStatus enum |

anh KYC, 1y do tir choi
status enum ACTIVE / BLOCKED

Bang 2.16 - Bang dir li¢u wallets va transactions
Trudng Kiéu dir liéu M5 ta
wallets.balance int (VND) S6 du kha dung
_ S6 du dang bi gitr (dat gia dau,

wallets.frozenBalance int (VND)

dat coc...)
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Truong

transactions.type

transactions.status

Kiéu dir liéu M0 ta
DEPOSIT / WITHDRAW /
enum
HOLD / RELEASE /
TransactionType
PAYMENT
enum PENDING / SUCCESS /

PaymentStatus | FAILED / CANCELLED

transactions.amountVnd

transactions.externalOrderCod

(&

int (+) S tién thay d6i (Am/duong)

M3 tham chiéu giao dich ngoai

varchar (unique)

transactions.onChainTxHash

Truong
batchld

farmer

product

weightKg /
quantity Value,
quantityUnit

harvestDate,
techProcess,

farmerDescription

status

Kiéu dir liéu
PK
FK — users

FK —

products

decimal /

cnum

date / text

cnum

BatchStatus

(PayOS...)

Hash giao dich on - chain lién

varchar

quan (néu co)

Bang 2.17 - Bang di li¢u product batches

Mo ta
Khoa chinh

Chu 16 hang

Loai ndng san

Khéi lwong va don vi (KG/ITEM)

Thong tin thu hoach & quy trinh k¥ thuat

PENDING / READY_FOR SALE/
REJECTED / SOLD
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Trudng Kiéu dir liéu

int (unique,

nullable)

nftTokenld

txHash,

varchar / text

rejectionReason

Mo ta

Token ID NFT (gan khi Admin duy¢t)

Hash giao dich mint NFT; 1y do tir chdi

Bang 2.18 - Bang dit li¢u listings va auctions

Truong

listings.pricePerUnit,

availableQuantity

listings.paymentMode

listings.status

auctions.auctionType

auctions.onChainld

auctions.startingPriceMinor
/ stepPriceMinor /
depositReqMinor /

currentPriceMinor

auctions.startTime,

endTime

auctions.status

Kiéu dir liéu

decimal

enum PaymentMode

enum ListingStatus

enum AuctionType

int (unique, nullable)

bigint

timestamp

enum AuctionStatus
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Mo ta
Gia/don vi va sb lugng
con ban
TRADITIONAL /
BLOCKCHAIN

ACTIVE /SOLD/
CANCELLED

ENGLISH (chinh) /
DUTCH (du phong)

ID phién trén
AgriBidEscrow

Gia khoi diém / budc gia /
dat coc / gia hién tai (don

vi nho nhét)

Thoi gian bat dau/két
thtc, dung cho Bull job
WAITING /

HAPPENING / ENDED /
CANCELLED
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Truong

auctions.onChainSyncStatu

S

Kiéu dir li¢u

cnum

S

Mo ta

NOT _REQUIRED/

AuctionChainSyncStatu | PENDING / SYNCED /

FAILED

Bang 2.19 - Bang dir li¢u bids

Trudng Kiéu dir liéu Mo ta
bidld PK (bigint) Khoéa chinh
auction FK — auctions | Phién d4u gia
bidder FK — users Nguoi dat gia

enum
bidMinorUnit LedgerMinorUni | VND / ETH_WEI
t
bidAmountMinor bigint Gia tri dat gid (don vi nho nhét)
bidTime timestamp Thoi diém dit gia
Index (auction, bidAmountMinor);

(index/unique) unique (auction, bidder,

bidAmountMinor)

Bang 2.20 - Bang dir liéu orders va order_items

Truwong
orders.buyer

orders.finalAmountMinor /

discountMinor

orders.status

Kiéu dir li¢u

FK — users

bigint

enum OrderStatus
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Mb ta
Nguoi mua
Tong tién sau giam gia / sb
tién giam
PENDING BANK TRANSF
ER/

BUYER MARKED TRANS
FERRED /

40



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Trudong

orders.paymentChannel

orders.externalOrderCode

order_items.order / listing /

auction / productBatch

order_items.quantity,

pricePerltemMinor

order bank transfer receip

ts.status

Kiéu dir li¢u

enum
OrderPaymentChann

el

varchar (unique)

FK

decimal / bigint

enum
BankTransferReceipt
Status

Mo ta
CONFIRMED PAID /
PENDING_ CONFIRM /

SHIPPING / COMPLETED /
CANCELLED

INTERNAL_WALLET /
PAYOS /
BANK_TRANSFER_VIETQ
R /BLOCKCHAIN

Ma don dung cho thanh
toan/bién lai

Lién két don hang t6i 16 hang
va kénh ban (listing hodc

auction, nullable)

S6 luong va don gia tai thoi
diém dat hang

SUBMITTED / APPROVED /
REJECTED, kém anh bién lai
va audit (IP, user - agent,

traceld)

Béng 2.21 - Bang dit li€u live_sessions va cac bang van hanh khac

Truong

live sessions.sessionType

live_sessions.status

Kiéu dir liéu
enum

LiveSessionType

cnum

LiveSessionStatus
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Mo ta
LISTING (chinh) /
AUCTION (legacy)

SCHEDULED / LIVE /
ENDED / FORCE_ENDED

41



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Truong

live_sessions.provider,

providerRoomlId

live sessions.lastHeartbeatA

t

live session_pins

payout _requests.status

idempotency records

blockchain events /

blockchain_sync_states

2.4.3. Cic béng dir liéu bé tro

Kiéu dir li¢u

varchar

timestamp

FK — live sessions,

listings

enum
PayoutRequestStatu

S

scope, userld,
idempotencyKey,
requestHash, status,

responsePayload

txHash,
eventName... /

lastBlock

Mo ta
Nha cung cip & ID phong
LiveKit

Thoi diém heartbeat gan nhat
- dung cho co ché

FORCE_ENDED

San pham duoc ghim trong

phién (t6i da 24)

PENDING_APPROVAL /
APPROVED/
COMPLETED / REJECTED
/ CANCELLED

Luu trang thai xur 1y theo
idempotency - key
(PENDING/COMPLETED)

Log su kién da xur Iy va con
trd block cua
BlockchainListener (chong

xtr ly trung)

Bén canh cac bang nghiép vu cot 151 da trinh bay ¢ muc 2.4.2, h¢ théng con sur dung

mot nhom bang bo tro phuc vu danh muc san phém, dia chi giao hang, gi6 hang, danh

gia, voucher, bién lai chuyén khoan va ciu hinh hé thdng. Cac bang nay tuy khong

phai trung tam cua cac luong tai chinh nhung Ia di€u kién can dé cac luong chinh

(Listing, Order, Live Session) van hanh ddy du.
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Bang 2.22 - Bang dit lidu categories va products

Truong

categories.categoryl

d / parent

categories.name,

slug

products.productld

products.category

products.unit

products.description,

imageUrl

Truong
addressld
user

recipientName,

phone

addressLine, ward,

district, province

isDefault

Kiéu dir li¢u

PK/FK —

categories

varchar

PK

FK —

categories

cnum

(KG/ITEM)

text / varchar

Mo ta
Danh muyc nong san, hd trg cay phan cap

(parent—children) dé phan loai theo
nhom/loai

Tén hién thi va dinh danh dung cho
URL/loc tim kiém

San pham goc (loai ndng san), vi du: “Xoai

cat Hoa Loc”, “Ca phé Robusta”
Danh muc ma san pham thudc vé

Don vi tinh mac dinh cua san phém, dung
lam goi ¥ khi Farmer tao 16 hang
Mo ta chung va hinh anh minh hoa cua loai

san pham

Béang 2.23 - Bang dir liu addresses

Kiéu dix liéu
PK

FK — users

varchar

varchar

boolean

Mo ta
Khoa chinh
Chu so hiru dia chi
Tén va sd dién thoai nguodi nhan hang
Chi tiét dia chi giao hang theo don vi hanh

chinh

Panh diu dia chi mic dinh - 13 diéu kién
tién quyét dé Merchant dat gia dau gia
hozc dat hang (UC - 01, UC - 03)
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Bang 2.24 - Bang dit liéu batch_media

Truong Kiéu dir liéu M0 ta
mediald PK Khoéa chinh
batch L6 hang ma media minh chirng thudc vé

product_batches

enum
mediaType (IMAGE/VIDEO | Loai t¢p minh chung
)

DPuodng dan Iuu trit tép (anh/video thu
url varchar

hoach, quy trinh canh tac)

Thir tw hién thi trong gallery cua trang
sortOrder int

chi tiét 16 hang
Bang 2.25 - Bang dit li¢u carts va cart_items
Trudng Kiéu dir liéu Mo ta

M&i user (MERCHANT) c6 duy nhat mot
carts.cartld PK _ _
216 hang (1-1 vé1i users)

cart_items.cartlteml

PK Khoéa chinh

d
cart_items.cart FK — carts | Gi6 hang chura item

Listing dugc thém vao gio (chi ap dung
cart_items.listing FK — listings | cho kénh Listing, khong ap dung cho

Auction)

S6 lugng ngudi dung mudn mua, duogc
cart_items.quantity decimal kiém tra lai so v6i availableQuantity tai

thoi diém checkout (UC - 03)
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Trudng Kiéu dir liéu

Mo ta

Panh dau item c6 duge chon dé thanh toan

cart_items.selected boolean

trong luot checkout hién tai hay khong

Béng 2.26 - Bang dit liéu vouchers va voucher redemptions

Truong Kiéu dir liéu
vouchers.code varchar (unique)
enum
. (FIXED_AMOUN
vouchers.discountType
T/
PERCENTAGE)
vouchers.discountValue int
vouchers.maxDiscountAmoun '
int (nullable)
t
vouchers.usageLimit, _
Int
usedCount
vouchers.startDate, endDate timestamp

. FK — vouchers,
voucher_redemptions
orders, users
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Mo ta
Ma gidm gia do Admin tao,
nguoi mua nhap khi

checkout

Hinh thirc giam: sb tién cb
dinh (VND) hoic theo phan

tram

Gia tri giam tuong tng voi
discountType

Tran giam tbi da khi
discountType =
PERCENTAGE

Gidi han tong sb lugt ding

va sO lugt da sur dung

Khoang thot gian hi¢u luc

cua voucher

Lich str 4p dung voucher
cho tirng don hang - dung
dé chéng ap dung vuot qua
usageLimit hoac dung lai

trén cung mot don
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Bang 2.27 - Bang dit li¢u listing_reviews

Trudng Kiéu dir liéu Mb ta
reviewld PK Khoéa chinh
listing FK — listings | Listing dugc danh gia
Don hang lam cén ctr cho phép danh gia
order FK — orders _
(chi khi order.status = COMPLETED)
reviewer FK — users | Ngudi mua viét danh gia
rating int (1-5) Diém danh gia

. _ Noi dung nhén xét va danh sach hinh anh
comment, mediaUrls | text/jsonb ,
dinh kém (néu co6)

Bang 2.28 - Bang dir li¢u platform fee statements va system_settings

Kiéu dir
Truwong Mo ta
liéu

FK — | Farmer dugc tinh phi
platform_fee statements.farmer
users trong ky

varchar
platform_fee statements.period (YYYY - | Ky tinh phi (theo thang)
MM)
Tong doanh thu tir cc
platform_fee statements.totalRevenueMino bioi Order c0 status =
1gint
r s COMPLETED cua
Farmer trong ky
' Ti 1€ phi 4p dung (mac
platform fee statements.feeRate, decimal / | .
_ o dinh 3%) va so tién phi
feeAmountMinor bigint

tuong Ung
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Kiéu dir
Truong Mo ta
liéu
Céu hinh hé théng dang
key—value (vi du:

_ varchar / | feeRate mac dinh,
system_settings.key, value _ ,
jsonb nguong so block xac

nhan, thoi gian timeout

heartbeat...)

Bang order bank transfer receipts da duoc gidi thiéu ¢ Bang 2.20 (gin voi orders);

bang idempotency records, blockchain_events va blockchain sync states da dugc mo

ta & Bang 2.21. Nhu vay, tong thé luoc dd CSDL cta AgriBid gdm khoang 30 bang

(entity), dugc t6 chire thanh bon mién nghiép vu nhu da trinh bay ¢ dau muc 2.4, dam

bdo mo1 mién c6 thé dugce phat trién, ki€ém thir va mo rong doc 1ap trong khi van duy

tri tinh toan ven tham chiéu (referential integrity) thong qua khoa ngoai.
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2.5. Thiét ké cac lu(‘A)ng nghiép vu trong yéu

2.5.1. Luéng diu gid English Auction (VND)

‘ Merchant ‘ ’ Client (UIl) ‘ ‘ AuctionsService ‘ ‘ PostgreSQL ‘ ‘ Socket.l0 ‘

1. Nhap bidAmount, bam "Dat giéL
L

2. POST /auctions/:id/bids { bidAmount }
LBl

3. Kiém tra bidAmoum 2 currentPrice + stepPrice

4. BEGIN TRANSACTION; SELECT ... FOR UPDATE
| trén Auction & Wallet(bidder)

5. Tinh s6 tién can dong bang thém:

- lwot dau: (bidAmount + depositReq)

- lwot sau: chénh léch so véi mirc dat truéc
6. Kiém tra balance 2 sG tién can déng bang thém

\4

7. UPDATE Wa:IIets SET balance-=x, frozenBalance+=x;
INSERT transactions (type=HOLD, amount=-x)

A\ 4

8. INSERT bids; UPDATE auctions SET

currentPriceMinor = bidAmount
. 9. COMMIT TRANSACTION

\4

A

10. emit("aucti¢n:bid-update", {price, history})

\4

11. broadcast tbi moi client dang xem phién

A

12. 200 OK { bid, auction }

A

13. Céap nhat Ul: gia hién tai,
<

<
lich st bid, s6 dw déng bang

Sequence diagram - UC-01: DAt gid trong phién dau gid (VND)
Hinh 2.4 - So d tuan tir UC - 01: Dt gia trong phién ddu gia (VND)
Hinh 2.4 minh hoa cac budc chinh trong code (BidsService, AuctionsService,
AuctionProcessor):

« Farmer tao phién dau gia (kiém tra KYC da VERIFIED va - néu thanh toan
TRADITIONAL - d3 c6 thong tin ngan hang dé nhan VietQR); phién ¢ trang
thai WAITING.

«  Bull Queue (queue 'auction - scheduler') dén dang startTime s& chay job start -
auction — chuyén trang thai sang HAPPENING.

« Khi Merchant dit gia: hé thong mo transaction, khéa pessimistic_write trén
dong Auction va Wallet lién quan; kiém tra phién dang HAPPENING, dung loai
ENGLISH, chua hét han, khong tu dau gia cia chinh minh, c6 dia chi giao hang
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mac dinh, va gid dat > gid hién tai + budc gid (hoac > gia khoi diém néu chua
co ai dit).

«  Dong bang sé du vi: néu 1a luot dit dau tién ciia ngudi dung trong phién, dong
bang (gia dat + tién dit coc); néu di timg dat trude do, chi dong bang thém
phén chénh 1éch so v&i mirc dit cao nhat trudge do cua chinh ho. Mdi 1an doéng
bang dugc ghi mot ban ghi Transaction loai HOLD (gia tri &m).

* Luu Bid mdi, cdp nhat currentPriceMinor cia phién, phat su kién realtime téi
cac client dang xem qua AuctionGateway (Socket.IO).

«  Pén endTime, Bull job end - auction xac dinh bid cao nhat la ngudi thing, tao
ban ghi AuctionSettlementJob, goi syncWinnerFromWinningBid va
OrdersService.createFromAuction dé tao don hang tir phién du gia; sé du da
gilt ciia ngudi thing duoc dung dé thanh toan, sé du da giir cia nhitg nguoi
thua dugc giai phong (RELEASE) toan bo.

« Hé thong broadcast su kién két thuc phién (broadcastAuctionEnded) t6i tat ca

client dang theo doi.
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‘ Client (U1) ‘ ‘ AuctionsService ‘ IdempotencyService PostgreSQL +
Redis/Bull

1. Nhap gia khoi diém, budc gia,
»-

dat coc, thoi gian, paymentMode
2. POST /auctions (header X-idempotency-key)
»

. 3. IdempotencyService.reserve(key, reguestHash)
e

trang thai reco
€=t

alt] key da COl onse cii (replay), két thic
[ . .

[alt] key dang PENDING - 10i 409 (request trang dang xtr ly)
1 [alf] requestHash khac key cti — 16i 400 |

© 4. Kiém tra batch thudc Farmer, status = READY_FOR_SALE,
. chua gan kénh khac; KYC = VERIFIED, rang budc gia/thoi gian

\4

i [a] KYC chura VERIFIED / thiéu TK ngan hang . 13i 403
| [alf] batch sai trang thai / d& gan kénh khac — 16i:400

5. INSERT auctions (status=WAITING, ohChainSyncStatus theo paymentMade)
v >

6. Bull Queue 'auction-scheduler'.add('staﬁ-auction', {delay: startTime})
.add(‘end-auction’, {delay: endTime}) =

7. Idempotency: status = COMPLETED, Iuu response
L

_,8.201 Created { auction }
hal

9 Hién thi phién ddu gia WAITING, chd dén startTime
<

Tai thdi diém startTime / endTime (job Bull chay nén):

- start-auction: cap nhat auctions.status = HAPPENING,

phat socket "auction:started"

- end-auction: cap nhat status = ENDED, xac dinh ngudi thang,
XU ly hoan/gitr tién dat coc theo két qua

Sequence diagram - UC-02: Tao phién ddu gia (English Auction)

Hinh 2.5 - So d tuan t UC - 02: Tao phién d4u gia (English Auction)
Hinh 2.5 m6 ta chi tiét budc tao phién ddu gia (UC - 02) & dau ludng trén, bao gdm
kiém tra idempotency key, xac thyc 16 hang va 1ap lich hai job Bull (start - auction, end

- auction).

2.5.2. Luéng diu gid Blockchain (ETH)

» Khi listing/auction c¢6 paymentMode = BLOCKCHALIN, viéc dat gia thuc hién
truc tiép trén smart contract AgriBidEscrow théng qua vi MetaMask ctia ngudi
dung (khong qua API dat gia VND).

* BlockchainListener poll log dinh ky (méc dinh 15 gidy, theo tung khoang block,
chd du sb block xac nhan - mic dinh 6 & production), khi phat hién sy ki¢n
BidPlaced s& goi BidsService.handleOnChainBid dé anh xa dia chi vi (so khép
walletAddress, khong phan biét hoa/thuong) va cap nhat currentPriceMinor

(ding GREATEST dé tranh ghi d¢ bai su kién dén muon).
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« Khi két thac phién (job end - auction), néu paymentMode = BLOCKCHAIN va
trang thai on - chain  van  OPEN, Backend  goi
BlockchainService.settleOnChainAuction dé chdt phién trén smart contract, sau
d6 transferNFT chuyén NFT cua 16 hang tir vi Farmer sang vi ngudi thang (co
kiém tra chu s& hitu hién tai d€ tranh goi lai gy revert néu da chuyén).

« Trang thai dong b0 duoc luu vao auctions.onChainSyncStatus
(PENDING/SYNCED/FAILED); hé théng cung cip endpoint cho Admin goi
lai retry - chain - sync khi dong bo that bai. Phién BLOCKCHAIN khong c6
luot dat gia nao sé ty danh ddu SYNCED vi khong c6 ETH bi khoa.

*  Nguoi thing va ngudi thua ty goi ham  rat  tién
(withdrawPayout/withdrawRefund) trén smart contract theo mé hinh pull -

payment, han ché rui ro reentrancy.

2.5.3. Luéng vi & giao dich (Wallet/Transaction)

«  Mobi thao tac lam thay ddi sb du vi (dat gia, hoan tién, thanh toan, nap/rit) déu
mo transaction PostgreSQL, khoa pessimistic_ write trén ban ghi Wallet, cap
nhat balance/frozenBalance va ghi dong thoi mot ban ghi Transaction tuwong
tmg (DEPOSIT/WITHDRAW/HOLD/RELEASE/PAYMENT) - dam bao s6 céi
ludn khép vé6i s6 du hién tai.

« API getMyWalletActivity tra vé lich st giao dich co phan trang; API
trace/:externalOrderCode cho phép tra ciru mot giao dich theo ma don ngoai
(phuc vu ddi soat PayOS/VietQR).

« Trong mdi trudng phat trién, depositMock cho phép nap tién gia lap;
adminDeposit cho phép Admin diéu chinh s6 du thi cong, déu dugc ghi log qua
Transaction dé dam béo c6 thé truy vét.

2.5.4. Luong thanh todn don hang
Pon hang c6 thé thanh toan theo mot trong ba kénh (OrderPaymentChannel):

« INTERNAL WALLET: trir tryc tiép sé du vi tai thdi diém tao don (atomic

cung viéc tao Order/Orderltem).
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* PAYOS: tao link thanh toan (POST /payments/payos/create - link), ngudi dung
quét QR/thanh toan qua app ngan hang; PayOS goi webhook cong khai (c6 xac
thuc chir ky) dé xac nhan, cAp nhat paymentStatus ctia don.

« BANK TRANSFER VIETQR (VietQR Level 2): hé thong sinh thong tin
chuyén khoan t&i tai khoan ngan hang ctia Farmer v6i ndi dung chuan héa
(AGRIBID ORDER_<orderld>); don o trang thai
PENDING BANK TRANSFER —  buyer tdi 1én  bién lai
(BUYER_MARKED TRANSFERRED) — Farmer/Admin x4ac nhan bién lai
(luu kem IP, user - agent, traceld trong order bank transfer receipts) — don
chuyén CONFIRMED PAID.

Viéc checkout tir gio hang (da nguoi ban) duge xt 1y theo nguyén tic tat - ca - hodc -
khéng (all - or - nothing): mdi Farmer trong gi6 sé& twong Gmg véi mot Order riéng; néu
mot phan that bai (vi du khong du sé du vi), toan bd thao tac dugc rollback. Mt job
nén (order - pending - payment - scheduler) dinh ky tu dong hiy cic don qua han

thanh toan.

2.5.5. Luéng livestream bdn hang

«  Farmer goi API listing/start dé khoi tao phién (LiveSessionType.LISTING),
backend tao phong LiveKit va tra token host (livekit - token.service.ts).

« Farmer ghim (pin) céc listing mudn gici thiéu (toi da 24 pin dang hoat dong -
rang budc trong live - session - pins.policy.ts); nguoi xem nhan danh sach pin
theo thoi gian thuc.

« Nguoi xem tham gia phong live (token viewer), xem danh sach san pham dang
ghim, c6 thé mua ngay (chuyén huéng VietQR Level 2) hoic thém vao gio ma
khong ro1 man hinh live; chat realtime qua WebSocket.

« Client giri heartbeat (PATCH :id/heartbeat) mdi 30 gidy dé cap nhat
lastHeartbeatAt; bo quét ndi bd ciia LiveSessionsService chay mdi 30 gidy, néu
mot phién dang LIVE khong nhdn heartbeat qua 90 gidy s& tu dong chuyén
trang thai sang FORCE_ENDED va thong bdo cho nguoi xem.

«  Farmer chii dong két thiic phién qua API end, chuyén trang thai sang ENDED.
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2.5.6. Co ché Idempotency Key

Client giri header x - idempotency - key kém yéu cdu tao listing/tao phién dau
gia. IdempotencyService.reserve(scope, userld, key, requestHash) kiém tra theo
bd khoa (scope, userld, idempotencyKey).

Néu da t6n tai ban ghi voi requestHash khac — tra 18i 400 (key bi tai sir dung
cho payload khac); néu ban ghi dang ¢ trang thai PENDING — tra 18i 409
(request tring dang duoc xtr 1); néu COMPLETED —> tra lai nguyén response
da luu (replay), khong tao dir li¢u méi.

Néu chua ton tai, hé thong tao ban ghi PENDING (xir Iy ca tinh hudng hai
request song song cung tao ban ghi nhd unique constraint); sau khi xur 1y xong
goi complete() dé luu response va chuyén COMPLETED, hoic release() dé xoa

ban ghi néu can rollback.

2.5.7. Co ché dong bé Blockchain (BlockchainListener)

BlockchainListener khoi chay khi module dugc load (OnModulelnit), poll log
on - chain theo chu ky c4u hinh (mic dinh 15 gidy), chia nho pham vi quét theo
block (chunk 1002000 block) va chi xir Iy cac block di dat dii s6 xac nhéan (1 &
moi truong dev, 6 ¢ production) dé tranh xir ly su kién trén nhanh bi dao
(reorg).

Vi tri quét gn nhat duoc luu trong blockchain sync_states; mdi su kién da xir
ly dugc ghi vao blockchain events dé dam bao khong xur 1y trung khi worker
khéi dong lai.

Su kién BidPlaced — dSng bd vao Dbids/auctions; AuctionEnded/
AuctionCancelled — cdp nhat trang thai auctions twong tmg. Hé thong cung
cap 1énh replayRange() dé Admin/Dev c6 thé quét lai thu cong mot khoang
block khi can.

2.5.8. So do tudn tw mot sé luong tiéu biéu

Phan nay md ta bang 10i trinh tuy twong tac gitta cac thanh phan (Client,

Backend, CSDL, dich vu ngoai) cho ba luéng nghiép vu tiéu biéu. Ludng (1) di duoc

minh hoa chi tiét biang so dd tuan ty & Hinh 2.4 (dat gi4) va Hinh 2.5 (tao phién dau

gia - budc khoi dau cua ludng); hai luong con lai duge mo ta bang 161:
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(1) Ludng dat gia dau gia VND: Client — Backend: POST /auctions/:id/bids (kém x -
idempotency - key) — Backend: IdempotencyService kiém tra khéa — Backend: mé
transaction, SELECT ... FOR UPDATE ban ghi auctions dé khéa pessimistic —
Backend: kiém tra s tién dat gid > currentPrice + minIncrement va availableBalance
cua vi du — Backend: ghi ban ghi bids, cap nhat currentPrice/currentWinnerld ctia
auctions, ghi transactions loai HOLD dé dong bang phan chénh léch so véi bid trudc
d6 (néu co6, RELEASE phan di hold cua ngudi giir gia cii) — Backend: commit
transaction — Backend: AuctionsGateway phat su ki¢n WebSocket "bid:new" téi
phong tuong img — Client (moi nguoi xem): nhan sy kién, cap nhat giao dién realtime

— Backend: tra response 201 cho Client giri yéu cau.

(2) Ludng két thic phién dau gia tu dong: Bull Queue (auction - scheduler) —
Backend: t6i thoi diém endTime, worker nhan job "end - auction" — Backend: m¢
transaction, doc ban ghi auctions va bid thang cudc — Backend: néu c6 ngudi thang,
chuyén trang thai auctions sang ENDED, ghi transactions loai RELEASE cho cac bid
thua (hoan tién da hold) va chuin bi PAYMENT cho ngudi thing — Backend: tao
order twong Ung cho nguoi thang & trang thai chd thanh toan/da thanh toan bang s dur
da hold — Backend: commit transaction — Backend: AuctionsGateway phat su kién

"auction:ended" — Client: cdp nhat giao dién hién thi két qua dau gia.

(3) Ludng webhook thanh toan PayOS: PayOS — Backend: POST
/payments/payos/webhook (kém chitr ky) — Backend: PaymentsController xac thuc
chit ky bang secret key — Backend: tra ctru orderCode trong transactions dé kiém tra
trung ldp (idempotency theo orderCode) — Backend: néu hop 18 va chua xir Iy, mo
transaction cdp nhat trang thai order lién quan sang PAID, ghi transactions loai
PAYMENT/DEPOSIT tuong Ung, cdp nhat balance cua vi — Backend: commit
transaction — Backend: tra HTTP 200 cho PayOS dé x4c nhan d3 nhan webhook
(PayOS sé& retry néu khong nhan duoc 200).

2.6. Thiét ké giao dién tong quan

Céac hinh tir Hinh 2.6 dén Hinh 2.16 s& trinh bay mot s giao dién tiéu biéu cua hé
thong, bao gdm giao dién Marketplace, giao dién dau gia va giao dién quan tri. Cac

nhoém man hinh chinh ctia h¢ thong dugc mé ta nhu sau:
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2 Agrigid Marketplace Livestreams Verify Login -
@) Agrigid

VIETNAMESE AGRICULTURAL MARKETPLACE

USERNAME

PASSWORD

< AgriBid Marketplace Livestreams Verify Login -
E—
@) Agricic

VIETNAMESE AGRICULTURAL MARKETPLACE

FULL NAME

USERNAME *

EMAIL *

PHONE NUMBER *

PASSWORD *

Merchant — Buyer

z
5
&
-
3
-
<

Hinh 2.6 — Dang nhap/Pang ky (diém bat dau moi ludng)
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£ Agrigid Marketplace Livestreams Verify Log In -

MARKETPLACE

Agricultural Marketplace

Discover fresh produce from verified Vietnamese farmers

Buy Now Auction

rch products... Newest first v =; Filters

21 buy-now listings - page 1 of 2

F ek

Budi N&m Roi Can Thd Budi Nam Roi Can Thd Xoai Cét Chu Long An Muc Khé Ba Ria
Mekong Delta Mekong Delta Mekong Delta B4 Ria
PRICE PRICE PRICE PRICE
72,000 vio 75,000 v 55,000 vio 165,000 vio
AVAILABILITY + AVAILABILITY & AVAILABILITY & AVAILABILITY
85 remaiming 90 remaining 100 remainanc 30 remainmc

= E T LI T S
2 AgriBid Marketplace Livestreams Verify LogIn -

< Back to marketplace

Balat

Ca phé Arabica Da Lat
85,000 ¢ .

Availability 4 45in stock
Quantity = 1 +
B Signin Buy now
Sold by
S Nguyén Bie Minh >

L6 hang Ca phé Arabica P Lat chidt lugng cao tlf nong trudng Nguyén Bic Minh

Description Product details Reviews

CA PHE ARABICA DA LAT - OCOP 4 SAO - LOAI CA PHE HIEM QUY Cé phé Arabica tai B Lat 1a hiém ky trong nganh ca phé Viét Nam. Chi chiém khoang 5-10% san lugng nhung
dude moi ngudi sanh ca phé tim kiém bai huang vi tinh té. il ®AC BIEM NOI BAT: « Hat ca phé nhé gon, hinh qua dao, mau xanh luc khi tudi « Hidng thom cé mai hoa, qua, mda
tinh t& « Vi nhe nhang, khéng cay, hau vi ngot nhu dusing mia = £5 axit cao (tu nhién), phit hdp pha drip, pour over « Ty I& caffein thdp hon Robusta (1/2), dé tieu héa ~ CONG
NGHE SAN XUAT: « Tréng theo tiéu chudn VietGap, khéng héa chat « Cay Arabica nhay cam, cdn bén phan hifu cg « Chi thu hoach hat chin, khdng hén nhép « X Iy bng phucng
phap washed (té) « Sdy déu & 11-12% dd &m L. LOI ICH: « Polyphenol cao, chdng oxy héa, chéng viém « Cai thién su tap trung, giam stress = It tac dung phu, khéng lam da day khé
chiu » Giau mineral nhu ali, magié, chét xo ® CACH PHA: Drip, pour over, Phin Viét, French press [j] CHUNG CHi: ¥ OCOP 4 sao ¥ GlobalGap ¥ SafeVietGAP ¥ Khong du iugng
hoa chét ¥ Han sif dung: 18 thang

FROM THE FARMER
° L6 hang Ca phé Arabica Da Lat chét lugng cao ti néng trusng Nguyén Blc Minh

Hinh 2.7 — Marketplace & chi tiét san pham/16 hang (khdm pha san pham)
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© Agrisid Marketplace 4 Uvestreams @ Verify

MARKETPLAGE

Agricultural Marketplace

Discover fresh produce from verified Vietnamese farmers

Buy Now Auction Search

15 auctions - page 10f 2

Y

Ca Basa Ca Mau

aMau
CURRENT BID Avcon
0.0000068 e+
© o s

L& hang C4 Basa C4 Mau chét lugng

Cua Bién Ca Mau
€4 Mau
CURRENT 810 Aucnon
0.0000072¢c4
noeD cos

L& hang Cua Bién Ca Mau chit lugng
a0 tif nang tntiing Pham Van Sdn

Newest listed

Tom Su Sdy Khd Ca Mau
€4 Mau
CURRENT 81D avenon

0.000008 71
© wames

AUCTION ENOING SO

L& hang Tom 54 Sdy Khd Ca Mau chét
Iigng cao tif ndng trudng Pham Van...

Hanh Kh Pha Quéc

Phi Quée
CURRENT 81D we
0.0000065¢+
© e AucTION ENGING Sa0N

L& hiang Hanh Knd Phi Qube chiit
Iigng cao 1 ndng truding Trén Thi Hos

° €40 tif néng trudng Pham Van Sdn

~ Agrigid

-

Marketplace Livestreams Verify & (e7) Ann

< Back 1o marketplace

Auction
CAMAY uvE 5

© Ewosin
2h Om 4s

i v cusment 10
350.000

Step: 425,000 YND.

® Lve

Gao Tudn Arh G 350,000 vND
CaoTusn Anh G 275,000 VND.
Soiby
& PhamVan Son
L hang Cua Bién C5 Mau cht gng cas 1l nbng triang Phiom Van San
() Live chat REALTIME
° No messages yet. Say hellot
) AgriBid Marketplace ™ Livestreams Verify 1. 1) Ann
AGRIBID
& Refresn

No aneis live right now

(=)

Nolive sessions yet

No farmers are live right now. Check back later!

Hinh 2.8 — P4u gia realtime & Livestream (twong tac mua dic thu)
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Agritid

o7} Anh

Cart

Review items, shipping ads

pay via VietQR (L

Selectall ~ Ciear selection

sewen
Nouyén D Minh Subtatal: 255,000
b DELIVERY ADDRESS
Ca phé Arabica Ba Lat 255,000 ¢
8 g/ unit Remove Cao Tulin Anh  berauLT
T oass77es

alo k23

Change adaress Usea difforent adaress

© swoP voucHER

Havea private cade

B ravment
Subtotal 255.0004
Amount to pay 255.000d

T} Ann

& Back1to product

Checkout
ivery,

Order from

& Nguybn Dutc Minh

Ca phé Arabica D5 Lat 4250009

Deiivery

Cao Tudn Anh
098877788
alo o123

» Change address

Usea different address for this order

Shop voucher

Subtota 4250004

Amount to pay. 425.0004

o e o

&
Payment successful

Your payment has been confirmed. Thank you fer
shopping on AgriBid!

Hinh 2.9 — Gi6 hang & Thanh toan (checkout, PayOS)

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Cong Danh
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Agrizid
Agrizid
Agrisid

FARMER PORTAL

Dashboard

@

My Batches
@ Listings

& Auctions

) Seller Orders

Payouts

“ Livestream

®

Profile & Settings

€ My orders

ORDER

#000008

WAITING FOR BUYER PAYMENT  PAYMENT PENDING

PAYMENT SUMMARY

Subtotal 1.100.0004

Amount to pay 1.100.000 d

VietQR payment (bank transfer) Nuriting your bank ranster

BANK
Vietcombank (VCB)

ACCOUNT NUMBER
123456789

ACCOUNT HOLDER
Hoang Van Hidu

Reload GR code

AMOUNT
1,100,000 4

TRANSFER REFERENCE (REQUIRED)

AGRIBID ORDER_8

a

Upload receipt / proof

& myorers
oRDER CANGELLED  PAYMENT PENDING
Piaced Jun 14, 2

PAYMENT SUMMARY

Subtotal 900.000g

Amount to pay 900.000 d

ORDER STATUS

Order cancelled

ITEMS ORDERED
@ DI TayoaLat 900,000 g

Payment method VietoR

@ SHIPPING ADDRESS
123 Nguyén Van Git, Phung An Hoa, Quan Nin Kiéu, C4n Tho

ORDERS AWAITING YOUR APPROVAL OR REJECTION,

Review bank transfer receipts

Approve only after your bank statement shows the correct amount and AGRIBID ORDER reference. Reject if the proof does not

mateh.

Pending review v

#4 900,000 d
v

hi Mai

CANCELLED  SUBMITTED

T) Anh

NB) Minh

Hinh 2.10 — Xéc nhan chuyén khoan (upload + duyét bién lai CK)
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Login

Agrizid Marketplace Liv

©

Verify your batch certificate

Enter the code on your packaging or receipt. AgriBid checks our database
and the NFT smart contract so each batch can only be minted once.

CERTIFICATE CODE

1 Verify

T token ID, or Sepolia mint transaction (0x...).

Accepted:

« Back to marketplace

A+ Operational

Verify Log In

AgriBid Marketplace

< Search another code © Copy link o§ Share & Print certificate

12}
AGRIBID

Certificate of Authenticity

This document certifies that the agricultural batch below was registered and verified on the
AgriBid platform.

CERTIFICATE CODE

AGRIBID-BATCH-000001

Approved on June 15, 2026

Ca phé Robusta Pa Lat

PaLat

CA PHE ROBUSTA DA LAT - OCOP 4 SAQ - VANG NGANH CA
PHE VIET NAM Ca phé Robusta Da Lat Ia san phdm OCOP 4 sao

dugc céng nhan chinh thifc, dai dién cho chét Iugng cao nhat
trong nganh ca phé Viét Nam. Bugc tréng tai d6 cao 1.200-1.600...

Nguyén Bifc Minh 2026-05-21

2722 un DENNING

Hinh 2.11 — Truy xuit nguén goc & Blockchain/NFT (sau khi mua, xem ngudn goc

san pham)
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£ Agrigid 1 Marketplace Livestreams Verify :’ CT) Anh

ACCOUNT

Account Settings

Manage your personal information, finances, and security on the AgriBid platform.

VND WALLET BALANCE

d on the platform. 9-600.000 VND

— —— —

Cao Tuén Anh cao.tuan.anh@agribid.com

er 2 Account Profile

Update

your personal informatior

PHONE NUMBER
Web3 Wallet

Required: Sepofia testnet

08754087776

Connect MetaMask on Sepalia testnet 1o bid with ETH.

ACCOUNT DETAILS Your address is saved to your profile after connection.

USERNAME ROLE
@cao. tuan.anh Merchant

KYC STATUS FROZEN BALANCE
©) Verified 200.000 VND
Wallet Activity
Top-ups, holds, and payments on your AgriBid wallet
No changes G s FouESg

Payment -2,500,000 &
Jun 8, 04:00 PM
REPORT_OADER WA BUYER_PAY

PAYOUT BANK INFORMATION
° Used for refund and withdrawal operations when required.

-1,440,000 4

(@ Missing information

& Agrigid = Marketplace Livestreams Verify E’ CT) Anh ~

< Back to profile

WALLET

Wallet Activity

Top-ups, holds, and payments on your AgriBid wallet

Payment -2,500,0004d

Payment -1,440,000 d
Jun 8, 09:00 PM - Completed
REPORT_MERCHANT_ANH_PQ_COMPLETED_BUYER_

PAYMENT

Hinh 2.12 — H so & lich sir vi (wallet, giao dich on-chain)
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£ Agrigid = Marketplace “ Livestreams Verify (0 ConnectWallet ) (ND) Minh
FARMER PORTAL WELCOME, NGUYEN BUC MINH
Manage your farm operations Dashboard
28 Dashboard
@ My Batches 2 B =]
@ Listings Confirmed sales (2026-06) Internal wallet Payment to review
87Md 5.7Md 0
& Auctions
5 orders - VIetQR 1.8M & For platform fees and withdrawals only Awaiting transfer or receipt approval (VietQR)
@ Seller Orders
i Bank transfers » ®
Payouts
G Pay Live auctions Product batches
@) Livestream 1 10
2 auctions tatal 8 active listings

@ Profile & Settings

© Manage batches £ Listings (=) Seller orders & Bank transfers & Auctions

Orders per day (count) 2 Payment status (VietQR)
Payment-phase orders — not revenue VND - peak Sat (1) fipedod
Payment confirmed 1 (50%)
7days  lddays 30 da All payment statuses
ey i s Lk Cancelled 1(50%)
° .
T Wed The £l Sat Sun Mon
& Agrigid = Marketplace Livestreams 1 Verify (\G Connect Wallet (NB) Minh ~
FARMER PORTAL CREATE BANK WITHDRAWAL REQUESTS AND TRACK PROCESSING STATUS.
Manage your farm operations Payouts
98 Dashboard
E3 AVAILABLE BALANCE PENDING PAYOUT AMOUNT COMPLETED PAYOUT AMOUNT
& My Batches
5,700,000 d 3,700,0004 5,200,0004
@ Listings -
& Auctions
@ seller Orders Create payout request

Requested amount will be held and processed by the platform approval fiow.

P
i

@) Livestream

Bank transfers

Example: 500000

Nguyen Van A
@ Profile & Settings Vietcombank

0123456789

Optional note for admin

Payout request history

° All statuses ¥

Hinh 2.13 — Phén chia doanh thu/% (goc nhin farmer nhan tién)
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Agri

r—
@ Ustings

5 Auctons

0 Salier Orders

Bank transfers

B Payous.

0 Livestream

®

Profie & Sottings

2 Dashbosr

© MyBsiches

Auctions

v

0 seter orgers.
& Banktransters
0 Payous

0 Livestream

© Prote & Setings

88 Dashooars
@ My Batches

& Ustings

» Auctions

o Payous

B Lvestroam

®

Profia & Settings

Agrid
[—

9 Dashboard
@ My Batches.
& Ustings

# Auctions

-]

Saller Orders

Bank transfers

5 Livestresm

@ Profile & Sottings

Hinh 2.14 — Quan 1y danh cho Farmer (16 hang, listing, don ban, rut tién)

Marketpiace Uvestiesens.

Inventory Batch Management

Your KYC is not verifies. Seme actions may be resticted.

aarcH name
Ga phe Robusta D8 Lot
Gapie Rsbusta DB Lot
Ca gie araica OaLat
Gl o Araca Db Lot
Rau Cii Thio B4 Lot
R Cli Thio B4 Lat
Osu Ty PALst
OsuTay A Lat

Ming Tay 04 Lyt

Haa Héng 08 Lat

Markotpiacy Live

& rostaswwbateh |  Bockno dasnboard

Mcatogodes v Al statuses v Alchamnels v
CATEGORY  MARVESTOATE  TECHNIGALPR.  QUANTITY srus channeL
oa gt Mays 208 GibaiGep 460,59 kg moaoy ron sais st
o e Mayp2,208  Conventinai e g P—— weme
oaat May18 2028 Gebsioas 41053 ttens suoveom s wme
o Lot My 2028 Organie EERE aapvronsue e

Jwes, 206 Organc .31k BeabyroR saLe avemon
Balat Jew32028  VetGap M7 kg saus avenion
o st May18,2028  Organc 141 kg Reaoy o sue e
oaat Je10,2006  Organic 18063 &y Poao o suis stme
Byt Miy28208  Organc 200.3 stems Rearron s e
oa ot May20.2028  Comventionsi 1463 kg oy ron saix e

AcTioN

View detst

View st

View sats

View seta

View dota

View datst

View detait

—

View dets

O vanvei i ) (WB) Minn

Back o dashbears

5 Gancel

@ Cancel

Back o dashboard

vew

My listings
; Msouses v Alpomenmosss
oautiyoaLae 0,000 9 n i i
PP pR——— s2.om ¢ w e over cim
T —— o ¢ - e em
[r——— 150,800 ¢ © e em
Miog Thy D4 Lt os.om0 4 5 sorwa PR
Diu Ty ©a Lyt 120,000 ¢ %0 WO (Vhectsh) actve # b
Epp—— e " e o
capns pebusaoa om0 g w wor o T
b (]
A o) () wan
Seller ord,
F T T e—

P snopucr o wmcn e s

v owTwoMm s seeseeg po—

Cotibn  Comdambeats L7009 Limems —

Anhy Lgt ¢ L]
wsaey  CwTuin Capht Arablca B Lrseme eavusnT

oo i H o

T 2 SR s

Cao Tudn Capnb Arabica 04 2,500,000 2.375.000
- - g

n i i

ST pcumhiessin o lesseq counena -

Markotsiace Uestraams

vty

Payouts

Creata payoutraquest
Raquestad amaunt wil be

PEMDING PAYOUT AMOUNT

3,700,000 4

3 Canmect st ) (D) Minn

COMPLETED PAOUT AMOUNT

5,200,0004

ayaut request history

i stotues B
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P MATERIO

a %
m Operations Overview
Action rems
A user Management (c] @& =4
e Total arders.
transter payment confirmation

] Category Managemen:

1 1 1 o 14
Product Management Users wan panang KYC Batchas awamng agman WaINg Tor buyer paymant ‘Buyer marked transferTed Alstases

avoeovs neods reconcaon

2 order Management
it VietaR Receipt Review Charts.
£ Rk Orders & evenue by day © Order status breakdown

14 08y 0080 oty (UTC) | 2026-06-02 — F076-06-15: UTEC - arsar: 3 hannait. - amounts: D + ETH (o6 Curens snapshot in daiaase

an)

B Payout Requests. View made Recem Gy month  Custom range

% Piattorm Fees Lengmh Gnciuing toasy) 7 W30 60 90

IR Vouchers oners

secper aay
@ KYC Management

& Markatpiace sarings

Total orders

ing cho san pham néng nghiép sach dira trén cong nghé blockchain

I LN e e
P MATERIO Q #o @
© Overview mnwm::f:::{-:ﬂ . ) Pending review v
Gow®  Hecspt B Farmar Aot Satus Suortea st ctions
2 user Mansgement
© Batcn Managemant " Nauphn i e w0008 whoin §ai vuce o
[ category Management
Aowsperpage 0 v Tiet1 < >
@ Product Managereat
W Order Management
& Auctons
5 Payou Requests
% Platorm Fees
B vouchers
@ KYC Mansgement
@ Marketplace Semings
© 2026, Agrisia %
4 MATERIO Q 0@
@ Overview KYC Management (Identity Verification)
om usar aproving
R, User Management Pending requests
£ Batch Management
Usar enai i st scticns
[ Catagory Management
proicr Management [ i 3 sovona
B oroer Management.
1l VietQR Receiot Review
& Auctions
B Payout Requests.
% Plstorm Fess
B veuchers
& Marketpiace serings
B &
i MATERIO Q 0@
© owervew a R v | wvesens o | seus v < oo | ([
2 USER PHONE NUMBER  ROLE WALLET INFO KYCSTATUS  STATUS 'REGISTERED AT ACTIONS.
& satn Niaragems ) Matkmngin osramsaess it ctve @ o
O Category Management . 0ms A
By BiaMin o 08532865677 i erified Rl wssuoeee @ O
@ Product Management ~VND il
rger Msnagement o0t st 0
® § iy YOI 08701183053 ] Varified el wasuos @
£ VIetaR Receipt Review 2o
& Auctons (B Fiondnam 0B7S4087776 P erttod. Betve. 1446 @ @
Se——
2 Hoanguinids oseszanoras W) wasuosne @ O
B Payout Rocussis 108
R @) Lo cossisesss  (Famer Veriig ) et e
1B Vouchers
ouesa. 270 0
® KYC Managerent Fgy Foamviason 09410563329 Farmar active @ o
@ Markatpiace serings
& TrénThiHoa 08471830782 Farrer ) Veritied Active. wisupwn @ [
& Mok puc Minn owmes0orsz  (Famer i 6 osaoa @@,

Hinh 2.15 — Admin Dashboard (géc nhin quan tri, cudi luong)
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Bang 2.29 - Nhém man hinh chinh cta hé thong

Ung dung / Khu
Cac man hinh chinh
vuc
Marketplace, chi tiét san pham/16 hang, danh sach & chi tiét
Client - (shop) phién d4u gia, gié hang, checkout (mua ngay & theo 16), theo
[Merchant] ddi don hang, xem livestream, trang truy xuat ngudn gdc

(verify), hd so & lich st vi.

_ Quan 1y 16 hang, quan 1y listing, quan 1y phién dau gia,
Client - (farmer) ' _ . ,
livestream, quan 1y don ban, quan 1y bién lai chuyén khodan,

[Farmer] \ a1 s .

yéu cau rut ti€n, ho so & lich st vi.
Client - Ping nhap, dang kY, quén mat khau, trang két qua thanh toan
auth/payment PayOS (success/cancel).

Téng quan sé liéu, quan 1y nguoi dung & KYC, quan 1y 16
Admin - dashboard | hang/san pham/danh muc, giam sat dau gia, quan 1y don hang,
payout, phi nén tang, voucher, ciu hinh hé thong.
2.6.1. Nhém man hinh Marketplace & chi tiét san pham (Client - Merchant)

Trang Marketplace (trang cha mua sim) st dung bd cuc ludi (grid layout)
responsive, gém thanh tim kiém/loc theo danh muc ¢ phia trén, thanh diéu huéng
(navbar) hién thi trang thai dang nhap va s6 du vi rat gon, va khu vuc ludi san phrflm
hién thi card cho timg listing/16 hang (anh dai dién, tén san pham, gia, trang thai - dang
ban/dang dau gid/dang livestream). BJ loc bén trai (sidebar filter) cho phép loc theo
danh muc (categories), khoang gia, khu vyc dia ly ciia nong trai, va loai kénh giao dich

(Listing/Auction/Live).

Trang chi tiét san pham/16 hang hién thi thong tin day du vé batch (mi 16, ngay
thu hoach, viung trong, ching nhan VietGAP/OCOP néu co), anh/video tir
batch_media, théng tin ngudi ban (farmer profile), gia va sb luong con lai. Néu batch
d3 duoc mint NFT truy xut ngudn gc, trang hién thi thém khdi "Truy xuit ngudn
gdc" véi lién két dén trang verify cong khai va ma token NFT/giao dich on - chain.

Cac nit hanh dong chinh gébm "Thém vao gié", "Mua ngay" (chuyén sang ludng
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checkout), va néu san phém thudéc mdt phién dau gia dang dién ra thi hién thi thém
khéi "Tham gia déu gia" véi gia hién tai, thoi gian con lai (dém nguogc realtime qua

WebSocket) va biéu mau dit gia.

2.6.2. Nhém man hinh Péu gid (Auction)

Trang danh sach phién d4u gia hién thi cac thé (card) phién ddu gid dang mo,
sap dién ra va da két thuc, mdi thé gom anh san pham, gia khoi diém/gia hién tai, s6
luot dat gia va thoi gian con lai. Trang chi tiét phién dau gia 1a man hinh quan trong
nhét cta kénh Auction, bd cuc hai cot: cot trai hién thi anh/video san phém va mo ta 1o
hang; cot phai hién thi khéi thong tin ddu gia thoi gian thuc gdm gia hién tai
(currentPrice), budc gia tdi thiéu (minIncrement), thoi gian két thuc (ddng hd dém
ngugc cap nhat qua WebSocket), lich su dat gid (danh sach bid gén nhat kém thoi
gian) va biéu mau dit gia mai.

Biéu mau dat gia kiém tra rang budc sb tién t6i thiéu ngay trén giao dién trudc
khi gui yéu cdu (client - side validation), dong thoi hién thi sé du kha dung
(availableBalance = balance — frozenBalance) ctia vi VND dé ngudi dung biét trude
lidu co du sd du dé dit gia hay khong. Sau khi dat gia thanh cong, giao dién cap nhat
ngay gia hién tai va danh sach lich sir dit gia cho tit ca ngudi xem dang md trang nhd

su kién WebSocket phat tir AuctionsGateway.

2.6.3. Nhom man hinh Gio hang & Thanh todan (Cart & Checkout)

Trang gié hang nhom cic muc theo ngudi ban (farmer) vi mdi don hang (order)
chi thudc vé mot ngudi ban; mdi nhom hién thi danh sach san phém, ) luong (co thé
chinh stra), don gid, thanh tién theo nhoém va checkbox chon dé thanh toan (cho phép
thanh toan mot phan gié hang). Cudi trang 1a bang tong két: tong tién hang, ma

voucher (néu ap dung), phi van chuyén uéc tinh va tong thanh toan.

Trang checkout hién thi lai danh sach don hang s& dugc tao (mdi ngudi ban mot
don), biéu miu chon/nhap dia chi giao hang (ldy tir bang addresses hoic nhap méi),
lga chon phuong thue thanh todn (vi VND ndi bd hoac PayOS/VietQR), va nit xac
nhan dit hang c6 gin x - idempotency - key dé tranh tao don trung khi ngudi dung

bam nhi€u lan hoac mat két noi tam thoi. Sau khi xac nhan, néu chon PayOS, giao dién
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chuyén huéng sang trang thanh toan VietQR cua PayOS va quay lai trang két qua

(success/cancel) ctia hé théng sau khi hoan tat.

2.6.4. Nhom man hinh qudn ly danh cho Farmer

Trang quan 1y 16 hang (product batches) hién thi danh sach céc 16 da khai bao
kem trang thai duyét (PENDING/READY FOR _SALE/REJECTED/SOLD) va trang
thai mint NFT. Biéu mau tao/stra 16 hang cho phép nhap thong tin san pham, s luong,
ngdy thu hoach, viing trong va tai 1én hinh anh/video (luu vao batch media). Trang
quan 1y listing va quan 1y phién ddu gia twong tw, cho phép farmer tao, chinh sira (khi

chua c6 nguo1 mua/dat gia) va theo doi trang thai cua tung listing/phién.

Trang livestream danh cho farmer (host) tich hop SDK LiveKit dé phat video
tryc tiép, kém bang diéu khién ghim san pham (pin/unpin téi da 24 listing), khung chat
realtime véi ngudi xem, va chi bao trang thai két ndi/heartbeat. Trang quan 1y don ban
hién thi danh sach don hang phan theo cac trang thii PENDING BANK TRANSFER,
CONFIRMED PAID, SHIPPING, COMPLETED..., cho phép cép nhat trang thai van
chuyén va tai 1én bién lai chuyén khoan ddi véi cac don thanh toan thu cong. Trang vi
& lich str giao dich hién thj balance, frozenBalance, lich st cac ban ghi transactions
phan theo loai DEPOSIT, WITHDRAW, HOLD, RELEASE, PAYMENT va biéu miu

yéu cau rat tién (withdrawal request).

2.6.5. Nhom man hinh Quan tri (Admin Dashboard)

Trang tong quan (dashboard) hién thi cac chi s6 tong hop: tong s6 nguoi ding,
tong gia tri giao dich theo timg kénh (Listing/Auction/Live), s6 luong don hang theo
trang thai, biéu d6 doanh thu/phi nén tang theo thoi gian. Trang quan 1y ngudi ding &
KYC hién thi danh sach ngudi dung kém trang thai xac minh (K'YC), cho phép admin
xem chi tiét ho so (gidy to tai 1én) va phé duyét/tir chdi voi 1y do.

Trang quan 1y 16 hang/san pham/danh muc cho phép admin duyét cac 16 hang
do farmer khai bao, quan 1y cay danh muc (categories) va thuc hién thao tdc mint NFT
truy xuat nguon gdoc cho cac 16 da duyét. Trang giam sat ddu gia hién thi danh sach cac
phién dang dién ra/da két thiic kém kha ning can thiép (huy phién trong trudng hop
bat thuong). Trang quan 1y don hang & payout cho phép admin xir Iy cac yéu cau rat

tién cua farmer, do1 soat bién lai chuyén khoan. Trang phi nén tdng & cau hinh hé
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thdng cho phép xem béo céo phi theo ky (platform fee statements) va chinh cac tham
s6 cau hinh chung (system_settings) nhu ti 1¢ phi, ngudng heartbeat, sb luong pin t6i
da.

2.6.6. So do diéu hwéng (sitemap) chi tiét
Bang 2.30 dudi day duogc tong hop truc tiép tir cau trac thu muc app/ (Next.js App
Router) cta hai tmg dung Frontend Client va Frontend Admin, cho thay do phu thuc té
cua giao dién: Client ¢6 30 trang (page.tsx), Admin c6 17 trang.

Béang 2.30 - Sitemap Frontend Client (30 trang) va Frontend Admin (17 trang)

Khu vue S6 trang Cac route chinh

/ (trang chu marketplace), /marketplace,

. /products/[id], /cart, /checkout/batch,
Client - (shop)

13 /checkout/order/[orderld], /orders, /livestream,
[Merchant] ' _
/livestream/[sessionld], /profile, /profile/wallet -
activity, /stats, /verify
/farmer (trang chu), /farmer/batches,
/farmer/batches/[batchld], /farmer/listings,
Client - (farmer) . /farmer/auctions, /farmer/livestream, /farmer/seller -
[Farmer] orders, /farmer/seller - orders/[orderld],
/farmer/payouts, /farmer/bank - transfers,
/farmer/profile, /farmer/profile/wallet - activity
Client - auth 3 /auth/login, /auth/register, /auth/forgot - password
_ /payment/success, /payment/cancel (trang két qua
Client - payment 2
thanh toan PayOS)
Admin - (blank - ' .
4 /login, /register, /forgot - password, /error
layout - pages)
. / (tong quan), /users, /kyc, /product - batches,
Admin - _ .
12 /products, /categories, /auctions, /orders, /payouts,
(dashboard)

/platform - fees, /vouchers, /settings
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Khu vue S6 trang Cac route chinh

Admin - fallback 1 /[...not - found] (trang 404 tiiy bién)
So véi bang nhém man hinh & dau muc 2.6, sitemap chi tiét nay cho thiy rd hon viéc
tach biét gitra hai trai nghiém Farmer/Merchant trén cung mot rng dung Client (thong
qua route group (farmer) va (shop) ctia Next.js, khong lam thay d6i duong dan URL
hién thi) va 12 trang nghiép vu ctia Admin twong tmg v4i 12 nhém chirc ning quén tri

da liét ké 6 muc 2.1.2 va 2.2.3.

2.7. Thiét ké API h¢ thong

Hé théng cung cip API theo kién trac RESTful, duoc tai liéu hoa ty dong bing
Swagger (OpenAPI) thong qua cac decorator cua NestJS (@ApiTags, @ApiOperation,
@ApiResponse...). Tat ca endpoint yéu cau xac thuc déu sir dung JWT Bearer token
gan trong header Authorization, dugc kiém tra bai JwtAuthGuard két hop RolesGuard
dé phan quyén theo vai tro (FARMER, MERCHANT, ADMIN). Céc bang dudi day

liét ké cac endpoint chinh theo tirng module nghiép vu.

Danh sach dudi ddy dugc tong hop truc tiép tir cac controller NestJS trong thu
muc src/modules cua AgriBid - Backend (27 controller, khodang 27 module nghiép vu),
dam bao phan anh dang cac route, method HTTP va decorator phan quyén (@Roles,

@UseGuards) hién c6 trong ma ngudn.
2.7.1. Xac thuc & hé so cd nhin (auth, users/media)

Bang 2.31 - API xéc thyc va hd so ca nhan

Quyén truy
Method Endpoint Mo ta
cap
POST | /auth/register Dang ky tai khoan moi Public
Ping nhap bang
POST | /auth/login username/password, tra vé Public

access token & refresh token

Lam moi access token bang
POST | /auth/refresh Public
refresh token
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Quyén truy
Method Endpoint Mo ta
cap

Ding xut, hiy refresh token ba dang
POST | /auth/logout ' .
hién tai nhap

Lay thong tin hd so ngudi dung | Pa ding
GET /auth/me ' .
hién tai nhap

Cap nhat hd so ¢4 nhan (ho tén, | ba dang
PATCH | /auth/me

s6 dién thoai, ...) nhap
.. . .. .. |Padang
PATCH | /auth/me/password D061 mat khau tai khoan hién tai "
nhap
POST /users/media/upload - Tai 1én/cap nhat anh dai di¢n ba dang
avatar nguoi dung nhép

2.7.2. Quan ly nguwoi dung & KYC (Admin)

Béng 2.32 - API quén 1y nguoi dung va KYC

Quyén truy
Method Endpoint Mo ta
cap
Tao nguoi dung méi (tai khoan
POST /users . ADMIN
ndi bo)
Danh sach nguoi dung c6 phan
GET /users ADMIN
trang
GET /users/:id Chi tiét mot ngudi dung ADMIN
PATCH | /users/:id Cap nhat thong tin nguoi dung | ADMIN
DELET ‘ ‘
. /users/:id Xo6a nguoi dung ADMIN
Danh sach nguoi dung dang
GET /admin/kyc/pending ADMIN

cho duyét KYC
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Method

PATCH

Endpoint

/admin/kyc/:id/review

Mo ta

Duyét hoic tir chdi hd so KYC
kém ly do

2.7.3. Danh muc & sin pham tham chiéu (categories, products)

Method

GET

GET

POST

PATCH

DELET

GET

GET

POST

PATCH

DELET

Béng 2.33 - API danh muc va san pham tham chiéu

Endpoint

/categories

/categories/:id
/categories

/categories/:id

/categories/:id

/products

/products/:id
/products

/products/:id

/products/:id

Mo ta
Danh sach danh muc san phdm
(cay danh muc)
Chi tiét mot danh muc
Tao danh muc moi

Cap nhat danh muc
Xoa danh muc

Danh sach san phdm tham

chiéu (catalog gbc)
Chi tiét san pham tham chiéu
Tao san pham tham chiéu mai

Cap nhat san phdm tham chiéu

Xba san pham tham chiéu
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Quyén truy

cap

ADMIN

Quyén truy

cap

Public

Public
ADMIN

ADMIN

ADMIN

Public

Public
ADMIN

ADMIN

ADMIN
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2.7.4. Dia chi giao hang (addresses)

Béng 2.34 - API dia chi giao hang

Quyén truy
Method Endpoint Mo ta
cap
_ Da dang
POST /addresses Tao dia chi giao hang mé&i
nhép
ba dang
GET /addresses Danh sach dia chi cta ban than
nhép
ba dang
GET /addresses/:id Chi tiét mot dia chi nhap (chu s
hiru)
Da dang
PATCH | /addresses/:id Cap nhat dia chi nhap (chu s¢
hiru)
ba dang
_ bat dia chi lam dia chi mac
PATCH | /addresses/:id/default dinh nhap (chu s¢
in
' hiru)
Da dang
DELET ' '
. /addresses/:1d Xoa dia chi nhap (chu s¢
hiru)

2.7.5. L6 hang, media & truy xudt nguon goc (product - batches, batch - media,
verify, metadata)

Bang 2.35 - API 16 hang, media va truy xuit ngudn gbc

Method Endpoint Mo ta Quyén truy cip

Farmer khai béo 16 hang
POST /product - batches » FARMER
méi

Danh sach toan bo 16
GET /product - batches | ADMIN
hang (loc theo trang thai)
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Method

GET

GET

PATCH

DELET

PATCH

PATCH

DELET

POST

GET

DELET

GET

GET

Endpoint

/product - batches/my -
batches

/product - batches/:id

/product - batches/my -
batches/:id

/product - batches/my -
batches/:id

/product -
batches/admin/:id

/product -
batches/admin/:1d/status

/product -
batches/admin/:id

/batch -
media/:batchld/upload

/batch - media/:batchld

/batch -
media/:batchld/:mediald

/verify/batches/:batchld

/verify/lookup

Mo ta
Danh sach 16 hang cta

Farmer hién tai
Chi tiét mot 16 hang
Farmer cdp nhat 16 hang

cua minh

Farmer 4n (soft - delete)
16 hang ctia minh

Admin cép nhat thong tin
16 hang

Admin duyét hodc tir chdi

16 hang
Admin x06a 16 hang

Farmer tai 1én anh/video

cho 16 hang

Danh sach media cua mot
16 hang

Farmer x6a mot media
khoi 16 hang

Trang xac thuc cong khai
truy xudt ngudn gbc theo
16 hang

Tra clru truy xuit nguon

gbc theo ma NFT/token
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Quyén truy cip
FARMER/ADMIN

ADMIN/FARMER

(lién quan)

FARMER

FARMER

ADMIN

ADMIN

ADMIN

FARMER

Public

FARMER

Public

Public
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Method Endpoint Mo ta Quyén truy cip

Lay metadata NFT
GET /metadata/batch/:batchld | (chuén ERC - 721) ctia 16 | Public
hang
2.7.6. Listing, danh gia & gio hang (listings, listing - reviews, carts)

Béng 2.36 - API listing, danh gid va gio hang

Method Endpoint Mo ta Quyén truy cip
Farmer tao
POST /listings listing moi tr | FARMER

mot 16 hang

Danh sach
listing dang

GET /listings Public
ban (loc, phan

trang)

Danh sach
o o listing cua
GET /listings/my - listings _ FARMER/ADMIN
Farmer hién

tai

Farmer/Admi

PATCH | /listings/my - listings/:id n cép nhat FARMER/ADMIN
listing

- Chi tiét mot _

GET /listings/:1d o Public
listing
Tai 1én

POST /listing - reviews/upload - media | d&nh/video MERCHANT/FARMER
kém danh gia
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Method

POST

GET

GET

GET

POST

PATCH

PATCH

DELET

DELET

Endpoint

/listing - reviews

/listing - reviews/listing/:listingld

/listing -
reviews/listing/:listingld/summar

y

/carts

/carts/items

/carts/items/:itemId

/carts/items/:itemld/selection

/carts/items/:itemId

/carts
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Mo ta
Gtri danh giad
cho mot

listing da mua

Danh sach
danh gia cua
mot listing
Thong ké tong
hop diém
danh gia cua
listing

Xem gio hang
hién tai (nhom
theo nguoi
ban)

Thém san
pham/listing
vao gio hang
Cap nhat s6
lugng mot

muc trong gio

Chon/bo chon
muc dé thanh
toan

Xo6a mot muc
khoi gio hang
Xoba toan bo

gi6 hang

Quyén truy cip

MERCHANT/FARMER

Public

Public

MERCHANT/ADMIN

MERCHANT/ADMIN

MERCHANT/ADMIN

MERCHANT/ADMIN

MERCHANT/ADMIN

MERCHANT/ADMIN
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2.7.7. Don hang (orders)

Method

POST

POST

GET

GET

GET

GET

GET

GET

Béng 2.37 - API don hang

Endpoint

/orders/checkout - from

- cart

/orders/buy - now

/orders

/orders/my - orders

/orders/my - seller -

orders

/orders/my - seller -
orders/revenue -

summary

/orders/status - options

/orders/:1d

Mo ta Quyén truy cip

Tao don hang
tur g16 hang
x. _ MERCHANT/ADMIN
(moi ngudi ban
mot don)
Mua ngay mot
listing (khong | MERCHANT/ADMIN

qua gio hang)

Danh sach toan
ADMIN
bd don hang

Danh sach don
hang da mua MERCHANT/FARMER/ADMIN

cua ban than

Danh sach don
hang ban ra cua | FARMER/ADMIN

Farmer

Théng ké
doanh thu cuia | FARMER/ADMIN
Farmer theo ky

Danh sach cac

trang thai don | ADMIN/FARMER/MERCHANT
hang hop 1¢

Chi tiét mot

Nguoi lién quan/ADMIN
don hang
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Method

PATCH

PATCH

PATCH

PATCH

PATCH

PATCH

GET

POST

Endpoint

/orders/:1d/shipping

/orders/:1d/status

/orders/:id/payment -

status

/orders/:1d/seller - ship

/orders/:1d/buyer

confirm - received

/orders/:1d/seller -

cancel

/orders/:1d/bank -

transfer/vietqr

/orders/:1d/bank -

transfer/receipt

Mo ta
Céap nhat thong
tin van chuyén

cua don hang

Admin cap
nhat trang thai
don hang

Admin cap
nhat trang thai

thanh toan

Farmer Xac
nhan da giao
hang cho don

vi van chuyén

Nguoi mua xac
nhan d3a nhan
hang (hoan tat
don)

Nguodi ban huy
don hang kem
Iy do

Lay m3 VietQR
chuyén khoan

cho don hang

Nguoi mua ndp
bién lai chuyén
khoan (Level
2)
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Quyén truy cip

MERCHANT/FARMER

ADMIN

ADMIN

FARMER/ADMIN

MERCHANT/FARMER

MERCHANT/FARMER

Nguoi lién quan/ADMIN

MERCHANT/FARMER

77



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Method Endpoint Mo ta Quyén truy cip
Nguoi
/orders/:id/bank - | ban/Admin
PATCH ADMIN/FARMER
transfer/receipt/review | duyét bién lai
chuyén khoan
/orders/my - seller - | Danh sach bién
GET orders/bank - transfer - | lai cho nguoi | FARMER/ADMIN
receipts ban duy¢t
. Job tu dong
/orders/jobs/auto -
huy don qua
POST | cancel - overdue - ADMIN
han xac nhan
pending - confirm
nhan hang
/orders/jobs/auto - Job tg dong
cancel - overdue - huy don qua
POST ADMIN
pending - payment - | han thanh
listings toan/listing
2.7.8. Pdu gid & dit gid (auctions, bids)
Bang 2.38 - API dau gia va dat gia
Method Endpoint Mo ta Quyén truy cip
Tao phién dau
POST /auctions gia mai tr mot FARMER/ADMIN
16 hang/listing
Danh sach phién
GET /auctions dau gia (loc theo Public
trang thai)
Danh sach phién
GET | /auctions/my - auctions dau gia cua FARMER/ADMIN

Farmer hién tai
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Method Endpoint Mo ta Quyén truy cip
_ Farmer cap nhat
/auctions/my - . '
PATCH . . phién (khi chua FARMER
auctions/:id .
co bid)
Chi tiét phién
GET /auctions/:id . Public
dau gia
Chuyén phién
PATCH /auctions/:id/start sang trang thai ADMIN
dang dién ra
Két thuc phién
dau gia (xac
PATCH /auctions/:id/end . _ ADMIN
dinh nguoi
thang)
Huy phién dau
PATCH /auctions/:id/cancel g ADMIN
gia
Yéu cau dong
/auctions/:id/retry - b lai trang thai
PATCH . . ADMIN
chain - sync on - chain cua
phién
/auctions/:id/winning - | LAy thong tin
GET ‘ o, Public
bid bid thang cudc
Lay gia hién tai
/auctions/:id/current - cua phién
GET _ _ Public
price (polling du
phong cho WS)
/auctions/:id/recent - | Danh sach cac
GET ' o , Public
bids bid gan nhat
. ' Lay don hang
GET | /auctions/:id/my - order MERCHANT/FARMER/ADMIN
phat sinh tur
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Method Endpoint Mo ta Quyén truy cip
phién cho nguoi
dung hién tai
Thong tin chan
. o . doén/ddng bo
GET |/auctions/:id/diagnostics _ ADMIN
blockchain cua
phién
o Giri tin nhan
/auctions/:id/chat -
POST chat trong Da dang nhap
messages .
phong dau gia
/auctions/:id/chat - |Lich str chat cua .
GET _ _ . Public
history phién dau gia
Dat gia moi
(yéu ciu X -
POST /bids idempotency - ba dang nhap
key, khoa
pessimistic)
. _ ' Lich str dat gia _
GET [ /bids/auction/:auctionld . Public
ctia mot phién
' _ ‘ Gié cao nhat
/bids/auction/:auctionld/ ‘ ‘ _
GET ' hién tai cua Public
highest ,
phién
Danh sach cac
GET /bids/my - bids lugt dat gid cua Da dang nhap
ban than
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2.7.9. Livestream (live - sessions)

Béng 2.39 - API livestream

Method Endpoint Mo ta Quyén truy cip
' Farmer kho1i tao
/live - S
POST _ o phién live gid1 FARMER/ADMIN
sessions/listing/start o
thiu listing
' Farmer khoi tao
/live - ,
POST . . phién live gan voi FARMER/ADMIN
sessions/auction/start o
phién dau gia
Két thiic phién
PATCH | /live - sessions/:id/end _ FARMER/MERCHANT/ADMIN
livestream
i G heartbeat duy
ive - «
PATCH tri phién (moi 30 | FARMER/MERCHANT/ADMIN
sessions/:id/heartbeat N
giay)
/ive - Ghim listing vao
POST |sessions/:id/pins/:listing| phién live (t6i da | FARMER/MERCHANT/ADMIN
Id 24)
/Nive -
DELET _ S Bo ghim listing
sessions/:id/pins/:listing FARMER/MERCHANT/ADMIN
E khéi phién live
Id
Lay token
/live - LiveKit d¢ tham
GET _ . _ Da dang nhap
sessions/:id/token gia phong
(host/viewer)
Danh séch listing
GET | /live - sessions/:id/pins | dang dugc ghim ba dang nhap
trong phién
/live - sessions/:1d/chat | Lich sur chat cua
GET _ o Da dang nhap
- history phién live
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Method Endpoint Mo ta Quyén truy cip
/live - sessions/:id/chat | Guri tin nhin chat
POST ' ba dang nhap
- messages trong phong live
Danh sach phién
GET | /live - sessions/public | live cong khai Public

dang dien ra

Nive - Chi tiet mot phién
GET Public
sessions/public/:id live cong khai
. Phién live dang
Nive -
GET _ ' hoat dong cua D3 dang nhap
sessions/me/active

ban than (néu co)

/live - Trang thai phién
GET |sessions/auction/:auctio| live gan v&i mot ba dang nhap
nld/status phién du gia

_ ~|Chi tiét mot phién

GET /live - sessions/:id _ ba dang nhap
live
Danh séach phién

GET /live - sessions live cia nguoi ba dang nhap

dung hién tai

2.7.10. Thanh toan & Vi (payments, wallets)

Bang 2.40 - API thanh toan va vi

Method = Endpoint M6 ta Quyén truy cip
/payments/payos/create - | Tao link thanh toan PayOS

POST Da dang nhap
link cho don hang
/payments/payos/wallet - | Tao link PayOS dé nap tién

POST _ ba dang nhap
topup - link vao vi
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Method @ Endpoint

/payments/payos/wallet -
POST pay pay
topup/confirm - return

POST | /payments/payos/webhook

GET /wallets/balance

GET /wallets/activity

POST | /wallets/deposit - mock

/wallets/:userld/admin -
PATCH _
deposit

M0 ta

Xac nhan két qua nap tién
khi quay lai tir PayOS
Webhook PayOS xac nhan

thanh toan/nap tién (xac

thuc chir ky)

SO du vi hién tai (balance,
frozenBalance)

Lich st giao dich vi
(transactions ledger)

Nap tién gia lap vao vi (mdi
truong dev)

Admin cong tién truc tiép

vao vi cia mot nguodi dung

2.7.11. Payout, Voucher, Phi nén tang & Giao dich

Quyén truy cip

ba dang nhap

PayOS

ba dang nhap

ba dang nhap

ADMIN

ADMIN

Bang 2.41 - API payout, voucher, phi nén tang va giao dich

Method Endpoint

POST | /payouts/requests

GET /payouts/my

GET /payouts

Mo ta Quyén truy cap
Farmer tao yéu
cau rat tién

FARMER/ADMIN

(payout) vé

ngan hang

Danh sach yéu

cau payout cia | FARMER/ADMIN

ban than

Danh sach toan

b6 yéu cau | ADMIN

payout
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Method ' Endpoint

PATCH

PATCH

PATCH

POST

POST

GET

GET

POST

GET

/payouts/requests/:id/admin/approve

/payouts/requests/:id/admin/complete

/payouts/requests/:id/admin/reject

/payouts/jobs/auto -  finalize

approved

/vouchers

/vouchers

/vouchers/:1d

/platform -  fees/jobs/generate

monthly

/platform - fees/monthly

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Cong Danh

Mo ta
Admin  duyét

yéu cau payout

Admin Xac
nhan da
chuyén  tién,

hoan tat payout

Admin tir chdi

yéu cau payout

kém 1y do
Job tu dong
hoan tAt céc
payout da
duyét

Tao  voucher
khuyén  mai
moi

Danh sach
voucher

Chi tiét mot
voucher

Job tao bao cao
phi nén tang

theo thang
Danh sach bao
cio phi nén

tang theo thang

Quyén truy cap

ADMIN

ADMIN

ADMIN

ADMIN

ADMIN

ADMIN

ADMIN

ADMIN

ADMIN
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Method

GET

GET

GET

GET

Endpoint

Mo ta

Théong ké tong

/platform - fees/monthly/summary hop phi nén

/transactions

/transactions/cash - flow

tang

Danh sach giao
dich vi toan hé

thong

Bao cdo dong
tién theo loai

giao dich

Truy vét mot

/transactions/trace/:externalOrderCod | giao dich theo

(&

ma don hang

PayOS

2.7.12. Qudn tri, gidm sdt hé thong & Blockchain

Method

GET

GET

PATCH

GET

Quyén truy cap

ADMIN

ADMIN

ADMIN

ADMIN

Bang 2.42 - API quan tri, giam sat h¢ thong va blockchain

Endpoint

/admin/dashboard/summar

y

/system - settings

/system - settings/:key

/health

Mo ta
S liéu tong quan cho
trang dashboard Admin
Danh sach toan bd ciu
hinh hé thong
Cap nhat mdt tham )
c4u hinh hé thong
Kiém tra tong quan sirc
khoe hé théng (DB,
Redis, ...)
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Method Endpoint Mo ta Quyén truy cip

Liveness probe (cho
GET /health/live _ Public
container orchestrator)

GET /health/ready Readiness probe Public
S6 liéu Prometheus cua

GET /metrics Public
ung dung

_ ' S6 liu runtime (CPU, _
GET /metrics/runtime Public
memory, event loop)

/monitoring/blockchain - Trang thai két ndi/dong
GET Public
health bo blockchain

o Céu hinh client dé két _
GET /blockchain/client - config . , Public
no1 vi/mang blockchain

Ngoai cac endpoint REST néu trén, hé théng con cung cdp cac kénh WebSocket
(Socket.IO) dé cap nhét thoi gian thuc: kénh dau gia (gid hién tai, lich sir bid, dém
nguoc thoi gian), kénh chat cia phong déu gia/livestream, va kénh thong bao trang

thai phién livestream (heartbeat/FORCE_ENDED).
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Chuong 3: TRIEN KHAI HE THONG VA PANH GIA KET QUA

3.1. Moi trudng va cong nghé cai dat

Hé théng AgriBid duoc t6 chirc theo dang monorepo gdm bén thanh phan doc lap:
AgriBid - Backend (Nest]S), AgriBid - Frontend/Client (Nextjs danh cho
Farmer/Merchant), AgriBid - Frontend/Admin (Next.js danh cho quan tri vién) va
AgriBid - Blockchain (Hardhat/Solidity). C4c thanh phéan giao tiép v6i nhau qua REST
API, WebSocket (Socket.IO) va mang blockchain Ethereum (testnet Sepolia).

Bang 3.1 - Moi truong va cong nghé cai dat

Thanh phan Cong ngh¢ sir dung
| Nodejs 22, NestJS 11, TypeORM 0.3, PostgreSQL 15, Redis
Backend (AgriBid _
(cache + Bull queue), Passport JWT, class - validator,
- Backend) _ _
Swagger/OpenAPI, ethers.js 6, Prometheus (prom - client)
_ L Next.js 16 (App Router, Turbopack), React, Tailwind CSS 4,
Client (AgriBid -
TanStack Query, Axios, Wagmi/Viem +
Frontend/Client)

WalletConnect/MetaMask/Coinbase, LiveKit Client, 118n (en/vi)

Admin (AgriBid - | Next.js 14, MUI 5 (Materio template), TanStack Query, React
Frontend/Admin) | Hook Form

Blockchain
L Solidity 0.8.28, OpenZeppelin Contracts 5, Hardhat 3 (hardhat -
(AgriBid - .
toolbox - mocha - ethers), mang Ethereum Sepolia testnet
Blockchain)

Co s dir liéu & ha | PostgreSQL 15 (Docker, cong 5434), Redis Alpine (Docker, cong
tang phu tro 6379), LiveKit (livestream SFU), PayOS (cong thanh toén)

3.2. Cau triic ma nguon

Chu trac thu muc duge td chuc theo nguyén tic tach biét theo module nghi¢p vu

(feature - based), giup dé bao tri va mé rong:
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Thu muc

AgriBid -
Backend/src/commo

n

AgriBid -
Backend/src/database

AgriBid -

Backend/src/modules

AgriBid -
Backend/scripts

AgriBid -

Frontend/Client/src
AgriBid -

Frontend/Admin/src

AgriBid -

Blockchain/contracts

Béng 3.2 - Cau triic ma ngudn

Noi dung chinh

Guard (JwtAuthGuard, RolesGuard), Interceptor
(TransformInterceptor - chuan hoa response va an truong nhay
cam), Filter (HttpExceptionFilter), DTO phan trang, enum, util
(vietgr - bank, bank - profile - policy, farmer - sell - policy,
batch - certificate...)

CAu hinh két nbi TypeORM (typeorm - datasource.ts) va cac

migration

27 module nghi¢p vy, moi module gébm controller — service —
entity — dto; cac module phtrc tap (orders, auctions, live -
sessions) tdch thém cac service con trong thu muc services/ va

gateway realtime trong gateways/

Script seed dir liéu mau (seed.ts, seed - mint.ts, seed - long -
demo - auctions.ts...), script kiém tra/dong bd blockchain
(blockchain - check.ts, blockchain - replay.ts), script smoke test

(smoke:vietqr, smoke:auction, smoke:blockchain)

app/[locale] (route theo App Router, nhém (shop) va (farmer)),
features/ (chia theo domain: auctions, listings, cart, checkout,

livestream...), shared/ (apiClient, provider Wagmi, layout)

app/(dashboard) (trang quan tri), views/ (man hinh +
Table/Dialog), services/ (goi API), hooks/api/ (React Query)

AgriBidEscrow.sol (hop dong ky quy ddu gia ETH),
AgriBidNFT.sol (hop dong NET ERC - 721 truy xuit ngudn
gbc); thu muc scripts/ chtra deploy.js (trién khai 1én Sepolia) va

manage - escrow - roles.js

3.3. Céu hinh méi trwong (Environment Configuration)

Toan bd cau hinh nhay cam va phy thudc méi truong duge quan 1y qua bién moi

truong (.env), nap bang @nestjs/config. Cac nhom bién chinh gém:
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« Céu hinh ung dung: PORT, HOST, NODE ENV, ALLOWED ORIGINS,
APP PUBLIC URL, NFT METADATA BASE URL.

« Chu hinh co sé dir lieu: DB_HOST, DB PORT, DB USERNAME,
DB PASSWORD, DB NAME, DB SYNCHRONIZE (=false & production,
dung migration), DB LOGGING.

« Chu hinh Redis & rate limit:
REDIS HOST/PORT/PASSWORD/DB/KEY PREFIX, RATE LIMIT TTL,
RATE LIMIT MAX (ThrottlerGuard).

« Céu hinh blockchain: BLOCKCHAIN RPC URL,
BLOCKCHAIN CHAIN ID (Sepolia = 11155111),
BLOCKCHAIN PRIVATE KEY, NFT _CONTRACT ADDRESS,

ESCROW_CONTRACT ADDRESS,
BLOCKCHAIN POLL INTERVAL MS,

BLOCKCHAIN LISTENER AUTOSTART - phuc vu BlockchainListener
ddng bo sy kién on - chain.

« Ciu hinh thanh toan PayOS: PAYOS CLIENT ID, PAYOS API KEY,
PAYOS CHECKSUM KEY, PAYOS RETURN URL/CANCEL URL,
PAYOS TOPUP TIMEOUT MINUTES,

PAYOS TOPUP_SWEEP INTERVAL MS.

« Ciu hinh nghiép vu van hanh:

ORDER PENDING CONFIRM TIMEOUT HOURS,

ORDER PENDING PAYMENT TIMEOUT HOURS,

PLATFORM_FEE DEFAULT BPS,
PLATFORM_FEE AUTO GENERATE ENABLED,

PAYOUT MIN/MAX AMOUNT_VND,
PAYOUT_MAX_REQUESTS_PER_DAY - c4u hinh céc tham s6 nghiép vu tai
chinh c6 thé diéu chinh khong cén stra code.

« Céu hinh livestream: LIVEKIT URL, LIVEKIT API KEY,
LIVEKIT API SECRET.
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Bang 3.3 thong ké ddy du cac nhom bién méi trudng thuc té dugc khai bao trong tép

.env.example cta timg package (khong bao gém gia tri thuc - chi tén bién va muc

dich), cho thdy quy mé ciu hinh can thiét 14p khi trién khai hé thong:

Bang 3.3 - Bién moi truong (.env) theo timg package
Package | Nhom bién Tén bién tiéu biéu
) PORT, HOST, NODE_ENV, APP_ NAME, APP_ENV,
Cau hinh tng
Backend . ALLOWED ORIGINS, APP_PUBLIC URL,
dung (8 bién)
NFT METADATA BASE URL
DB HOST, DB PORT, DB USERNAME,
Co so dit lidu
Backend (7 bidn) DB _PASSWORD, DB_ NAME, DB_SYNCHRONIZE,
ién
DB _LOGGING
REDIS HOST, REDIS PORT, REDIS PASSWORD,
Redis & rate
Backend . |REDIS_DB, REDIS KEY PREFIX, RATE LIMIT TTL,
limit (7 bién)
RATE LIMIT MAX
Xac thuc &
JWT _SECRET,
Backend | van hanh (2
B AUCTION_RECONCILE INTERVAL MS
bién)
BLOCKCHAIN RPC URL,
BLOCKCHAIN CHAIN ID,
BLOCKCHAIN PRIVATE KEY,
NFT CONTRACT ADDRESS,
Blockchain ESCROW_CONTRACT_ADDRESS,
Backend .
(12 bien) BLOCKCHAIN POLL INTERVAL MS,
BLOCKCHAIN LOG_CHUNK START/MIN/MAX,
BLOCKCHAIN LOG RETRY MAX,
BLOCKCHAIN CONFIRMATIONS,
BLOCKCHAIN LISTENER AUTOSTART
Backend PayOS (7 PAYOS CLIENT ID, PAYOS API KEY,
acken ,
bién) PAYOS CHECKSUM KEY, PAYOS RETURN URL,
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Package | Nhom bién Tén bién tiéu biéu
PAYOS CANCEL URL,
PAYOS TOPUP_TIMEOUT MINUTES,
PAYOS TOPUP SWEEP INTERVAL MS
ORDER_PENDING CONFIRM_TIMEOUT HOURS,
ORDER_PENDING PAYMENT TIMEOUT HOURS,
ORDER_PENDING PAYMENT AUTO CANCEL EN
Don hang, ABLED,
Backend | phi & payout ORDER_PENDING PAYMENT SWEEP INTERVAL
By MS, PLATFORM _FEE DEFAULT BPS,
(10 bicn) PLATFORM _FEE_AUTO GENERATE ENABLED,
PLATFORM FEE AUTO CHECK INTERVAL MS,
PAYOUT MIN AMOUNT VND/MAX_ AMOUNT VN
D/MAX_REQUESTS PER DAY
Backend LiveI’(it 3 LIVEKIT URL, LIVEKIT API KEY,
bién) LIVEKIT API SECRET
NEXT PUBLIC_USE LAN PROXY,
Két n6i NEXT PUBLIC_API URL,
' Backend & NEXT PUBLIC MEDIA URL,
Client realtime (7 NEXT PUBLIC_SOCKET URL,
bién) NEXT PUBLIC FRONTEND URL,
API PROXY TARGET, INTERNAL API URL
NEXT PUBLIC_BLOCKCHAIN CHAIN ID,
. Blockchain & NEXT PUBLIC BLOCKCHAIN RPC URL,
Client vi (4 bién) | NEXT PUBLIC_WALLETCONNECT PROJECT ID,
NEXT PUBLIC_ESCROW_ CONTRACT ADDRESS
Client | Khe (1 bién) NEXT PUBLIC_MARKETPLACE DEMO FALLBAC

K
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Package | Nhom bién Tén bién tiéu biéu

BASEPATH, NEXT PUBLIC APP URL,
NEXT PUBLIC DOCS URL,

Céu hinh tng
Admin . NEXT PUBLIC PRO_URL,
dung (6 bién)
NEXT PUBLIC REPO NAME,
NEXT PUBLIC API URL
Trién khai PRIVATE KEY, RPC URL,
Blockchain| hop dong (4 NFT_CONTRACT ADDRESS,
bién) ESCROW_CONTRACT ADDRESS

Ba bién cdu hinh NFT CONTRACT ADDRESS,

ESCROW_CONTRACT ADDRESS va BLOCKCHAIN RPC URL/RPC_URL xuit
hién & ca ba package Backend, Client va Blockchain voi cing gia tri - day 1a diém can
ddng bo thu cong moi khi trién khai lai smart contract (xem Phu luc - Hudng dn cai

dit & chay hé thong).

3.4. Cai dit mdi treong phat trién

Quy trinh thiét 1ap méi trudng phat trién cho Backend gdm cac budc:

« Khéi tao dich vu PostgreSQL va Redis biang Docker Compose (docker -
compose.yml dinh nghia hai service postgres:15 trén cong 5434 va redis:alpine
trén cong 6379).

« (Cai dit dependency bang npm install, sao chép .env.example thanh .env va dién
cac gia tri cu hinh thuc té (DB, JWT _SECRET, khoéa vi blockchain, PayOS,
LiveKit...).

« Chay migration co s& dir liéu bang 1énh npm run migration:run (TypeORM CLI
voi typeorm - datasource.ts).

«  Seed dir liéu miu bang cac script seed.ts, seed - mint.ts, seed - images.ts, seed -
long - demo - auctions.ts, seed - listing - reviews.ts dé co dir litu demo cho

danh muc, 16 hang, listing, phién du gia va danh gia.
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« Khoi dong server & ché do phat trién bang npm run start:dev (hot - reload qua -
- watch); Swagger UI dugc expose tai /api dé kham pha toan bo APL
« Dbi véi Frontend Client/Admin: npm install r6i npm run dev (Client dung

Turbopack); bién NEXT PUBLIC API URL phai tro ding dja chi Backend.

« Pbi véi Blockchain: npx hardhat compile dé bién dich AgriBidEscrow.sol va
AgriBidNFT.sol, sau d6 npx hardhat run scripts/deploy.js - - network sepolia dé
trién khai hop ddéng 1én testnet va ldy dia chi hop dong
(NFT_CONTRACT ADDRESS, ESCROW_CONTRACT_ADDRESS) céap

nhat vao .env cua Backend.

3.5. Tich hgp CI (Continuous Integration)

Dy an str dung GitHub Actions dé kiém tra chat luong ma ngué)n tu dong. Workflow
client - ci.yml dugc kich hoat khi c6 thay dbi trong AgriBid - Frontend/Client, thyc
hién tuln ty: cai dit Node.js 22 voi cache npm, chay ESLint (kiém tra quy tic code),
kiém tra kiéu dir liéu TypeScript (typecheck), kiém tra dinh dang bang Prettier
(format:check), chay bd test v&i Vitest (test:run) va cudi cung build du an Next.js
(build). Script ci trong package.json cua Client gom toan b cac budc nay thanh mot
1énh duy nhét (npm run ci), ddm bao moi thay ddi déu duoc kiém tra trude khi tich
hop.

3.6. Mot s6 doan ma cai diit tiéu biéu

3.6.1. Lp bdo vé va phin quyén (Guard)

Toan bd endpoint yéu cau xac thuc dugce bao vé boi JwtAuthGuard (kiém tra access
token Bearer) két hop RolesGuard (kiém tra vai trd qua decorator @Roles), vi du ap

dung tai auctions.controller.ts:

@UseGuards(JwtAuthGuard, RolesGuard)
@Roles(UserRole. ADMIN)
@Patch(":id/start")
startAuction(@Param('id') id: number) { ... }

Co ché nay dam bao cac thao tac nhay cam (duyét KYC, md/dong phién dau gia, xir Iy
payout...) chi duoc thuc hién boi ding vai trd dugc cap phép, ding nhu dic ta use case

o muc 2.2.
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3.6.2. Chudn héa response (Interceptor)

TransformInterceptor dugc ap dung toan cuc dé boc dir lidu tra vé trong mot envelope
théng nhit (status, data, message) va loai bo cac trudong nhay cam (vi du password
hash) trudc khi tra vé client, giup Frontend xir 1y response theo mot dinh dang duy

nhét cho moi APIL.

3.6.3. Co ché idempotency cho giao dich tai chinh

Cac API co6 tac dong tai chinh hodc tao ban ghi khong thé 1ap lai (dat gia /bids, tao don
hang /orders/checkout - from - cart, /orders/buy - now, tao listing) yéu cau header x -
idempotency - key. Module idempotency luu lai khoa va két qua cua lan goi dau tién
trong PostgreSQL (bang idempotency records); néu client gui lai cung khoa do 16
mang/timeout, h¢ théng tra vé két qua da luu thay vi thuc hi¢n lai giao dich, tranh tinh

trang dit gia trung hodc tao don hang/trir vi nhiéu lan.

3.6.4. Pong b trang thdi blockchain (BlockchainListener)
BlockchainService (st dung ethers.js) chiu trach nhiém giii giao dich téi hop dong
AgriBidEscrow va AgriBidNFT trén Sepolia. BlockchainListener dinh ky poll log su
kién on - chain (BLOCKCHAIN POLL INTERVAL MS, mac dinh 15 gidy) theo
timg doan block (BLOCKCHAIN LOG CHUNK_START/MIN/MAX) dé cap nhat
trang thai auctions.onChainSyncStatus
(NOT_REQUIRED/PENDING/SYNCED/FAILED) trong PostgreSQL, dam bao dir
liéu phién dau gid ETH luén phan anh ding trang thai trén chudi. API PATCH
/auctions/:id/retry - chain - sync cho phép Admin yéu cau dong bo lai khi can [17].
3.7. Kiém thir h¢ thong
3.7.1. Chién lwgc kiém thir
Hé thong duoc kiém thir theo nhidu cip do, twong Gmg vé6i ting thanh phan cua
monorepo:

«  Unit test Backend: sir dung Jest (ts - jest) dé kiém thir logic nghiép vu & tang

service/controller, mock cac repository TypeORM va service phu trg (Redis,

BlockchainService, PayOS).
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« E2E test Backend: sir dung Jest + Supertest (cdu hinh test/jest - e2e.json) dé
kiém thir ludng HTTP end - to - end, vi du app.e2e - spec.ts va live -
sessions.e2e - spec.ts.

* Smoke test: cac script smoke:vietqr, smoke:auction, smoke:blockchain (gop
thanh smoke:phase - a, smoke:phase - b) goi truc tiép API trén moi trudng da
chay dé kiém tra nhanh cac ludng thanh toan VietQR, diu gia va dong bo
blockchain.

* Unit test Smart Contract: st dung Hardhat 3 + Mocha + Chai (hardhat - toolbox
- mocha - ethers) dé kiém thir hop dong AgriBidEscrow.sol va AgriBidNFT.sol,
bao gdm cé céac tinh hubng dit gia dong thoi (concurrent bidding).

« Kiém thir Frontend: Vitest cho unit test (Client, Admin) va Playwright cho E2E

UTI; tich hop trong workflow CI client - ci.yml.

3.7.2. Két qud kiém thir Backend (Jest)
Thuc thi 1énh npm run test trén AgriBid - Backend cho két qua: 21 test suite, 84 test
case, toan bd PASS, thoi gian chay khoang 12.5 gidy. Cac module dugc kiém thir bao

gom:

Bang 3.4 - Két qua kiém thtr Backend theo module/service

Module / Service kiém thir Noi dung kiém thir chinh

_ _ Logic tao/két thiic phién dau gia, broadcast su
auctions.service.spec.ts, ,
' kién realtime qua WebSocket (dat gid moi, ket
auction.gateway.spec.ts

thac du gid)
orders.controller.spec.ts, order - cart -
checkout.service, order - | Tao don tir gid hang/mua ngay, xu ly thanh
payment.service, order - | toan (vi ndi bd/PayOS/VietQR), ddi soat don

settlement.service, order - pending - | hang, job tu dong hity don qua han thanh toan

payment - scheduler.service

Tao va truy van listing, kiém tra rang budc ton

listings.service.spec.ts
kho

product - batches.service.spec.ts Khai bao, cap nhat, duy¢t 16 hang

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Cong Danh 95



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Module / Service kiém thir Noi dung kiém thir chinh

. Sinh metadata NFT chuan ERC - 721 cho 16
nft - metadata.service.spec.ts
hang da duyét

. Tao link thanh toan PayOS, xur Iy webhook xac
payos - payments.service.spec.ts Ha
nhan

) . . Khéi tao phién livestream, ghim/bd ghim
live - sessions.service.spec.ts o
listing, heartbeat

platform - fees.service.spec.ts, . ) _
Tinh phi nén tang theo ky, job tu dong sinh bao
platform - fee -

' cao phi hang thang
scheduler.service.spec.ts

. Quy trinh tao, duy¢t, hoan tat yéu cau rat tién
payouts.service.spec.ts
(payout) cua Farmer

common/utils (vietqr - bank, bank -

profile - policy, farmer - sell - policy, | Cac ham ti¢n ich: sinh ma VietQR, chinh sach

batch - certificate, | hd so ngan hang, chinh sich ban hang cia
transform.interceptor, page - | Farmer, chuan héa response, phan trang
meta.dto)

Két qua 84/84 test case PASS cho thay cac ludng nghiép vu cbt 16i (ddu gid, thanh
toan, don hang, livestream, vi/giao dich, phi nén tang, payout) déu hoat dong dung

theo logic thiét ké & Chwong 2 trudc khi tich hop 1én méi truong that.

3.7.3. Két qua kiém thir Smart Contract (Hardhat)

Thyc thi npm test trén AgriBid - Blockchain (b test AgriBidEscrow.test.js va
AgriBidNFT.test.js) cho két qua 20/32 test case PASS. Két qua nay cho thiy cac chuc
ning nén tang cua smart contract da dugc kiém thir budc dau, bao gdm trién khai hop
déng, phan quyén, tao phién dau gia, dat gia hop I¢, kiém tra diéu kién dat gid va mot
s6 kich ban két thiic phién. Tuy nhién, do smart contract lién quan tryc tiép dén tai san
sb6 va giao dich bing ETH, viéc con 12/32 test case chua PASS can duoc xem 1a mot

han ché quan trong cua phién ban hién tai.
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Céc test case chua PASS chu yéu tap trung ¢ nhiing kich ban bién va kich ban

xtr 1y ngoai 1& nhu rat tién hoan tra, huy phién déu gia, tam ding hop dong va dat gia

canh tranh mé rong. Nguyén nhan can dugce tiép tuc ra soat & ca hai phia: logic xir Iy

trong smart contract va cau hinh/phién ban bd cong cu kiém thur Hardhat,

OpenZeppelin, chai-matchers. Vi vdy, két qua nay khong nén duoc dién giai 1a hé

thong da sin sang trién khai mainnet, ma 1 co s& dé xac dinh cac nhom chirc ning can

wu tién kiém thtr va hoan thién trude khi st dung cho giao dich c6 gia tri that.

Céc truong hop PASS bao gom cac kiém thir cbt 18i:

Trién khai hop dong dung v6i cac vai tro (owner c6 quyén
MANAGER/PAUSER).

Tao phién dau gia (createAuction), tir chdi tao tring ID phién.

Dit gia dau tién hop 1& tré thanh highestBidder; tir chbi dat gia dudi muc
deposit  (BidBelowDeposit), dit gia vao phién khong t6n tai
(AuctionNotFound), hoic sau khi di két thuc (AuctionNotOpen).

Két thiic phién khong c6 ngudi dit gia — chuyén trang thai ENDED, khong
phat sinh thanh toan.

Kiém soat quyén: tai khoan khong c6 vai tro MANAGER/PAUSER khong thé
tao/két thiic phién hoic tam dimg hop dong.

Nguoi thang khong thé rat tién hoan tra (WinnerCannotWithdraw); hop dong
khong c6 tién dé rat tra 18i NothingToWithdraw.

Hai bidder dat gia dong thoi trong cting mot block: bidder co téng gia tri cao
hon thing; dit gia ngang bang gia cao nhat hién tai bi tir chdi v6i 18i

BidNotHighEnough.

Béang 3.5 phan loai 32 test case theo cdc nhdm describe() trong bo test, phan d&nh ding

cAu trac t6 chuc cua hai file AgriBidEscrow.test.js (30 test case) va AgriBidNFT.test.js

(2 test case):

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Cong Danh 97



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Bang 3.5 - Phan nhoém 32 test case smart contract theo file/describe block

Nhom test | S6
(describe) case
AgriBidEscrow - .

Core Functionality

AgriBidEscrow

Access Control

AgriBidEscrow
Edge Cases
Validation

AgriBidEscrow
Concurrent

Bidding

AgriBidNFT

&

10

2

test

Noi dung Kkiém thir

Deploy hop dong & phan quyén owner, tao phién
dau gia, tir chdi trung ID, dat gia hop 1& tré thanh
highestBidder, rat tién hoan sau khi két thuc phién,
huy phién dau gid, két thuc phién khong c6 bidder.

Chin tai khoan khong c6 vai tro MANAGER tao/két
thiic phién, chan tai khoan khong co vai tro PAUSER
tam ding hop dong, chin dat gia khi hop dong dang
pause, cho phép dat gia lai sau unpause.

bat gia dudi muc deposit, dat gid vao phién khong
ton tai/da két thic, nguoi thing khong rut duoc tién
hoan, rat tién khi phién con ma, top - up phan chénh
theo minBidIncrement, rang budc
minBidIncrementWei, event
MinBidIncrementUpdated, dia chi farmer = 0, rut
tién khi khong c6 gi dé rut.

Hai/ba bidder dit gia dong thoi (cting block va khac
block), dit gia ngang bang highestBid hién tai, top -
up dong thoi, 5 vong raise xen k& lién tiép, dat gia
sau khi két thic phién, kiém tra deposit cong don
qua nhiéu lan bid khong giy side - effect

(reentrancy).

Mint NFT va ting ding tokenld tuan ty; chan tai

khoan khong phai owner thyc hién mint.

Déi chiéu v6i két qua 20/32 PASS, céc test case da dat chu yéu bao phu nhitng

chirc ning nén tang ctia smart contract nhu trién khai hop dong, phan quyén, tao phién
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dau gia, dat gia hop 1¢, kiém tra diéu kién dat gia, két thuc phién khong c6 bidder va

mdt sb kich ban canh tranh co ban. Trong khi do, phén 16m cac truong hop chua PASS

tap trung & cac kich ban bién va kich ban xur 1y ngoai I¢, dac bi¢t 1a hoan tién, huy

phién dau gia, tam ding/khdi phuc hop dong va dat gia canh tranh mé rong.

Tur két qua trén, cac test case chua PASS dugc phan tich theo nhém kich ban dé

1am 13 n6i dung can kiém thtr, mtc d6 anh hudng dén nghiép vu va huéng xir 1y trong

cac phién ban tiép theo. Bang 3.6 trinh bay phan tich cic nhom test case smart contract

chua PASS.

Béng 3.6 - Phan tich nhom test case smart contract chua PASS

Nhém | Noi dung cin kiém thir | Miee d9 anh | Huéng xir Iy
kich ban hwéng
chwa
PASS
Rat tién | Kiém tra co ché hoan tién [ Cao, vi lién | Ra soat pendingReturns,
hoantra |cho bidder khong thing | quan truc tiép | tht tw cip nhat trang thai
hodc khi phién bi huy dén tai san | va bd sung test theo timg
ETH cta nguoi | bidder
dung
Huy Kiém tra cancelAuction | Trung binh -|Chuan hoa trang thai
phién va trang thai phién sau khi | cao, vi  anh | phién, event emit va kiém
dau gia | hay huong dén xir|tra sb du trudc/sau khi
Iy ngoai I¢ cua | huy
phién du gia
Tam Kiém tra pause/unpause | Trung binh, vi | Pong bd phién ban thu
dirng hop | va chin thao tic khi hop | ddy 1a co ché|vién va kiém tra lai cu
dong ddng tam ding an toan khi co6 | phap bat 13i revert/custom
su ¢b error
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Nhom Noi dung cin kiém thit | Miec d9 anh | Hwéng xir ly
kich ban hwéng
chua
PASS
Pit  gia | Kiém tra nhiéu bidder dit | Trung binh - | B sung test timg budc
canh gia lién tiép trong thoi|cao, vi anh | cho highestBid,
tranh mé | gian ngin huong dén tinh | highestBidder, event
rong cong bang cua | BidPlaced va hoan tién
dau gia bidder trudc
Kiém tra co ché bidder Ra soat logic topUp,
Top-up | nap thém phin chénh theo | TTUng binh - | e dineReturns va sé du
phan minBidIncrement khi da | €80 Vi li€én | hop ddng sau méi lan bid
chénh ¢6 bid trude dé quan dén cach
tinh tong gia
tri bid va so
tién bi gt

Nhu vay, két qua kiém thir smart contract cho thay hé théng da hoan thanh budc
dau cac chirc ning nén tang, nhung van can tiép tuc hoan thién cac kich ban kiém thir
lién quan dén hoan tién, hity phién, tam dimg hop ddng, top-up phan chénh va dat gia
canh tranh mé rong. Nguyén nhan cua cic test case chua PASS can duoc tiép tuc ra
soat & ca hai phia: logic xir Iy trong smart contract va ciu hinh/phién ban bo cong cu

kiém thtr Hardhat, OpenZeppelin, chai-matchers.

Trong pham vi d6 4n, phan smart contract duoc xem 1 da hoan thanh & muc
trién khai chirc ning, tich hop véi backend va kiém thir budc dau trén méi trudng
testnet. Tuy nhién, do smart contract c6 lién quan tryc tiép dén tai san ETH ctia ngudi
dung, hé théng chua duoc khuyén nghi trién khai trén mainnet hoic st dung cho giao
dich c6 gia tri that cho dén khi bo kiém thir dat két qua PASS day du va duoc ra soat

bao mat k¥ hon.
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3.7.4. Két qud kiém thir Frontend

Theo chién luge & muc 3.7.1, phén Frontend (Client, Admin) st dung Vitest
cho unit test va Playwright cho E2E UI, dugc tich hop vao pipeline CI (client - ci.yml).
Tai thoi diém thuc hién do an, pipeline CI cho Frontend di dugc thiét 1ap va chay
duoc (lint, build, kiém tra type), tuy nhién s luong test case Vitest/Playwright viét cho
cac luong UI con han ché (tap trung vao mot s component ding chung va trang dang

nhap/dang ky), chua phu hét cac ludng nghiép vu chinh.

Do d6, viéc kiém thtr cac ludng nghiép vu trén giao dién (ding ky/ding nhap,
dang listing, dit gia ddu gia, thanh toan, livestream...) chu yéu duoc thuc hién théng
qua kiém thir tha cong theo use case & muc 3.7.5 bén dudi, két hop véi cac test
Backend (API) & muc 3.7.2 dé dam bao dit liéu va trang thai tra vé diing. Viéc bd sung
test case Vitest/Playwright cho cac ludng UI con thiéu duoc ghi nhin 1a mét hang muc

can hoan thién ¢ giai doan tiép theo cua du an.

3.7.5. Kiém thir theo use case
Dua trén cac dic ta use case & muc 2.2.4, nhoém thuc hién kiém tht tha cong (manual
test) két hop smoke test dé xac nhan ludng hoat dong thuc té qua Swagger UI va giao

dién Client/Admin:
Bang 3.7 - Két qua kiém thtr theo cac use case chinh

Use Kich ban Kiém i
Cach thuc hién Keét qua
case thw

bang ky, dang | Goi /auth/register, /auth/login,

uc -
o1 nhdp, lam mdi | /auth/refresh, /auth/logout qua | Pat
token, ding xudt | Swagger va giao dién Client
POST /product - batches, POST
U Farmer khai bao | /batch - media/:batchld/upload,
0 16 hang, tdi media, kiém tra trang thai PENDING — | Dat

gui duyét READY FOR SALE qua /product

- batches/admin/:id/status

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Céng Danh 101



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

Use

case

uC
03

uC
04

UC
05

Kich ban kiém
thir

Admin duyét 16
hang va mint NFT
truy Xudt nguén

goc

Tao listing, thém

vao gio hang,
thanh toan vi noi

bo

Tao phién dau gia,
dat gia VND va
ETH, két thuc

phién

Cach thuc hién

PATCH

/product

batches/admin/:1d/status

APPROVE

READY FOR_SALE),

GET

(action:
ﬁ
kiém tra

/metadata/batch/:batchld va

GET /verify/lookup tra vé ding

tokenld trén Sepolia

POST /listings, POST /carts/items,
POST /orders/checkout - from - cart
voi INTERNAL WALLET, kiém

tra s6 du vi thay d6i dung (script

smoke:vietqr/smoke:auction)

POST /auctions,

POST

/bids,

PATCH /auctions/:id/end; vé1 ETH

theo doi qua AgriBidEscrow trén

Sepolia va

auctions.onChainSyncStatus
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quan dén refund,
cancel,

pause/unpause va
dat gid canh tranh
trén smart
contract can tiép
tuc hoan thién
nhu da phan tich

o muc 4.3.
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Use | Kich ban Kkiém .
Cach thuc hién Keét qua
case thw

Livestream  gin | POST /live - sessions/listing/start,

UC - | listing/ddu  gia, | POST /live s
. , at
06 ghim san pham, | sessions/:id/pins/:listingld, kiém tra
chat token LiveKit va kénh chat realtime

POST /payments/payos/wallet -
. topup - link,
Nap/rat tién qua ) ) fwebhook (gi Iip)
payments/payos/webhook (gia 1ap),
UC - | PayOS va
' POST /payouts/requests, duyét qua | Bat
07 VietQR, payout
PATCH
cho Farmer _ _
/payouts/requests/:id/admin/approv

€

UC - | Ap dung voucher | POST /vouchers (Admin tao), kiém b
at
08 cho don hang tra 4p dung gidm gia khi checkout

3.7.6. Nhdn xét, danh gia

Két qua kiém thir cho thiy cac ludng nghiép vu chinh cta hé théng nhu xac
thuc, quan 1y 16 hang, truy xuit ngudn gbc, mua ban, ddu gia, livestream, vi, thanh
toan va payout di hoat dong dung theo thiét ké & muc unit test Backend va kiém thu
thu cong theo use case. Cuy thé, bo kiém thir Backend dat 84/84 test case PASS, cho
thiy cac service nghiép vu cbt 16i dd dugc kiém tra twong ddi ddy du trude khi tich

hop 1én méi trudng thuc té.

Déi v6i smart contract, hé thong da trién khai va kiém thir bude dau cac chirc
nang nén tang nhu phan quyén, tao phién dau gia, dit gia hop 1¢, kiém tra diéu kién dit
gia va mdt sb kich ban két thuc phién. Tuy nhién, do bd kiém thtr smart contract hién
moi dat 20/32 test case PASS, céc kich ban lién quan dén hoan tién, huy phién, tam
dimg hop ddng, top-up phan chénh va dit gia canh tranh mé rong can duoc tiép tuc ra
soat. Day 1a han ché quan trong vi smart contract ¢ lién quan truc tiép dén tai san

ETH cta nguoi dung.
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Nhin chung, hé thdng da dap tng dugc cac yéu cau kiém thir chinh trong pham
vi dd 4n, dic biét & cac ludng Backend, giao dién nghiép vu va kiém thir use case. Tuy
nhién, trude khi trién khai trong moi truong giao dich thuc té hodc mainnet, can hoan
thién bo kiém thir smart contract dé dat két qua PASS day du, dong thoi bo sung kiém

thir bao mat cho cic ham lién quan dén nhan, giir va hoan tra ETH.

3.8. Panh gia két qua va so sanh hé thong

3.8.1. Muc dich va phwong phap danh gia

Muc 3.7 da trinh bay két qua kiém thir dung/sai ctia timg module theo unit test, smoke
test va use case. Chuong nay tap trung tra 10i cdu hoi & mirc cao hon: hé thong
AgriBid hoat dong tdt dén dau vé hiéu nang, cd dap timg dugc dac thu realtime cua dau
gid/livestream khong, va c6 nhitng wu - nhuoc diém gi khi so sanh v6i cac nén tang
tham chiéu d4 néu & muc 1.2 va Bang 1.1 cia Chuong 1. Phuwong phap danh gia gdm
ba phan: (1) do hiéu ning API va do tré realtime trén mdi trudng phat trién
(development) bang cach goi truc tiép cac script smoke test va theo ddi log thdi gian
xu ly; (2) danh gid chi phi giao dich (gas) cua hai smart contract trén Sepolia testnet
thong qua cac giao dich thuc thi trong b test Hardhat; (3) so sanh dinh tinh cac tiéu
chi chirc nang va mé hinh giao dich giita AgriBid va cc nén tang tham chiéu.

3.8.2. Két qua ddnh gid hiéu ning

Bang 3.8 tong hop thoi gian phan hoi trung binh ctia mot s6 API tidu biéu, do trén moi
truong development (NestJS chay local, PostgreSQL/Redis container, 10 1an goi lién

tiép cho mdi API thong qua script smoke test):

Bang 3.8 - Thoi gian phan hoi trung binh ctiia mot s API tidu biéu (moi truong

development)
Thoi gian phan hoi
API Ghi chu
trung binh
Truy véan co join
GET /listings (phan trang, 20 categories/product batches,  su
~80 ms
loc danh muc) dung index theo status va
categoryld.
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API

POST /bids (dat gia ddu gia
VND)

POST /orders/checkout -

from - cart

(INTERNAL WALLET)

Do tré broadcast su kién dau
gia qua Socket.IO (bid méi

— client khac nhan)

Po tré tham gia phong
livestream LiveKit (room

join — nhan ludng)

Thoi gian phan hoi
trung binh

~120 ms

~150 ms

<100 ms

~1-2s

Ghi chu

Bao gém kiém tra hop 1€ gia dat,

cap nhat highestBid trong

transaction, phat sy  kién
WebSocket té1 cac client dang

xem phién.

Bao gdm tao don hang, trir vi, ghi
nhan transaction, ap voucher (néu
mot database

cO)  trong

transaction.

Do trong mang ndi bd (localhost),
chua tinh d¢ tré mang thuc té khi

trién khai production.

Phy thudc thoi gian khéi tao két
nbéi WebRTC, do trén moi trudng
test véi mdt publisher va mot

subscriber.

Két qua cho thiy cic API chinh déu co thoi gian phan hoi dudi 200 ms trong moi

truong development, dap (mg yéu cau trai nghiém thoi gian thue cho chirc ning ddu

gia (dit gia va nhan cap nhat trong vong dudi 100 ms). Do tré tham gia livestream

(1-2 gidy) 1a mirc chip nhan dugc cho ung dung ban hang qua video, twong duwong cac

nén tang livestream commerce phd bién.

3.8.3. Chi phi giao dich trén smart contract

Bang 3.9 wéc luong chi phi gas cia mot s6 giao dich chinh trén hai smart contract

AgriBidEscrow.sol va AgriBidNFT.sol, duya trén b4do céo gas (gas report) sinh ra khi

chay bd test Hardhat trén Sepolia testnet:
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Bang 3.9 - Uédc lugng chi phi gas cta cac giao dich chinh trén smart contract (Sepolia
testnet)

Giao dich Gas woc tinh | Ghi chu

. . Ghi thong tin phién dau gid méi (farmer,
createAuction (tao phién | ~120.000

muc gia khoi diém, deposit toi thiéu,

dau gia) 150.000 gas R
thot gian ket thiic) vao storage.
Cap nhat highestBidder/highestBid,
_ . ~60.000 - | cong don deposit cua bidder; chi phi
placeBid (dat gia ETH)

90.000 gas ting nhe khi can hoan tra cho bidder

trude do.

. Chuyén ETH theo mé hinh pull -
withdrawRefund (rat tién | ~35.000 -

payment, han ché rii ro reentrancy so
hoan) 45.000 gas

v6i1 viée hoan tra tu dong (push).

Mint token ERC - 721 mdi va gén

mint (AgriBidNFT, mint | ~90.000 )
. L tokenURI tré to1 metadata JSON cua 10
NFT truy xuat nguon goc) 110.000 gas
hang.
Chi phi gas cua cac giao dich trén déu & mirc trung binh - thap so véi cac hop dong
phtc tap khac trén Ethereum, do thiét ké wu tién luu trix t6i thiéu trén on - chain (chi
lwu cac trudng cdt 18i phuc vu ky quy va xac thuc, phan dit liéu mo ta chi tiét dugc luu
off - chain trong PostgreSQL va dong bd qua BlockchainListener). Viéc ap dung mo
hinh pull - payment cho withdrawRefund gitip gidm rui ro tan cong reentrancy nhung
yéu cau ngudi dung tu thue hién thém mot giao dich dé nhan lai tién hoan, day 1a diém

danh doi gitra an toan va trai nghiém nguoi dung.

3.8.4. So sanh AgriBid véi cdc nén ting tham chiéu

Dua trén phan khao sat hién trang va cac hé thong lién quan & muc 1.2, déng thoi ké
thira cac tiéu chi so sanh di trinh bay trong Bang 1.1 (Chuong 1), Bang 3.10 tiép tuc

so sanh AgriBid v6i hai nhom nén tang tham chiéu: (1) cic nén tang thuong mai dién
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tr néng san/marketplace néi chung, va (2) cac nén tang ddu gid truc tuyén hodc

livestream commerce, theo cac ti€u chi chirc ndng chinh.

Bang 3.10 - So sanh AgriBid v&i cac nén tang tham chiéu theo tiéu chi chirc ning

Tiéu chi

Mua béan
(Listing)

cO dinh

DPiu gia kiéu English
Auction realtime
Ban

hang qua

livestream

Truy xuat nguon goc

bang NFT/blockchain

Thanh toan da kénh
(vi ndé1 bd, PayOS,
VietQR, ETH)

Ky qujy/escrow minh

bach cho d4u gia

Marketplace nong

san thong thuwong

Co

Khong

Mot s6 ¢o

Khong

Thuong chi 1-2

kénh no1 dia

Khong ap dung

Nén tang déu
gia/livestream

commerce

Mot sO co

Co (da dang nganh
hang)

Co

Khong

Tuy nén tang, it hd

tro tién dién tir

Tay nén tang,
thuong xu 1y off -

chain

AgriBid
Co
Co, chuyén biét

cho néng san theo
16 hang

Co, tich hop ghim
listing/dau gia
trong phong live
Co (AgriBidNFT,
ERC - 721 trén
Ethereum)

C6 ca kénh VND
va ETH qua smart

contract

Co
(AgriBidEscrow,
on - chain, pull -

payment)

Diém khac biét noi bat cia AgriBid 1a su két hop dong thoi ba hinh thirc giao dich

(Listing, Auction, Live Session) trong cting mdt nén tang chuyén biét cho ndng san

theo 16 hang, cung véi viéc ing dung NFT dé truy xuat ngudn gbc va smart contract

escrow dé minh bach hoa qué trinh dau gia bang ETH - nhiing yéu té ma cc nén tang
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marketplace ndng san thong thuong hién chua c6. Han ché hién tai 1a hé théng moi
trién khai trén testnet (Sepolia) va chua co6 dir liéu thuc té tur nguoi dung that, nén cac
s6 liéu hiéu ning va chi phi gas & muc 3.8.2-3.8.3 mang tinh wéc luong trén moi

truong thir nghi¢m, can duoc do lai khi trién khai production voi luu luong thuc té.

3.8.5. Nhdn xét chung

Téng hop tir két qua kiém thir (Muc 3.7) va danh gia & Muc 3.8, hé thong AgriBid dap
tmg dugc cic yéu cau phi chirc ning co ban (thdi gian phan hdi API dudi 200 ms, do
tré realtime dudi 100 ms cho dau gi4, chi phi gas & muc hop 1y cho cac giao dich cot
161) va co su khac biét rd rang so véi cac nén tang tham chiéu nho két hop dau gia,
livestream va truy xudt ngudn gdc bang blockchain trong cting mot hé théng chuyén
biét cho nong san. Cac han ché vé méi truong kiém thir (dic biét 1 phan smart
contract, d3 néu & muc 3.7.3) va viéc chua c6 s6 liéu tir méi trudng production 14 co s

cho cac dé xuat & phan hudng phat trién trong Két luan.
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KET LUAN

1. Két qua dat dwoc

Sau qué trinh phan tich, thiét ké va cai dat, 6 an da xay dung duoc nén tang AgriBid -

hé thong mua ban va dau gid ndng san truc tuyeén vdi cac két qua cu thé:

Xay dung hoan chinh Backend Nest]JS v&i 27 module nghi¢p vu, hon 155
endpoint REST API duoc tai liéu hoa bang Swagger, 4p dung phan quyén theo
vai tro (FARMER, MERCHANT, ADMIN) cho tirng endpoint.

Thiét ké va trién khai co so dit liéu PostgreSQL voi cac bang phan anh day du
nghiép vu: nguoi ding/KYC, 16 hang & media, danh muc/san pham, listing, gio
hang, don hang, dau gia/dat gia, livestream, vi/giao dich, voucher, payout, phi
nén tang.

Tich hop blockchain Ethereum (Sepolia testnet): hop dong AgriBidEscrow.sol
quan 1y ky quy va thanh toan cho phién ddu gia bang ETH, hop dong
AgriBidNFT.sol (ERC - 721) mint NFT truy xuit ngudn gbc cho timg 16 hang
da duoc duyét, cung BlockchainListener dong bd trang thai on - chain vé co s&
dir ligu.

Tich hop thanh toan da kénh: vi ndi bd (INTERNAL WALLET), cong PayOS
(tao link thanh toan, webhook xac nhdn, nap tién vao vi) va chuyén khoan
VietQR (bién lai Level 2, quy trinh duyét thu cong).

Xay dung tinh ning livestream ban hang/dau gia tich hop LiveKit, cho phép
Farmer mé phién live, ghim san pham/listing, va ngudi xem tuwong tac qua chat
realtime.

Xay dung giao dién Client (Next.js) cho Farmer/Merchant v&i day dii ludng
marketplace, dau gia, livestream, vi MetaMask, va giao dién Admin
(Next.js/MUI) phuc vu quan tri KYC, danh myc, 16 hang, don hang, dau gia,
payout, phi nén tang.

Thyc hién kiém tho tu dong (84/84 unit test Backend PASS, 20/32 test hop
ddng thong minh PASS) va kiém thtr thi cong theo 8 use case chinh, xac nhan

cac ludng nghiép vu trong yéu hoat dong dung thiét ké.
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bé danh gia mic @6 hoan thanh dé tai mot cach co6 can cur, Bang K.1 doi chiéu 5 muc

tiéu da dé ra & phan Mo dau (muc 2) véi cac két qua dat dugc twong Gmg da trinh bay &

muc 1 trén:

Bang K.1 - Ddi chiéu muc tiéu dé tai va két qua dat duoc

Muc tiéu dé ra (Mé diu, muc 2)
Xay dung backend
Nest]S/TypeORM/PostgreSQL/Redis/Bull/Socket.10
cung cép API cho Listing, Auction, Live Session, vi

dién tir VND, PayOS va VietQR.

Xay dung giao dién Client (Next.js 16/React 19) cho
Farmer/Merchant: marketplace, diu gia realtime,

livestream, gio hang, thanh toan, portal Farmer.

Xay dung giao dién Admin (Next.js 14 + MUI):
duyét KYC, 16 hang, quan 1y danh muc, don
hang/d4u gia, payout, phi nén tang.

Trién khai hai smart contract Ethereum (Hardhat,
Solidity 0.8.28, OpenZeppelin): AgriBidEscrow.sol
(dau gia ETH, pull - payment) va AgriBidNFT.sol
(NFT ERC - 721 truy xuat ngudn gbc).

Dam bdo an toan giao dich tai chinh: database
transaction + pessimistic locking, idempotency - key
cho API quan trong, dong bo hai chiéu backend -
blockchain.

Két qua dat dwoc (Két luin, muc 1)

Hoan thanh: 27 module nghi¢p vu, hon
155 endpoint REST tai liéu hoa
Swagger, phan quyén theo vai tro; tich
hop vi INTERNAL WALLET, PayOS

va VietQR.

Hoan thanh: giao dién Client diy du
ludng marketplace, ddu gia, livestream

tich hop LiveKit, vi MetaMask.

Hoan thanh: giao dién Admin phuc vu
quan tri KYC, danh muc, 16 hang, don

hang, d4u gi4, payout, phi nén tang.

Hoan thanh: hai hop dong di trién khai

trén Sepolia testnet, co
BlockchainListener dong bd on -
chain/off - chain; 20/32 test case smart
contract PASS (con 12 test case FAIL,

xem muc 2 - Han che).

Hoan thanh: co ché idempotency - key
(x - idempotency - key + bam SHA -
256) va frozenBalance da duogc ép
dung; 84/84 unit test Backend PASS
xac nhan cac ludng tai chinh trong yéu

hoat dong ding thiét ké.

Doi chi€u voi cac muc tiéu da dé ra, h¢ thong AgriBid da co ban hoan thanh cac

nhém chic nang chinh gé)m backend, frontend client, frontend admin, vi no1 bg,
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thanh toan, dau gia, livestream, quan tri va déng bd blockchain. Ddi véi muc
tiéu smart contract, hé thong da trién khai duoc hai hop ddng AgriBidEscrow va
AgriBidNFT trén Sepolia testnet, dong thoi tich hop co ché dong bo
on-chain/off-chain thong qua BlockchainListener. Tuy nhién, b kiém thir smart
contract hién méi dat 20/32 test case PASS, do d6 phan hop dong thong minh
can tiép tuc dugc ra soat va hoan thién trudc khi ¢ thé xem 1a da diéu kién trién

khai trong méi truong giao dich thuc té.

2. Han ché

« Mot s6 kich ban kiém thir hop dong thong minh (rat tién hoan tra, hity phién,
tam dung hop dong, dit gia déng thoi mo rong) chua cho két qua PASS day du
do chénh I¢ch phién ban bo cong cu kiém thir Hardhat/chai - matchers, can
duoc ra soat va nang cép.

« Hé théng méi duogc kiém thir trén mang Sepolia testnet, chua trién khai va danh
gid hi€éu nang trén mang chinh thirc (mainnet) hodc moi truong production voi
luu lugng 16n.

« Quy trinh duyét bién lai chuyén khoan VietQR va duyét payout hién con phu
thudc nhidu vao xir 1y thi cong ciia Admin, ¢ thé gay cham tré khi sé luong
giao dich tang cao.

« Chua c6 co ché kiém thir tai (load test/stress test) cho cac API ¢6 luu luong cao
nhu dit gid ddu gia realtime va kénh WebSocket.

3. Huéng phit trién

«  Podng bo phién ban bd cong cu kiém thir Hardhat/chai - matchers va b sung cac
kich ban kiém thir con thiéu cho hop dong AgriBidEscrow, huéng t6i kiém thir
bao mat (audit) trude khi trién khai mainnet.

« Ty dong hoéa quy trinh d6i soat thanh toan VietQR (tich hop API ngin
hang/OCR bién lai) dé giam phuy thudc vao xt 1y thii cong.

« B sung kiém thir tai cho cac API realtime (d4u gia, livestream) va toi uu kién

trac WebSocket khi mé rong quy mo ngudi dung.
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« Mo rong hé théng truy xuit ngudn goc: tich hop thém dit liéu IoT (cam bién
nhiét do, do 4m trong qua trinh van chuyén) gén vao metadata NFT.

« Phét trién tng dung di dong (mobile app) cho Farmer/Merchant dé thuan tién
trong viéc cap nhat 16 hang, theo ddi phién du gia va livestream.

« Tich hop thém céac ngudn dir liéu xac thue doc 1ap cho truy xuit ngudn
géc, chéng han nhu thiét bi IoT, cam bién moi truong, dir ligu kiém dinh
chat luong tir bén thir ba hodc chimg nhan tir co quan chuyén mon. Viéc
nay giup nang cao do tin cdy cua dit liéu dau vao trudc khi thong tin 16

hang dugc ghi nhan va phat hanh NFT trén blockchain.
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PHU LUC

1. Bang tir viét tit va thuat ngir

Bang PL.1 giai thich cac tir viét tit va thuat ngit chuyén nganh duoc s dung xuyén

subt bao cdo, theo thir ty xuat hién tir M dau dén Chuong 3:

Bang PL.1 - Bang tir viét tit va thut ngit

Tir viét tit /

thuat ngir

KYC

NFT

ERC - 721

ERC

Idempotency /
Idempotency -

key

EDR

PayOS

VietQR

JWT

RBAC

Giai thich

Know Your Customer - quy trinh xdc minh danh tinh ngudi dung (Farmer)
trude khi cho phép ban hang trén hé thong.

Non - Fungible Token - token khong thé thay thé, dung lam chimg chi truy
xuat ngudn gdc duy nhit cho timg 16 hang nong san.

Chuan token khong thé thay thé (NFT) trén Ethereum, dugc AgriBidNFT.sol
trién khai dé mint chting chi 16 hang.

Ethereum Request for Comments - cac chuan k¥ thuat cho hgp dong thong
minh trén Ethereum (vi du ERC - 721).

Co ché dam bao mot yéu cau API duoc giri nhiéu lan (do 16i mang, double
click...) chi tao ra mot két qua duy nhat, thuc hién qua header x - idempotency

- key va bam SHA - 256.

Ethereum Development Runtime - moi truong chay mang Ethereum cuc bd

tich hop trong Hardhat 3, ding dé bién dich va kiém thir smart contract.

Céng thanh toan truc tuyén cua Viét Nam, dugc tich hop dé tao link thanh

toan, nhan webhook x4c nhén va nap tién vao vi ndi bg.

Chuan mi QR thanh toan lién ngan hang tai Viét Nam, dung cho ludng
chuyén khoan truc tiép kém xac nhan bién lai thii cong.
JSON Web Token - co ché xéac thuc dua trén token, dung cho access

token/refresh token trong NestJS (Passport JWT strategy).

Role - Based Access Control - kiém soat truy cap theo vai tro (FARMER,
MERCHANT, ADMIN), cai dat qua RolesGuard.
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T viét tit /

thuat ngir

ACID

Pessimistic

locking

REST

RESTful API

ABI

RPC

Pull

payment

Webhook

WebRT

Sepolia

Frozen

balance

C

/

Gidi thich

Atomicity, Consistency, Isolation, Durability - bdn tinh chét cta transaction
co s¢ dir liéu, ddm bao tinh toan ven cho cac nghi€p vu tai chinh (gitt/giai

phong tién, dit gia).

Co ché khéa bi quan & muc ban ghi co sé dit liéu (SELECT ... FOR
UPDATE), ngin race condition khi nhiéu giao dich cung cap nhat s6 du vi

hoac gia dau cao nhat.

Representational State Transfer - kién triic giao tiép client - server qua HTTP

theo tai nguyén (resource), dugc Backend trién khai cho hon 100 endpoint.

Application Binary Interface - dinh nghia giao dién goi ham cua smart
contract, dung bdi ethersjs dé Backend/Frontend twong tic voi

AgriBidEscrow va AgriBidNFT.

Remote Procedure Call - giao thirc Backend/Frontend ding dé gtri yéu cau t6i
node Ethereum (qua BLOCKCHAIN RPC URL /
NEXT PUBLIC_BLOCKCHAIN RPC URL).

Mo hinh thanh toan trong AgriBidEscrow.sol: hop dong gitr tién ky quy va
nguoi thing/nguoi hoan tién phai tw goi ham rit (withdraw) thay vi hop dong
tu ddy tién, giup han ché rui ro reentrancy.

Co ché PayOS goi nguoc vé Backend dé thong bao két qua thanh toan (thanh

cong/that bai) theo thoi gian thuc.

Web Real - Time Communication - cong nghé truyén video/am thanh thoi
gian thyc, nén tang cho tinh ning livestream qua LiveKit.

Mang thir nghiém (testnet) ctia Ethereum, dung dé trién khai va kiém thir
AgriBidEscrow.sol/AgriBidNFT.sol trudc khi (néu) 1én mainnet.

S6 du bi tam giir trong vi ndi bd ctia ngudi dung khi tham gia ddu gia VND,

duoc giai phong hodc trir tiy két qua phién diu gia.

2. Huéng dén cai dit va chay hé thong

Phan nay téng hop quy trinh cai dat, trién khai smart contract va kiém tra hé théng,

dua

trén

cac  tai lifu van  hanh  thuc te cua dy an

SVTH: Chau Chi Hiéu - GVHD: ThS. Nguyén Céng Danh 116



Xay dung hé thong quan Iy chudi cung g cho san pham néng nghiép sach dwa trén cong nghé blockchain

(BLOCKCHAIN DEPLOY CHECKLIST.md, DEMO PHASE A CHECKLIST.md,
DEMO PHASE B _CHECKLIST.md) [20].

2.1. Cai dat va chay Backend, Frontend

« Khoi dong PostgreSQL va Redis bang Docker Compose, sao chép .env.example
— .env va dién gid tri thuc té cho timg package (xem Béng 3.1 - Chuong 3).

« Backend: npm install, npm run migration:run dé khoi tao schema, npm run seed
(va cac script seed - mint, seed - images, seed - long - demo - auctions, seed -
listing - reviews) dé c6 dir liéu demo, npm run start:dev dé chay ¢ ché do phat
trién (Swagger tai /api).

* Frontend Client/Admin: npm instal, npm run dev; dam bdao
NEXT PUBLIC_API URL tro ding dia chi Backend (Admin can cung host
v6i Backend dé cookie refresh hoat dong).

2.2. Trién khai smart contract (Sepolia testnet)
Quy trinh trién khai va dong bo dia chi hop dong giita 3 package (Blockchain —
Backend — Client), theo BLOCKCHAIN DEPLOY CHECKLIST.md:

« Budc 1 - Bién dich va kiém thir: cd AgriBid - Blockchain && npm install &&
npm run compile && npm test (chay bd test Hardhat/Mocha/Chai cho
AgriBidEscrow va AgriBidNFT).

« Budc 2 - Trién khai: cp .env.example .env, dién PRIVATE _KEY (vi trién khai)
va RPC URL (Sepolia, chain ID 11155111), sau d6 npm run deploy:sepolia;
ghi lai NFT _CONTRACT ADDRESS va
ESCROW_CONTRACT ADDRESS duogc in ra.

« Budc 3 - Cép quyén cho vi Backend trén hop ddng escrow: npm run
roles:escrow - - - - action=grant - - role=manager - - account=0x... va tuong tu
V6i - - role=pauser, dung dia chi vi hé thong (BLOCKCHAIN PRIVATE KEY

cua Backend).

« Buéc 4 - Cap nhit Backend .env: dién BLOCKCHAIN RPC URL,
BLOCKCHAIN CHAIN ID=11155111, BLOCKCHAIN PRIVATE KEY,
NFT _CONTRACT_ ADDRESS, ESCROW_CONTRACT_ADDRESS,
BLOCKCHAIN_ LISTENER AUTOSTART,
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BLOCKCHAIN POLL INTERVAL MS, sau dé khéi dong lai Backend; kiém
tra ABI khop trong blockchain.constant.ts.

* Budc 5 - Kiém tra nhanh (smoke test): curl
http://localhost:8000/blockchain/client - config phai tra vé dung dia chi hop

dong va chain ID vira cau hinh.

* Buodc 6 - Cap nhat Frontend Client .env:
NEXT PUBLIC BLOCKCHAIN CHAIN ID,
NEXT PUBLIC BLOCKCHAIN RPC URL va

NEXT PUBLIC ESCROW_CONTRACT ADDRESS phai khop véi gia tri da
cdu hinh & Backend, dé vi MetaMask ctia ngudi dung két ndi dung mang va
dung hop dong.
« Luu ¥: véi moi trudng phat trién cuc bod co thé dung Hardhat node (chain ID
31337) thay cho Sepolia, ap dung quy trinh tuong tu.
2.3. Kiém tra h¢é théng bang smoke test (demo checklist)
Hai bo checklist demo (Phase A - nghiép vu VND/PayOS/VietQR, Phase B - dau gia
ETH on - chain/NFT) cung cép script smoke test tu dong dé x4c minh hé théng hoat

dong dung trude khi demo:

« Phase A (VietQR, d4u gid VND, chat, NFT/verify): chay node scripts/vietqr -
controls - smoke.mjs (pass khi in ra "All VietQR control smoke checks
passed.") va node scripts/auction - demo - smoke.mjs (pass khi goi POST chat -
messages va chat - history thanh cong véi mot phién dau gia dang
HAPPENING). Tai khoan demo: farmer vip 1, merchant vip 1, admin vip 1
(mat khau password123).

« Phase B (dau gia ETH, NFT on - chain): truéc tién kiém tra BO - cic bién
ESCROW_CONTRACT_ADDRESS, NFT CONTRACT ADDRESS,
BLOCKCHAIN RPC URL, BLOCKCHAIN CHAIN ID da khép gilra
Backend va Client, mang MetaMask dang (Hardhat 31337 hoidc Sepolia). Néu
phién dau gia BLOCKCHAIN thiéu onChainld, chay npm run blockchain:sync

- auctions, sau d6 npm run smoke:blockchain (pass khi client - config tra vé
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dung va thiy phién dau gia BLOCKCHAIN c6 onChainld), hoic npm run
smoke:phase - b dé chay toan bd.

« Quy trinh demo Bl minh hoa ludng dit gia ETH thuc té: dang nhap
merchant vip 1, lvu dia chi vi ETH khép MetaMask, md phién dau gia
BLOCKCHAIN, gui giao dich placeBid - tx hash hién thi va
BlockchainListener dong bd bid vao co so dit lidu.

3. Link Github
3.1. Backend

* https://github.com/HieuChiChau/AgriBid-Backend
3.2. Frontend Client

* https://github.com/HieuChiChau/AgriBid-Frontend-Client
3.3. Frontend Admin

* https://github.com/HieuChiChau/AgriBid-Frontend-Admin
3.4. Blockchain

* https://github.com/HieuChiChau/AgriBid-Blockchain
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